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1. Interface Types and Data Link Layer Protocols
2. L2 Authentication and End-to-End Communication

3. Network Traffic Control and ACL Management






Interface Types and Data Link Layer Protocols
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72 Serial Line (/& 3| M) Ethernet Line (0|4l 3]4)
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e HDLC (High-Level Data Link Control)

o SR} ST M2l STV ST, AIZ0|L 22 B 22 H25 7150] 2tks|of YBLC
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e PPP (Point-to-Point Protocol)
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= LCP (Link Control Protocol): 2@ 39| ¥ZA M, £
= NCP (Network Control Protocol): IP, IPX & CtYSt 34|& Z2EES SAI0| X|ot=E S&LICH

3. Frame Relay2t NBMA &tZ2| 0|5}
Frame Relaye S2|H 2 2= CIE ¥4 (Multi-Access) S A|2SHA|BF LANI} E2| EZEIHAE AMSIL B E H5E0 2 THZ| 2| %= NBMA(Non-
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R1(config)# interface s1/0.12
R1(config-subif)# ip add 1.1.1.1 255.255.255.0
R1(config-subif)# frame-relay interface-dlci 102
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show frame-relay map2 Salf DLCI O AEiE HATLICEH
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L2 Authentication and End-to-End Communication
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Network Traffic Control and ACL Management
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Al 212 ACL(Access Control List)2 AF2510] EA AMH|ALI SAEO| CiFH 22 o{LH AmstH Hlojet 4 Y=ot

1. ACLe| 37 4 2 20|
Y2 AHole 243 st a2t BE2(Standard) 2t 22 (Extended) ACL2 LHgl LTt
o HZ ACL (Standard ACL, 1-99): £22| IP A0S 7|20 2 ETl g TE L Tt

o 2t ACL (Extended ACL, 100-199): £L2|/222| P FAat 22, T2EZ(TCP/UDP/ICMP S)2t ZE HiS(eq 22, eq 80 S)E AtE5}0]
0= MY st A7t 7Hs &L

2. M2 AlLI2|2¥ ACL 42 Al

ACLZ QIEH|0| 22| Inbound(§Y) &= Outbound(R&) ¥eol 2-835t0] EcfLS AofFLIC

AlLt2I2 A £ MHIA M2 A5 (H ACL

gk
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o SSH 2HEk 9|0 MEIZO| SSH(TCP 22) U442 2 48 1

access-list 100 deny tcp any any eq 22
access-list 100 permit ip any any
interface s1/0

ip access-group 100 in

e FTP/SMB A|gt: £ UIESRIS tHH M2 It A& (FTP, SMB)O| 7ts3t== &4
access-list 100 permit tcp 10.1.4.0 0.0.0.255 10.1.3.0 0.0.0.255 eq 20

access-list 100 permit tcp 10.1.4.0 0.0.0.255 10.1.3.0 0.0.0.255 eq 21
(Z2f)

access-list 100 deny tcp any any eq 20

 ICMP(Ping) 2tth: LI2 Y HOtS 2[5l Ping SES UL He O

access-list 100 deny icmp any any
access-list 100 permit ip any any

ALIE|2 B: EX SAE HZ Ao (BEE ACLEER)

mlru
+0I'
[>
Im
o
o
ry
o
ol
oo
_O'I_I
H‘|
Jhu
%
!
ic]
r
n)

e Windows SAEDHS&: EZ AEZ|X|0| 5 Windows NI(Network Interface)
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dynamic

Ri(config)#int s1/0

R1(config-if)#no ip add

Ri(config-1if)#int s1/0.12

Ri(config-subif )#1ip add 1 255.255.255.0

Ri(config-subif)#fra

Ri(config-subif )#frame
Ri(config-subif)#frame-relay inte
Ri(config-subif)#frame-relay interface-dlci 102
Ri(config-fr-dici)#lii

static

frame relay= nbma0|J| I 2 0l b (broadcast) &&= Z=Jtor(H o 5= 01 0F SHCF.

Ri(config)#int s1/0

Ri(config-if)#no ip add

Ri(config-1if)#wnt s1/0.12

Ri(config-subif)#ip add 1.1.1.1 255.255.255.0

R1{config-subif)#fra

Ri(config-subif)#frame
Ri({config-subif)#frame-relay inte
Ri{config-subif)#frame-relay interface-dlci 102
Ri(config-fr-dlci)#j§}

PDF 4Z0j A 225t & 0]0|2
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Ri{config)#no ip add

% Incomplete command.

Ri{config)#int s1/0

Ri(config-if)#no 1ip add

Ri{config-1f)#wnt s1/0.12

Ri(config-subif)#1ip add 1.1.1.1 255.255.255.0
Ri{config-subif)#fra

Ri{config-subif )#frame
Ri(config-subif)#frame-relay inte
Ri(config-subif )#frame-relay interface-dlci 1062
Ri{config-fr-dlci)#exit

Ri({config-subif)#wnt s1/0.21 mul
R1(config-subif)#ip add 1.1.2.1 255.255.255.0
Ri{config-subif)#frame

Ri(config-subif )#frame-relay map ip 1.1.2.2 112 b
Ri(config-subif)#j

PDF 6Z0ilM &5t A& 0[0]2]



Ri#conf t
End with CNTI

Protocol

dlci 1 6 static,

atus defined,
dlei ( : static,

defined,

per

755




R4

T

Status

dlci 301(0x12D,0;

ined,

',IHICI

dlci 304{0x

D - EIGRP, EX - EIGRP external, 0 ( . OSPF inter area
N1 - 0OSPF NSSA \ cternal type 2
= type 2

1-1, L2 - 15-15 1
er-user statu

configuration...

2:41.779:
int bri

Rd#sh fram

m

to abort.
CMP Echos to

round-trip min

timeout

ercent (5/3), rou

Protocol

route




R4#ping

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.0.0.1, timeout is 2 seconds:

round-trip min

R4#p1ing

escape sequence to abor
i, timeout is

round-trip mi

timeout

rate is 100 percent | ruund-trip min/
d#png

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.48.0.1, timeout

rate is 100 percent ), round-trip min
e sequence to abort.
108-byte ICMP Echos to } 1, timeout

round-trip min

is 188 percent (5/

#ping

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos

168 percent 5),
escape sequence to abort.
lng 5, 100-b

rate is 100 percent (5/5),




R4#ping

sequence to abort.
byte ICMP Echos

rate is 100 percent (5/5)

2 sequence to abort.
5, 100-byte ICMP Echos to

rate is 100 percent (5/5),

ape sequence to abort.

5, 0-byte ICMP Echos to

rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Enter configuration commands, one
R1{config)#int s1/

R1{config-if)

R1{config-

I, timeout is 2 seconds:

round-trip min/avg/max =
1, timeout 1s 2 s
round-trip min/a\
1, timeout is
round-trip min/avg/max =
, timeout 1s 2 s

round-trip min/avg/max

1, timeout

round-trip min/

1, timeout

round-trip min/avg/max =
1, timeout 1s

round-trip min/avg/max
1, timeout is 2

round-trip min/ /max =

per line.

End with CNTL/Z.

157/176 ms

247144 ms

seconds:

X = 92/116/152 ms

seconds :

116/137/156 ms

seconds:

68/111/132 ms

*Jun 23 10:17:51.459: %5Y5-5-CONFIG I: Configured from console by console

Ri#conf t
Enter configuration commands, one
R1{config)#int s1/0
R1(config-if)#no shut
Rl{config-if)#
*Jun 23 1
R1(config

R1#

*Jun 23 18:18
tive State Do
R1#

*Jun 23 10:18:34.439:
ged state to
*Jun 23 18:18

33.407:

.847:
g configuration...
Ri#ping 1.1.1.2

Type escape sequence to abort.

per Lline.

: %ENTITY_ALARM-6-INFO: CLEAR INFO Sel/8 Phy

End with CNTL/Z.

ELINK-3-UPDOWN: Interface Seriall/0, changed state to up

ical Port Administra

%L INEPROTO-5-UPDOWN: Line protocol on Interface Seriall/@, chan

¥S-5-CONFIG_I: Configured from console by console

Sending 5, 180-byte ICMP Echos to 1.1.1.2, timeout is 2 seconds:

round-trip min/avg/max =

)/28/36 ms




R2({config)#int s1/0
R2(config-if)#ppp authentication pap
2(config-

(config-if
*Jun 23 18:29:37.119:
ged state to
R2{config-1

PPP LCP
PPP LCP
PPP LCP

Lcp

14 Configuration Ac
8 Configuration




