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WAN/LAN QIE{HjO|A L |2 T2 EZ 2} 212]

rurz

HESIE Fdote S2ld/=2|d &tE 2 4l Yelet ¢ 2Alof a2t 32| WAN(Wide Area Network)2t LAN(Local Area Network) 22 & & L|C},
WAN £tZ0j|M= F2 Serial LineO| AtE=|0f 2+RE{ 2H 1:1 AZ(Point-to-Point)2 +=l5tH, CIOIE{E 1H|EX &xtH o2 &St S22 JHLIC BHH,
LAN 20| A= Ethernet LineO| AL &[0 AQ|X|LE HEE Saff CH42| 717|7t SIS = CTHE A4 (Multi-Access) B8-S #E5HH, MAC 48 7[Ho2 O
O|E1E Z&j|Q(Frame) T2 AQRIELICEH

2 AZO|AM Ol2{5t Clt SIS AEH &

2RIZ|(FRSW1)E SHLR T=0f JASLICE

ol

FHERD EE2AIE 75101 2 A132 S22 EM gLt A4l 2= 2t2E{(R1~R6)2t Frame Relay

oA ghAl Z 5LIQI Frame Relaye S2|2 22 & CHE d4 (Multi-Access)S A {5HR|0F H2EIHAE AMST} AREO 2 TY2| 2| o= NBMA(Non-Broadcast
Multi-Access) 7|=QLICt O|E 8422 2F5t7| 2I5H 5tLe| S2|A Serial M-S =2/ 22 0f2] 7|2 285t PVC(Permanent Virtual Circuit) S A2
5t0{, 2t 7+4f 5|42 DLCI(Data-Link Connection Identifier)2h= 24 & FAZ AHEEL|CE

AL0|AM= 22| QIE{T| 0| A (Serial 1/0)2 Sub-Interface2 Z7H0{ 2t2|BHL|CH O] S04, R12| Serial 1/0 QIE{H|0|AE =2|H 22 28510] 2t2 CI2 DLCI
£ ggots 4 Uy S SQIRLCH R10IM ME QBT O|A MY F IP 2AE SH5tL, Frame Relay BE 0 E S5l £8 DLCIE OHst= xS &Y
=

A& 31H siM: R1 ME QIE{Hjo]A L FR A

o O] £3M: interface s1/0.122 S5 ME QIEI0|AZ MM5tD ip add 1.1.1.1 255.255.255.02 FAZ 20
1]

e FRO4Y: frame-relay interface-dlci 102 HAS AFR3510] S AL QE{HO|AS DLCI 1022t HZSH
Ri(config)#int s1/0

Ri(config-if)#no 1p add

Ri(config-1if)#wnt s1/0.12

Ri(config-subif)#ip add 1.1.1.1 255.255.255.0

Ri(config-subif)#fra

Ri({config-subif )#frame

Ri({config-subif )#frame-relay inte
Ri{config-subif)#frame-relay interface-dlci 102
Ri(config-fr-dlci)#j§i

Frame Relay= NBMA EMg 712|122, 23 (Static) 01 A| EREINAETI} JHsstEE map ip [IP] [DLCI] b2t 20| ‘b(broadcast)’ 4 BIEA| 2
7teof ErLiCt. R10IM HE|ZRIE (Multi-point) R E 73 5t7| 2Is ME QE{T|0|A0] 0{2] DLCIE BIQlYsh= 2ty S 4THEH Ot 25U

Al 31 sAM: R1 HE|EOIE U A ojm

o HE|ZQIE MA: interface s1/0.21 mul FHOZ HE|XZQIE ME QEHO|AS MG

=.

=20 o
o HRCIHAE SM M: frame-relay map ip 1.1.2.2 112 b HHO|A 20| 'b'E 20§ NBMA SZ0|M2 EA 288 =,



R1(config)#no ip add
% Incomplete command.

Ri(config)#int s1/0

R1(confi f)#no ip add

Ri(config-if)#int s1/0.12

Ri(config-subif)#ip add 1.1.1.1 255.255.255.0
R1l{config-subif)#fra

Ri(config-subif)#frame
Ri(config-subif)#frame-relay inte
Ri(config-subif)#frame-relay interface-dlci 102
R1(config-fr-dlci)#exit

Ri(config-subif)#int s1/0.21 mul
Rl(config-subif)#ip add 1.1.2.1 255,255.255.0
Ri(config-subif)#frame
Ri(config-subif)#frame-relay map ip 1.1.2.2 112 b
Ri(ccnflg 5ub1f]#|

A2} DLCI ¥15 7} SHt22| 0§21 =|0] ‘active’ &

QIE{TH|O| A EHg3t Al Fo|E M2 Z2| QlEH0]|AL] HEf FHSIILICE no shutdown FHE S35l QIEH0|AS &/5tetH, A|AH 212 S5 'Interface
Serial1/0, changed state to up'at 22 HA| X7} 23E|0] S2| A& (L1)0] EAHoz SeighsS YHAS U 2102 Loopbackdt 22 7t QIEH0|A=
Heo| no shut ¥ QU0|= MY SA| &4t T

Enter configuration commands, one per line. End with CNTI
Ri(config)#int )

#Jun 23 10:17:51.459: %5 -CONFIG_I: Configured from console by console
Ri#conf t

Enter configur: = , one per line. End with CNTI

Ri(config)#int )

: %LINK-3-UPDOWN: Interface Seriall/e, changed state to up
37: %ENTITY_ALARM-6-INFO: CLEAR INFO Sel/@ Physical Port Administra

UPDOWN: L1ine protoecol on Interface Seriall/e, chan
. configured from console by console

onfiguration. ..

quence to abort.
yte ICMP Echos to 1.1.1.2, timeout is 2 secon

rate is 100 percent (5/5), round-trip min/avg/max = 20/2

PPP(Point-to-Point Protocol) 2 Z0lAl= A&t 2t 2t HZES HESHY| 2ol 27415 S EAE AU 0] AS2 S ZHEnd-to-End) 2| =0
ol 2= 240| OfL[2t, S22 2|y AZE Q1Y 2| 2t ZI"*(LocaI) 3 ZArY UL} M2tM R32 R67E SAIBICIR A & 3H| Atojof 21g2{el
AMEAAY EE 37 HR2E s

Q1= gAl2 37| PAP(Password Authentication Protocol)2t CHAP(Challenge Handshake Authentication Protocol)2 Lt&lL|Ct.



= PAP (Password Authentication Protocol) CHAP (Challenge Handshake Authentication Protocol)

QI dhAl 2-way handshake (ID/PW &) 3-way handshake (Challenge-Response)
Hord 943 (B2 dd) =3 (GHAI/CHO|AAE 28)
ok ALY Al IDQ} Password?t ACHE 2! QB H|UHS T} HEQT0| B27| L.

2E EEZ2|0|M= PPPRt Frame Relay’t 28 &dE d5t0] 2f 7128 15 28 2HELICH

A HQHO| 2{ofst PAP YA At T2l S SQIBILICH R20IAM HTHY(R1)2| A S WS, AH40] IDL} PasswordE HEL2 HUE=S gL

R2(config)#int =l_.[l

R2(config-if)#ppp authentication pap

R2(config-if)#ppp pap sent rname R2 pa rd cisco

R2(config-if)#

*Jun 23 10 7.119: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/e, chan

ged state to
R2(config-if)

) @ ® WY
FESE

Configurat
8 Configuration ReqL

Bt CHAP HAI2 4 QFMBILICH R30IA CHAPE d oD, MY (R4)0| H2l:= T R|(Challenge) 2toll CHsH 2Hal| B|YHS S 54 (Hashing)stod &
E(Response)YL|tt. 2tRE= &2 HIZHSE 2| H|15k= A0| OtL|2t, Al LhE SHA| 242 BIWSHER HEQI YoM H|ZHS It =2 (2] ebaLith

A2 8121 54 CHAP 52t U Hokd 25

o MW T ppp authentication chap HYHS ALESHH, 4T LS| SAE 0|E2 AL A} 0[50 Y2[5H0F Q1S0] 38t

o I3l EM: 2X{E 215 2™ Challenge?} Response THAO|A] OH 71 BHA| Zf(0ll: 0x8988...)0| 27t= AS & & A2 M, H|LHE Z4|= 20|Z|
==

o C|H1 &0l debug ppp authenticationg Safi QIG5 22l SUCCESS O A|R|2} S| SHA| Zf B|WE S5t Q1F &2 Y S MA|Ze 2 DL ERS
& AF LT



R3#conf t
Enter configurat on comman one per line. End with CNTL/Z.
R3(config)#int s1/
R3(confi 1f;#enc ppp
add 1
shut

%L INK-3-UPDOWN: Interface Seriall/0, changed state to up
: HENTITY_ ALARM-6-INFO: CLEAR D 5el/@ Pl al Port Administra

R3lconf1g 1f1#
*Jun 23 10 3 5 NEPROTO-5-UPDOWN: Line protocol on Interface Seriali/@, chan
ged tate to

sername R4 password cisco
onfig)#int
i uthentication chap

NEPROTO-5-UPDOWN: Line protocol on Interface Seriall/e, chan

%L INEPROTO-5-UPDOWN: Line protocol on Interface Seriallse, chan

6 Echo Request
Configuration Request
Configuration Request
Configuration
Configuration A
Challenge (N
cha11~n5~ (u

Configuration

8 Configuration
Configuration
Configuration
Configuration
Configuration
Configuration Ack

11
il

13
14
15
16
17
18

R4#debug ppp authentication

PPP authentication debugging is
E
*Jun 23
*=Jun :
*Jun
*Jun :
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
R4#
*Jun 23 £ - C 5
*Jun : ) HE AUTHOR Reque
*Jun =L T ) : Received AAA AUTHOR Re
*Jun : 149, ) : Received AAA AUTHUR Ri
*Jun B:51:4 1 Sel/0 CHAP: S id 3 1en 4
*Jun >

*Jun

*Jun

ng
REbPDNbE id 9 len 23
JESPONSE id 3 len
id 9 len 4
AP LOGIN Requ
Received LOGIN Res

[ el el el el

ACLZ 083 YS9 E2T Hoj U Lot 33 38

ACL(Access Control List)2 HES 3 QIETO|ASE EXt5He EBfE S 58 (Permit)st 7Lt 5 (Deny)sts &at
Yoz LIgLct

JE

ofBte AHBILICH ACLS 37 S 713 £

¢

e HZ ACL (Standard ACL, 1-99): 22| IP 2ARS 7|E22 EHS AH|O{gfLICt HYO[ 25| H LS A|0{7F o F S U T

e 83 ACL (Extended ACL, 100-199): £&2|/S22| IP FAH0OLL2t ZREZ(TCP, UDP, ICMP 5)2} ZE #5 (Port Numbern) S 7|22 Z U5t
Hofgrct.

ACL %8 Al BIEA| 7]f310F B 84 122 T2 2Lt

of shy 22 Z

1. 2213 M8 ACL2 AgE &AMTHZ ZARIL T HTHoA 2210] Yot otthe] 7212 HARSHR| g SA| AEE LT T2t F2 Hel(Specifi)E H
A 2dsta, W2 Hel(General)E LS0l| 2HdaHoF LT

2. SMA & (Implicit Deny): ACLS| 2 OF2[2}0l|i= =0i| £0|2| = deny any 7#2|0| ZAFLICL 5, AIZH 22 51 (Permit)5HA| 242 2E E=fH2
AS22 AHELICH 22 S MBIAS ARACHH, permit ip any anyE Z7t5t0] LIDZ| E=fH 2 5185 F0{0F gL Tt

3. @3k (Direction): QIE{H|[0]A2| inbound(E0{2E ET) = outbound(L7Hs EHE)E ZEH5| 2| H5HO0F BHL CH

HEOME 3t 22 2eF L2128 FHSIASLICH
o ALI2|2 1: Windows PCOf| M2t £ T #{Z 4 (Rocky)Ofl M2 7t55H=S R32| AE T 0|20 EE ACL HE
o ALIZ|2 2: 2|R2RE{Q| SSH(TCP 22) H&S 2HHHs5H7| 215 RS BT 0] 201 &4 ACL HE.



o AJL}2|R 3: EF MH|A(FTP, SMB S)0F 512511 LIHA| MH|AL 2}THIE 2 R30) 22 ACL 28,
o ALI2|R 4: R Y B5E 2/5] R6 QEIH|0|AR S0|2= 2E E2fTiS 2THDeny Any).

WESIT MY SOl BEA| B2|2/=21% AT HEIS THIEE PS50 BILICE THs| "SI0 EICH9 EITK'S Hof, Ol A B0 27}
Bt 20| 224Ul A YLICH

TEHA|: QE{mo] A B L2 ME M
f

[=]
show ip interface brief YA E5| QIE{H0|AL| AEHE SHOITHLICE,

o
o Status (L1): upO|H 22| #|0|& HZ0| A4A0|0{, administratively downO|H no shutdow

n
e Protocol (L2): upO|P L2 Z2EZ(PPP, Frame Relay S) Di210] &%t 210[0], downO|H =5t YA 2LA|LL 1S 2LFE 2 H5H0F FLICH

ith CNTL/Z.

5:07:46.263: % : f red from console by console
Ri#sh ip int i
Method Status

» static,

, static,

£ &
t-to-point d

Ra#sh ip int bri
Interface e s Protocol

ial1/0
1/0.

route




Frame Relay 8Z0{Al= show frame-relay mapS S5l DLCI OHE Ol "active' AEHQIZ| &It 2tRE{2Q] show ip routeE Sdf 52| HEYI=Z
7t= BRIt WP A=A SIFL L

w
i
-]
o

n
3
re

ZM(End-to-End) HIAE

ping S Sall HA| HIO|E B&0| 7hs5HA| RlgfLch RAOIA CHYSt HERI ez P 2H At

= =

End with CNTL/Z.

D,0x64D0), bro:

, timeout is 2 seconds

, round-trip m

N s rate is 160 percent (5/5
Ra#ping

Type escape sequence to abort

ucces r
Ra#ping

o escape sequ
nding 5, 100

ence to abort
yte ICMP Echos
ra
Ra#ping
Type escape
ng 5, 1 , timeout is 2

uc rate is 100 percent (5/5), round-trip
Ra#ping

Type escape sequence to abort

, timeout is
percent (5/5), round-trip min/avg/max
to abort.
1CHP Echo , timeout {
0 percent (5/5), round-trip min/avg/
to abort.
e 1CHP Edl
percent (5/5), -tr 9 124/144 ms
abort
IcHP Echos t , timeout is

< s rate is 100 percent (5/5), round-trip min/avg/max = 80,
Ri#ping

e to abort
IcHP Echos » timeout is onds:

ent (5/5), round-trip min/avg/ /116/152 ms

Type escape sequence t
ing S, 100

, timeout

percent (5/5), round-trip min/avg/max = 7

to abo
1cHP Echo:

is 100 percent (5/5), ro

X 23 EdE#E H322E

o OIE{TO|A AFEN: StatusZt upQI7t? (L1 gcl:_)

e TZEZ AX|: ProtocolO| up®!7t? (L2 Y&sHQI= &H9l)

o Q= 22 PPP 17H0||A CHAP/PAP M1t A HEJL Az|5t=7t?

o OjT 22: Frame Relay?| DLCIS} IP O§O| 25510 broadcast (b) S410] L3 0| ARE|Y=7}?

E2fTlo| THEICHH Implicit DenyOl] 22l A OfLI7t? F2I9| &A7t HIZI}?

L]
>
N
r
ox
&



o 2} 2t EI0|20| F2A| th0] ZA5tH, Next -hop IP7t R=E8H}?



