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ARP IP — MAC EZ IPRAE IRIZAES MAC FAE 27| 2loi 238 BHUCH
RARP MAC — IP Atelel MAC F4e LR8P FAE 25 O, IP FAE LOIL7| 25 AR LT
Proxy ARP IP — MAC 2tRE{7 2F419] QIE|H|O| A0 HAE CHE SAES Ch4l5t0] ARP 240 SHat= HAIYLIC
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MITM(Man-In-The-Middle, S22t -3-7—1)% SCHOIAE(A)QF MH{(B) AtO|o] S4 B2 S ARt IHYSHA BIOIEIE 7t2A AL Z22f5h= SH YL Burp
Suite= HTTP E2iH S CHY L2 Stz ZEA[(Proxy) AlH g8 £A5H0] 0[2{5t &8-S +4d5t= Ol AFEE U

A4S 83 748 MITM AlLt2|2

2 HS0ME SAA AYE St Burp SuiteS U222, T2t &= 22t0|AE(Windows) 2t EHZI AH (Metasploitable Linux)E T+ &LILH A=
S2O[UETL EUE HTTP 22 ZRA| MHZ de0t LIES HES &, MHZ AL EE (Drop) g 4 AS UL
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1. Live passive crawl from Proxy (all traffic)

Add links. Add item itself, same domain a

Capturing:

g

Live passive craw! 22| Capturing AEH AQ|2|7} A (On)22 EM3HE 2

2] A[0f2| sH4lQl Intercept 7|52 5 71A| HEHE 7t LTt
o Intercept is on: H2tRA0|A ELj= 20| T2A| AB{0]| Z2{ HEL|CH O|0f A= I§2] S &

=2 HE & JAEHLCL
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Burp Project Intruder Repeater Window Help
Dashboard | Target | Prowy | Intvuder | Repeater | Sequencer | Decoder | Comparer | Extender | Projectoptions | User options
Intercept | HTTP history | WebSockets history | Options
Intercept is on Open Browser (
Use a different browser

Use Burp's embedded browser

You'l need to perform a few addiSonal steps.
to configure your browser's proxy settings
For testing over KTTPS, youTl also need to
instal Burp's CA certficate.

There's no need to configure your prosy settings
manually. Use Burp's embedded Chromium
browser to start testing right away.

[ osen rome Vew docmrtason

Using Burp Proxy Burp Proxy options Burp Proxy documentation
The central point of access for al

1§ this i your fist sme using Reference informaton about
Burp, you might want to take > the different options you have > information you need to use Burp >
for customizing Burp Prorys proy.

alook at our guide to help
you get the most out of your
experience.
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Proxy €49] Intercept 7|=0| 'Intercept is on' AE{ 2 £S5}l 51

HICHR THZI2 Jh2 2| 9T SDHAIFIS AEfE CF2 3} 20| EAIELIC

Intercept is off ction

browser
Proxy €9] Intercept 7|=0| 'Intercept is off' AE{Z H|2Hd5}t=l 5H3H
IOEA| 2|AL{(Proxy Listener) 44
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Burp Project Intruder Repeater Window Help

Dashbosrd | Targst | Prowy | intuder | Repeatsr | Sequencer | Decoder | Comparer | Extender | Project options | User options

st | ATT ity | Websockeshtory_Options
(@ prony Listeners
e e e e e

Certcate TS protocols
Default

Add || Running Interface Invisible. Redirect

e || ¥ oot per-host

wamove |

Each installation of Burp generates s own CA cartifcats that roxy lsteners can Use when negotating TLS connectons. You can import or export this cartifcat for u
other tools or another installaton of Burp.

Import/ export CA certficate | Regenerate CA certfcate

(@ intercpt Client Requests
{5 Us these setings 1o conrol which recuests r el o viewing ad g n e et

) ntercept requests based on the following ruls: 14ster ferce

Add ][ enabed | operator  matn ope Restionshp

| e exension Do not mah cgisipgsipngsioesspspicos,
— o Request Contain parametes
Remove | or HTTP method  Does not match (getiposn 4
| PR 1510 tage scope
oo

Automaticaly fix missing or supefiuous new ines at end of request

) Automatically update Content-Length header when the request is edited

(D Intercep Server Responses
{53 Us these setings 10 conrol whichresponses ae sake for vewing nd e the iterept

Intercept responses based on the following rules:

b
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tol

Burp Suite Proxy Options §{0f|lA 2|AL A2} Intercept #3212 2+2|5t

2|4l SF0AM $2f 127.0.0.1:8080 ZEIt 4222 Ml (Running) SAUA| 2QIgL|C.

® Proxy Listeners

{:c}}\ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of

I Add Running Interface Invisible Redirect

| Edit
Remave |

Proxy Listeners 220fA] 127.0.0.1:8080 QIE{T|O| AT} AlSH ZQS HOjZ = 510

S 2AL 8§22 Metslol MM BES BHOIF 4 YBLICH

o=

Certificate

127.0.0.1:8080 Per-host

TLS Protoc
Default

| Add Running Interface Invisible Redirect Certificate

Edit 1 | 127.0.0.1:8080 Per-host
| Remove
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MEHE Proxy Listener2| QIE{TO| A2t SAM B YEE 2olF

=

2|Aalo 52 FAE HASAH 'Edit' HES Sal BIQIY (Binding) S £45H0F ELICH 08 E0f, o|F SAEZEE9|
only S4& dliAlatl £F IPE 2 &sH0F &L
Add Edit proxy listener %
[ eat | ‘ ginding | Request handling | Certificate | TLS Protocols

| Remove !
@ These settings contral how Burp binds the proxy listener.
8ind to port

8ind to address: (® Loopback only
Each installati
other tacls or

Import / ex

All interfaces

Specific address: | 127.0.0.1 -

| Intercept Cli

| Use these setfi
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H

Down

OK Cancel

>
5
g
2
&)
B

Edit proxy listener 20| A Bind to address& 58 FAZ Ms5t7| 2|8t Binding & 3t

EEE

=}

ox

AtE 7tset HIERIS ABHO|A SROH|A SHA AT IP FAE WESHE 1t

— ==

Default

ry
o
Kol
ofo

TLS Protocols

52 Loopback



1 Edit proxy listener

Binding | Request handling | Certificate | TLS Protocols

‘ @ These settings control how Burp binds the proxy listener.

Bind to port [sbsb
Bind to address: () Loopback only
i All interfaces
| ® specific address: [ 127.001 v
a 127.001
169.254117.142
li 169.254145.132
u 160.254.148.99
160.254.154.12
r 160.25416.171
160.254173.201
160.254174.161
169.254212176
160.254227.16
160.254.49.16
17216201
192.168.150.1
192.16880.1
3 00000001

:ally update Content-Length header when the request is edited

erver Responses

Htings to control which respanses are stalled for viewing and editing in the Intercept tab.

Edit proxy listener 20| Specific address &52| EECH2E Solfl 172.16.20.1 FAE Melist= aHH
219 B2 Y BRERA 32

Burp SuiteQ| Intruder 7| 52 AIE5IH E2EX
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A LEA 2ES LU0 S22 B E A2 HZS YU T2tM A= HRIAEL|(Registry) S 22510}

U= 2HHA S| 2E ML 2 AE2| W Internet Settings F2E +Y5tH LEA| AL OJR2t MH FAE ot #Of| HOfE 4 QJASLICE
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LA M HY 2o 3

2455t 2A3ZUE &2 (.reg L .bat)
O] Y-S AS3tst7| 2l & 712 THUS A2fe 4 AGLICH FUARL R, 2RAAEL| THU2 BHEA| ANSI AZY 22 A Y50 =0 M FdH
gLch
1. .reg THY: 22| AE2| ZHS 21 AUSHE THUQULICE ProxyEnabled 12, ProxyServers 2| Y& A2 H5H= HIAES XIS CE
2. bat oY A= HHP TFILE (CMD)OA HAl=|= iZ| THFUYLICE reg add HHOIE ALESHH HHZOMM SA| A AERIE +H UL
qqq.reg o |E L-||HH|-:|I_T|
E" -reg
HE S0 Solsl= HY-HE-2S Z2RE 22 272 ZEFLIC
HRgo2 2P E 2| T (bat)2] LIF REE L2t 20| R AER| H20| S FIist= YHOE F1 AL

Aloitla m=Al Aes AgLt. ol s

£2 Aot ZRA| MBS ABEULL 012 85

ZSA MH Mg 2F g

Z2t9| IP 172.16.20.1002 ZE 80800| 2|1




Internst Sattings” /v PrasyEnsale /t BEG_OWRD ik

1n 38 cal 10

A = = = Lo =
AE SHOIM Eele|s 2Y-HE- A4S 2UE 28 2= 22U
AlGH & 2 = A [ =5
L2TE A4l = A AE2| HYT|(regedi) E Sl YOl HUhZ B A=A HSEUHCE
B 2R2E2 By = [m} X
TR HIEE 2V SARIIA) ESTH)
Z F ElWHKEY_CURRENT_USER#SoftwareftMicrosoftwWindowswCurrentVersion#internet Settings
FileAssociations £z Glolg
? ;“EH'SSU; REG_SZ (@ EN e
L4 Gam - REG_DWORD 0x00000001 (1)
GEW?:E-;S-IQW on REG_DWORD 0%00000000 (0)
Grpczn\- ¥ %) EnableMegotiate  REG_DWORD 000000001 (1)
e ab)|ES_UA,_Backup_... REG_SZ 50
N ImmersiveShell 2% LockDatabase REG_QWORD 0x1dcb64c23965686 (134182527045097094)
== InputSettingsRoaming 4| MigrateProxy  REG_DWORD 0x00000001 (1)
[~ Internet Settings 4 PrivacyAdvanced REG_DWORD 0x00000001 (1)
1 =50 14 ProxyEnable REG_DWORD 0x00000000 (0)
Cache ab] ProxyServer REG_SZ 172.16.20.1:8080
Connections W% SecureProtocols  REG_DWORD 0x00002800 (10240)
Http Filters ab] User Agent REG_SZ Mozilla/4.0 (compatible; MSIE 8.0; Win32)
> Lockdown_Zones % WarnonZoneCr... REG_DWORD 0x00000000 (0)
> P3P 18| ZonesSecuritylU...  REG_BIMARY eb 46 bc 2 f4 51 dc 01
Passport
TemplatePolicies
Wpad
> ZoneMap
> Zones
IrisSenvice
LanguageCompenents!
22| AE2| HR 7|0 M ProxyEnableO| 12, ProxyServer?t 172.16.20.1:808022 B A%l A S &0I5t= 5HH
o|5HA E}Zl: Metasploitable
A [ B o = = o|= o = o =
HE9| 0| &= Metasploitable2 20t 2[4 E|AES 25| Q=422 Y2 2(AHE AT 2
= T HO =
HYO= Lot SAS A=t LT

nohup

this UM to an untrusted network!

Warning

Never exp

Contact: nsfdeviatlmetasploit.com

Login with nsfadnin/msfadnin to get started

netasploitable login

Metasploitable2 2|54 MH2| EO|E 2191 tf7| StH
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tol IP2 SHI22| M B=A=71?

[] S2t0|¢E E2tRA2| ZEA| 4H0| 3AR
Hat22{9] 20| Burp SuiteOf| A H2=704?

[]Intercept 7

2. 3455 A32E A5
.bat I M3l A| QIZT RA|(ANS)Z Q5 LB = SleE7t?

2 7|0j|Af ProxyEnable 0] 0x00000001 (1)2 HAZ|A=7t?
e []ProxyServer Zf0| [@ZZHP]:[RE] FAlo=Z Zat5| Q|

e [].reg ™
[12A2ER| T

RA=71?

3. 24| {2 (Troubleshooting)
AlIP/Port?} 2| A 4E 0t UR|5H=2] =2l

o ZEA| 93 $ EU AZO| o E Y
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