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192.168.x.x 22 LAN &
ip routed|| default viaZt US

&2l ping 7ts

Y2 St A= F2YLIC Bridged

2Hel/a2d B3

# oA QUEmo|ALL 1P
ip -br addr
ip route

# GUI Q10| M3t 5 1P H4:
sudo nmtui

# Edit a connection — IPv4 CONFIGURATION: Manual

# Address/Gateway/DNS @2 — Activate a connection

nmtui A2

# mmcli2 dYsts 2 22 HELIo oA HY

nmcli con show

sudo nmcli con mod "<CONNECTION_NAMED>" \
ipv4 . addresses 192.168.0.50/24 \
ipv4.gateway 192.168.0.1 \

ipv4.dns "8.8.8.8 1.1.1.1" \
ipv4.method manual

sudo nmcli con up "<CONNECTION_NAME)"

# 9 ol
ping -c 3 192.168.0.1
ping —-c 3 google.com
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3. APM Az|2} MH|A A2

Htg MO Heq
=2 29 3380
® APM=2 Apache + PHP + MariaDB2| &2 LTt A_pache7f HTTP 24 211, PHP7} # 1. AIAE D472 2IAISF D APy A3
DVWA ZEZ AsHst, MariaDB7t H|O|E{ S AL Ct. sudo dnf update -y
. - sudo dnf install -y httpd mariadb-server php php-mysqglnd \
o =2 Al=25H
® Rocky Linux AIZ2 apt?} OfL2t dnfE AFERILICE php-gd php-json php-mbstring git nano
51H = 2| A A3 OFMZ0| 7 7 A Hal A olA
* ;GB R SR : - MHA REI A 2t A3 U =4 tE
g sudo systemctl enable ——now httpd
® cnable --nows= "BEI A S AlSH S2'11 2|2 2A| A 50| 22| FfL|C} sudo systemctl enable --now mariadb

# &Ef =l
= systemctl status httpd mariadb --no-pager
= php -v

ss -1ntp | grep ':80'

|ok
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B2t — TCP/80 — httpd(Apache) — PHP 2&/Z2M|A - DVWA 2E —
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H2A0{0f| vimO| SR Pt M=| 220f|= nano?f YSLICH YE W= sudo nano config.inc.php'& A 7L}, vim2 #2{® “sudo dnf install -y vim'S B2 2715tM|2.
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® DB root= H|O|E{H0]A0] 21 2h2| R LICE. 2 40| root2 &5 IEStEE We A|Y #3.08 27| 4%
(dvwa_user)S o5 LT}, sudo mysql_secure_installation

A0llO 512 JHH| S # 27| HH Q2L| Enter
® dvwa_user= dvwa G|O|E{H|0| 2012 Hets 2| SLICH t # SUA A3 OlZS A& WOA T
® mysql_secure_installation2 Y A2}, BIAE DB, Y7 root 2101 22 2R 7| A7 S RGN LRI R o Hor Age

gelsts 22U # 4. HOIS/AY MY

® U2 27 MariaDB B0 Tf2t 23 CF 4 002 SRS J|of5thR: root bl 4%, 21 IR
3= |7, AsHE0]S MY,
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CREATE DATABASE dvwa;
CREATE USER ‘dvwa_user'@'localhost' IDENTIFIED BY ‘password123';
GRANT ALL PRIVILEGES ON dvwa.* TO 'dvwa_user'@'localhost’;

mysql_secure_installation & FLUSH PRIVILEGES;
EXIT;

27| H|YHSE= QLoD Enter — unix_socket Q152 H& Hol¢ II|/HI2s et - TN

root H{ZEIS 4 — anonymous user A7 — remote root login 22| — test DB A7 — [ e e e

privilege reload # password123 55T oK

I:éI-E .2_=!_5l__ Eﬁ 9"?45
off DB A¥E = BELLR? 2l 0| 2l5=|0{ = DB MA|/root o= HAl= Z4Z F0|7] M YLICH.
ofl localhost17t2? DVWAR} DB7t Z2 VM ¢Hof B2 9|2 DB H&S € LRIt glsLct
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5. DVWA 4z|2} DB A4 <&

L3 M HH
7Hd 48 Hd0]
® jvar/www/html2 Rocky/RHEL A€ Apache?| 7|2 & REQLICE 017]|0f dvwa & 45, DVIA A3
/dvwa A=22 g2 4 SLcH cd /var/www/html
. . s = sudo git clone https://github.com/digininja/DVWA.git
® config.inc.php= DVWAZ} MariaDBO| &8 T AH2E DB O, AHEA}, HYHSE <udo iv TR o ps-//9 g ¢
ct. cd /var/www/html/dvwa/config
. _ d fig.inc.php.dist fig.inc.ph
® GitHubOM B2 config.inc.php.dist= O|A| I O|2 = A config.inc.php=E SAISH & D (@ G, TNCARCHESS Eeltl o el 2Nl
guct. #6. DWA B3
. - - sudo nano config.inc.php
® config It £ & QI I} LT DB AFEA/H|UHS/DB 0|52| LEHS 71 HA 9 B/ - sudo vin config. inc.php
# 0l & 22 +4
A2 S $_DVWA[ 'db_user' ] = 'dvwa_user';
$_DVWA[ 'db_password' ] = 'password123';
ml A=Z2: /var/www/html/dvwa/setup.php $ AT Y B WAL
B2t URL: http://Rocky_IP/dvwa/setup.php # nano: Ctrl+0 — Enter — Ctrl+X
# vim : Esc — :wg — Enter
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6. 21 Ot A3t SELinux, firewalld A2|

o W3t %ol
a2 #7. 2O0Y 44

sudo mkdir -p /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/

A2 chown Apache L2M|A At sudo touch /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/phpids_log.txt
of UE MUS & 4 QI &t sudo chmod 777 /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/phpids_log.txt
- =2 22 2 A a
_ _ # 8. M3, SELinux, W3y MA
ClalElg|s zI01/22 251 Tlele ol7| At ZAlo2 a2 =2y, ;o= B0
chmod [HE2l= AY/SS A, TS oY) At Sdo= g2 sudo chown -R apache:apache /var/www/html/dvwa
SELinux I}O! T} 2 T2 AA HBHS ZASHe 2l A Hot H2 sudo find /var/www/html/dvwa —type d —exec chmod 755 {} \;

sudo find /var/www/html/dvwa -type f -exec chmod 644 {} \;

_ sudo setsebool -P httpd_can_network_connect 1
; = e zie —
firewalld LIF0IM 80 HTTP ZE=Z S0{2= AS 518 sudo setsebool -P httpd_unified 1

sudo restorecon -v -R /var/www/html/dvwa

sudo firewall-cmd --permanent --add-service=http
777 12—9_| sudo firewall-cmd --reload
sudo systemctl restart httpd

phpids_log.txt0f 7778 F= A2 d& HOIEYU L. 2 SF0iM= 22 AY/AE
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sol H A of|A|
sudo firewall-cmd --list-services http7t Z&te|0f US
Is -Id /var/www/html/dvwa ARAH/1EO| apache apache
getenforce EnforcingO|0|= M 5 ZA d2 7tsslor &
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URL

http://[Rocky_Linux_IP_524]/dvwa/setup.php

Kali E= SAE PC HE}RAO|M ot c),
setup.php T Ot2lf [Create / Reset Database]E 2
ME35H3H login.php2 O| &Lt

27| A1&: admin / password
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APM MH| A7} AOFQUE=2] 2FRIHL|CE: “systemctl status httpd mariadb --no-pager’.
£ EA| ERIFHLICE ss -Intp | grep :80".

HEetRA0|M setup.php ¥4 & Create / Reset Database 22!
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Bt g4 2%t |P 2E}, Bridged O|X £, httpd Z2|, firewalld 2}&t ip -bra
systemctl status httpd
sudo firewall-cmd --list-services
curl -1 http://localhost

403 Forbidden o H5t/SELinux 2t 24 Is -Id /var/www/html/dvwa
sudo restorecon -v -R /var/www/html/dvwa
sudo systemctl restart httpd

PHP REJ} 02 29 PHP I§7|2|/H & 4| E= httpd A2 =2t php -v
rom -qa | grep php
sudo systemctl restart httpd

DB ¥Z A1 config.inc.php?| AHE2}/H|H/DBY E} sudo nano /var/www/html/dvwa/config/config.inc.php
mysal -u dvwa_user -p dvwa

Create DB A/Ijf DB &

|'£:t|I

2= MariaDB 32|, config 2| systemctl status mariadb
SHOW GRANTS FOR 'dvwa_user'@'localhost’;

git clone ATj DNS/QIEUl HAZE 4| ping -c 3 google.com
ping -c 3 github.com
ip route

Low 7 O = M4d/77| 24 S£= DB 27|13} 0j2t2 200t & AM=z1¢°l
setup.phpOi|A Reset A=

SELinux 2|4 Y EIS =R LT AY|/AE A getenforce
sudo ausearch -m avc -ts recent | tail

=13
=3

e

= A 24 Al thix HE

N
=2

ol
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#0. HE3 # 5. DWA 2X]
ip -br addr cd /var/www/html
ip route sudo git clone https://github.com/digininja/DVWA.git
sudo mv DVWA dvwa
# 1. A|A" IHZ|2] 2|48t L APM M| cd /var/www/html/dvwa/config
sudo dnf update -y sudo cp config.inc.php.dist config.inc.php
sudo dnf install -y httpd mariadb-server php php-mysqlnd \ sudo nano config.inc.php
php-gd php-json php-mbstring git nano # db_user = dvwa_user, db_password = password123

# 2. ME|& BE Al 25 d™d L SA| 7ts # 7~8. 210/ t/SELinux/ WSt

sudo systemctl enable -—now httpd sudo mkdir -p /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/

sudo systemctl enable -—now mariadb sudo touch /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/phpids_log.txt

systemctl status httpd mariadb --no-pager sudo chmod 777 /var/www/html/dvwa/external/phpids/0.6/1ib/IDS/tmp/phpids_log.txt
sudo chown -R apache:apache /var/www/html/dvwa

#3. DB 27|44 sudo find /var/www/html/dvwa -type d -exec chmod 755 {} \;

sudo mysql_secure_installation sudo find /var/www/html/dvwa -type f -exec chmod 644 {} \;
sudo setsebool -P httpd_can_network_connect 1

# 4. DB/AYE MY sudo setsebool -P httpd_unified 1

sudo mysql -u root -p sudo restorecon -v -R /var/www/html/dvwa

CREATE DATABASE dvwa; sudo firewall-cmd --permanent --add-service=http

CREATE USER ‘dvwa_user'@'localhost' IDENTIFIED BY ‘password123'; sudo firewall-cmd --reload

GRANT ALL PRIVILEGES ON dvwa.* TO 'dvwa_user'@'localhost’; sudo systemctl restart httpd

FLUSH PRIVILEGES;

EXIT;

o2

HatRA: http://[Rocky_Linux_IP_F4A]/dvwa/setup.php — Create / Reset Database — admin / password 2121 — DVWA Security — Low — Submit
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# 4E T MHA X
sudo systemctl stop httpd mariadb

LoHHO M httpE A7 5 SRR e Pl

sudo systemctl disable httpd mariadb

# LSHHOA HTTP
sudo firewall-cmd
sudo firewall-cmd
sudo firewall-cmd

A A
—--permanent --remove-service=http
—-reload

—-list-services
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