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1. Network Security Monitoring (NSM) and Security Onion Architecture
2. Data Processing Workflow: From Detection Engines to ELK Stack

3. Network Routing (RIP) and Security System Fundamentals



Network Security Monitoring (NSM) and Security Onion Architecture

HEQ S 2ok Th&5] |2 2YS ots WstE (Firewall) 22 2 29| 2| QIS LICH WSS St L LI SHlsHs H| P40l 32|g Z2tst7| 9
SHME UER D A E 2Yst 7|Fsts AA7t ZRELICH 2 ZojAMs HER T 2o ZLIE{ Q| s 7=l NSM(Network Security Monitoring) 2t O]
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1. NSM(Network Security Monitoring)2| 0|5}
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1. [E42] @ 72] TAl: Monitor QIE{H0|AS S5 S012 T2IS AIRI0| 2f2|gHch.
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o Logstash / Filebeat: 201 Ql= CtYst 2158 ZHE5HAH CHS1(Parsing), £41517| 22 HENZ HESH0] A Z B E5ts HAR0|A} IS o
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[232] IDS vs IPS
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Data Processing Workflow: From Detection Engines to ELK Stack
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Security Onion2 224 £& =222 £ 712| QHI0|AS H 25| 2|5t 2t 0l &
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e Management(&z2]) QUE{H|0[A: 2+2|Z}7t SSH(Secure Shell)Lt € Ul(User Interface)& S8l 8|0l &35t A|05t= E2QLICH 2OH0| K| %] ¢t

det HEYS F=E Sdf Y2 LT
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Monitor QIE{H0|AE S5l S0I2 HIO[E{= F 7tA] M2 CIE 42| ARlE Saff AH2|FLILh siths 'S4 0fR'E TE
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24719 YA (Legacy Workflow)
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SiCHe| WAl (Modern ELK Stack Workflow)

A= ELK 284S Soff HIO[E o] 24, A, A&, AlZfet7t 5tLtol 77[2{Ql Tho|Zafelo2 HZAFL|C

1. Logstash / Filebeat (=3 & A)): Suricata, Zeek SO| d-g gt CiAet FEHO| MA| 2 (Raw Log)E TH L) 0| HOIHE EA45H| 22 FENZ 7
Rot7 Chs1(Parsing), SA 2|2l Elasticsearch® Qtst7| BiEot= "M AL0|2t B AY

2. Elasticsearch (A2 ¥ ZAH): Yt o HEQIZ 2Tt ZN C0[EE Lo K2 A5t
S HIOJE{H0|~ S FfUT
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[Monitor QIE{m{|0|A]
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| (B0l 23)

[2LIE{™ U A2t Kibana]
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Network Routing (RIP) and Security System Fundamentals
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LI (NSM) 283 2 =
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1. HEQA Lot 2L|E{2I(NSM) L Security Onion

L1|E$—EL Hotg R2|ot7] o= thes] LEHE M= A4S Eol, HER A WROIM ofH 0| HO{Z| 1 Q2] HA|Zte =z moteh= 210] 228U T O]
S5h= A A2 HEL T 2ot BLIE{ZI(NSM, Network Security Monitoring)0|2t11 HL|C}.
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SN 2 ST SR A vs 7|E A
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EF2] i Snort, 2E AIAH- 7|20f 2242l 324 & (Signature)2 7|82 "0| 42 SHO|CH 2= Z10E YdAIZLCH
(IDS) Suricata (Alert)
7|15 qizl Zeek CcCTv 32 0ot AHelo] "I, oA, O ZE2EER, O MYS FIHUYER]" RE WSS |ot2/of Tt 7|SFLct &
(NSM) (Metadata)  off At 24l Al AtE 220f| L2 QL|Ct,
271 2M Z3iE9| 25} Legacyd|M ELK Stacke 2
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[
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1. Logstash / Filebeat (22 2 AA[): Snort, Suricata, Zeek SO| A4S CHASH HENQ| ROE 471510, EAI5H7| 22 FENZ ZToH CIS= 'HA8 0|
2} YT oiEHS BH|C}

2. Elasticsearch (A2 & ZAH): Yot 0| 29t Z1 HO|EE 21402 Xstn, 2A7P7t |sh= C0[EE SA| 2ot = 7| 3= HOIE{#|0| &
(DB) & FHch
3. Kibana (A|Zt2h): Y& CIO|EE T2, HE, HAIEE FEI2 B0 @ AEHO|AYLICH 2ot Z471= 0] SteiE Sof | HIEXFO| HEiE &

=0l TFOFgLICt.

[clloje] &8 29
Monitor QIE{T|0| A (E2i® £2l) — Suricata/Zeek(EtA| 2! 7|2) — Logstash/Beats(&A|) — Elasticsearch(*2) — Kibana(2L|E{&)

2. 4 EQ|3 2}REl TZEZ: RIP (Routing Information Protocol)

HIERS Lo 2tRES0] SH27A| 71 B2l F2E 20Pt7| 2/6] A8sts Z2EZE & SHLt RIPYLICE

RIPQ| 22 S3 U S2t 22|

o 7{2| YE|(Distance Vector) WAl: S22(7t2]2| H2|E & 4~(Hop Count)'2h= HRI2 SHELICH

o XA F= AY: SHAMA| HA| = 2tREQ| JH4=(Hop) 7t 71 e E2E 2|29 Z==2 HEigLIC)

* Autosummary (S 29): RIP 47 Al 0] 7/50] #43IE|, HEST FAS HSOR 2510 HSFORM 22T Hlo|go| 27/8 20|10 EBYS
st
72432 ¥Y0 ¥8

router rip
I RIP Z2MA 435 o MY 213

default-information originate
! Ztdlo] HEZE 22(0.0.0.0/0)F 7tA2 ASS ZE RIP 2tREOA ZFag

default-information originate BHOE AIE5IH, aid 2tREE UEJTQ| R (QEU S)&2 L= 2 a8 Sitte 2S FH 22 S
2L|ct MHo| M5 22E{9| 2t2El H0|80|| "Gateway of last resort is [IP F4] to network 0.0.0.0" Z+2 H|A| 2|7t LIEILIH, 0|5 £5f 5t 2t
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Security Onion0ilA| Management2t Monitor A E{H[0|AS 22[ot= Eot4e| 0|Fe £V
Snort/Suricata®t Zeek2| 2H Al 20| (E2] vs 7|1F)E HHS = U=71?

ELK AEHO| ZF 14 24 (Elasticsearch, Logstash, Kibana)7t 271 &4 THo|Z2lQlof| M £&lists &2 220171
RIPOIIAN 2|2 A2 E HYst= 7|82 FARU7E? (E: Hop Count)

e default-information originate @& 0{7} 2tRE! H|O|20| O|%|= &2 2AQIT}?
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o QIEI0|A 4 28 Monitor QIE{T|0|A0] IPS ZE SE5I0] B2l QIET0jAe} w 2T AL
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2 4 ATt S AR[SHOF BLCL

o IDS vs IPS MEH: HE|3 ME|A0| STHO| 2|F 2l 2HF0|M = 2E (False Positive) 22 25l b E2iT 0] 2HTHE 20| U= IPSEL}, HA IDSZ 2L

S o
B1E5iH d==E =0l= 20| 228 4+ ASLICH



