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alert http EXTERNAL NET any -> HOME NET any (
msg: "HTTP POST Login";
flow:established,to server;
http_method;
content:"POST";
51d:2000001;

rev:1;
)
= Efedy M| A L of|A]
Action O Al 52 alert(d2 Y4), drop(@Z! 2tch), pass(3&)
Protocol ZAL O Z2EZ tcp, udp, icmp 2 M8 Z2EZQ http S
Source / Destination Y3 Y =347 EXTERNAL_NET any (/2% 2= ZE) — HOME_NET 80(L{22 80 ZE)
Options ME Erz] 2A 25 () ool ¥ol5t content, flow, sid S0| Z&HE
HES)T 4 Ho| U 4
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e Snort 3: /usr/local/snort/etc/snort/snort. lua TFUOJA Lua 2HS AL ELICEH
(Ofl: HOME_NET = '6.10.64.0/24")

e Snort 2 / Security Onion: /etc/nsm/ [ MM T -QIE{H|O|A]/snort.conf TFUNA ipvar BEHOE A EHLCL
(oll: ipvar HOME NET 6.10.64.0/24)
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3.1 Content 2 Sticky Buffer

content SM2 T2 LHOI|A EH SRFHO|Lt 16314 (Hex) THEIS ZAHBILICE SHA| 0 M4 T2 S 25 HAISHH 40| A5t 2E0| Yilst £~ ooz,
Sticky BufferE AE35t0] ZAL @S H|SHELICH

o 22} EH: content: "POST"; EL= 16214 content:"|50 4F 53 54|"; (5 HHS U HIO|ES EI|3H

e FQ Sticky Buffer:

o http_method: GET, POST § HTTP HIME F<at HAt
o http uri: Q2 URI Q0+ HAt

o http _header: HTTP 3l|Cf YA ZA}

o http client body: POST 29| 22 HAH0 A}

o http stat code: MH{ & ZE(200, 404 &) GO ZHAL
3.2 Flow ¥ Flowbits (M| 2! AFEf 22
Th TH210] Ot TCP ME AA|e] S 88 BM st 34 S EAlgLICt
o flow: M2 g HElet Yats Aot
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o to client: M| — S2I0|AHE &aF Ecfr

o flowbits: EU M Lol 012 THZI0] HEHS 7]of5t0f a0l EXIS AL
o set: EZ HE(HIE)E A& (o: 201 A= =}Ql)
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T Snort 2.9 Snort 3 Suricata
28 1= content H%] — modifier L& Sticky Buffer — content Sticky Buffer — content
I H7|H http uri (¢14b}) http uri (YCH} http.uri (4 B2|¥)
Of|A] (URI &) content:"/login"; http uri; http uri; content:"/login"; http.uri; content:"/login";

Of|A| (Body EtZ]) content:"user"; http client body; http client body; content:"user"; http.request body; content:"user";
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B 252 2l DVWAL] JavaScript Attacks H|O[ 2|0l &Lt tH0ll= HEQ! "success"S Y ctet= QrLiet 87| &2 (Phrase) 0| LIEFELICE

"Vulnerability: JavaScript Attacks" |22} Phrase @2 L=

o)

e Vulnerability: JavaScript Attacks
Instructions
SR Subimit the word "success” to win.

More Information

Brute Force

Command Injection

CSRF

File Inclusion
File Upload
Insecure CAPTCHA Module developed by
SQL Injection
SQL Injection (Blind)
‘Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CsP Bypass

Authorisation Bypass
Open HTTP Redirect
Cryptography
AP

DVWA Securiy
PP o |
About |

DVWAZS] JavaScript Attacks 2&2 98 Y21} A& HEO| /= ¢ I0|R| 3t
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document.getElementById("phrase").value = "success";
generate token();

=20IM ¢ EY

23] 2+9| ZH2 "success"2 HIR, SA|0f| A2 E2 ZH0{l= "success"2| rot13 & MD5 10| SHIZH| HAIEILICE 0|F |
Z(Submit) HE
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‘document.getElementByld("phrase") .value = "success" @& 0| A



—_— | Vulnerability: JavaScript Attacks
Instructions |
Setup / Reset DB | Submit the word "success” to win.
Well done!
Bruts Force | Phrase |success |[ Submit |
Command Injection | - s -

Z& 22 = H|0[X]|off "Well done!"0|2t= HA|R[7} S| S2t0|AE APO|= 22| 23]0f YSet AYLCh
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i 2EA "Well done!" 27 &8

Submit the word "success"” to win.

Well done!

Phrase |ChangeMe || Submit |
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Capturing from ethQ
oHYF HHE =271V 0IS(E) TAHO 4@ EAlS) ) FHW) =7(1) =5Z(H)
AOA® o BERB 2 « » 0 « > 1

Destination Protocol Length Info

OIO[OfAFOIM £ 24| IPSt HTTP Z2E 22 (AR oHe T2l 24X LE A
OOl ASZEES delist, 20f tAE Y o] EHEUL A3HEE 1AM EZ
A LIS, 2| SH22 Mol Ii2lE WESELIC
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choi@choi: ~
7 97|

iled for /home,

/home/choi/java.py

Capturing from eth0
TN HYE) =271V 0ISE HHE) E4@) SAE) HEHy) fHW) =70 =52

ADAG R AR@ a2 « »n .« >R

X me ource Prulecol Length Info
34603 80.406267244 172.16. 129 112 .16.20. 227 GET /dvwa/1login.php HTTP/1.
154 POST /dvwa/login.php HTTP/1

34615 80.417001906 172.16. 129 112 .16.20. 294 GET /dvwa/index.php HTTP/1,
34625 80.419988163 172.16.129.112 .16.20. 131 POST /dvwa/vulnerabilities/

Frame 34603: Packet,

o

HM HES 2AM5t= ZYLICt HTTP POST 232 | (Body) F2& &QIstH, ALZA17 2
ccess"of ATRIET} A AL token="38581812. . ." 2t0| H&t5| LBHE(0] QYSS o & US|
‘Form item: "phrase" = "success" 2 E= Zf MM HE

34625 80.419988163 172.16.129.112 172.16.208.15 131 POST /dea/vulneailities/j

Frame
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A E izl MM 248 Soll 22 phraset 2|2 E token 10| A& ES =0l
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DVWAZS]| Weak Session IDs T[0| 2| = HHES /g tioiCt 2R MM IDE LS ELICE 0] 2FoM EEEl= ID2| 2ldE &Qlst7| 2lsl Burp SuiteE 0]
25t Z=A|(Proxy) 240| ZgLCt,

2| Burp Suite2 Alai5tn, T2A| 2|AL47}127.0.0.1:8080 LEO|A FAXHOR2 S251T Ql=3| BHIEHL|Ct

"Proxy listeners" &t52| "127.0.0.1:8080" 2 "Running" HA|

I o Tools > Progy Manage global settings §
[ (s ) Pojec ) I -
d = = () Proxy listeners
{ED | Doy s et s s vecelve Wicomrmg TP veaestsfronm ok heoveer: Yot el eed o configare yomrEromsr o use i fte steness s s prmy s
© Tods
Proxy 430 | puming  interface Inisible  Redirect Certificate TS Protocols s
Intruder Edt 0 o008 Per-host Default
Repeater Remove
Sequencer
Burp's browser
> Project
Sessions
Eachinstalation o hcericate csnuse whennegatisting TLS comnactions. Youcan importor sxpart this cenificate foruse i oth
> Network i
> Userinterface
Import/ export CAcertficate || Regenerate CA certficate
> suite
Etensions
(3) Request interception rules
© Configuration library 8 Usethese seti hichreq edfor viewing and editing ercept

Intercept requests basedon the following rules:

Add Enabled  Operator  Matchtype Relationship Condition
Edt File extension Does not match (AgFSINjpgSInpngsincsss jsSinicosinsv.
o Request Contains parameters
Remave or HITPmethod Does notmatch (getlpost)
T And UL Isintarget scope: >
Down

‘AutomaticallyFixm

uperfluous new lines at endof request

Burp Suite T2 A| 2|AL47} 127.0.0.1:8080 EEOHH S22 AEf

22t (Firefox)0lAl Burp Suite®| THZIS &0t = U= & ZEA| 2F S AAF UL B2t HrE Sall HERIT 4322 2Y

el
L
in}

Firefox Ol +4 &=

{2 Home
Q_ Search
8 Priv
& Sync
te within pages
[32 More from Mozilla e
ou start typing
Enable picture-in-pictu
1 Control media via k ; orvirtual interface Le

mmend extensi

Network Settings

Configure hos ts to the internet Settings...

Firefox 22t29| 2 O 4 #2| 34 F=

"Network Settings" 5llCf 2 MY HE



Auto-detect proxy settings for this network

Use system proxy settings

Manual proxy configuration

HTTP Proxy | 127.0.0.1

3 Also use this proxy for HTTPS

Firefox 4% W HIE 3 4 (Network Settings) 44

AZ0|A Manual proxy configurationg MEASID, HTTP Z2A| 2AZ 127.0.0.1, ZEZ 808022 2| ATt §, HTTPS EAIE &
Eot=F A3t

"Manual proxy configuration" 2 "127.0.0.1:8080" 217}t

Vulnerability: Weak Session IDs

This page will set a new cookie called dvwaSession each time the button is ¢

| Generate |

HTTP Z2A|2 127.0.0.1:808022 2| A5t 45 =

S

Al

nx
[
N

AH0| 2¢2 2| Burp Suite?| Intercept 7|52 2431510 E2tRA0||M LZt= THEIS 712

[
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i
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C
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"Intercept on" HHE 2! Intercept & Ul

Syncand save data

Burp Suite Intercept €42 I{Z! 7t2247| &3 HE

OJA| DVWA H|O|2|2 SO0t} Ml 4 (Generate) H{E2 S2IILICE Burp SuiteO]l T{Z10] 25]H, 3iE 239

A U8S AL

URLO| /dwva/vulnerabilities/weak_id/0|04 PHPSESSID F7|7} &=l 20| tf7| S



furp P Repeater View Help
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Buentloga®  allimes
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Inspectar SN IO g
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Request headers u ~ 2

5] onghigns

@ Memorp e

Burp Suite Intercept 7|52 Sall Z*El weak_id 23 POST 2 AA|
of2] B BIES 32Y5t0 MY E 430l RYSS HTTP history BH0|A SHIBILICE 2t 20| Mbiol 4302 e
HTTP history & L0 172.16.20.15 MB{E T4 22 oF GET & POST 20| LIZE
-
Burp Project Intruder Repeater View Help
Dashbeard Target Proxy Intruder Repeater Collaborator Sequencer Decoder (el
Intercept HTTP history WebSockets history Matchand replace @} Proxy settings
" Filter settings: Hiding CSS, image and general binary content
e Host Method  URL Params Edited  Status cot
1 http://detectportal firefox.com  GET Tsuccess tet?ipve v 200
2 http://detectportal firefox.com  GET [Isuccess. tet?ipvs 7 200
3 http://detectportal.firefox.com  GET Isuccess.txt?ipve e 200
4 http://detectportal.firefox.com  GET Isuccess.bdTipvd e 200
5 http:/[172.16.20.15 GET Jdvwalvulnerabilitiesfweak_id/ 200
6 http:/[172.16.20.15 GET Jdvwalvulnerabilities/weak_id/ 200
7 http:/172.16.20.15 POST Jdvwalvulnerabilitiesiweak_id/ 200
8 http:/172.16.20.15 POST Idvwalvulnerabilitiesiweak_id/ 200
a http:/[172.16.20.15 POST Jdvwalvulnerabilities/weak_id/ 200
10 http:/[172.16.20.15 POST Jdvwalvulnerabilities/weak_id/ 200
n http:/172.16.20.15 POST Jdvwalvulnerabilitiesiweak_id/ 200
12 http:/172.16.20.15 POST Idvwalvulnerabilitiesiweak_id/ 200
13 httnel[172 1620 15 POST Ichanabnilnarahilitiesinmalk idl 00
Burp Suite HTTP history &0fl 7|5 & thef MEZO| ALKHl 2 =5
Dpz|ate 2 2t o LEkE| 27| (Cookie) 2 ZY SMEHL|CH 8401 23t dwvaSession 20| 1, 2, 32 20| D4 Thast
gaeg + AsHH
Cookies €0il dwvaSession=1, dwvaSession=2, dwvaSession=30|
*  mem Method kL [ ——— Length Cookies Time Listenerport  Saan responset
% hp7L162005 &bt 'dwa mwnh tieshmeak_idl ais0 IEOR1G1D 7. BOS0
T g6 207 ciT 1290 180824137 8080 2
cer 0 Rea®n7 e 2
att prey 10838137 080 1
SET 1290 108407 8080 2
oer g0 wma Vel Weskees TReas0nT. w60 2
GET 2 MM Vulnerability Wesk sezz. 1E0R40137... 2090 z
P PP Vulnerabilty WeskSess. 1808407 8080 3
TR EEE LI Volnerabilty Weaksess. TEE0137__ G000 3
POST anE HIML Vulnerability Wesksers. Gwasezsion=) | \EI02137.. 8080 2
sost s Vulnerailty WeskSess oo TETLOISL. 8080 3
GET - kul text ot IR0 5015: g:g 3
Request Inspestar "D @x g
ety Raw  Hex =@ s [ R N —— > « e
POST vt saaesves i HTT 1 i
Reuest ookies = - |8
1: L 186_64: 1128 0) Gecke
Atmbanl avelkation/xml:a= s " =
i 54
rforurkncored Hesponse beaders v
62015 H
20.157hwaulneatiites waak.id/ f
o FH_PSES‘S D=drzsmritaE aENcs69RER
L Prary b=, |
{head?
27 Gt :
o8« 8 okigigts D@ &[> £ | Obighlights
HTTP history W Cookies &=20|AM dwvaSession 2f0] 1, 2, 322
Ol2{3t 214 M &F2 SAHA7L ERERA(Brute-force) Lt B CISU22 = 5 MM IDE Lopd - U S, 0
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22 SR EL T e
Selojls 23 Z2 Ho[H(E2, 9520l 44250l S22 A0IM 0|R0jAIEIh
OIE X2| AR Y W7 Al EOl Bt AT MAIZIOR YNElEIp
Al 2] M D7} OIS THS 8 N (2342 22}, YRt S)2 FHAIE7h

M ID7t =2 €| 2L 25517| 212717

"Vulnerability: Weak Session IDs" 72t "Generate" HHE

Vulnerability: Weak Session IDs

This page wil set a time

Home |
Instructions

Setup ! Reset DB

Brute Force
‘Command njection

Generate

csrE
File Inclusion
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)

XSS (DOM)
XSS (Reflected)
XSS (stored)
csPBypass
JavaScript Attacks
Authorisation Bypass
‘Open HITP Redirect
Cryptography
AP

Usemame: admin

DVWAZ| Weak Session IDs %/ &
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"Live passive crawl from Proxy"

4 Burp Suite Community Edition

Burp Suite Dashboard 82

Mg 2] Fofd et Ald stolaiE e

Burp  Project Intruder Repeater View Help
ler Repeater Collaborator Sequencer Decoder Comparer Logger
Settings.
=8 0o0
User settings. > Seard )
Ll 4 1. Live passive crawl from Proxy (all traffic)
Burp Clickbandit
+ Summal
® DL
Bxit
S . 7~ (=TT
Cern D O Itemsadded tosite map
Host: Method  URL

o

=

CflojEf 7t832

28 A

CHS 4ok (Best Practice)

s

ot A| M AFO|SOlA 4

EventListeners BtEA| 135Gt

ol MB|A0| Al=5ts A2

o ofB2i3 0l ot I ERE 84 F St
7| 98t 1RE HEEES wI5Hed, O

£ 0 230iTt 0] 2712 Muioll H&3tof 24410] 21T MEHS BT,
Bho} O] A4 ID7} HOt RS £2512 R B2, BANEE

O Z{oF3t M ID7F ROA9IZ| Fol5tn, A AES S ofg

M4 22| (Session Management) I L|C}.
Z40] HtZ M|4 ID(Session ID)LICH M= 0| IDE E2t2

A =|ofoF FL Tt

fﬁlm YALO|E0f 212!
49| R7|(Cookie)di| A 25t=

st g2

t22l= M4 5t0|2Z (Session Hijacking) 32 & ¥ 4 JUGULCE 2 &
ZtotLE2| stEELICt

2 Weak Session IDs2t1 Tt



o F24(Pattern): 235l IDO| LB TEHO] 23t FS
« 0% JHs 4 (Predictability): AIZF, A2 D S O Jh5 8 22 JIUo 2 MAEls B2

—
o U2 BFY U A2 Lol 229| tie S (Brute-force)ofl FoFe =2 Ot B L RA9|4H0| 2E5

o
e
FO[2{St 7215 THelste, ofo|C|et HIUHS S S2te RS MM IDE 21 4/d5tALL 0&510] CHE Ar8ate] &

SAR}7 ke g21E & USLHT

2. 4% A DS FAA 24 U 2ok Bl

DVWA(Damn Vulnerable Web Application)2| Weak Session IDs 25 AFE50], M7t E25t= MM D7} POt 2[2F5H| 21 - Stols B2& LTt O]
HE0| M= Burp SuiteE AR50 B2t {2t MH AtO|2] EfTE 7t22 0 2AMFLCt.

T 1: S SF EH| U of e &l

H2 DVWAO] Z£3510] Weak Session IDs O] 2| 2 O|S&tL|Ct. O] 0| 2= 'Generate' HHES 22/ WOIC AH22 MM IDE 445H0] 7|0 A &5t= 7|
s2 M3

M ID9| 24 &RlstY| oAM= E2tRA2| BE HTTP RS 7I2AM 4THE 4 U= IEA|(Proxy) BHES &5 0F EHL(Ct

T 2: E2t2 ZEA|(Proxy) &

1. Firefox E2t222| HFE Sol 4 2o 2 YLt
2. A% Ul Network Settings A& 2H5L|CH

3. Manual proxy configurationS MEKSID, A0 127.0.0.1, LEO| 80802 U=2EtL|Ct 5 "Also use this proxy for HTTPS" X 3EtAE HIEA| M
EHSH{OF BHLICE.
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