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C vmnet11 )
v 21412
KALI

2.1.1.1 I24

11141
R1

1
_~vmnet1 2._5} WAN: X
C ) Bridge: 1.1.1.2
~vmnet13~ LAN: X

pfSense (IPS, Inline)

monitor session 1 source int f1/0 both

monitor session 1 destination int f1/1 f1/0

WAN: X _vmneti2

\ 111 {r )
M2 AN: 1.1.1.3 vmnet13’
pfSense (IDS, Out-line)
1.11.4 1115
e B — S,
e e
C vmnet10 r C vmnet11 r
. . T —
DVWA WINDO
1. =H|E
o pfSense

o (Kalilinux) or (DVWA & Windows 10)
o GNS3



MES M 4%

o bridge20l| A pfsense I{7|X| (snort, suricata) Xl
o windowsOl|A] firefox X
. pfSense0|lA{ IPS, IDS ¥
o F9: A HZ NIC =% 2X|, &
.HESI EEZX| NE
. ruleset H|AE
o ZIEtsHICMP IiZ! alert & drop EHIAE
o Javascript attack HIAE

o nmap-v-sU-T4-F1.1.14HAE
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Hardware Qptions

S Processors

Device Summary
Mamory 2GB Mumber of processors: 1
Processors 2 Mumber of cores per processor: | 2
Hard Disk (SCSI) 30 GB

urmre - o Total processor cores: 2
CD/OVD (IDE) Using file C:\Users\Admin\Do. ..
Metwork Adapter Automatic) N e
USE Controller Present i
g Virtualize Intel VT-x/EPT or AMD-V/RVI

Sound Card Auto detect I N
- firtualize CPU performance counters
Display Auto detect gl -

Virtualize IOMMU (10 memory management unit)

BridgeO| A Snort, Suricata Ii7| x| Qx| ZIsH
o vm= T HENOM X
o TO|AM Network Adapter StLt AR

o IZMMOA 7hefst AT ZM A

FreeBSD/amdbd (pfSense. home.arpa) (ttyvh)
UMnare Virtual Machine Netgate Device [ID: 454dbZ2b96be3daB3541aa8
w## Helcome to pfSense 2.8.1-RELEASE (amdb4) on pfSense wxxx

HAN (wan) -> emB -> vd/DHCP4: 172.16.129.131-16

H) Logout ~ Discommect 353 9) pfTop
1) gn Interfaces 18) Filter Logs
interface(s) IP addres: 11) Restart GUI
t admin account and pa 12) PHP shell se tools
13) Update from nsole
14) Enable Secure Shell (sshd)

15) Restore recent configuration
16) tart PHP-FPM

shell

Enter an option: 4

You are about to reset the firewall to factory defaults.
The firewall will reboot after resetting the configuration.
All additional packages_installed will be removed.

Do you want to proceed \[ygdn




If the names of the interfaces are not known, auto-detection ca
be used instead. To use auto-detection, plea disconnect all
interfaces before pressing 'a’ to begin the process

Ewter the WHAN interface mame or 'a’ for auto-detection
(eqB or a): emB

Enter the LAN interface mname or "a’ for auto-detection
NOTE: this enables full Firewalling/NAT node.
( a or nothing if finished): |

WAN QIE{H|0|A: emO

LAN QIE{H|O]A: O|X|H (2 AE])

Generating RRD graphs...done.

Starting slog...done.

Starting CRON... done.

pfSense 2.8.1-R E amdbd 28268781-1525
Bootup complete

FreeBSD/amd64 (pfSense.home.arpa) (ttyvd)
UMnware UVirtual Machine Netgate Device ID: 454db2b96e3aB3i541aaB
wad Lle lcome aense Z2.8.1-RELEASE (amdb4) on pfSense w»wx
HAN (wan) -> emB -> vwd4-0HCP4:/172. 156. 1:
Disconnect S5SH pfTop

faces Filter Logs
(=) [P addr "

et admin account and S5 ) PHP she + pfiense tools
! to factory defaults Update from co 1le
5) Reboot ste Enable cure Shell (sshd)
B) Halt s 13 Restore recent configuration
7) Ping hos lestart PHP-FPH
B) Shell

Enter an option:




[CRL MR hitps://172.16.129.131

. sense

27| 0}0|LC|: admin

Z7| H|YHS: pfsense

flisense  sysem-

COMMUNITY EDITION

Advanced
WARNING:

The password f
Change thepas  General Setup

Certificates lsword is currently set to the default value (pfsense)

High Availability

System / Available Packages [2]
Register
Routing

Installed Packz
Setup Wizard

L
[ seorc [ - _________________________________ 0

User Manager
Search term Both . -
User Password Manager Q, search

Logout (admin) jtring ix regular expression to sea ackage names and descriptions

Name Version Description

wort  4.1.6_28 Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, and anomaly-
based inspection

Package Dependencies

snort-2.9.2

Package Manager0||A] snort, suricata C}2EE



FreeBSD-amdb4 (pfSenze.home.a

UMnare Virtual Machine NHetg

L]

He lcome 1

to pfSense 2.8.

HAN (wan) end

addre
and p
factory defaults

Set interfacei(s) IP
Reset admin account
Reset to

Reboot :
Halt
Ping h

shell

Enter an option: l

NAH Z2 (64)

Device Summary
IMeamory 2GB
Processors 2

Hard Disk (SCSI)
CD/OVD (IDE)
Nebtwork Adapter
MNetwork Adapter 2

vd/0HCP4 :

Custom (VMnet13)

rpa) (ttyvB)

ate Device 1D: 454dbZ2b96e3aB3541aaB

RELEASE (amdb4) on pfSense s

172.16.129.131-16
9)

18)
11)
12)
13)
14)
I

I

P fTo p

Filter Logs
Restart GUI
PHP shell tools

configuration

FPH

15)

16)

re recent

art PHP

Custom (WMnet12)

Present
Auto detect
Auto detect

LISB Controlles
Sound Card

Display

stCt Ol

=20 X =

=

NIC & KA

wusx Llelcome to pfSense 2.8.1

HAN

(Wwan) —-» enB -3

oo
s

H

jn Inter

interface(s

admin account and p

to factory defaults
tem

™

boot
“i,l].l.
Ping hos
Shell

b)
7)

Enter an option: |j

addres:

RELEASE (amdB4) on pfSense

pfTop

Filter Logs
Restart GUI
PHP shell -+
Update from
E
R
Res

‘Sense tools
nle
Shell

confi

able Secure
ore recent

PHP-FPH



Valid interfaces

emMA B8 :8c:29:1c:4b:c? (up) Intel(R) Legacy PRO-1888 MT 82545EM (Copper)
eml Aa:8 :1c:4b:cc (down) Intel(R) Le vy PRO-1888 HMT 82545EM (Co T )

Do ULANs need set 1 first?
If VLANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure VULANs later, if required.

Should ULANs be set up now [yin)? |}

If the names of the interfaces are not known, auto-detection can
be used instead. To u auto-detection, pluuuu di onnect all
interfaces before pressing 'a’ to begin the process.

= the HAN interface name or 'a’ for auto-detection
B kMl or a)d: l

WAN 2IE{m|0|A: emO

Enter the LAN interface name or 'a’ for auto-detection
HOTE: this enables full Firewalling/HAT mode.
(eml]a or nothing if finished): |}

LAN QIE{H{|0]A: em1

UMnware Uirtual Machine Hetgate Device ID: Seeb79aal3Z2e3dd3dadcB?1

uuu LHelcome to pfSense 2.8. 1-RELEASE (amd64) on pfSense mwx
HAN (wan) -> emB -3
LA (lan) s Ml

Logout ~ Disconnect 35SH ) pfTop

Assign Inter : B) Filter Logs

Set interface(s) IP addr ) Restart GUI

Reset admin account and password 2) PHP shell + pfSense tools

Reset to factory defaults 3) Update from co

Reboot ster ) Enable Secure

Halt = 3 5) Restore recent configuration
Ping host ) Restart PHP-FPM

shell




Enter an option:
Available interfaces:

HAN (emB dhcp, dhcpb)
LAN (eml)

Enter the number of the interface you wish to configure: 2
Configure IPv4 address LAM interface wvia DHCP? (ys/n) n

Enter the new LAN [IPvd4 address. Press <ENTER> for none:
1.1.1. 3724

For a HAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:
1.1.1.1

Should this gateway be set as the default gateway?

Configure IPuvb address LAN interface wia DHCPBE? (psmi n

Enter the new LAN [IPuvb address. Press\{ENTER>/for none:

Do you want to enmable the DHCP server on LAN? (ps/n] n

Do you want to revert to HTTP as the webConfigurator protocol? (y/nl yPp

IPS +&:1.1.1.2/24
IDS +&:1.1.1.3/24

o
(O

Ol = HERAD E2=2X 748t =0 Windows 10= S¢et & GUI
&l

Ol
— =



Rlisense

COMMUNITY EDITION

WARNING:

The password f

Advanced

Certificates sword is currently set

Change thepas  General Setup

High Availability

Wizard / I Package Manager

Register @

Routing

User Manager nse® software!

Update
User Password Manager & guidance through the

Logout (admin) pped at any time by cl

pfSense® software is developed and mainta

oo

A 0P AR

General Information

Hostname

Domain

Primary DNS Server

Secondary DNS

Server

Override DNS

On this screen the general pfSense parameters will be set.

pfSense

Name of the firewall host, without domain part
Examples: pfsense, firewall, edgefw

home.arpa
Domain name for the firewall
Examples: home.arpa, example.com

Do not end the domain name with "local’ as the final part (Top Level Domain, TLD). The local’ TLD i

(e.g. Avahi, Bonjour, Rende Airprint, Airplay) and some nd networked dev

network cormrectly if the router us ocal as its TLD. Alternatives such as 'home.arpa, local.lan’, or

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client que
servers directly. To use the manually configured DNS servers below for client queries, visit Services
enable DNS Query Forwarding after completing the wizard

Allow DNS servers to be overridden by DHCP/PPP on WAN



L

of A
-’J”"?ense Asia/Sakhalin
Asia/Samarkand
WARNING: Asia/Seoul L\“\
The password for this a AsaRhanghai G
Change the password ad ~~ >/ >"2"'d
Asia/Singapore
Asia/Srednekolymsk
leal'd / pfsen Asia/Taipei
Asia/Tashkent
Step 3 . o
sia/Thilisi
Time Server InforniEEREEN I
Asia/Tel_Awviv
sia/Thimbu
Time server Asia/Thimphu
hostname
Asia/Tokyo
v
Timezone Eic/UTC v

RFC1918 Networks

Block RFC1918 _| Block private networks from entering via WAN
Private Networks When set, this option blocks traffic from IP addresses that are reserw
172.16/12,192.168/16) as well as loopback addresses (127/8). This
WAN network lies in such a private address space, too

Block bogon networks

Block bogon plock non-Internet routed networks from entering via WAN
networks When set, this option blocks traffic from IP addresses that are reserve
Bogons are prefixes that should never appear in the Internet routing t:
address in any packets received

Wizard / pfSense Setup/ Change admin Account Password

Step 6 of 9

Change admin Account Password

Change the password for the admin account.

This account is used to access the GUI, console (if protected), and SSH service (if enz

New admin sssssses
Password

Confirm admin sessnsee
Password

O|= &X| OFHAL 2t=
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msense ystem = Interfaces -

COMMUNITY EDITION

Assignments
Interfaces / WAN ==

Enable Enable interface

IPv4 Configuration w -
Type

IPv6 Configuration >
Type

MAC Address

TCP/IPv4 header size) and minus 60 for IPv6 (TCP/IPv6 header size) will be ir

efault (no preference, typically autoselect)
Speed and Duplex Default f ypically autosel

Explicitly set speed and duplex mode for this interface

WAN IP &4l: None

Rlisense |system-| i

COMMUNITY EDITION

Advanced

Certificates b ce = (-]

General Setup

System /

Gateways Sta  High Availability

Package Manager

Aol e
M l Routing l Interface  Gateway  Monitor IP  Description Actions
4 @ 1 Setwpwizad WAN dynamic  dynamic Interface WAN_DHCP6 Gateway PN
4, @ o Upddte WAN dynamic  dynamic Interface WAN_DHCP Gateway FO0T
4 O User Manager

LAN 1111 1.1.1.1 Interface lan Gateway FO0D
User Password Manager

Logout (admin) m

System / Routing / Gateways Cez=E0

Gateways Static Routes Gateway Groups

Name Default Interface Gateway Monitor IP  Description

" A ® AN_DHCP6& WAN dynamic  dynamic Interface WAN_DHCP6 Gateway e @
4 © WAN dynamic  dynamic Interface WAN_DHCP Gateway 70 @

4 @ Lanew Default (IPvd)  LAN 11141 111

Actions

Interface lan Gateway SO0D

=T =

LANGW A N|e|std M AMA|



System/ Routing / Gateways / Edit CO=E=zE0

Disabled Disable this gateway

tion to disable this gateway without removing it from th

Interface LAN v
""" e which interface this gateway applies

Address Family IPv4 v

Name LANGW

t y Narm
Gateway 1.1.1.1
Gateway IF ess
Gateway Monitoring |sable Gateway Monitoring
This will consider this gateway as always being u
Gateway Action Disable Gateway Monitoring Action
No action will be taken on gateway events. The gateway is always considered up
Static route Do not add static route for gateway monitor IP address via the chosen interface
By default the fi adds static routes for gateway monitc ] t nitor IF
leaves via the correct interface. Enabling e

msense ystem ~ Interfaces ~ Firewall ~
Aliases
Firewall / Rules/ Floating war EE0

Rules

Traffic Shaper

Rules (Drag to Change Order) Virtual IPs

States Interfaces  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

L -l o[

FirewallofAM 2= 03l 5|



Firewall / Rules/ Floating / Edit ==E260

[3ction v

Disabled

Direction

Address Fami

Choos

Hint: the difference bety

e what to do with packets that match the criteria specified below
aen block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is

returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded
Disable this rule

Set this option to disable this rule without removing it from the list

—| Apply the action immediately on match.

Set this option to apply this action to traffic that matches this rule immediately.

(LA
LAN
A

Choose the interface(s) for this rule

any v
IPv4 v
Select the Intermet Protocol version this rule applies to
Any v

Choose which IP protocol this rule should match

Floating, WAN, LAN & Ss}7| Al
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msense ystem ~ | Interfaces

COMMUNITY EDITION

Interfaces / Bridges ==0

Interface Assignments  Interface Groups  Wireless VLANs QinQs PPPs GREs GIFs| Bridges | LAGGs

Bridge Interfaces

Interface Members Description Actions

Interfaces / Bridges / Edit

Bridge Configuration

Member Interfaces

Interfaces particip ating in the bnage

Description

Advanced Options

B Save

msense ystem ~ | Interfaces ~

COMMUNITY EDITION

Interfaces / Interf s
WAN
LAN
Interface Assignments  Inte ) VLANs QinQs PPPs GREs GIFs Bridges LAGGs
Interface % Network port
WAN em0 (00:0c:29:e6:1e:8a) v
LAN em1 (00:0c:29:e6:1e:94) v
Available network ports: BRIDGED v

Bridge QIE{H|0]A A 5 %7}



isense

COMMUNITY EDITION

Rules (Drag to Change Order) Virtual IPs

NAT E °
Schedules

Traffic Shaper

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v IPv4 * » " . * * none b 00mx
B ) @ sev
i ]
IDS2t SY5H| 2 E QIE{H|o| Ao CHSH el 5|8 LY

Flisense

COMMUNITY EDITION

Interfaces -

Interfaces / WAN

General Configuratiorfieay

Enable

Description

IPv4 Configuration
Type

IPv6 Configuration
Type

MAC Address

MSS

Speed and Duplex

WAN IP M[A

Assignments

o
—
-

=0

Enable interface

WAN

leld can be used t d poof”) the MAC address of th
te ( 5 in following format: xx OCXXCX OF
...... ank, the adapte: t MTL Tl DO bytes bu ry
3 val niter n this fie ping for TCP e value ered above 40 fi 14
.F 4 he ler and minus 60 for IPv6 (TCF IPvG | eane 3z W L:
Default (no preference, typically autoselect) v
Explicitly se eed and duplex mode for this interface



msense System = Interfaces =

COMMUNITY EDITION

Assignments

Interfaces / OPT1 ==0

WAN

Enable

Description oPT1

Enter a description (name) for the interface here

IPv4 Configuration None v
Type

IPv6 Configuration None v
Type
MAC Address

T field ca e MA | i
ner & | X - §

MTU

f this field is blank, the adapter's default MTU will be used typically 1500 bytes but can vary in some circumst

COMMUNITY EDITION

Interfaces / LAN (em1)

General Configuration

Enable Enable interface

Description LAN

Enver [ | n t I Ti ere
IPv4 Configuration None W
Type
IPv6 Configuration None W

LANS| IP EIIS None 2 HHA

D E QIE{H|O| A0 IP7t HOEZ GUIOA & 7|1, 0] = CLIOIA FIeH



Enter an option:

FreeBSD7amd64 (pfSense.home.arpa) (ttyuB)
UMuware Virtwal Machine Netgate Device ID: eecH9ad7822aca98d2:

s Llelcome to pfSense 2.8.1-RELEASE (amd64) on pfSense =wxw

HAN (wan)
LAN (lan) >
O0PT1 (optl) -> bridgeB ->

#/ Disconnect SSH pfTop
Interf Filter Logs
5 IP addres: Restart GUI
:ount and pass ) PH v [ se tools
y defaults > f
Reboot systems Enable Secure Shell (sshd)
Halt : s Restore recent configuration
Ping host Restart PHP-FPM
shell

Enter an option:

2 E QlE{H|o] A0 IP7} 8l= & Zol

Enter an option:
Available interfaces:
AN (emd)
LAN (eml)
OPT1 (bridgeB)

Enter the number of the interface you wWwish to configure¥

Configure IPvd address 0OPT1 interface wia DHCP? (ysm)in

Enter the new OPT1 IPv4 address. Press <{ENTER> for none:

> 1.1.1.2-24

For a HAN, enter the new O0PT1 IPv4 upstream gateway address.
For a LAN, press <{ENTER> for wnone:

> 1.1.1.1

Should this gateway be set as the default gateway?




Configure I[IPub address 0OPT1 interface wia DHCPB? (ysml n

Enter the new OPT1 [Puvb address. Press YENTERY for none:

o vyou want to enable the DHCP serwver on OPT17? (psnY n
Please wait while the changes are saved to OPTI1...
Reloading filter. ..

Reloading routing configuration...

The IPvd OPT1 address has bheen

HEIX| QE{mo] A0 IP &

System/ Routing/ Gateways o= Q
M
Gateways Static Routes Gateway Groups
——
Name Default Interface  Gateway  Monitor IP  Description Actions
d; @ WAN dynamic dynamic Interface WAN_DHCP Gateway ﬂ‘ ‘_: @
s © | WAN_DHCP6 WAN dynamic  dynamic Interface WAN_DHCP6 Gateway 0 @
san & M
\i} @ LANGW g2 LAN 1.1.11 1.1.1a Interface lan Gateway 7 @
d © opricw@  Defauh (Pva)  OPTI 1111 1.1.11 Interface opt1 Gateway £O00m
+ asd]

OPT1GW H|e|ot MH TE AMK|



Disabled Disable this gateway

Set this option to disable this gateway without removing it from the list.

Interface OPT1 v
Choose which interface this gateway applies to
Address Family IPv4 v
Choose the Internet Protocol this gateway uses
Name OPTIGW
Gateway name
Gateway 1.1.1.1
Gateway IP addres:s
Gateway Monitoring isable Gateway Monitoring
s will consider this gateway as always being up
Gateway Action Disable Gateway Monitoring Action
No action will be taken on gateway events. The gateway is always considered up
Static route Do not add static route for gateway monitor IP address via the chosen interface

firewall adds static routes for gate

y monitor IP addresses to ensure traffic to the monitor IP address

correct interface. Enab ng this c

Gateway Monitoring i

m SeNnse  system ~

COMMUNITY ED

SYStem / Certificates | Tunables @

General Setup

Admin Access High Availability Miscellaneous | System Tunables| Notifications

Package Manager

e B .- ]

Routin
NOTE: The optior Q’j

Setup Wizard
Tunable Name ption Value
Update

»

net.inet.ip.portr 1024
ki User Manager 4
net.inet.tep.blac User Password Manager t send RST on segments to closed ports 2 I.
net.inetudp.bla Logout (admin) t send port unreachables for refused connects 1 f
net.inet.ip.random_id Assign random ip_id values 1 f
net.inet.tcp.drop_synfin Drop TCP packets with SYN+FIN set 1 r

System TunablesOllA SM %7}



dev.igb.em0.fc
0

Flow Control (& H|0{) H| &M 3}

dev.netmap.buf_size
2048

Netmap HIH AlO|= =X

dev.igb.em0.eee_disabled
1

Xl 22 0| YX|
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Rlisense

Ce

UNITY EDITION

Services / Snort/ Interfaces

Auto Config Backup

Captive Portal

DHCP Relay

Snort Interfaces  Global Settings  Updates  Alerts DHCP Server ippress IPLists SIDMgmt LogMgmt Sync

R DHCPv6 Relay
Interface Snort Status Pattern NRSHSSA——" g Mode Description Actions

DNS Resolver
Dynamic DNS
IGMP Proxy

i NTP
PPPoE Server

Router Advertisement
SNMP

Snort

Suricata

UPnP IGD & PCP

Snort0|A{ WAN QIE{H|O| A0]| Z7}

General Settings

Enable

Interface

Description

Snap Length

Enable interface

WAN (em0) b
Choose the interface where this Snort instance will inspect traffic
WAN

Enter a meaningful description here for your reference

1518

Enter the desired interface snapler Default is 1518 and is suitable for most applications

Alert Settings

Send Alerts to
System Log

Enable Packet
Captures

Packet Capture File
Size

Enable Unified2
Logging

Snort will send Alerts to the firewall's system log. Default is Not Checked.

hecking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file

128
Enter a value in megabytes for the packet capture file size limit. Default is 128 megabytes. When the limit is reached, the
current r;:i";‘ ‘_.i:".';rl"—ll" I'!I'!'—'r"'_\. var, ;-.:'] snort/snort_em i

Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging
subdirectory for this interface. Default is Not Checked.

and retention limits for the Unified2 log should be configur 5 MGMT tab when this option is enabled

oq size

Packet Capture SM &M3}



Block Settings

Block Offenders Dhecking this option will automatically block hosts that generate a Snort alert. Default is Not Checked

Detection Performance Settings

Search Method AC-BNFA

v

Choose a fast pattern matcher algorithm. Default is AC-BNFA
Split ANY-ANY Enable splitting of ANY-ANY port group. Default is Not Checked.
Search Optimize Enable search optimization. Default is Not Checked

Stream Inserts Do not evaluate stream inserted packets against the detection engine. Default is Not Checked

Checksum Check

Disable checksum checking within Snort to improve performance. Default is Not Checked
Disable

Choose the Networks Snort Should Inspect and Whitelist

=
Home Net default =

Choose the Home Net you want this interface to use

Default Horr

Net

s only local networks, WAN IPs, Gat

vays, VPNs and VIP

Create an Alias t a list of friendly IPs that the firewall cannot see or to customize the default Home Net
External Net default v

Choose the External Net you want this interface to use

External Net is networks that are not Home Net. Most users should leave this setting at default

IDS 2 E = Block Offenders H| &35}

Sig DE IPS DEO|M At ZHX SAE IPS Whsol SEahM KEists olg

=

Services / Snort/ Interfaces

Snort Interfaces  Global Settings Updates Alerts Blocked

Pass Lists Suppress IPLists SIDMgmt LogMgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions

WAN (em0) O C® AC-BNFA DISABLED WAN S0m



Services / Snort/ Interface Settings / WAN - Rules (-]

%Snorllnierfaces Global Settings Updates Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Sync

WAN Settings  WAN Categories iWAN Rulel WAN Variables WAN Preprocs WANIPRep WAN Logs

Available Rule Categories

Category Selection: custom.rules v

Select the rule ¢ ategory to view and manage

Defined Custom Rules

alert icmp any any -»> any any (msg: "ping alert test™; sid: 1eeeee1; rev: 1;)

alert test2 rule g4

alerticmp any any -> any any (msg: "ping alert test"; sid: 1000001; rev: 1;)

Services / Snort/ Alerts o
Snort Interfaces  Global Settings Updates | Alerts | Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync

Alert Log View Settings

Interface to Inspect WAN (em0) v Auto-refresh 250
Choose interface view Alert lines to display
s
Alert Log View Filter (+]

72 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2026-07-21 0 feB0:dfb6:6f0f-6fa7:9512 ff02:16 1:1000001 ping alert test
04:36:00 Q = Q b4

2026-07-21 0 fe80::dfb6:6f0f 6fa7.9512 ff02:16 1:1000001 ping alert test
04:36:00 Q Q [

2026-07-21 0 fe80::dfb6:6f0f 6fa7.9512 ffo2:16 1:1000001 ping alert test
04:36:00 Q® QE x

2026-07-21 0 fe80:dfb6:6f0f.6fa7:9512 ff02:16 1:1000001 ping alert test
04:36:00 Q Q X

HA AL Al Alerts HOjM 24 0l 202 BA



Snort Interfaces

WAN Settings

WAN Categories

Global Settings  Updates

Log File Selection

Log File to View

Log file contents

Log Contents

|@7/21/26-04:23:
|67/21/26-04:23:
|07/21/26-04:23:
|07/21/26-04:23:
|@7/21/26-04: 23:
07/21/26-04:23:

475608
.909331
.925167
.9lecaa
.918791
34,

912310

|

|©7/21/26-84:23:34.912495
i@?!21f26-84:23:35‘918?21
|@7/21/26-84:23:35.918905

alert

WAN Rules

Alerts

WAN Variables

Choose which log you want to view

File successfully loaded.

Log File Path

/var/log/snort/snort_em06621/alert

»1,1000001,1, "ping
»1,1000001,1, "ping
»1,1080001,1, "ping
»1,1000801,1,"ping
»1,1080001,1, "ping
»1,1000001,1, "ping
»1,1000001,1, "ping
»1,1000001,1, "ping
»1,1000001,1, "ping

7|12 MH: alert_fast

alert
alert
alert
alert
alert
alert
alert
alert
alert

test”,,feB0::
test”,ICMP,2.
test”,ICMP,1.
test”,ICMP,2.
test™,ICMP,1.
test”,ICMP,2.
test”, ICMP,1.
test”, ICMP,2.
test”, ICMP,1.

28c:
1.1.
1.1.

e e e e e
e e e

Blocked Passlists Suppress IPLists SID Mgmt

WAN Preprocs  WAN IP Rep

29f: fedd: 2265, ,Ff02::2,,0,,0,alert,Allow

2,,1.1.1.4,,40270, ,0,alert,Allow

+52.1.1.2,,21356,,8,alert,Allow
1.1.1.4,,48271,,8,alert,Allow

.4,,2.1.1.2,,22006,,8,alert,Allow
.2,,1.1.1.4,,40449, ,0,alert,Allow
.4,,2.1.1.2,,23006, ,0,alert,Allow
.2,,1.1.1.4,,40688, ,8,alert,Allow
.4,,2.1.1.2,,23824, ,0,alert,Allow

Log Mgmt

Sync
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Services / Snort/ Interfaces (7]

SnortInterfaces  Global Settings Updates Alerts Blocked PasslLists Suppress IPLists SIDMgmt LogMgmt Sync

I —
Interface Settings Overview
Interface Snort Status Pattern Match Blocking Mode Description
WAN (em0) (-] c@ AC-BNFA INLINE IPS WAN

WAN Settings

General Settings

Enable Enable interface

Interface WAN (em0) i

Choose the interface where this Snort instance will inspect traffic

Description WAN

Enter a meaningful description here for your reference

Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications

Alert Settings

Send Alerts to Snort will send Alerts to the firewall's system log. Default is Not Checked.
System Log

Enable Packet CHecking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file
Captures

Packet Capture File 128

Size aq \
Enter a value in megabytes for the packet capture file size limit. Default is 128 megabytes. When the limit is reached, the

current packet capture file in directory /var/log/snort/snort_em021447 is rotated and a new file opened

Block Settings

Block Offenders hecking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.
IPS Mode Inline Mode v
Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Snort inspection

engine into the network stack between the NIC and the 0S. Default is Legacy Mode

Legacy Mode uses the PCAP engine to generate ies of packets for inspection as they traverse the interface. Some

leakage” of packets will occur before Snort ca srmine if the traffic matches a rule and should be blocked. Inline mode

t

instead intercepts and inspects packet »re they are handed off to the host network stack for further processing
Packets matching DROP rules are simply discarded (dropped) and not passed to the host nety

ith NIC drivers which pr

ork stack. No leakage of
F

“:d:)purlL‘d drivers: bnxt, cc cxgbe, cxl, em, em, ena, ice igo, igc, ix, ixgbe, ix lem, re, vmx, vinet I"plo:;\urn‘_: are experienced

packets occurs with Inline Mode. WARNING: Inline Mode only wc rly supp

t Netmap!

with Inline Mode, switch to Legacy Mode instead

IDS2} CI2 4| Block Offenders SME 7|11 Inline Mode &4}



Services / Snort/ WAN - Interface Settings

Network Interfaces
Hardware @mablr—. hardware checksum offload

Checksum
Offloading

Hardware TCP
Segmentation
Offloading

Hardware Large
Receive Offloading

hn ALTQ support

Jul 28 1t -

drop mbu that
Jul 28 16:38:
drop mbuf that

Disable hardware TCP segmentation offload

Disable hardware large receive offload

Enable the ALTQ support for hn NICs

4 pfS

need ( iMm of f load

a3 pfs

need

Jul 28 16:48:44 pfs

drop mbuf that

Jul 28 16:42:54 pf
drop mbuf that

needs ch $
ense kernel:
needs checks )

Jul 28 :44:58 pfSense

drop mbuf that
Jul 28 16:46:41 pfSens

drop mbuf that

Jul Z8 8:58 p mse kernel:

) mbuf that
y 49 :
i
|'1t"|||a Mbu that
Jul 28 1
drop mbu

need : 1 of f load
need -hecksum off load

need l-:]'li.'I:]-f. suM of fload

loginl58981: login
‘er . 961683

need ~heck 4 of f load
) 3 d65.3
offload

/var/log/system.log

BB1.778893

138. 219653

[43881]

[4368

[4388

[4388

[43

[43€

netqap_transmi |
netMap_transmit
netmap_transmit
netmap_transmit
netMap_transmit
netmap_transmit
netmap_transmit

root
netqap_transmit

netmap_transmit

erd

emH

emd

emt

emd

emHd

e

erd

erd




OlH}A0o] S} AH Kernel

= '_} = '_I__'_I‘ __o Network SB‘::#::
Netmap H[Z-A3} Al Stack
checksum offload: on

IPITCP %% .
skb PN B lbpeap 2 e
AF_PACKET 7t2#7] = =T

e EAl °'§-1% \ﬁH Netmap 237}
|etdeltiz w2l S 7I=

skb FZEH| o84

HaMeS golg
=g 5t

a= Ho

IPS Inline 714
Netmap ZHd%t A|
checksum offload: on

P A
-

# =+ alof
Iz o717 E2oiE
Kernel
Network Sém;::l
Stack ufter
0| £ eHS
Nz A

CPUZ}oHsh M3 4 2td

Netmap £37t D212 72
H=e| HHEZ B2 MY

skb FEH| 0444

=2 #43t

Kernel
Network SBO(;::I
Stack utter
% |

IPS Inline 714
Netmap ZA5} Al
checksum offload: off

checksum offload7t AXMULH HES 3 7=} LIS 2T X 2|stz{ 1 0[R2,
netmap 1% 43l Z2j|AY I E ALESH= snort= 0|t THII S 2 0{S0|X| 23l
dropAlZ. O] FME TH Z22M CPUZI 21T THZI S

2l S X231 A snortoi| Al HX|A|
2HS0{oFet.

dHZ

cat /usr/local/etc/snort/snort_em*/snort.conf | grep daq

cat /usr/local/etc/snort/snort_6621_em0/snort.conf | grep daq




Services / Snort/ Interface Settings / WAN - Rules -]

Snort Interfaces  Global Settings Updates Alerts Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync

WAN Settings  WAN Categories | WAN Rules \WAN Variables WAN Preprocs WANIP Rep  WAN Logs

Available Rule Categories

Category Selection: custom.rules v

Select the rule category to view and manage

Defined Custom Rules

icmp any any -»> any any (msg: “ping alert test™; sid: 1e00001; rev: 1;)

Services / Snort/ Alerts

Snort Interfaces  Global Settings Updates Alerts Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync

Alert Log View Settings

Interface to Inspect WAN (em0) v Auto-refresh 250

Choose interface view Alert lines to display.

Alert Log View Filter

||

6 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2026-07-21 l. 0 ICMP 2112 1114 1:1000001  ping alert test
04:54:49 Q Q X
2026-07-21 l' 0 ICMP 2.1.1.2 1114 1:1000001 ping alert test
04:54:48 Q xXZ
2026-07-21 W@ 0 ICMP 2112 1114 1:1000001  ping alert test
04:54:47 Q X@
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Services / Snort/ Interface Settings / WAN - Rules

Snort Interfaces  Global Settings Updates  Alerts  Blocked

Pass Lists Suppress [IPLists SIDMgmt LogMgmt Sync

WAN Settings  WAN Categories  WAN Rules  WAN Variables  WAN Preprocs  WANIPRep  WAN Logs

Available Rule Categories
Category Selection: custom.rules
Select the rule category to vi

ew and manage

Defined Custom Rules

drop icmp $EXTERNAL_NET any -> $HOME_NET any (msg: "ping alert test"; sid: 1000001; rev: 1;)

Home Nait default v

Choose the Home Net you want this interf:

Default Home Net adds only local networks, WAN
Create an Alias to hold a list of friendly IPs that the mize the default Home Net

External Net default

Choose the External Net you want this interface t

xternal Net is networks that are not Home Net. Most users should leave this setting at default

Create a Pass List and add an Alias to it, and then assign the Pass List here for custom External Net settings



Java-attack



drop tcp any any ->any any (msg:"DVWA JS Logic Bypass - URI Path Check";
flow:established,to_server; content:"/vulnerabilities/javascript/"; http_uri;

sid:2005001; rev:1;)

drop tcp any any -> any any (msg:"DVWA JS Logic Bypass - Phrase Check";
flow:established,to_server; content:"phrase=success"; nocase; sid:2005002,;

rev:1;)

drop tcp any any -> any any (msg:"DVWA JS Logic Bypass - Token Check";
flow:established,to_server;
content:"token=38581812b435834ebf84ebcc2c6424d6"; nocase; sid:2005003;

rev:1;)

drop tcp any any ->any any (msg:"DVWA JS Logic Bypass - URI Path Check (IPS
Fix)"; flow:established,to_server; content:"/vulnerabilities/javascript/"; nocase;
sid:2005001; rev:2;)

18101 IPS 2E 0 M & o & =0, snort LH S http I ABIE D TCP I3/ E= £ & ot

730 A et EHst
http€ Ml Hot® & T/=01, 3! H0lZ2 = Raw datag Z Atot)| I 2
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ip.addr!=1.1.1.2 and ip.addr !=1.1.1.3 and not mdns and not liImnr and not nbns

and not dhcp and not browser and notigmp

ping test

alerticmp any any -> any any (msg: "ping alert test"; sid: 1000001; rev: 1;)
alerticmp SEXTERNAL_NET any -> SHOME_NET any (msg: "ping alert test"; sid:
1000001; rev: 1;

)

Javascript H|IAE

alert tcp any any -> any any (msg:"DVWA JavaScript Logic Bypass";
flow:established,to_server; content:"/vulnerabilities/javascript/"; http_uri;
content:"phrase=success"; nocase;
content:"token=38581812b435834ebf84ebcc2c6424d6"; nocase; sid:2005001;

rev:1;)

alert tcp any any -> any any (msg:"DVWA JavaScript Logic Bypass";
flow:established,to_server;
content:"token=38581812b435834ebf84ebcc2c6424d6"; nocase; sid:2005001;

rev:1;)

1x



drop tcp any any ->any any (msg:"DVWA JS Logic Bypass - URI Path Check";
flow:established,to_server; content:"/vulnerabilities/javascript/"; http_uri;

sid:2005001; rev:1;)

20
drop tcp any any -> any any (msg:"DVWA JS Logic Bypass - Phrase Check";
flow:established,to_server; content:"phrase=success"; nocase; sid:2005002;

rev:1;)

30

drop tcp any any -> any any (msg:"DVWA JS Logic Bypass - Token Check";
flow:established,to_server;
content:"token=38581812b435834ebf84ebcc2c6424d6"; nocase; sid:2005003;

rev:1;)

fix
drop tcp any any -> any any (msg:"DVWA JS Logic Bypass - URI Path Check (IPS
Fix)"; flow:established,to_server; content:"/vulnerabilities/javascript/"; nocase;

sid:2005001; rev:2;)



nmap -v-sS 1.1.1.0/24

alert tcp any any -> any any (msg:"NMAP SYN Scan Detected"; flags:S;
sid:3000001; rev:1;)



nmap -sU, threshold



threshold EF2! 37}X|:
type threshold
o X|HTt A|Zt (second) S¢t Ecjzlo| =3 wf ™St 214 (count)E &2 mff OICH

o =]
ot

e count 10, second 600|H, 60X S 10HM IHZ! O|F 2 AH|& 2l
type limit

e threshold®t HILHZ count THE 2l ghiA|7| 1

ro
=
S
Ol
re
40
=

o Z1 EEIZOlY|0

OH

(=]
=

type both

OF

o limitat SLSHA &S

tel, =71 L o2 S 2ASHH ZHA0f 3 M N =2 HElS

nmap-v-sU1l.1.1.4

= UDP AZH

nmap-v-sU-T4-F1.1.1.4

drop udp any any -> any any (msg:"NMAP UDP Scan Flood Detected"; threshold:

type threshold, track by_src, count 50, seconds 2; sid:3000011; rev:1;)

track by_src7t 1™ FA| UDP7Zt I A|=|of OtH| Yl&H0| S

track by_dst: ddos 20{0f| M|gtH Q2 ALE
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