2026.07 - JHE EET -

mEQo] YalAH xfo|7t S 4 US

<

K

B

Klo

X0

L

>

7]

o

=

wn

o =
— o
o <
4 T

o K
' 5

md nh

<+
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=)

KO

)
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<0
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)

a.

O

e —
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o mﬁ

o K
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EGP: BGP

<-->

7|u

I

"EEIJ

IGP: RIP / OSPF / IS-IS / EIGRP

2=/7|Et: Babel

1=

=
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START HERE

o] 9l

G A= Cisco 10S/10S XE 2| HEX CLI 23} IPv4 £ 7|ZQ 2 $HLICH QIE{H[0|A 0|22 " GigabitEthernet0/0",

" GigabitEthernet0/1° € £0{ *G0/0", *G0/1" 2 E7|&L|Ct, AA| ZH|0| M “show version”, “router?”, S EH HH
HEZ X3 R E HA =QISHAI2.

& IIX| 383t o2
IGRP £ Cisco 7} M|7{st &f|HA| ZT2EZ0|2 2 3CH |0S/IOS XE M= EE A5 4 Qi &LICtH Babel 2 7|&H Q2 EGP 7t
OfL|2} LHE - HA| L2 He| Yie] T2 ES0| 7141, LEHE Q] Cisco 10S/10S XE 2| HIO|E|E " router babel” 74 BEE 0]

E|X| ¢S LICH & HO| CLI = ZZ “HAN 2871t “X| Y Ml =l ez 2 §fLCt.

3. OSPF 2} 1S-IS 2 23 Al ukAlS o8l S|}
4. EIGRP 0| M =& ! HZ Q| DUAL S HZELICE.
5. BGP 0| A] “%| ¢t 22| 7t ofL|2t &l at AS ARt HA QIS sholshL|Ct,

6. OHX|2t© 2 Babel o] 2211t Cisco K| HEIE 22|l O|sHErLICt.
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=

10

11

‘X:’I-

IGRP

OSPF

IS-IS

EIGRP

TIE

2IREl AS, IGPvs EGP, ¥112|&, 2

Ofm
ol

o
SAE A2 BBt

S A S| A HE| HIEQ} HEIFHAE

Cisco 2|7{A| S¢&t HEZ

LSDB 2t SPF, Area 7=

Level 1/2 9t TLV 7|2k 27t

DUAL, Successor, Feasible Successor
AS_PATH of F 7|t Z = HIE]

FM-2M HAE 2 3|0 72| WE

ME{ 7Ho|E, AT B, HIZAE

ot AlLt2| 29t ot OpR 2|
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FOUNDATION

o o u d o o L O]
11 2feele "BHx|Y tg 2'g 2k
2tRE{2| Sy AE2 ThegtL|Ch «“o] I3l S SXX|MX| ELf2{H CtS o 2 S0l Aok 5t=71?” 2t & H|0| 22 =XX|
HIEX 3 (prefix)Otct CHS & (next hop) E= &7 QIEH|O|AE J7|E3 Z &7 ERLICE

2t E0] =3 Lib|Alo] M2 “CHZ ehl” 2 K|

At2X}F PC 2tE Q| Ett SHX| MH
10.10.10.10 ---> [ 20.20.20.0/24 -> 10.0.12.2, GO/1 ] ---> 20.20.20.20
ZXX| prefix s =
o X|™ A& (Connected): 2t2H QIE{I|0| A0 20{ Q!0 O|0] Ok= &
« ™M™ at2El(Static): 221Xt 2 st 0™ 2
« X 2}RE!(Dynamic): 2tRE{7|2| HEE WetstH NSO 2 U= 2
ET LY
2IRE ZZEZS MK 7S 2tct= “Eiul XH2F70| ot HL|Ct 2t T2 EES2 oftH LS 2[2E H|o|20| SEX| BHSI=
HE gt HAQJLICH MK oH3l P2 2t dEl 2tRE /I H0|S2 AFEELICE

1.2 AS: 6112 2 HAH o2l U= "uE SHF 19"

X2 A A& (Autonomous System, AS)2 StLIC| ZZ[0|Lt 2F FH|7t LtEl 22 HMO R #2|st= HEY I HeL

Ch 7| R Y, SUALHE, SR E MEAHE/IE St “u s #HEF 0|2t H25HH 2l SL T,

R ECSDREEEEEEEEEE AS 65001 --------c-mmoo-oooo- =
| XIAbA ---- 2AF 20 ---- CfO[E{MIE] |

| <--- I6P: W2 X Z=2 ---> |

frocoooooooooosooooososooooossssooooossoooooooso oo +
[| BGP: =X 2t F=/HM

R SnRECEETEEEE AS 65002 ------------oo--ooo- ¥
QB AfH|A HIZXE |

00 0 S0 0 S S SR +

g IGP EGP
2 g AMLHEHA - EA] LHH|A[O|M: BF A| Qtojj M 12 2 & IHM TZ-3F3 S2 FH: 71 2 HEN 58 I
7|
24 He| SILEQ| AS L& MZE CHE AS ALO|
TREE S ZOH X, HE =, LIE 2N F2 e =&, MM Ao, X = ASZHEE
EZEES RIP, OSPF, IS-IS, EIGRP, Babel oiCH QIE{HIO| M = AFA 4 BGP
0 #H Y= -XH-g S LHE HE AS_PATH, Local Preference, M At 2HA|
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OlE S0 M2 ALHO|M “O{= E2IFHEIF = IGP 2 AZLICE BHH ME20|M RECE =2 EY 1 0= I7tet I A
E ZREX|, Al ol = M2 MEX|= EGP/BGP 2 ZELICL.
QHE LM0|M = Babel 2 EGP 2| “E4+/7|E}” Hof| HYX|SHX| 2 7| & X O 2 Babel 2 AS 2t QIE{Ll M ma E 20| ofelL|Ct,

o

Babel 2 SM-HA| BHOIM LE Z2E WEA MSA7|= 2 3|0| H2| WE IGP AZo| T2 E2QIL|Ct,

OF| Oo{e ola{ XL
1.4 2tREE RS M2 L F=917
A nE HR 3ot "R &
72| HE & 0t2 EX|Tof| “SHX|MIX| € HAHE 0| SHX|IX| Helet Che W RIP, IGRP
2t X
EER DECE MEHE DOH X MM X =E O 232t 0|2 MEHE =4+ (flooding) HAOE Z7 OSPF, IS-IS
%!
12 7z| YE MAIZHZRT| ol = ZEo otMet 3|2 0|9 | HE + RE Qle T AE A4 EIGRP
Sa e
HE HiE IR M EZI0 2R 2V 2ESJIESIDE  HMH 2AS tCrfot 3= &4 BGP
Moz Me
Hi= =k (=13 C
1.5 HIEA| FL23lOF & Ch4d THoq
el= SHA LS
HIE2|(Metric) L2 OZES0| 2E ZE27[2[ Hng i M= LI > SS+5 T2 427 EX0 BGP HE thd X2
HMEY gl 225 JUSLICHL
Administrative Cisco 2tRE{7t M2 CIE HE EMIt Z2 prefix E Mot of ME2[=E B W= 2L H245 SMEL|CL

Distance, AD

+d(Convergence) HolLt EZZX| Hat £ HE 2RE{7F L2tE M 20| gofsh= 2yt Az
g2 E(Classful) 2t E Ao E0| MEU OtASIE MX| §4Z. VLSM- CIDR- = H& M EUllof F[<F,

EeliA2|A(Classless)

0| E0f prefix Z0|/OtATE T3,

VLSM =t CIDR £ X[ &.

OSPF cost 2 EIGRP metric2 Zt Z2ES L8

ZE H| 0| AF2EILICH OSPF Z29} EIGRP AZ7t ZH2 prefix £ H|ototH

Cisco = X AD(7|22! EIGRP Li5 90, OSPF 110)=

H| w8tL|C}, CH2k

AHA Z2/ oM = o HEQI prefix 7t ME|=

Longest Prefix Match 7t HX

THEICHE ME 7[R,
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1.6 Cisco 7|2 AD =2 &

4R EXN 7|2 AD 7| IQIE
AP A 0 QIEHO| AN XY B2 EE
HN A= 1 2 H A=
eBGP 20 QI AS Ol A BE2 BGP H 2
EIGRP L{E 90 Z2EIGRPAS IR E2
IGRP 100 2| Al
OSPF 110 S E OSPFZE 89| Yt 7|23
IS-IS 115 EFISISIPER
RIP 120 RIPv1/v2
EIGRP 2|5 170 MEbHE|0] S0{2 2|5 EIGRP 22
iBGP 200 L2 AS LiF 0l 22 BGP Z &

1.7

0|'J

Mg EZ2X|9} 54 A

LAN-A 10.10.10.0/24 LAN-B 20.20.20.0/24
PC-A --- GO/0 [ R1 ] GO/1 -------- Go/1 [ R2 ] GO/0 --- PC-B
odl .1 10.0.12.0/30 .2 odl

R1 G0/0
R1 GO/1

10.10.10.1/24 R2 G0/0
10.0.12.1/30 R2 G0/1

20.20.20.1/24
10.0.12.2/30

O EZEZX|E U= AFSYLICE 2R E T2 M AT HEt: QIE{H|O|A IP 2t HAE SHE= Z&LICH R10]
20.20.20.0/24 E {11, R2 7} 10.10.10.0/24 £ HHR=X| ZQIBtL|CL.

OIE|HO|A AfEH ol
show ip interface brief
show interfaces description

show ip route
ping 20.20.20.1 source 10.10.10.1
traceroute 20.20.20.1 source 10.10.10.1
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1.8 ZZEE FA| H|u X|=

OZES AE-He FR U= galA 2 M
RIP v1 7{2| HEf - IGP g4 ZHAE S/ AH Al
RIP v2 7{2| "E - IGP 2 =Ll EaIES ARD-1S
IGRP 72| ¢E - IGP A Z+X|H B4 St eAE Eo
OSPF 23 HEf - IGP X cost S BCIES 7|1 - A -DC
IS-IS 23 MElf - IGP =X metric EEIENCIES CHt 2 FO{/SAA
EIGRP g 2| WE - IGP A Z+X|H B4 =2t Zaaz(a Cisco B2 7|
BGP Z2 HE - EGP HM+FdE &M Salaz|a QIEL/HE|SY
Babel 2n3|m 2| #E - /Al JRE-SH[E Saaz|a SN {240
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CONTROL PLANE TO DATA PLANE

1.9 B2 oA 0] 2HIEl= =M

2tRY Z2EZ0| ZZE iRt sl M ZHIZ 2= TH310] O3 22 LiJh= 242 OtELICE Mo BHOM =2 & MEistD, Ch3
SS oSt 7, ZeY WHO| FIB/CEF Off Bt &= o2 THA|7F LELICH

“HiZ” 3} K| “HY”2 ME CHE B

[0]S/LSDB/EZZX| DB]

\

[Z2E2 U2 A5 F2] - netric/4 b
|
v

[RIB =& HI=] -- Z2 prefix™ ADQt HM H|w
|
v

[XHA= next-hop 3lA1] e o2 = 0| ARZ A=
|
v

[FIB/CEF Z22y] - AN W3 MUe 2%

v
[Z9Y Al Longest Prefix Match]

“

Longest Prefix Match ~ &/X| {3l MPo|N = SHX| <t 7ta ZA| LX[ot= prefix 7t SMELICE /327 7t 7 /24" 2L, © /247 7t

' /16" ©CF P A LT
ODZEE LI HR 2t T2 EZ0| XHAQ metric 2 £H 02 22 prefix 2| 22 F £|X Z2E IELICH
Administrative ME CHE EX7t St prefix £ MIQHSHH Cisco RIB 7F 7|2 A2 =& H|wgfL|Ct.

Distance
Next-hop Resolution ZZ2It £0t H0{ = BGP next hop M CIS 0| T2E i A27t elO™ MX|E|X| S £ USLICEH

FIB/CEF RIB o MEH ZIHE AH| SI=90/2TER ZY 22 L EHLICE +3 2t2 6{2= RIB & OfL[2}
FIB BrE kK| &tOF LI Ct.

O ZZEZ0| otof| H{RX| 28, @ T2 EE DB 0= JUAXITHRIB ME{0)| A THE, 3 RIB 0f| = QJOLE FIB T2 2 EE = next-
hop iAol X7t US. 2t Z2EZE DB — “show ip route” — CEF/Z Y &M 2 &F5{0F L|Ct.
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CONVERGENCE PIPELINE

1.10 =& A|I2IS Z3HSHA] EI|

+H2 ted| “T2EZO0| WEC}/=2|0P 2 BLEA| G5 LT o= EHA7F X HE| =X 2ootH o Z20] ZEHELC.

La{xl:=thiE el

1. Zoff Zx]| 22| 23 L2, Hello/hold timeout, 2 213 LOS 0|™, 71 Dead/Hold 3 AZ M5, BFD, &t EIO| O, THafer ZHX]
BFD S22 MM E 2IX| timer, TS Zof

2. ™E Mo} Poison/LSA/Query/Withdraw 7} 2 T§Z] 24 33 flooding, Query ' QHEH Hlo{2 A|Z 3}, Stub/22F, QoS
HERHE MY <, 3™ =

3.HEE A Bellman-Ford, SPF, DUAL, BGP Z LSDB, B3t flap, CPU £F, MM FA/2{|H HA|, throttle, flap 2%, T Cheat
best path = 2

4. RIB/FIB gt MZAZE MX|stn X =S A T next hop &Il CHE prefix next-hop =24, FIB 22, E4HE HA
Al churn, StE2)|0f 5HA|

5.0HZ2IA0]M 2] ME MTS L= MHE TCP timeout, AlEH 2tse] HICHA 22 YustAZ AS HM 29 EX 17

=

EfO|HHE So| 252 Wapant?

=
OFEIL|CH LR B2 EIO|H= &7t &A1 X0 2 Q18| A= flap IF CPU 2312 7|2 £ &LICH 22| ZX|, BFD, T2 E 2 E}
0|, SPF/Query H 2| S &HH HA|sHOF BFL|Ct.
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LOOP PREVENTION TOOLBOX

1.11 &8

Yx|ot HRE P2 o| 2t

S 0|20 LIECH SHK|S O F TP B

CHELIL.

71

Split Horizon

Poison Reverse

Route Poisoning

Triggered Update

Hold-down

LSDB + SPF

Feasibility Condition

AS_PATH

Seqno + Feasibility

Poison Reverse =

= “dijet Z=E

E 7tHO| MZ St= uf M
sS4 M2t F 2N
Hi2 QIEMO|AZ O A2 E ChA| Z2106kX|  RIP, IGRP, EIGRP
e
2 WSO Z metric FSIHE HAHoZ 72| HE
i n
Auligt A2 XM E metric FRCHE SA[ 2 RIPAE
i
Z7| Eto|ME 7|Ct2|X| g1 Het ZA| L3 AH2| HEH

2 72 HE

22 x|

DT A3 MEf AIBAS B3R MH K| OSPF, IS-IS
ZOf| A Al

0|9 1 AH2|7} ®ixf FD EC} &2 wfgt  EIGRP
ZA| ot 3

A9 AS 7+ A20j o|0] U2 A BGP
OEMARAE=H ZE2 SY AFATHR  Babel

E_I||
“7 0| ROAINM iR ZE2EE 1 0|R ZOE metric

E#H 0|2

ol Al metric

2Lct ZRES0IC 2ns o

S SHCHZ E[Z3 &el= 7570
FOHHZ 2= At M2 LT

ENEIES L,

stA|/Fe|
|E- A3 HE|ZOIEN| M= HA O] of2
Aol
T A+

X2t A|o|E 27| 37,

1
;
ra
H
Tk
nx
Rt
in]
rn
rio
tob
R

A0t et e

LSA/LSP 232 DB 2 24| 22| 2R

ZUE3F M Query 7t HR

iBGP L5 2H&H0l|= RR/Confed Hx A &R

AREA QX3 metric ™M 22| e

1, Route Poisoning
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DESIGN FAILURE MODES

1.12 9k X2 HY-Passive 2| A

Z=H| M Itset 24| glol ity ol 2 21

QoFAZ NS A2t A2t =0 22kat Hot black hole  “show ip route <summary>"2t 29k A Fetst discard/Nullo 2[0]
E NI prefix H| 2 olsll, =X 7ttt M8 22 FX|

AS T EhY A—B—A Z CtA| £0{ 20 metric/AD 7+ HH routetag, 2|2 Z2 ZE, A2 & M2 X[HS A2 route tag/Z
of mEs 2o N EH E{/HAIE A AL

Passive Interface AFEXELAN Ol A Hello/Update & 8f= EX0|  “show ip protocols”, QIE{H[O]A " passive-interface default™ = ZR
X|gko|2 30| M E35tH adjacency THE H passive AEl st 2130t " no passive-interface”

2 FEE E7 TH7L AN 22 Z2 ¢lo] default TH&D 7|2 ZAE MM ZAD FH M 2 ZHE MY, IP SLA/object tracking,
sl black hole &l CHA| =+ A

ZEE HIIXIDH HMOE HE e Bt MZYe Z2EES DB M @tsk(in/out), 2 X|H, implicit
Lt outbound & Xpct advertised/received Z 2 H|xl deny £ 2A3%t

W H 24 AN

“show ip protocols”, 0|2/DB/EZZXI, “show ip route”, & running-config, ping/traceroute, 212 CPU & X&'t

A2 EH Zd 7 “FAO0| HEREX"E HIWE 5 A0{0F LT,
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IGP - DISTANCE VECTOR

2.RIP v1

s 20|l M2 HESHA| §h= 2ll7A| £= I =YL|Ch 240t oto]J2f|o|d 2EHe = Aot LIS SHELICH

= =

r|r

RIPv1 2 Z HA X|=& ZX| o410, HIE & BEX[TE B0 0| S5t= &Alxtet Z5L|t. 2t BXT2 “SHXMX| R AHY

(hop) EFUACH’ 2 &2 FLICH AXt= JHe A0 X2 dekS DELICH

-|-

M= BXTO| LEASLE MR T4, 5 MEU OtAI T} Es] AX| 4CH= Y LICH mEkA 10.10.10.0/24 24 10.20.20.0/24
HE 22 UL AUHS M2 THE A0 M MIZSHA LHe A= o A2 & SEX| dE LT

o 2% Jloly
RIPvl=“OtA3 Q= 5 £ EX[TH

72| HIE] IGP. O| R0i|A| 2t*E HIO|ES F7|H

|0
HU
r
ua
mot
T
inl

HEzZ| E = 2I2E ot HE x| whotct 1 S7FetL|Ct

T2 3| E|i 15 87K =8 7ts. 16 §2 Retl/ =8 712 Ma|gfuch

A x| SHAE. GO0 Eof| MEL DIAS S ZESHA| QEELICH

Yol E 7|2Mo = of 30 AROICH MA| 2tRE MEE HECIHAEDIL|CE

=3 L2l ™, Count-to-Infinity & 2ts}5t7| 2|8l Split Horizon, Route Poisoning, Hold-down S& AL
ch.

Qs RIPv1 XtHl= 2t E YHI0|E QI15S K| ASHK| E&LIC.

Cisco 7|2 AD 120

A 8k D2ES 2| uss 02 QefE A0 24, Mg 2= AFSHK]| 23,

@AY 12X
ZXX| NTIKIQ B 20t o|20A M

ISR SR S S R
0 1 2 3 4

R1O| AZt: "N7IHX| 4Z0[2t= EXITHS R2O[AIA REQACE."
MA| E2 XEQF MEY OiA3E REC,

FI|NM HRCEIHAE:
Rl ---> 255.255.255.255 : "L{7I Of= Z=H TA|"
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@ Cisco CLI 7|2 MF HZHo]
OlF| SE: 9% LAN 22 3
10.10.10.0/24 --- R1 --- 10.0.12.0/30 --- R2 --- 20.20.20.0/24

RIP v1 RIP vl

R1 74

I R1
configure terminal
hostname R1
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1

ip address 10.0.12.1 255.255.255.252
no shutdown
router rip
version 1
network 10.0.0.0
passive-interface GigabitEthernet0/0
end

R2 A

I R2
configure terminal
hostname R2
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252
no shutdown
router rip
version 1
network 10.0.0.0
network 20.0.0.0
passive-interface GigabitEthernet0/0

ip protocols
show ip route rip
show ip rip database
show ip interface brief

“network” A2 22HAE major network 7|ELZ SAEL|CE RIPv] YH[0|E0f= OFAIIE GIOE 2 VLSM O|L 2H %
MEUHOM= 227 2R QAL FRE K| 42 5 JAELICH
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DEEP DIVE

O] Ho|x|e| & ZRIE

7| YHI0|E, Bellman-Ford A 7{2| #| &, B = EtO|H 7 Of A BRE[=X| =AMCHZ SLICt.

5.1 2t E7} X2 HEoh= 2
RIP 2H2ES A EZ2X XSS Haohx| LIk 2 SXof oo of 0R0] 2r2f X, 1 0|RE HAIH 2 Z2X

ObR|etO R QIR| HAIRER|S 7| S et

OL-AT

’

ol o|oj ol 2MojjM 2= 0lR
Destination prefix SHX| HEYI. RIPv1 2 HOI0|E0 mask £ &X| g¢2 4 QET0]AS SE{AE ZWOZ mask E FESIE
EVLSM/EHEL0N 2F 7ts
Next hop / source I Z2E 23 T HIE F 2t EHRE 0|RS TotH oot HICHA ZETHHZ
Metric #M metric + 1, Z|C 16 2 2 At 1~15E £ 7t5, 16 2 B3/ 7t
Route timer OFX|2} 2% ACIO|E 0| &t A2t UO0|ET} B2 227t AH| invalid/flush El=X| 2H
72| HIE{o| A At
R27t RLOJA|:  "N7ZEX| metric 2"
R12| AH4t: min(16, 2 + 1) =3
R19| X% N -> next hop R2, metric 3
ER: R12 R27t N7HX| 7He FN| ZEE REC
JeiM 2eHE HEI M2 E[HJUEH count-to-infinity 7 MZICH
5.2 7|2 Elo|He| g
Efo|H Cisco RIP 2| 2t 7| =7} =x}
Update 30 2tRE HIO|EE FVHCE TS
Invalid 180 = O ANZHSQHAREX| gtoH AEE RBOHK| §i2 Ao = Tt
Hold-down 180 = Libhxl Z20f| chet QefEl/od A2 HEE LM AlZH A
Flush 240 & ZE2E H|0|E{H| 0] 201 A 2t T A

Invalid 180 X + Flush 240 £2| o|0|
UOIO|E LIS XL HIE HEE K| RX| RELICEH o] 7| St AA0| IS M invalid 7t =11, O F LH 7|12t “EH =
7p” AlEH2 ot 0| 0i|A| AIHE ISt = flush & LICH AX| O|#HIE 7|2t poisoning O] HA 2 HH}EHI HESEr 4= AFLILCE.

271 2M: RFC 1058, RFC 1812, Cisco RIP Configuration Guide 2| timer % loop-control A%
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DEEP DIVE

RIP v1 Als}

® 2’4 o5t 2X-otHet 12 Y
Ol Ho|X|o| B EQIE

Split Horizon, Poison Reverse, Route Poisoning, Triggered Update, Hold-down 2| Xt0| £ Ztofj A|Lt2|QZ L2 EL|CL,

6.1 Count-to-Infinity: "X 27} 3|2& QM A"
Count-to-Infinity 2| H& X g|Hel

) e (il =om (B com (B

18 28 38

1) N-R1 &3 o

2) R27F o™ ®HEZ "N 2Z"0|2tn Zn
3) RLO| "R2E 7{*|H 33"0ol2t1 HZ US
4) R2& CHA RIS HXIH 4502t
5) metricOl 5, 6, 7 ... 167}X| MH3| S}

=
1=
=

{712 R1 <-> R2 AfO|E &=SICH TTLO| 00| & £ ALY

Split Horizon R2OIAIM B2 ZE2EE R2 WEQE CHA| 2108t Chedh2 & E[HY 374 0|4 LETHRI LR BT
PR =832

Poison Reverse R2 OAIM i Z2E R2 Of|H metric 16 2  R27tR1 2 Q22 Q8list= 242 JZAI At HHOIE 377t 51 BRELCHE
HA| 2D ot FLEHESIK= &3

Route Poisoning N AIHE ZX|St 22E{7FN € metric 16 22 7| YH|0|EE 7|CI2|X| 21 Almj Ehat poison I3l &4 A| CH2 7|
:'6}_7'_ OI HIR

Triggered Update A2 Hel XS AH0|E &4 30X FI| 7| A2t Et= A flap Al X0 E2i= 7t

Hold-down LRl A2 E L™ A|ZE oMot Qe El M op HETJLCEA| HotLt= d4 HMOHEZE B RE
HEE A AS

Metric 16 2o E = H|Bt count 7t Bglo| ZItst= AHS Mst160] HESYI X[20| 15522 A

ET] g

Poison Reverse = S O|R0[AH “HI7I LA = L2 HE E
0

M= & 2 itk B[ S8 Yoh= 210 #AIQLICH Route
Poisoning 2 AX| A1 Z2E metric 16 O THS0{ & 0| 0)|A| Y2l=
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6.2 Split Horizon 0| 235|2{ Ho H41E 9= 32
NBMA/s1E-AZ 0] 2] Split Horizon F&E
Spoke-A

| Z2 multipoint QIE{m|O[A

Spoke-B' ------ Hubs-=--~-- Spoke-C

Hub 7t ACIAIM Hi2 ZEE Z2 QIEMO]AZ B/COIAH MBDsHX| RotH

spoke-to-spoke AZ7t MX|X| QF=Ct.

« M 3ll&: point-to-point subinterface 2 =2| @35 £2|5t7{L} OSPF/EIGRP & HA|0| %= Z2EEZS AETLICEH

o of|2|H sZA: 512 2IE{H0| A M2t *no ip split-horizon™ & AERIL|CH 2T Q& 21 diskg MX| T Als|slof hu|ct,

«aXl &2 “Z=7t ot Holrt’= o| R 2 2= QIE{H|O| A0 M Split Horizon & 11X| g¢&L|C

_—

RIP Split Horizon H|0f - 87| ZE £ M &

| OIE{H|O|A™ Split Horizon AEH/H|O] OiA|
interface Serial0/0
ip split-horizon

!

| SlE-AXZ3 HAoN FY LRt 20
interface Serial0/0

no ip split-horizon

6.3 RIPv1 11§ StAH|2} CHE

=H| off W7|=7} B4t sz
VLSM/E¢& MEL 0| E0l mask 7t 912 e classful @, A2 F2H =<2 RIPv2/OSPF/EIGRP/IS-IS 2 T2t
i

15 Mgt 16 £ infinity 2 Al St Yo MA AR EEH 27} AEY 23 Mel/nZ Azl HWE AL
=]

Lzl &3 Z7| L0 ELt timer 7|t BtE ol = 4~ 9| black hole 7ts @i IGP, @3 ZX|/BFD, MAE st
M|

ol= Hxj RIPv1 Z2iof| 215 7|5 §is 7t AC0|E 8 2/ RIPV2QIZE=CIEZ T2 E 20}

7 2M: RFC 1058 2 split horizon with poisoned reverse % count-to-infinity &%
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DEEP DIVE

RIP v1 Als}

@ ol [ - HS- &4 ol A
Ol Ho|X|o| B EQIE

RIP Ofli= OSPF X & neighbor state table 0| 122 T2 EZ A%, RIP DB, RIB, C|H{ 1S &= ACiZ CHESfLICE

7.1 QEXISE B0l & 4

1. “show ip interface brief” 2 211 237} up/up 21X &QIgtL|CE,

2. “show ip protocols” 0| A RIP version, network, passive-interface, timer, Xt5 29F AE{ S stolstL|Ct,

3. “show ip rip database " 0l A sl{2t prefix 7t RIP DB Ofl E0{gt=X| 2tolgtL|Ct,
4. " show ip route rip " Ol M RIB Ofl &X| MX|SH=X| gtolsti|ct,

5. L8 miot %A “debugip rip’ 8 AL 44 prefix 2 metric 2 2 5§ “undebugall’ £ Z=2gL|Ct.

show ip protocols

show ip rip database
show ip route rip

show ip route 20.20.20.0

terminal monitor

show clock

debug ip rip

| BA 2E = ZA B8

-

undebug all

Clt0f|A 2{0{of & Ul 7Hx|

RIP: received vl update from 10.0.12.2 on GigabitEthernet0/1
20.0.0.0 in 1 hops

S Ad

- received vl: HFE x|

- source 10.0.12.2: 7[ci$t O[R0flM =41

- 20.0.0.0: classful major network 2 £

- 1 hops: £4l metric, 2Z Mx| Al F7} H[E #tF oL ol

ol

1o
0=

°'|:1|0|E7l Ms gig passive, version, ACL, %,'3 Ct2 “show ip protocols™, interface A3} He|ot 213 /LE £H
counter
DB 0= =0l RIB o] 812 OY2ADEE, 0 E2 L EH ZE “show ip route <prefix>" HA ZHo|H RX|, o= CIEH ZF

ARIt16 R B poison =4I EE= timeout debug Ol A &1 source 2t H3t A Ax| ¢l
=

#12 ping 2t Anjf return path, classful 23l, ACL 2 route/ping 2= 2ot T4 A +H
source/traceroute
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IGP - DISTANCE VECTOR

3.RIP v2

st SHI Y S5 FRO0F FLICE 7|2 S3HE ofLiz}

OHIRE S8 4%

RIP v2 &= O{3] 0|2 EX[EHS W2tItX| 2,

EESE S| Ao HREHAE ML RIPV2 E EE

R g =20 H= o9t 15 8 Het2

NLEIPNI—
X

ITXIS

L—I' =

210|

72| HE] IGP. RIPv1 2t 2

HEZ| ET. 153K EEH7ts,16 2 &2 274
A X SjAz|A. HOo|Eol| MEYI OtAS S ZBISH VLSM/CIDR 2 X[ LT
Aol E 7|2 230 % F71.224.0.0.9 HE[FHAE AL,
A= Qo T I0S M= SeA AA A5 Q20| 7|2 £ JOL 2 “no auto-summary’ 2 HAIHOZ BL|C}
il HE Y MD5 7|8t QIF 7|52 K[JSHRITH AH| A8 7Hs 2HE EAE/HEAY =elo| HegtL|Ct
+d RIPV1 EC} =4 A2 MK 7|2 He2| HiE EM w20 o 35| =2l MLt
Cisco 7|& AD 120
HE L Ao cheot ME EE SOt 5, it 7| Z0{0fl= 28 OSPF/EIGRP/IS-IS 7t MgtefL|Ct.
@ AlHH LR
RIPv1 EX|Z: "10.0.0.07tX| 28" (OrA3 i)
RIPv2 EX|ZH: "10.10.10.0/247tX| 2" (OtA3 Z3)
224.0.0.9 HE|IFHAE
T ooooooooooooaooooooDooooa0s +
| v
(RIS [ ===ese== [R3]
prefix + mask + hop count
HRE IZEZ UE - SZ o3

OM| TX[THol| SHX| F4
M “10 1 X|¥” H =7t OtL|2t 10.10.10.0/24 M & ot 192 FEE

I EAL 2P S olH FLC

o om

AL}

| H

WS (prefix mask) 7t &4 X3 Q&LICH el

HE|F|AE 224.0.0.9 2 HEE ®EsHL|CE 184
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@ Cisco CLI 7|2 MH 0]

10.10.10.0/24 --- R1 --- 10.0.12.0/30 --- R2 --- 20.20.20.0/24
RIP v2 RIP v2

R1 A

I R1
configure terminal
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.1 255.255.255.252

no shutdown

router rip

version 2

no auto-summary

network 10.0.0.0

passive-interface GigabitEthernet0/0
end

R2 M

1 R2
configure terminal
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252
no shutdown
router rip
version 2
no auto-summary
network 10.0.0.0
network 20.0.0.0
passive-interface GigabitEthernet0/0
end

oX
o4
[1):]
o

show ip protocols
show ip route rip

show ip rip database
show ip route 20.20.20.0

“network ™ HZo| B ™

Cisco RIP 2| *network " = 2/E{H|0| A E 24518 major network £ X|HEL|CH RIPv2 7t A K| 2 ELf= A0 Eof|= Hgt

o
ot prefix mask 7t ZE|E 2 Z2fAR[A SH50| 7hsEL|C
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DEEP DIVE

O] Ho|x|e| & ZRIE

RIPv2 7} OtA 3 route tag, next-hop ZEE EIH3HX| 2 Az

5.1 RIPv2 Route Entry 7| &= HE

13 oz

)
<

N
oY
Hu
oin
R
>
R
ne
ik
nE

Address Family

Route Tag QIR T2 EF/I 2] EHE BEAY = A= 16 H]
IP Address ZU Y HESR=

Subnet Mask VLSM/CIDR prefix 20| Mg

Next Hop SAXTHEE AHEE O Hetet next hop MIA|
Metric 1~169 &+

RIPv2 2| H& 1t AEl X

UDP 520 / 224.0.0.9

prefix 20.20.20.0
mask  255.255.255.0
tag 100

next-hop 0.0.0.0
metric 1

RIP= Hello 7|8t adjacency & BHEX| QH=Cf,
7| /triggered update £ AI5tH Z=2E timer & Aot

_,.
o
-

DtASIS HEIHAE, 915 7|5 F4 En MY wAIS o)

Infinity, timer 7|8t 2tE, 15 & otAl= D2 IL(C

M2 FMap SO YK Ex 2,

mask 2t e Hetet prefix 74

RIPv1 2to| 7H& 273t Kt0]

0.0.0.0 0|H 2 2tREE next hop L2 AFE

16 2 unreachable/retraction

=7 2M: RFC 2453 2| RIPv2 packet format, split horizon, triggered update 4

Hl

L

L|C}.

E{2!IL|C}. Count-to-
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DEEP DIVE

RIP v2 Als}

©® 4 DHs 3t 2 Shjet sz

o| Ho|xl2| 2 ZolE

— =

RIPv2 Ofl M Xp3= 2 5H= XtE 29F, RH2Hl route tag, 215, NBMA 28| E 22[8i M s A& LICt.

6.1 2X-R2-5i& HER|A

2H/54 e ol gtol |
& MEY AR} ol 4 classful 24| xXt& 22t0| Hot U *show ip protocols® 2| automatic ~ “no auto-summary”, Z#HE Al 2
summarization of/2E
RIPv2 QlH|E 21 /L2| £ ZF2 B M T DV loop EN2 Y metric 37t poison/trigger Al& Split Horizon/poison |X, & Xgtst
IGP 2 Mgt
2 B2} 5| SoH2 tag/ZEf 20| &= xH 24l route tag o 2|2 Z2 EX FH Ch /| A THE2HHE, route-map 2t tag
7|gb ket
oI5 EUX|Z HO|0|E 8IS key-chain, key-id, A|Zt, mode 22 %] debug % interface RIP A& 7| +H/ID/mode & ¥Z %]
5|27} spoke Z2E MY 28  multipoint QIE{HI0|A Split Horizon S|E RIP DB 2t 41 debug Bl P2P subinterface M, 28 Al 5{=0|
Matsi{x|
Next-hop O2 EZ E7} RTE next-hop RE7t 2% AZE|X| ¢tZ {2 24442t RIB next-hop s 4] 230 FH| /M2 YA

6.2 Route Tag = "HA|"0|X| X} &I=2tH0]| OfL|C}

OSPF --redistribute--> RIP(tag 110)

RIPOA OSPF 2 =|=E mf tag 110 S XHEtsHH
el OSPF B27t CHA| OSPF 2 RYUE= LIEMS =Y &+ ALt

Route tag 7|4t X 24l I| =4 xpch 74

V7 oAl - A metric/HM2 QA0 A =F
route-map RIP-TO-OSPF deny 10
match tag 110

route-map RIP-TO-OSPF permit 20
!

router ospf 10
redistribute rip subnets route-map RIP-TO-OSPF

Mz2dh= 212 28 ofix|2} ofL|ct

metric 2t default route, AD, 29f, ZE| 2erZ 2HH AAISHX| kO™ HZ F XLt black hole O] MZLICE A&0|AME o &
SN X 23517 protocol DB 2f RIB H3HE KB A| 2.
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6.3 &% RIPv2 215 Of Al

Cisco 10S 2| MEH key-chain/MD5 2 ||

key chain RIP-KEYS
key 1
key-string ExampleSecret

!
interface GigabitEthernet0/1

ip rip authentication mode md5
ip rip authentication key-chain RIP-KEYS

RIPv2 2152 &{7tE[X| 42 YH|0|EE £0|= G| =20| =|X|2, MD5 A B2 oic Hot B0l A Zet =3} x2S o|o|stx|
SELICEH E3E Xt 2ot MMS =holstn Mo WH ACL, Q1 23 5, CHE IGP MEHS eH HESHIAIR.
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DEEP DIVE

RIP v2 Als}

@ Foll - A5 -=9 oo

O| H[o|x|of 2H& =2

-

E

e
HE[FHAE A1, "t prefix mask, AHs 22, 9!

T, o=

7.1 435 @3 o|ch A1t

show ip protocols

show ip rip database

show ip route rip

show ip route 20.20.20.0 255.255.255.0
show ip interface GigabitEthernet0/1

show running-config interface GigabitEthernet0/1

terminal monitor
debug ip rip
undebug all

RIPv2 C|H{ 1 s A

RIP: received v2 update from 10.0.12.2 on GigabitEthernet0/1
20.20.20.0/24 via 0.0.0.0 in 1 hops

Ot
rlo

fo

Al
—_

r=

- V2
- /24 mask 7} EAIE

- 7| QlE{mo]A /0|2
- metric 1

Lt M=

- vigh =2

- major network 2t =gl

- update source 7t Of|Atn} CHE
- metric 16 0| HSE

(0]

k&t QK| A} H| XA 3| M

2HE 4oy
show ip protocols version 2 send/receive, no auto-summary, H2 version mismatch, passive 22 H&, X+5 Q2 T=
network
RIP database Hetst prefix/mask 2+ source ZE XA 0]a=41 EE= metric 16
RIB *R20.20.20.0/24 [120/1] via ..." Ct2 AD Z 27} 0]7| Lt next hop 8HA1 Al
Packet capture UDP 520, 224.0.0.9, RTE 0 mask =& ACL/EEIPHAE K2|/015 2=

Packet capture ZH

SPAN/EPC/Wireshark 2tZ0|A& " udp.port==520" 22 RIP & &
prefix mask, metric £ ZQIStL|C}, 2F ZHH|Q| 4K 7|51t HS S ZHE ZME EMAL.
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IGP - LEGACY DISTANCE VECTOR

4. |1GRP

HAIE Cisco M ZT2ES

s 20|l M2 HESHA| §h= 2ll7A| £= I =YL|Ch 240t oto]J2f|o|d 2EHe = Aot LIS SHELICH

= =

@ H|RE Sttol'd 4F

i'E
I->
<o)
=
)
>
[
|.|'|
oot
=
|_
il
ot

-
o
&2
rn
N
>
>
I

IGRP = RIP ©| “F7{& 40 M= EX|ES A8, £2 E(ce

QLICE 22 37 BARE KILICI2tE &1 =21 20t 5D #E

SHX|BH FA K= 0S| 2 AE0| T, 371K YEI0IESt QeHE 22 WAIS| 3712 JHILICE Cisco = 0/% DUAL 2 A8
o

Shi= EIGRP 2 A2 11, IGRP 7|52 #Cl 10S A2 0| M KA = A}AELICE

A LS
gne|E/He Cisco 7t 7ietst Hz| HIE IGP. HAPM O 2 Cisco A EAHM Ar2JELICE
HEzZ| 7|12XOZ XA A ED} X X|HS ZetpiL|ch Mot ot MEMO 2 gt e 4 USL|LC
A x| S AE VLSM/CIDR & EH X|8IX| &L|C,
ool E 7|2 290 & F7|9| 2t ACI0|E.
s 7|2 £t 100 5, H™ AL £ 255 S7HX| && 7hs3E HA.
== RIP ECt HE2l2 FHustX| 2t #CH &3 AEj/DUAL Z2EEZECE S &IL|CE
Cisco 7|£ AD 100
Bixl AEf E|= /M AHE. ¥ 10S/I0S XE Ml M= routerigrp” 7+ QIAIE|X| 9= Z10| LBEMQIL|CE,
A 2 CCNA At 3t 22fEl M8 24, A7 2X00= AR gt&LCt

=2 28 Wx|

IGRP/EIGRP 20l MTU 7t &lH| AZ == A7t AX[T, 7|2 = M= A tho] SH2 iRt XIHYLICL MTUE B2 F
HE MEE = A0 7|2 S HER HY ItE S=0 2 BX| gf= 20| Fatet|th
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® AlAE 7xE

A2 A: R1 --(100 Mb/s, 1 ms)-- R2 --(100 Mb/s, 1 ms)-- N
ZZ B: RL --( 10 Mb/s, 1 ms)-- R3 --( 10 Mb/s, 1 ms)-- N

RIP Al HCh: = CF2F -> Zot HY
IGRP Al mch: HEZE AZF O H1 HE -> A M=

Ch ZFA 20 9A2 classful O|H HA| K== ZEX| =Lt

@ Cisco CLI 7|2 M7 HHEHo]

A% HFD
otzff 22 27 Cisco 10S o] HAY of|H|L|Ct FiCH 0S/I0S XE &% O[0|X|0f| M= AIE 4= QOm, T M7t HAXI X|

HEHRULICH &H| 23 ZH|of| HE3tX| DY A 2.

#

! Legacy IOS example only - R1

configure terminal
router igrp 100

network 10.0.0.0
end

! Legacy IOS example only - R2
configure terminal
router igrp 100
network 10.0.0.0
network 20.0.0.0
end

¢l ZulolMe] SHHE M2 ™

H
N
oIr
T
=2
2
4r
Jigk
re

! Modern I0S/I0S XEOflAl X[l AtE{
show version

configure terminal

router ?

| Ch2 HJo| 2F2tH s o|ofx[o|M H7HE 2
router igrp 100

| e

SY%t Cisco LHF LM ST HE2IT 12 TS 25HH EIGRP, HE|HIH EFEDt Area A 5 OSPF, L2 AMH|A
2
[}
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DEEP DIVE

IGRP A3}

® L S&F 23}
o| Ho|xl2| 2 ZolE

IGRP 2| =%} metric 0t 17 7{2| #IE| EfO|HE O|3l{3tE|, HLh 2F0l|M = 24 - o2t SH 20t AL RILCE

5.1"F ="Hrt Yudhx| 2t 0{T5| He| Y

IGRP = 2 ZZ0| B X £ 5 28] 9411 0120| 213 72| ME|S ALSEILICE Kol i 72| 3ol B & 471 ohLizt Z=e| 7
& =2 (il Z 3} olEfmlo| A X|glo] £Xzke

IGRP 7|2 2% metric 2| 714 @4

ZE A: bottleneck 100 Mb/s, =& delay 3000 usec
ZZ B: bottleneck 10 Mb/s, 5& delay 1500 usec

- bandwidthe ZEZ = 7I& &2 2137} X|Hj
- delay = X|L}2 QIE{HO[A ZfO| &=X

- 712 K 2t K1=1, K3=1, K2=K4=K5=0

mk2kA Lload/reliability = 7|2 A&t S0{7tX| @t=Ct.

K2 dko|n| 7|2 ALE 9|
K1 bandwidth 715 %| 1 42 bottleneck bandwidth gt
K2 load 2t 7HEX| 0 S load & metric Ofl 2™ SN E = UZS
K3 delay 7= 4| 1 %X interface delay £+
K4/K5 reliability 22 & 0 7|2 H|1ZA. 0| 7t metric H2|7t L X|sHoF &t

Cisco 2| “bandwidth® QIE{H[O|A Zt2 BtRE! metric 2F QoS A4t S0i| M0|= =B & &EZIQILICH AN 22| Lo CI2H
ZZ Mefo| 5 E £ QJAELICE

5.2 1M IGRP E}o|H

Efo|H kI 22k o|oj
Update 90 & 7| 2t Mol E
Invalid 270 & YOO|EZL 9leH A E invalid
Hold-down 280 = ola ZE M8 A
Flush 630 X A2 HA
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DEEP DIVE

IGRP A3}

©® 4 DHs 3t 2 Shjet sz

o| Ho|xl2| 2 ZolE

HIHA 715 OIXI, classful 24, K 2, 21 EFO|H, OF0| 12{|0|d S 25 S0 2 FL|C}.

=24 el o =i e

Sl ZHlolM BE A5 7150l M7 71E M T £t X@El= 1 A gFolMet 24, 29
2 EIGRP/OSPF/IS-IS 2 o] &

VLSM/EH 4% Anjf classful &H|0|E 20F Qdljet A= Faf classless TREZSE HM$t
L2l Zholf HjAH 90/270/280/630 = Eto|Het DV EM  Zlblack hole % loop 7t5 Sl IGP o 213 /BFD ZEX| 4|
K 2t/metric %] S FHX[2 H| Holvt a2t 22 M 2K 712Kt EM3HE Y2 HA T
oto|az|o|M = mj=ul IGRP 2t M| IGP Zt kst xH & HH EI suboptimal, route churn ChY HEEH, tag/ZE, THAE cutover
HE 28 interface bandwidth 7t Alx|etCtE  ZRE 22 M 3|

El

(=]

ot

okM3t 0| o] 7|2 HE|

[Legacy IGRP domain] -- R-Border -- [New OSPF/EIGRP domain]

+-- M2is ot oAt
+-- route tag B &[E0IEs ZE Xjtt
+-- prefix @ AFH/AIZ RIB H|u

IGRP timer & HX|2 £0{ QIHs}X| OfN| R

HAAN Z2EZO| AEH A E timer tuning 22 712[= A2 AHES ASANZ = JUSLICL X/} =
=

£ Je{olH 0to|a2|0|Mo] FE el BRIt iR 2 LT,

M & et M7 7|E0f| 2A metadata
x

Fa M, 48 2E
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DEEP DIVE

IGRP A3}

show version
configure terminal
router ?

| parser Off IGRP 7} IO I ZIHs}X|
Mgk

| XY=l legacy O|O|X|of|
show ip protocols

show ip route igrp

show ip route

“router 2" Ofl igrp gi2 7| ®74/0|X|A

‘routerigrp” parser error 2% 2|7} OtL|2t 7|5 B 7HsA
legacy ZH|0f|M HZE &5 classful 27|, AS #15, network ¢, timer

metric 0| 3} C}E bandwidth/delay metadata === K 2t

A C|H 1 0|E - FLH 10S/10S XE MM = 0| X[ 7Hs

! Legacy I0SOAMZH EXHE =~ U= debug Of|A|
terminal monitor

debug ip igrp events
debug ip igrp transactions
undebug all

24 A0 HIEA| H 23

__rlA‘l AlE El— A‘Ij;"
Z21E feature navigator/Z2|A 2 2ol
“show ip protocols” 2t F& X HE

QIE{H|0| A Ztat metric MOl H| W

“IGRP Z = ZH|”2t “ir 0|0 X|ofl IGRP 7| 50| ¢8”2 LHE EMYULIC X2 £1HE HA 2hQlst £, tH 4o F

a/metric/8 EHE B2 2MHAL.
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IGP - LINK STATE

5. OSPF

|Rigol CHEEQI Ny YA Mef TRES

o
At AN HH| ME Ttse ZREZLICL 7|2 74 Flofl =3 g ot Zoll oA S dst shERfLIC

@ H|RE Sttol'd 4F

OSPF = 2} 2tRE{7L O| ROI|IA| “SHX[7X| & 272t 2= Chil, 22 SAt oighat w2 A2 YHE 2 F Wl A x[=E 2
2|= LHH|Alo] M 1t ZHELICH 2 E 2HRE{= Z2 Area 210l M 13 HE C|O|E{H|0| A (LSDB)E & 7, At S ELHOZ [t

ZE E2|(SPF)E AlttetL|Ct
T2 SHLEZEET|H oS Mttt 23 e Z10(LSA) = WHEA| X2, 2t 2tRE I X| =5 CHA| Al MRILCH HIE/ I AHX|H

b

SANE O Y (Area) 22 LI+11, Area 0 S ME O Z A3l ME HP S MO EHLICE.

Elan B 213 Aref IGP. Dijkstra SPF 22|52 AF2BtL|Ct

HEzZ Cost o] X gt AUHMOZ J|FE LHHE + Q0| A CHHZOZ A ABIL|C

A x| SajAz|A VLSM/CIDR X[ €.

AE 2= Area 0 B2 1} H|# = Area. ABR 0| Area £ 1Zst1 Q2 AAIE M3 gL|Ct.

Aollo|E £7/0l= LSDB £ 57|38t 1, 0|% H3}F Z419| LSA £ flooding ELICE Hello 2 0|2 MENE ZEAIBLICE
+d et o 2 WS, Fhof Z4X| Eto|H, SPF =F, EEZX| 720 wat Z2tE L(Ct

HEPHAE Z2 IPv4 T2 224.0.0.5(AlISPFRouters), 224.0.0.6(AllDRouters).

Cisco 7|2 AD 110

FHE/F HE[MD BFE, SR8 M7 S4. Area/UIES 2 R9/DR-BDR/LSA O[si 7} ZRetL|Ct
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@ A2 2EE
Area 0 (Backbone)
e +
| RL -------- T, oooomms R3 |
I\ I / |
| e Re <-oo- |
{rooocasocooooonooooconcoocanccooa +
1) 2t 23 MEfE LSAR 28
2) &2 Area Q| 2fRE{7t LSDBE 7|2t
o

3) 2 2IRE{7} RFAS REZR SPF AlAH
R1S| SPF &t of:

RL -- R2 -- R3 (Fl4& =3 cost)

\-- R4 --/
@ Cisco CLI 7|2 A Mo
10.10.10.0/24 --- R1 --- 10.0.12.0/30 --- R2 --- 20.20.20.0/24

OSPF Area 0 OSPF Area 0

R17M

I R1
configure terminal
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.1 255.255.255.252

no shutdown

router ospf 10

router-id 1.1.1.1

network 10.10.10.0 0.0.0.255 area 0

network 10.0.12.0 0.0.0.3 area 0

passive-interface GigabitEthernet0/0
end

R2 M

I R2
configure terminal
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252
no shutdown
router ospf 10
router-id 2.2.2.2
network 20.20.20.0 0.0.0.255 area 0
network 10.0.12.0 0.0.0.3 area 0
passive-interface GigabitEthernet0/0

end
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show ip ospf neighbor
show ip ospf interface brief

show ip ospf database
show ip route ospf
show ip protocols

@ "router ospf 10" 2| process-id = ZH| 24 2}0[2} 0|1t Z2 HR 7}t §IELICL @ Area 'ME, AM/EUI Hello/Dead ELO]
= QI 2130f| A 2rotof SHL|Ct B wildcard mask = A2 OpA = 9| HHCHZEQILICE: * /30" 2 “0.0.0.3".

kI

£y3 9y

\J

|2 reference bandwidth 7t 9™ 1Gbps 2 10Gbps 7t 22 cost 2 2 4= JSL|CH HRt Z2 ZE OSPF 2t2E 0| A
U5t " auto-cost reference-bandwidth <Mbps>" & MA|BtL|C},

omn



NETWORK ROUTING PROTOCOLS | EXPANDED DEEP-DIVE EDITION

DEEP DIVE

OSPF Als}

O UL 55 4zt
0| o|x|o| & ZRIE
Hello OllA Full adjacency 7tX|2| &Eff Al 5 7HX| THZ!, LSDB S7|%teF SPF Al&tS HAZgfLICE

5.1 Neighbor State Machine

el F& 20| YojLt=ot Ha/H1gd s
Down Hello £ O] grX| 2t 3, OSPF &A%, ACL, EtO|HE 2ol
Init ATH Hello = 24X 2H ATH7} LY Router ID & EX| £ chatsk EX multicast/ACL 28| oA
2-Way okatst Hello 291, DR/BDR M & 7ts Broadcast 0| Al DROther 77|2|= HA S1F AEHY £ U
ExStart DBD 29| master/slave % £7| sequence &4t MTU/Router ID/I{Z! &4 2X|Z Tt IHs
Exchange DBD £ LSDB S*t& w#t MTU mismatch Lt DBD T & 2 =tol
Loading LIQLSAELSRZ ¥t LSU 2 £ S5 LSA £4/LSAck &H| &el
Full LQ3HLSDB 573t 2= et 2t ACH= K2 OFLIH LSA/ZM/RIB & 37t &
IO_|
OSPF QI 2t el F0|
Down -> Init -> 2-Way -> ExStart -> Exchange -> Loading -> Full
A
Jlr-- DROther Ztofl= 2-Way 7t A& ----- +
(ZtXt DR/BDR 2} Full)
5.20SPFIj3l 5 &
A A Tl 2M ZIE
Hello 0|2 YA Elo|M/Area/&M &2l DR/BDR M= Init/2-Way Tt parameter mismatch
Database Description LSDB 9| R9f ZA} wet ExStart/Exchange 1%t
Link-State Request BESIHLL Q2{E LSA 2K Loading OllM tHe 2K
Link-State Update StLE O] Ake| LSA MY /flooding sequence/age/checksum ot i H &
Link-State LSA =41 22l AME[Y A= flooding 22 o2
Acknowledgment

=7 2M: RFC 2328 2| Hello, DBD, LSR, LSU, LSAck 2t adjacency state machine

steEmEE2 AR S5 NS | 32
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DEEP DIVE

OSPF Als}

® LIS SZF A3} - LSA 2} Area
0| I|o|X|e| & ZQIE
2H2El E|0|229] 0/0 IA/O E1/O E2/0O N1/O N2 7+ 0T LSA 9 Area ZHIE AN QHS0{X|=X| EL|C}.

LSA Type ) Flooding ¢ FosE

re

1 Router LSA / 2E 2t2E Area L& 2t2E 232t cost
2 Network LSA /DR Area L& Broadcast/NBMA M| 2HEQS| HZ 2t2H
3 Summary LSA / ABR CHE Area Inter-area prefix
4 ASBR Summary / ABR CHZ Area ASBR7ItX|Q| =&
5 AS External / ASBR Stub/NSSA H|2| =2l 2|2 xH=2tH prefix
7 NSSA External / NSSA ASBR NSSA L&, ABR O M Type 5 2 tHY NSSA 2| 2| & prefix
7ts

Route code o|n| H|2 S|
(o] Intra-area #2 Area 2| SPF 23}
OIA Inter-area ABR 2 S¢ll CHE Area 0| M &t&
OE1l External Type 1 Q|2 metric + ASBR/forwarding address 7tX| LH& cost &t
OE2 External Type 2 9|& metric 4. 7|2 external type 2= =%t
O N1/N2 NSSA External Type 1/2 NSSA Type 7 0| A] I}

Z Ef—?—'ﬂE Z2 Area LSDB £ SR5IX|2F ELHO| L2222 SPF 219t next hop 2 CHELICH ESHCIE T2 E 29| O |2
AD, B next-hop {4} {20l OSPF ZZ7} RIB 0f| M X|=|X| o2 4= USLICE.
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DEEP DIVE

® Td ot =A-etlet sHad
O] Ho|x|o| 2E ERIE

Neighbor 7t HZ MEHE 4O MO0} parameter mismatch, MTU, Router ID, DR/BDR, LSDB 72 x| ZITtetL|Ct.

ZAH /Al CHE 219! 2l a2
Down OSPF O/&Hd, &I3/ACL, multicast AHct “show ip ospfinterface”, packet network/interface Z4stet ZE 43

capture IP proto 89

Init chaksk Hello Al Hello 2 neighbor list, ACL/A®IX| S multicast/unicast 27
2-Way DROther 77|2| M4} &= adjacency 22 213 DR/BDRrole, network type HAMO|H RX|; P2P E3H AF " ip ospf
9| network type 27 network point-to-point” ZAE

ExStart/Exchange MTU mismatch, duplicate RID, DBD £4! “show ip ospfinterface”, interface MTU £ &HZ X[, " mtu-ignore” =
MTU, 23 Al ZIEH 4t

Loading LSR/LSU/LSAck tt= &4 EH | SA 2| neighbor detail, database, 3 SE/MTU/EE{Qt &4 LSA JQl 5=
retransmission list B

Full 9t 22 Qi3 prefix 0|21, area/filter, LSA type, AD A%  database prefix 2|, “show ip route” Z1/HM/AH A= +H

6.1 DR/BDR 2| &82°%I 5% £

+ Broadcast/NBMA HE2/30{A DR O] Type 2 Network LSA & ZHE11 adjacency 5 E¢ILIC}

o QUEL7t £2 2R ET LB S22tk 7|E DR 2 FA| jotX] ¢¢= H|H (non-preemptive) SZ0| EtAL|LC},
« "ip ospf priority 0" 2 si{2t QIE{H|0| A7t DR/BDR &7t E|X| 24A| hL|Ct,

« DR 2 HH2{H QI 2| & Mo| e 4= oD E 2F HEH LSA churn £ T2{FLICH

HES3 28/DR FH /reference bandwidth 0fA]

interface GigabitEthernet0/1

ip ospf priority 0

ip ospf network point-to-point
!

router ospf 10
auto-cost reference-bandwidth 100000

Reference bandwidth & =H|Q1 FH|0f|A] Q2| H|
ot 2tRE{TH 7| Z=ZHS L H 2 BIRE{ 7 242 21T E CHE cost 2 A|AHSH HICHA! T} of| AF 8F A2t A Z & QUSLICH HA ®
cost 2F SPF 22 E FA| =HQI0|A BB EL|CE.

ot
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6.2 2ot HE mo| =X ot

=24 off 471=7t 23}
LSA churn/CPU flapping @37t 8= flooding 2t SPF & R =CQHH 23 M SPF/LSA throttle, Area Z7|2} ¢t
HA A
2 Area DE 2tRE 7t S Area LSDB £ XM ZEH/AH| A Area 22, ABR 2| X[2F 2o HA|
22 black hole ABR/ASBR summary = e MR 22 AM summary Hel/Nullo SZ =l ol =21 HF
Virtual link 2|= Area 0 HZES A =2| HAE R3] Z2E2HOE H&E backbone HAA|

27 2M: RFC 2328 5! Cisco OSPF Configuration Guide 2| adjacency, DR/BDR, MTU, reference bandwidth A&
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DEEP DIVE

OSPF Als}

@ Foll - A5 -=9 oo

O] Ho|x|e| & ZRIE

Neighbor, interface, LSDB, RIB & Z'2 Router ID-Area- LSA 7| &9 2 HZH g&LICH

704 EHA A

oM

ospf neighbor detail

ospf interface GigabitEthernet0/1
ospf database router self-originate
ospf database network

ospf database summary
ospf database external
route ospf

route 20.20.20.0

* show ip ospf neighbor™ A &

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 1 FULL/DR 00:00:37 10.0.12.2 Gio/1
1A

- Neighbor ID: MCH Router ID, QIE{H|O|A IP 7} Ot
- Pri 1: DR election priority

- FULL/DR: LSDB &S7|=t 2t=, ACH7} DR

- Dead Time: 00| =[] F0il Hello 7} 2tof gt
- Address/Interface: AF Q1% 213

Hd
*show ip ospf neighbor®
3 mi2toE7t R=7)? *show ip ospf interface”
prefix LSA 7} =712 “show ip ospf database ..."
RIB 0f| BX|5H=71? *show ip route ospf"

MTU ignore = 212! H|7{7} ofL|2} YA| 23]

I MTU SLX|| Al ZITh off - H7 HES MTU LX]
interface GigabitEthernet0/1
ip ospf mtu-ignore

| M5 = HA
interface GigabitEthernet0/1
no ip ospf mtu-ignore

AEH®} role, dead timer

Area, network type, cost, Hello/Dead, MTU, auth
Advertising Router, sequence, age, LSA type

0/0 IA/E/N ZE, AD/metric, next hop
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IGP - LINK STATE

6. 1S-1S

CHr2 ool 2t Y3 M Z2ES

At AN HH| ME Ttse ZREZLICL 7|2 74 Flofl =3 g ot Zoll oA S dst shERfLIC

HUZet H JEfE SR TAM M2 X =8 b1, Zixt 2K J =S AlLhgfLict
L L

Level 2 2 EHEIL|CE,

Level 1 2 oF X|¥ ¢to| 2 EX}, Level 2 = X[HS Sli= ZHd St W2istH HELIC Level 1/2 228 = X|H 1t Zhd

Ato|e et& 9 Hets oLt TLV(Type-Length-Value) & HE0| M22 F4 HA2t 7|52 &&ot7| Z&LICH

IS-IS =“Level 1 X|FM + Level 2 ZHMO 2 2Hst= &8 753t M X|2”

23 e IGP. 2t Level 2| @3 el CIO[E{H|0| AS BHS 1 SPF S A[AEILICE

HEz! 23 metric 2| +3 & Cisco 2l MEX 7| & QIE{H|O]A metric 2 10 O|H, LR E HAH 0| M= wide
metric 2 HEELICE

A x|l E%IS-IS(Integrated IS-1S)= TLV 2 IPv4/IPv6 prefix £ 24tst= SaljAz|A T2 EZQIL|C,
AERZE Level 1: Area L2, Level 2: Area ZH = | evel 1-2: ZA| HZE

L AR IP 2/2| UDP/TCP 7} OfL|2 CLNS AIE 2|2l AFSSH &I QI 2HAIE HA et

Adio|E LSP flooding 1t Hello(lIH) 2 Cl|O|E{H| O] A 5! 0|2 MEHE 2t2|BILIC.

=3 21 0| % 7HsSHA| MAY 4= AOH, HE MH|A HZXE Z0o{ol| A D2 MeiL|C.,

Cisco 7| AD 115

FHE/F TLV 2y, obM ™ 0] M. NET =4, Level, 3| R 7HE0| ZEXt0||A| A £ JAELICH

@ Al2e 1xE

Area 49.0001 Area 49.0002
frooocosoooocoooso + frsoocooocoscosoos +
| L1 R1 -- L1 R2 | | LLR5 -- L1 R6 |
| \ |/ |
| L1/L2 R3 ===== L2 ===== L1/L2 R4 |
Hoomomoe o + Backbone R +

L1: 22 Area QMO &M ZEZ &
L2: Area Afo|e H=Z MY
L1/L2: XMt ZtME Qe ##5Y
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NET 24 87|

*49.0001.0000.0000.0001.00° Ofl A “ 49" = AHS AFI, *0001° 2 Area ID, *0000.0000.0001" 2 2tE{OICt TRt System
ID, OFX|2t * 00" 2 NSEL LIct.

@ Cisco CLI 7|2 M™ ™=

10.10.10.0/24 --- R1 === 10.0.12.0/30 === R2 --- 20.20.20.0/24
IS-IS Level 2 IS-IS Level 2

R1 A

I R1
configure terminal
router isis CORE
net 49.0001.0000.0000.0001.00
is-type level-2-only
metric-style wide
passive-interface GigabitEthernet0/0
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
ip router isis CORE
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.1 255.255.255.252
ip router isis CORE
no shutdown
end

R2 74

I R2
configure terminal
router isis CORE
net 49.0001.0000.0000.0002.00
is-type level-2-only
metric-style wide
passive-interface GigabitEthernet0/0
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
ip router isis CORE
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252
ip router isis CORE
no shutdown
end

o
of%
1)1
o

show clns neighbors
show isis neighbors
show isis database

show isis topology
show ip route isis
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DEEP DIVE

IS-IS A3}

® L& S5 48t
O| H|o|x|2| 2t&t ZXOIE
[IH, LSP, CSNP, PSNP 7 O{% 7| adjacency 2t

5.1 1S-IS PDU 4 &9| &t

PDU ofst
IH 0|2 &A1} hold time, Level, area =74 1
LSP 2t2E{/7H pseudonode 9 @3 AERS} prefix
TLVED
CSNP S Level DB Q| “ZIAN| 2XP’'E HQZ 9
PSNP EMLSPO| Q8 e 4l g0l

DIS 2} pseudonode

LAN MO2HE
RL ----+ +---- R3
| [ R2 = DIS ] |
AR LAN —-----ooo- +
|
+-- pseudonode LSP A
+-- CSNP 2 DB SAt M
ER:

- DIS+= OSPF DR} H|XSHX|ZF backup DIS 7 SiCt.
- O 52 49 TH7t 2B DIS ME2 MEE £

= Byl

M DIS 7t pseudonode LSP 2t CSNP &g EHAHES

1 2LQ3tDIS churn 2 T|SHAA|L.

23 HEl HIO|EH|0|A S | XISH=X| ELIC.

OSPF 2} H| a1 5}H

LSAEEH2LSUt &

DBD 2 L& QA

HA| LSP Htet SPF MjA|Lto] HZ

3ol 344

S XPHI7} SLOD IIH 441/4 Al5E]
o

[

0|
t

ot

J

sequence, lifetime, checksum,
overload bit 29l

LAN | DIS 7} #7|HQ 2 DB 57|t
I|IEHS

=2t LSP 283t point-to-point 2!
He|

7 ASLICE LAN 24 =2 S 2Ast
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5.2 NET 8| f1=

NET/NSAP £ FAXH 24l517|

49.0001.0000.0000.0001.00

| area |----- system-id ----|NSEL

49 : private AFI Of|A|

0001 : area address

0000.0000.0001 : 6-byte system ID

00 : NSEL, 2t2E NETOIN= 25 00

« System ID = TH|2I0|A a0 EL|CH ZEE|H LSP 7t M2 H0| 1 adjacency/Z27t 2t E 4 ASLICH
s Level 1 adjacency = YO = Z'2 area address 7t HREL|CE Level 2 = area & HESIEE area 7H HEZ Fde =

SLC
- ot 2t E{0]| 042f area address £ = 4= AX| 2t OH0| 12{|0[d ZXat | E F243| offOF BfL|Ct.

[

27 2M: 1SO/IEC 10589 AI¥ S=}, RFC 1195, Cisco IS-IS Configuration Guide 2| I1H/LSP/CSNP/PSNP 3! DIS 8%
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DEEP DIVE

IS-IS A3}

O UE =%

o| Ho|xl2| 2 ZolE

4l3} - Level, ATT, Overload, Wide Metric

Level 1 2t2E{9| default route, Level 1-2 A7, overload bit 2t wide metric 0| A&| ZZ MEH0|| O|X|= FekS FLICt.

Area 49.0002
[L1/L2 R4] -- [L1 R5]
ATT=1

Level 2 Backbone
[L2 R3]

Area 49.0001
[L1 R1] -- [L1/L2 R2]
ATT=1

L1 R12 CtE areaQ &AMl prefixE EF =2t
71 7tt2 Attached L1/L2 2tRE{(R2)E default & AHBE £ ULC|.

L1/L2 2F2E{7} L1 LSP 0f attached 4EiE &

ATT bit

Al MEq
Overload bit CHE 2tREOIA| XM S transit 2 MX| @2t TR E 2 BGP/RIB 7t &H| = 7| &
= transit 21
Wide metric S TLV 2t 2 metric S7HAS 1% 232} traffic-engineering 2
A
L1/L2 H LSDB 2t SPF Hal H|E A B3t

Wide metric, startup overload, circuit type GilAl

router isis CORE
metric-style wide
set-overload-bit on-startup 120

|
interface GigabitEthernet0/1
isis circuit-type level-2-only

Startup overload 2| 55

O] MZ = AELICEH LA A2t overload bit £ ||l | %‘Eol OtH =l -rI transit £ 5| 85t=

L1 2FRE{ 7t 2|2 area Z default 22

L2 =2hy0| Hx 2 gl
ATT/default 7t 2™ black hole

X}7| directly connected prefix
THX| 2% Al2bRICH= 52 of; 7
o /=™ 5ol

EHQl Met Al narrow/wide =&t

3
Dotz Ee

Z2= level/circuit-type 2
adjacency Lt 22 He|E £HE
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DEEP DIVE

IS-IS A3}

® T otstt

= oA 2f SiEH

O] Ho|x|e| & ZRIE

Area/Level, MTU ¢t Hello padding, system ID, metric style, ATT/default 2X|E SAHZ 22|TtL|Ct.

Init/Up gz

DB 7+ F&E3|7{Lt B2 flap

4 U3 cost 7t RE LS

L1 default 7} black hole

CHE 2l

interface Of IS-1S O|&4, [IH XtEH Level =

R

area address £ %|

MTU/padding, ttetek &3 hold expiry

duplicate system ID

narrow metric/7|& metric 2X|

Attached L1/L2 7t L2 EFE 8i2

ol

“show isis interface”, packet
capture

% NET 2t adjacency detail

counter

LSP ID/hostname Of&at 21

*show isis interface detail”

ATT bit, L2 DB, default next hop

interface MTU, IIH padding, error

“ip router isis <tag>", circuit-
type/d3 +1

Z2 Llarea E %FAHLt L2-only AA|

MTU €X|et A3 22 54

13 system ID HAH = T2 M| A TH7|
s

=l

wide metric 2t HAIH link metric

overload/route leaking/default 271

a7

E=DBO A=H RIBO| 1 CHZ AD, next-hop, level preference “show isisroute”, “showip route’  ZM ZAZot MX| AbR &l

oo o

6.1 MTU 2t Padding 2 | &215}=2}

UL 1S-IS FH2 IIH E AUE{H|O|A MTU off 7H24H| padding 8 2 Z2j| o] MH|2 Fusk Eatst=X] letL|Ct =2 ping
2 E[X|2t 2 1IH/LSP 7t &A™ adjacency 7t BH=X O 2 B7|7{Lt DB 7|27t Auje & USLIC

Zk2 ICMP 100 bytes: Ext

Padded IIH / & LSP: 7t ZH| MTU 20l 7|

Zat: "IPE &0 IS-IS2 2ot st 2 4 Qlct.

1

SHS 52 = ASLILL FI S B B2 L2 FH|Q MTU E LKXIA7| 2, & £|ci PDU 7t S1tsH=X| 2

=7 2AM: Cisco IS-IS implementation/configuration &A12| wide metric, overload bit, hello padding % Level %
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DEEP DIVE

IS-IS A3}

@ Foll - A5 -=9 oo

O] Ho|x|e| & ZRIE

Adjacency, interface, database, topology, RIB £ L1/L2 2t system ID 7|22 2 HZA AELICt.

isis neighbors detail

clns neighbors

isis interface GigabitEthernet0/1 detail
isis database detail

isis topology

isis route

ip route isis

logging | include ISIS|CLNS|LSP

i o
Al

* show isis neighbors

System Id Type Interface IP Address
R2 L2 Gio/1 10.0.12.2 up 23
A :

- System Id: NET 2| system ID 5= dynamic hostname
- Type L2: HMEl adjacency level

- State UP: IIH/hold X4t

- Holdtime: 0 22 HO{X|H adjacency B=

- Circuit Id: LANO|®H DIS/pseudonode A1t &

=l
=

Ho
oZ
o

0|2/Level 0] %L}?

QIE{H|O| AT} EO{5IL}? *show isis interface detail
LSP 7+ | MQI71? *show isis database detail”
SPF A7} A=71? *show isis topology " /" route”

RIB X|&LI? *show ip route isis”

IS-1S 24K K|

IS-1S = Y IP/UDP 7t OfL|2} L2 2| CLNS/IS-IS TR e =
EtherType/LLC, A9IX| HE{2t A KT S &QISHAI2.

*show isis neighbors detail”

State Holdtime Circuit Id

R2.01

FoUC
L1/L2, holdtime, SNPA, area
circuit type, metric, hello, DIS priority
sequence, checksum, lifetime, overload, TLV
next hop, metric, level
i L1/i L2 2E, AD/metric

ZFSHL|C}, |P ACL BF 511 EHERSER| 2T VAN,
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IGP - ADVANCED DISTANCE VECTOR

/. EIGRP

W S0t SH 23|25 2H= Cisco 4 IGP

At AN HH| ME Ttse ZREZLICL 7|2 74 Flofl =3 g ot Zoll oA S dst shERfLIC

@ HIRE S¢HoHE dY

[

=
EIGRP £ The EX|THHCEH 50 MA[ZEEHA] HXF Hp ZHELICH SAXH 71 £2 2 (Successor)2 ofL|2t, RS PHESH= ¢t

BRIt BRE M et of[H] Z0[ QI H FA| TSHRfLICE ofjH] Z0[ g2 O|R0j[A| & 2[(Query)dll M 22 HELICE O]
2 [e]
=

2t 12|&0| DUAL(Diffusing Update Algorithm) I L|C}.

a2 x| SefAz|A. VLSM/CIDR X[ &.

ME X Neighbor table, Topology table, Routing table 2 F1&2dH 2t2|&L|Ct.

HdIo|E A 37| Lollo] E thil 22X 0|1 ZAH7t A=(bounded) 2t HL|0|ES AL SfLICE

HEFPAE IPv4 EIGRP = Z£ 224.0.0.10 £ AF2tLIC}.

+d Feasible Successor 7t Q2 H il #tELIC 1™ Query Hel 2t HA|0f w2t A|7H0] & & AUELICH
Cisco 7|2 AD LHE 90, 212 170

ZHE/Fe HEret 20t 2 3. 0|2 7HAS HZ 9 K 210] L X|s{0F 5tH, Query ZAIE AAsHOF &LICH
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® AlAE 7xE

R1 2| Topology Table
- Successor: R1L->R2 ->N (Z™ Z2)
- Feasible Successor: Rl -> R3 -> N (feasibility =H =F A|)

= Z= Hof:
Successor X ---> Feasible Successor 2 ZA| Mgt
od] ZZ @IZ ---> O|O0f|A| Query, DUALO| M HZE At

0%

=
=

Successor

Feasible Distance, FD 9%l 2tE{ 0| A SR X[7FX| A A5t X[ & HA| Hz2|.

Reported Distance, RD  0|20| XtAl0|AM S X|7HX|2t 2 st A2

Feasibility Condition O| 22| RD 7t ¥ FD ECt A S 0 2 Ql=

@ Cisco CLI 7|2 M4 HZof

10.10.10.0/24 --- Rl --- 10.0.12.0/30 --- R2 --- 20.20.20.0/24
EIGRP AS 100 EIGRP AS 100

R1 74

I R1 - classic EIGRP mode
configure terminal
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.1 255.255.255.252

no shutdown
router eigrp 100
eigrp router-id 1.1.1.1
network 10.10.10.0 0.0.0.255
network 10.0.12.0 0.0.0.3
passive-interface GigabitEthernet0/0
no auto-summary

end

ofjH] B2 = QlFst=

SR 2t2E Elo|S0f 24X == 2 M LS B,
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R2 14

I R2 - classic EIGRP mode
configure terminal
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252
no shutdown
router eigrp 100
eigrp router-id 2.2.2.2
network 20.20.20.0 0.0.0.255
network 10.0.12.0 0.0.0.3
passive-interface GigabitEthernet0/0
no auto-summary
end

o
of%
1)1
o

show ip eigrp neighbors
show ip eigrp topology
show ip eigrp topology all-Llinks

show ip route eigrp
show ip protocols

@ 0| A 30l M EIGRP AS <7t ZHofof L|Ct @ K 20| CHEH Q1T 2tA| 7t WM E|X| gbELICH @ " passive-interface” &
WAN 0|2 & 30f| Z#2 ME35tH Hello 7t LI7IX| 20} 0|R0| M7|X| gt&LICt.

2431

A Al

A 10S XE 0= named mode(" router eigrp <name>" + address-family) = QA&LICE 0] WA= 2| w=H| 23|17 ¢
8l classic mode £ AFE3IH, “no auto-summary’ = 78 10S =82 28l YA[BfL|CL,
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DEEP DIVE

EIGRP Als}

® LHF % 2=t

O] Ho|x|e| & ZRIE

RTP, DUAL, RD/FD, Feasibility Condition, Passive/Active AlEN7} 2 43S OtE = 2I2|S <Xt Of| 2 FL|CH

5.1 EIGRP I{3!2} Reliable Transport Protocol

Al oA ME[Y/AE
Hello 0|2 &AD} holdtime RX| UHHH O 2 multicast, ACK 27 gl
Update MZZ/HE 22 M L2 Al reliable &1t sequence/ACK AHE
Query QT CHA| 2=t @IS o] 200AH = Reply £ 25 2otof A|AS OHE 2~ QU
Reply Query Of CHst 22 2 S =2tz ™ Active AEH &7|3}/SIA 7ts
ACK reliable EIGRP T{2l =41 2401 Hello #4|0|X| 2t acknowledgement 2|0

EIGRP = HA| H|0|2S 0l 7|0 ELHS CHAL 0| 20| M HAME | LS MBS S7|8kstD 0
bounded update 2 EHL|Ct JafA QP MEHS| Mo Eafmi2 A

L|C}.

5.2 RD, FD, Successor, Feasible Successor

FC = “O|R0| LIECt EXX|0f| O 71EC = RE YP=H

ol

=HZX| Nof| cist R19] =H

via R2: R22| RD=20, R1-R2 H|2=10 -> total/FD =&=30 [Successor]
via R3: R32| RD=25, R1-R3 H|2=20 -> total=45
25 < $xH FD 30 -> Feasible Successor 7ts
via R4: R4 9| RD=35, R1-R4 H|E=5 -> total=40
35 < 30 O] ot -> O Hof Ho{E ZA| et =5 Of

Feasibility Condition: 0|2 RD < ®X Successor 2| FD

ook

12 A Lhg

Reported Distance, RD  0|20| XA E] SXX|7HX|2t 0 E 05 metric. 71 EXA{0|Al= Advertised Distance 2t11= £&

Feasible Distance, FD 9%l DUAL A&toflAM 2 2127t 210 U= E|K = 72| thed| 2 E &7t9 total metric

2 MX| e E FOlptL|Ct.
Successor &zl 2t2& H|o| 0| X[ == £ next hop.

Feasible Successor FC £ 2t=ol X Successor I Al Query §10| ZA| Heteh £+ QU= 2O gl=

-|-

Passive SHEt prefix 2 A 40| QHHEl AL AEN,

ot

=

2

242 80

LICk,

Active QB successor £ 7| 2l Query/Reply £ 7ICH2|= A4t MEH. “EeiTio] 2e”StCH= 50| OFglL|Ct.
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DEEP DIVE

EIGRP Als}

® LiE 5=t A3} - Active 2 Query HE|

O] Ho|x|e| & ZRIE

Feasible Successor 7t 812 f Query 7t O{C|7tX| HX| 11, Stub 2t QoF0| e =3 AA E TtE=X| FLICE

Branch-A (stub)

Core-1 ---- Distribution ---- Core-2 ---- WAN

Branch-B (stub)

SHNX| Ao + FS S

Distribution -> Query S =

- Stub X[®2 XHAO| transit ZEE W 2 2o
- Summary ZAE= ME prefix Query HIIE HTHE £ AS

cHA| DUAL S% X 2l x1H
1. Successor &1ff Topology table OllA| FS & FS 7t ¢ O™ Active H&t
2. Query M& 2 O| 04| A| ChM| Z =2 =ef L& flat domain Ol Al Query 7+ 22| =it
3. Reply &% 2= EQ%tReply £ 7|CHE &4, CPU, 228 23, [ Query 2 X[
4. M Successor 2H Reply Z3t2 DUAL A4t = Passive 57 Reply O|2t2 A| SIA % adjacency reset 7ts

X 2}E{2| EIGRP Stub 7H'd

router eigrp 100
eigrp stub connected static summary

| IE= named mode ©| address-family OlA stub AH

Stub = "BEE To| USHX| BF=Lt" 2t OtL|Ct

oY

At connected/static/summary S 518 HFo| A2 = Zns £ QIELICH A2 XS CHE /A EXX| Q| transit CHA

ZE2E Holsix| Eat= Mz YLct
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DEEP DIVE

EIGRP Als}

©® 4 DHs 3t 2 Shjet sz
O| H|o|X|o| &t ZRIE

SIA, K Zt/AS 22 K|, Split Horizon, summary Null0, variance £ 4t of{ 2 §IX|0 2 HZABIL|CY,

SY/=H #H2 2ol 2ol |
Neighbor 7} 2t 30| H AS, K 3k, 215, subnet, passive 22 %] “show ip eigrp neighbors*, 273, %% parameter 2X|2t 23 /ACL X
protocols
Stuck-in-Active Query Reply X|H/£&4, B3t Query scope, *show ip eigrp topology active®,  Stub/29, 204 2/3/CPU 27, =0
CPU 2H| neighbor detail ol A=zt
FS7t 218 <2 RD 7t FC & YHESH| gb5 *show ip eigrp topology all- metric 28 M EEZZX| XH|2} FC E 0]
links" of. 22|3t delay == 2X|
5|27} spoke A2 O|MI} multipoint Split Horizon hub topology/updates P2P subinterface M, 2L Al 5{=0f|
M2t no ip split-horizon eigrp*
Summary £ black hole summary route 7t Null0 2 A== MEZ  “show ip route <summary>" 2t summary H|/ME 22 =71 LA
2 21 topology
Variance 7t Z2E ¢t'9d8  metrictiE LXCHFCESS topology all-links 2| RD/FD FC £ 2t&5l= 28k unequal load

balancing 7ts

6.1 K 2f mismatch £ 2|0]

K2 “E2 Ha Al SA XA" LI 0| R7|2| K 20| Th=2H 22 22 MZ CHE X2 1= H0|22 adjacency £ &4

SHA| & LICE 712 K1=1, K3=1, LIHX| 0 & R X|5t= 20| LEHH0|H HA 2 M @l HA| #l=lo] 2Rttt

show ip protocols
show ip eigrp neighbors detail

show ip eigrp topology all-Llinks
show ip eigrp traffic

| S{E-AXI0A dAY 2
interface Serial0/0
no ip split-horizon eigrp 100

|

Delay tuning 2| /¥
EIGRP metric £ %32{1 QIE{H[O|A delay & SSHOZ HHH LIE SHX|2| Z2E SA|0f HHEL|CH E=jT XL 5
H, FC, variance, 20l ZZE ™A X O Z A|Z2|0| Mt 2.

27 2M: RFC 7868 % Cisco EIGRP Configuration/Troubleshooting Guide 2| Stub, K values, Split Horizon, variance A&
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DEEP DIVE

EIGRP Als}

@ ol [ - HZ-EH sl
Ol Ho|X|o| B EQIE

Neighbor, topology table, Active query, RIB & S}Lt2| prefix 7|22 2 Z=&{gtL|C},

neighbors detail
topology 20.20.20.0/24
topology all-Llinks

topology active
traffic

eigrp
20.20.20.0

.

*show ip eigrp topology" 2=

P 20.20.20.0/24, 1 successors, FD is 28160
via 10.0.12.2 (28160/25600), GigabitEthernet0/1

A :

p : Passive, 7|4 b

1 successors : ¥ Z[H next hop &

FD 28160 : 2Z feasible distance

(28160/25600) : total distance / O|R reported distance

via : successor L= topology EE

HA| = CIS EE

P Passive/™ 4 RIB M X|2} next hop &l
A Active/Query T3l 0{= 0|2 Reply E 7|Ct2[=X| =l
Successor AH AR RIB 2= D 2 metric €% 6{ &
Feasible successor FCEOtE oM =6 A Al ZA| M2t 7t SSHR|
SIAE Active MEf7} LT 22 X|& 23 /CPU/Query #H2|/Stub &4

EIGRP £ feasible 3tX| &2 SE T "all-links " Ol M & & QU&LIC} 8t EIGRP 7t 112 successor 2t Ol 2 AD 2| ¢
prefix 7t QO™ RIB Of| MX|=|X| kS 4= USLICE.
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EGP - PATH VECTOR

8. BGP

QIEnt HE|S Y| HE A2 Y T 2ET

At AN HH| ME Ttse ZREZLICL 7|2 74 Flofl =3 g ot Zoll oA S dst shERfLIC

@ HIFE S¢toliE 49
BGP = “7t& 717t2 3872t 2= LHH|A|0| 40| OtL|2t ZHIM LM J| &Rt Z5LIT E|ZU0lE MM 2 27t/ SA S =0
SliEot= AS_PATH 7t 7| 2|11, 2 Xt= A9 - H|E - Hot- E2fT] FMof| et .M S MERRHL|C,
a2t AS 2R 27+ WCtn ehAh MEiE| = 242 obELICh. Local Preference, AS_PATH, Origin, MED, eBGP/iBGP 0{ & §
2 £43 HHo| =MHZE MEELICHL BGP 2| SHE IGP ME 7He wHE LS 237} ofL|2t QIE{Ull F20j|A] PE A Q1 H A H|
ofL|ct.

8 25 7|ofy
BGP = “ZR3tAS SE8 7|23} 1 YHOE N2 JNM L ME”

Ln2E/He Z =2 HE EGP. M2 CH2 AS At0|9| Z2 wgto| = S QiL|Ct.

= oot Tt metric O| OtL|2t ZE £ 3t M S &K H O 2 H|wBL|C,

2 aix| Xt7| AS HSIHAS_PATH Of Lo ™ siet A2 E HERILICE

;A x| SaljAz|A. CIDR 2t A2 F ok XI2BHLICE

MM 0|2 HAHOZ MHSIH TCP 179 H EEZ NME W&L|CY,

Aolo|E X7|0fl= MM Z2E netotn o] HHE S 2 AH|0|EFLICE Keepalive 2 MM S S XIELICE
+d MM ot ME FASIE R IGP 2Ot E4F 0|1 =2 & ULt

Cisco 7|2 AD eBGP 20, iBGP 200

E 8% QIEYl A, 7 ISP HE|Z W, i 2 CIO|HMIE] /22t =2 A 7|4t 2tE!.

BGP best path &= AtY M3t £M0] ofsf ZHE/LICL Local Preference 2 EH £ & Mst7LI AS_PATH prepend £
X

&
2|2 RU FEE 2 Mo UEE AMT YMo| HYYLIC
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® AlZH 2xE
AS 65010 AS 65020 AS 65030
Prefix N <--- [ ISP-A ] <----- [ Transit ] <----- [ Enterprise ]
" |
| AS 65040
EEEEEEEEEE [ ISP-B ] <------------- +

Enterprise 7l 2 FH:
Path 1: 65020 65010
Path 2: 65040 65010

BGP = AS_PATH OfL|2} Local Preference, MED S A £MT H|wSHCE,
X}7| AS 7t AS_PATHO|l EO|® 2Z0|D2 HEBIC),

@ Cisco CLI 7|2 A HHE

LAN-A eBGP directly connected LAN-B
10.10.10.0/24 -- R1(AS65001) === 10.0.12.0/30 === R2(AS65002) -- 20.20.20.0/24

R1 A

I R1 - AS 65001
configure terminal
interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.1 255.255.255.252

no shutdown

router bgp 65001

bgp router-id 1.1.1.1

bgp log-neighbor-changes

neighbor 10.0.12.2 remote-as 65002

network 10.10.10.0 mask 255.255.255.0
end

R2 14

I R2 - AS 65002
configure terminal
interface GigabitEthernet0/0
ip address 20.20.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
ip address 10.0.12.2 255.255.255.252

no shutdown

router bgp 65002

bgp router-id 2.2.2.2

bgp Log-neighbor-changes

neighbor 10.0.12.1 remote-as 65001

network 20.20.20.0 mask 255.255.255.0
end
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pi |
(=]

ol

3y

show ip bgp summary
show ip bgp

show ip bgp neighbors
show ip route bgp
show tcp brief | include :179

RIP/OSPF/EIGRP 2| "network ™ £ 25 0| QIE{H|O|A 0N ZRESS HX| 2t 2AELICH BGP 9 " network 10.10.10.0
mask 255.255.255.0" = dliE prefix & BGP 2 7| @ (origin)Al7|& BE0|H, YHH O = 2128l H|0|S0f| B=ts| YX|st= &
27X Exfsior 2 nEL|C

BGP 7} Idle/Active 0| HE I}

AT IP7HX|S] =2 Y, 2 “remote-as”, TCP 179 ACL/®3HH | source interface, LS & ({2 E & AMCHE SHQIgiL|C
“Active’ £ “HA Z470| OfL|2t TCP MM HZ S YA =5HE MEQILIC
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DEEP DIVE

BGP A3}

® L5 S5 Aj8}

O] Ho|x|e| & ZRIE

TCP M| 2|2| BGP FSM 1t HIA[X], B = £4, best-path MEiS EHAE = oA etLCt.

5.1 BGP Finite State Machine

AEl o|oj
Idle 7|3 E= @F T 07| HE WA FH]|
Connect TCPoiZ 225 7|CH
Active TCP AZo| Ao{s A= &
OpenSent TCP = OPEN 2 251 AT OPENCH7|
OpenConfirm OPEN #2F = KEEPALIVE CH7|
Established UPDATE/KEEPALIVE W&t 7Hs

Idle -> Connect -> OpenSent -> OpenConfirm -> Established

v v
Active <---- QE/IAZ

TCP 7t MX MZsHOF BGP OPEN O| A|ZtEICE,
2t ping MZHOZ TCP 179/AA FA/remote-as 7t WCH= SE2 OfL|CEH,

5.2 BGP HA|X| 5 &

ALK oA
OPEN Version, ASN, Hold Time, BGP Identifier, capability &
lg
UPDATE NLRI &11/&3|2} path attributes
KEEPALIVE M4 fX[2t OPEN =9l
NOTIFICATION KEH QRE LD MM BE
ROUTE-REFRESH MM reset 910 M XS 2ot A2 XS N

271 2M: RFC 4271 BGP-4 FSM/M|A|X|2 RFC 2918 Route Refresh

=4 sl 4
ME /22| shutdown/EHe Aj &tol
TCP 179, route to peer, source IP &9l
“HAMOR active”7t OtL|2t MM O] &2 AEY
remote-as, BGP identifier, capability 2F
timer/capability/MIM reset 2l

M4 Fak SHX[2H prefix 0 2 HM/AF MY = UAZ

BE EOIE

remote-as/4-byte ASN/address-family
capability

withdrawn route, NEXT_HOP, AS_PATH,
policy

hold timer 7} 2t E|X| A& F7| 24
error code/subcode 7} 34! 2101

peer capability x| o2

54
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DEEP DIVE

® L& 5=t 212 - Best Path 2 Next Hop

O] Ho|x|e| & ZRIE

BGP = “AS_PATH 7} 7t #2 27 StLtgh 2= Z10] OfL|2t 2Z FHMut o2 £43 & MCH 2 Bl W BfLCt

ZtASHEl Cisco H| 2 2=A

Weight =2 Cisco 2 M&. sl 2t E 0] 2 gt
Local Preference == AS TH|Q| £ M= M

HU

u
N
o
rx
fot

Locally originated “network", aggregate, redistribute S 22 7|

AS_PATH length nS HEIAS 4= prepend HHof| &

Origin IGP <EGP <incomplete b =1

MED "e Lo Z S 0|R ASOlM S012 Z=27|2| H|wdh= =0 39
eBGP vs iBGP eBGP Mz QEOIM 2 A2 A2 M

IGP metric to next hop s Hot-potato routing. BGP next hop 7HX| L £ H| &

=2 tie-break oldest, router ID, cluster list, EEZ/7|s/ZE YO0l wat S =M Zol

neighbor address &

Cisco 22 E 1t 7|5, multipath, confederation, “always-compare-med” Z+2 Mo a2t M5 H| w7t &2pE 4= A&L|Ct
AN HH|2| " show ip bgp <prefix>" 7} 2ff best 21X| EA|sH= 0| Rt 34 EME BTH 2QlstM AL,
Prefix P

path A: local-pref 200, AS_PATH 65010 65020

path B: local-pref 100, AS_PATH 65030

AS_PATHE= B 7t HOLT Local Preference 20091 A7} HX 0|ZICt.

SESH NEXT_HOP Of IGP/RIBZ L& =715tH Z== valid/best 7t & =+ QICf.
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5.3 AS_PATH loop &4X|2} iBGP I} 7!

eBGP: Xt&le| AS7F AS_PATHO O|O0] UOH &

AS 65001 LHS iBGP
RL ----o--- 7 R3

R27F RIOIA| iBGP 2 Hi2 Z=E R3IOIA| CHAl iBGP Z1ISHA| gt= Al R0
the NQe=2E FOiEX| eb=Ct.

(5 g

SiZ: full mesh, Route Reflector, Confederation

kA =3 F9|
Full mesh CHeSHiBGP A 2K 2t2E 5 n & [ H|MO| n(n-1)/2 2 Bt
Route Reflector Z2I0|HE 7t AE HIALE MM ZhA ORIGINATOR_ID/CLUSTER_LIST, ZZ C}YM A= M
AER
Confederation ZASE LHE sub-ASE B 2 =SHE Bt

=7 EAM: RFC 4456 BGP Route Reflection 3 RFC 4271 AS_PATH loop prevention
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DEEP DIVE

BGP A3}

©® &Y Jtsot 2H|- oA |2t sl EH
O| H|o|X|2| 2t&t HOIE

M4 &FEl, prefix w2, RIB &K, M %2t route leak 2 MZ CHE AIZ2E L ZITretL|CL

A CHEE 29! 2ol i
Idle/Active ¥t peer route 818, TCP 179 ACL, “show ip bgp summary”, TCP, TEM/ACL/ASN/source &8
remote-as/source/update-source 2F ping source
OpenSent ¥ reset remote-as/capability/identifier &= notification code, neighbor AS/AF/capability 88 Hatd
detail
Established, Prefix 0 address-family 0|24, inbound/outbound advertised/received routes, AF activation I} prefix-list/route-
policy, 21 ¢ elg policy counter map/#& RIB+3

BGP table 0fl= 9L} RIB  next hop inaccessible, & %2 AD, RIB-failure " show ip bgp <prefix>", *show next-hop reachability === HA ZH

s ip route” Of £ =tol

“network’ 7t 21 ot gl RIB 0ff exact prefix/mask 7+ 21S *show ip route <exact>" et RIB EE2 44 = aggregate
X xH
o=

iBGP Li5 LHOt AHZ M full mesh/RR 0|47, next-hop-self 2t peer graph 2t next hop RR/full mesh % ZA|0f|l A next-hop-
self

M|M0| max-prefix 2 5182 x3t/route leak neighbor 212} prefix count Yol HE &3 = FHoj wat M& 57

shutdown

6.1 Route Leak HI0{&= “O|2 H1A"EHLCI S

U= Hetst prefix 2+ z|c 202 HA|BHL|CH,

« Prefix allow-list: 12ti/X|&o| Z gt

4

« AS_PATH filter: 7|C{3}X| @42 transit 2= = AHlQ| 20| M 3 Xt 2 E Z1UsH= AS AMEHEiLIC

i

« Maximum-prefix: 23t 22 = ZIIE ™ StAO| M SEH/ZDEL[CE

+ Bogon/default E#: <toj| StX| ot= default, private/bogon, LHF HHQl A2E HELICH
« M #HZ: inbound/outbound ZE 42 ME prefix & HZ Mo gfolgfL|Ct,

BRE A2 B 0A] - R QB WU U AHSH| 27

ip prefix-Llist FROM-ISP seq 10 permit 0.0.0.0/0

ip prefix-Llist OUR-PREFIX seq 10 permit 203.0.113.0/24
!

route-map ISP-IN permit 10

match ip address prefix-Llist FROM-ISP

route-map ISP-OUT permit 10

match ip address prefix-Llist OUR-PREFIX

I

router bgp 65001

neighbor 192.0.2.2 remote-as 65002
neighbor 192.0.2.2 route-map ISP-IN in
neighbor 192.0.2.2 route-map ISP-OUT out
neighbor 192.0.2.2 maximum-prefix 1000 80
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Maximum-prefix & 2&7 clear tX| OFM[R

2l HE|LL Mo Z07t O 2H M M-S THA| 22 SA| M RL|CH 22 prefix HEat YM HE 0|3 MA =elstu Sl
57 EAE MEHA L.

6.2 Next-hop-self 2| 5=t E4
ISP --eBGP-- Edgel --iBGP-- Core

7|12HO=2 Edgel O] eBGPOilAl HH2 NEXT_HOPS iBGP 2 JCHZ TZotH
Core 7t ISP &3 FATX| IP 2 ZESIX| Xolf BP 227} invalidg == UCt.

= AN

Edgel: neighbor Core next-hop-self
-> Core 7t Edgel 2 next hop 22 ALE

Next-hop-self = A= FAS HHRLC}

Ch “M|M s{Z 70| ofL|2t Eaf{Tlo| M| Ze} hot-potato SEHS HEE 4= QIELICH RROIM S| X2 422t address-

o O
family & S&h2 SIS,
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DEEP DIVE

BGP A3}

@ ol [ - HS- &4 ol A
Ol Ho|X|o| B EQIE

Summary -> Neighbor detail -> Prefix path -> RIB/CEF -> M &= XM Z 3t prefix £ 27X FA LT

show ip bgp summary

show ip bgp neighbors 192.0.2.2

show ip bgp neighbors 192.0.2.2 advertised-routes
show ip bgp neighbors 192.0.2.2 routes

show ip bgp 203.0.113.0/24

show ip route 203.0.113.0 255.255.255.0

show ip cef 203.0.113.1 detail

show route-map

show ip prefix-Llist

*show ip bgp summary" 2| A =+H

Neighbor vV AS MsgRcvd MsgSent Up/Down State/PfxRcd
192.0.2.2 4 65002 1200 1180 01:20:10 742
S

- State/PfxRcd 7} ==Xt: Established, 2 prefix &

- Idle/Active/OpenSent: O(Z! Established OFgl

- Up/Down O] X} x7|8}: flap &3t notification =kl
- MsgRcvd/MsgSent 7} 11 keepalive/MM HH| 7ts

BGP A2 7|3/23 = ZA|
* valid NEXT_HOP ¢{M S 7|2 Rz 1t best 0ot FxH H| 1
> best 8l prefix 2| BGP best path RIB &X| o{5 Hi 20l
i iBGP 0| ] & EE= origin code 2% 9| G/HE XIS HEo| A7
r RIB-failure BGP best X|2t RIB Of|A| CtE A2t &2 *show ip route* 2t AD 20l
inaccessible NEXT_HOP =& £7} IGP/static/next-hop-self 4
not advertised outbound ZM /It %] /AF 2K advertised-routes 2t route-map counter

Hard clear ELC} soft/route-refresh & M ZAE

! Route Refresh capability 7} UE peer A M NS

clear ip bgp 192.0.2.2 soft in
clear ip bgp 192.0.2.2 soft out

“received-routes 7t g4t HO|= 212 OfL|C}

Inbound soft-reconfiguration 2 X&3stX| %S H raw received-routes EA|7} M|SHE £ JQEL|CE Route Refresh
capability, Adj-RIB-In 2& %Al ZSHE EHE 0I5t K2 2| H|ES 12{5HiAR

ﬂJIO
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SPECIAL - LOOP-AVOIDING DISTANCE VECTOR

9. Babel (BABEL)

@ H|RE S¢etolg d9F
Babel & 2% ofL|at 22, 2M C12], IA| 22|27} |4 6P 0HS 01 M AFBSHE MBS HIZ at Z&LICH 0| RTHK|

AN = &= S0 E|=X| =elstn

o Tl O -

=
0L} HIES A SHX|7HK| | =X H|E0| #2 ZS UELICH

) —

Che 72| HIE| 7t 2= 22X 2XE £0|7] 2/ sequence number 2t feasibility condition S AFS8HLICH
—

a
=
2tg, IPv4 2t IPv6 E EH TR = AR - B2t 2 HESLI0| & HEE HAEUS

Babel = “3 F& Halo H3Sstn FLE Lst= /- F4 HIA| 23]

S8 CHA| Ol

Babel 2 BGP A& AS_PATH 2t At} M2 O Z OIE{Ul AS AO|E HZASH= EGP 7t OFEILICE 7|&M M2 LfH 2IE8 2
s|o| AHa| "WE IL|Ct, o] T E ASXL X HSt 22 21X E RXI6H| fI8 E4+/7|EF ®of| SLICH,

HEZ FIEHIES £H g FUE RM/FM EF, XA, {2 &4 SS HIe = JASLICH

2o ux| Sequence number 2} feasibility condition O Z Q& AZet 2O 75 AZE Z2{HLIC}
A X8 ZefAR|A. [Pv4 2t IPV6 £ SHLIS| ZTEEZ QIARI AN CHE 4 USLICE

o|/23a ZA| Hello @ IHU(I Heard You) & 0| 29| et et nt 23 AeffE B}

ool E 7|H HEet Hot 4 YO|0|EE ZRSHH, UDP 6696 2 AHERILICEH

+3 SH HA| 2 HEH M= AKX, MH| = 73 - 23 - Efo|Hoj| ZLE LT
Cisco 7|2 AD HZ Cisco I0S/I0S XE 2| U[O|E|E Babel Z2 £X7t 9122 At 7|2 AD £ MAIE =~ gi&LICH
CHE 719 QEAA ZIRE AT HA|/RM ZHE0M T2 HEfLICH

eteE DEE2 AR S5 NS | 60
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® AlAE 7xE

Wi-Fi cost 96

Ethernet|cost 10 cost 32|Wireless
| I
[R2] --------o-m--- [R4] ---- Destination N
Ethernet cost 10

Babel o HEh:

- 2 33 H82 o %2 Z2 M=

- Hello/IHU 2 ek B ol

- sequence number + feasibility 2 Z2Z/2z{El HE ||
- 23 EZO0| HHH Z2T w2 HEIt

@ Cisco CLI 7|& A HHE

Cisco 10S/10S XE H|O|E|2. 2d F2

O] WX A J|ZOZ Cisco 24! |0S/I0S XE 2M0|M LEIEQI * router babel” M REE st0l% 4 QI&L|CEH W2t ZXY
o A

= =
StX| gh= EES TS0 MAISHK| gfSLICH SHEE 7| T2 HetE = A8 = CLI =321t 22|

pal
o
0%

EH £t912 Cisco CLI

I Cisco HH[O|N 7|5 =X £
show version

configure terminal

router ?

| 4k 10S/I0S XE O|O|X|oflM CtES HHEE2 =
router babel

CHH| Z2EE M ™ M 2t T2 M| A 2ol

! Cisco H|O[E|E ZH|7|2
| - b=l HE[HIG U
! - chRE 30f:

| - Cisco 4 WE £

show ip protocols

show running-config | section “router

)él

>
rict
r_t

4

_|'||
Babel At E A &612{™ Babel 2 +

£ ot QEAA BIRE H|20|Lt U ER 2 2FHHE A& sHOF BfLICE. Cisco 10S/10S XE
AM&0|M= OSPF-IS-IS-EIGRP 2 5 EEZ2X|9| 21t | E2I2 H|WdH= MOo| HAIXQIL|CE,
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DEEP DIVE

Babel A2}

G UF S ozt
ol mo|x|2| B ZoIE

Hello/IHU 2 24ts 213 2 MWILst1, sequence number 2f feasibility 2 count-to-infinity £ I|st= 12 SL|Ct.

5.1 =2 HA|X|et o4&

| AIX]/TLV o Zhol sHi4
Hello 0|2 Zxfiet &4 sequence £H Hello 24 &1} 0|2 M & THEt
IHU I Heard You. gtcH 28 =41 AEfO} H|E HE HICHA 2130f| M e med Tt
Update prefix, router-id, sequence number, metric 21 feasible O{22t MEH A= Lt
Route Request EXH prefix £= HH| 22 HO|0|E 2F x|/ HER S
Seqno Request O %Al sequence number £ HE® 30| K feasibility MiZ0ll Lol Z=2E M HH=Z 3|5
Retraction metric 65535 2 A= H3| EEg =7 Hnt

Okd}
S o

g

dagoiet d=

okl

|

rx

2M 23 A <> B

A -> Hello(seq 100)
B -> THU("A2| HelloE O] B EEZE &3", cost)
B -> Update(prefix P, router-id X, seqno 42, metric 256)

Babel 2 th& & £:7t ofi|zt 3ol &3 H[ES Kol ZEE Hlwstn
seqno + feasibility ZZOZ &l AZ &|HQlS ot=rt,

5.2 Babel 2] Feasibility Distance

Babel 2 2 route source 0l tisH sequence number 2t metric 2| %2 7|AEL|Ct M Z10E= O sequence number 7+

£ Ao 7L, @ &2 sequence number Al metric O] 7| & feasibility distance 2Lt I &2 i feasible &L|Ct.

XNZE= FD: (seqno 42, metric 300)

1 (43, 900) -> O %Al seqnoO|2Z feasible
(42, 250) -> &2 seqno, O E2 metric O|2Z feasible
(42, 350) -> M= =HHY Jts, feasible SHA| 4=

[EA=

0K o oH
R
O =

238tH Seqno Request 2 Cf %4l HF1E RE3ICEH

rul:l

RIP 2t2] x}0]: Babel 2 %2 infinity 7tX| metric 2 StLIY 22|= 4l sequence number 2} feasibility ZZHO 2 Qe El A2 E HESIH, & &
7t metric 2 65535 JL|C}.
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DEEP DIVE

Babel A2}

® 2’4 o5t 2X-otHet 12 Y
Ol Ho|X|o| B EQIE

24 H|cHA, metric oscillation, sequence starvation, router-id £, 215 Exljet 7281 x| EXE SL|Ct.

H

2H|/54 e glel stol A
0|22 Ho|x|2t AR ok st 8tk Hello = S2|X|2F IHU/2HCH gigk ZZE0| Hello/IHU loss, interface stats Qrarek 3 EE M,
Lt radio/channel/power =&
ZE27L X HHE H| X8t metric AtO[9] 22 R2M HE metric history @t next-hop churn  hysteresis/metric tuning, 23 ¢+d
o
ZE0I Ho|=ZFRE HE feasibility 24 £&%F, 22l & seqno route source seqno/metric, %| 4l sequence HItet A origin
Segno Request reachability S5+
prefix 7| retraction HHs origin flap F= A3 HIE 25 metric 65535 2 origin/router-id 2= QIE{{0|A/xH Y QHE st
B
ZRILMZ HY router-id 2 0| E router-id H| IRMoZ n[RTt router-id AHE
7k e[| E ¢ core RFC 8966 AHt|= 2152 ZHISHX| &= o2 EXet Hot M RFC 8967 MAC 5= RFC 8968 DTLS
e 74, 128
CiscoO|M M 2 E gig 4 0S/I0S XE native Babel O|X| & ‘router 7", feature 2A FRRouting/X| EE M8 E= L2

Cisco IGP MEt

6.1 Metric 2 EZ&0| 6lLI2 ™| X| Y=C}

Babel 2 7ttt metric Z U3 E HSSHA| 2 LA Ml >3 H|E A &2 Fodat of o w2t O 4 AELICE |4 S HIE,
ETXAE 24 FE, 2-out-of-3 Z2 L40| Ar2E £ M2 OHE 72 412 T metric 221t A2 Mo E Al

A2 RSSI/&4A #H3I0ICE next hop O] HIF O] A2 churn 1t T3] R HEO| 50 4= USLICEH HHE XS 1k HE M ALO|of| A
hysteresis 2t update S%2 ZHSHUA| 2.

6.2 HOot =

24 HS Uy oH44

RFC 8967 Babel MAC Authentication HIAIX] @151} replay 23 ES E HZsts &&

RFC 8968 Babel over DTLS DTLS E Sdff 7|2 d/FEH/peerlTS MY A= &
Al

271 2XM: RFC 8967 Babel MAC Authentication, RFC 8968 Babel over DTLS
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DEEP DIVE

Babel A2}

@ Foll - A5 -=9 oo
O| H[O|X|of AE ZERIE

Cisco native CLI £ 7Fg3HA| 211, FRRouting OflA|2t THZ! EE{Z 0|2 - route source - metric S 2l gtL|Ct.

7.1 FRRouting 2| -2 0f|A|
FRRouting OllA| - B2 Mx| b{Zojl wha} gtol

router babel
network eth0
network wlan0

redistribute connected
|

show babel neighbor
show babel interface

show babel route
show babel database

Cisco 10S/I0S XE M=
“router babel” 2 9|2 &GIX| U1 HXA “router ?° 2t EME feature EAE 2QlBtL|Ct K| E[X] 2O H Cisco HH|=
L2/L3 ME A& 2 =1 Babel 2 FRR/OpenWrt S X|@ .. E0f| A A8t ALE, OSPF/EIGRP/IS-IS £ AMEABLICY,

7.2 T3} 52 oh

2E Ha s =8 M=
Neighbor Hello/IHU 7} 2k, cost QHA ot afskat 2Rl cost 2, expiry EHS
Route selected route 2t feasible source 7+ Het unfeasible source 2t Zxj, next hop churn
Database router-id/seqno 7+ L&A St router-id &5, 22 seqno 1%t
Retraction ol Al metric 65535 5 CHA| A= MEH B2 retraction/ZMZ 12 flap

Babel I} 3! 2H& ZOIE

Wireshark/display filter Of:
udp.port == 6696

IPv4 multicast: 224.0.0.111
IPv6 Link-local multicast: ff02::1:6
UDP destination port: 6696

pud
ol mE:

ot

Hello sequence, IHU, router-id, update seqno, metric, prefix, retraction

2R IRES YR SH N3 | 64
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PRACTICE

10. H]iL-HEY-Ffol

S| ?:I-I

10.1 8- Hl
OZEE HE 2! /et ol E +d 7|12 AD
RIP v1 =2 30 X MM - EREIHAE Sy 120
RIP v2 =2 30 = ™A - HEPPHAE = 120
IGRP Y ZE+X|H B 90 = F7| ! 100
OSPF %X cost LSA 3} flooding LS 110
IS-IS A metric LSP 3} flooding S 115
EIGRP £} metric + DUAL & -bounded 0 S 4= AS 90/170
BGP sy TCP 52 CRS 20/200
Babel IR HIE 37|+#H3t =Y 2HHol ™S sie el
OZES FAEH g Px IS =23 A AE
RIPv1 Classful 15 & oA AL SHS ofL|2
RIP v2 Classless 155 oA A2 usy N[l
IGRP Classful 2| ZHA| QEfE MY 2N ot
OSPF Classless Area 7| - M A - HEMIG o
I1S-IS Classless Level 1/2+TLV EMA-CHHE 20 ol
EIGRP Classless Stub/R2F/Query 24| Cisco 38 7|1 ofl
BGP Classless AS-®*.RR/Confed QIEYl- HE|= ol
Babel Classless S Al F-FH =g A X2 210 A o
10.2 <8 HEl 71| =
A SMAE olg m|g Med
2~501 ug EEZX] RIPv2 —> OSPF HE| HE et 213 MEf Xt0| S EA| 2 RIPv1 € 2% A2 &2}
L 7| - M A HE[HIT OSPF HZF, Area, R0t 29 £ IGRP
Cisco 34 THd 22| ool EIGRP tE= OSPF ZHHOE R HE SH EE BEY 2FARE Glo] R ME

BGP + LIS IGP w4,

Babel X2 7134

IS-IS EE= OSPF

RIP
BGP £ IGP CHA|= AFE

Cisco I0SOf| gl=CLIE
7H8
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= =1
D2EZ0|2E0} R, K 74, ol £ 28
=]

B, 29X SHE, WM 7, Fu| X[ HeIS HY ot Jg|u F
E{2) - RoF- EfO|0 - X2t HAS W MAsof 7|2 Mo| 2% M7} FLick,
10.3 Z2EZE 3y show FY
O2EZ O|2/MI¥ HIO|E{H[o]A - EEZX] x| 2
RIP ZZ 0| H|o|E 8i3; “show ip “show ip rip database” *show ip route rip®
protocols”
OSPF *show ip ospf neighbor® *show ip ospf database” *show ip route ospf*
1S-1S *show isis neighbors® / *show clns *show isis database” / “show isis *show ip route isis”
neighbors’ topology”
EIGRP “show ip eigrp neighbors® “show ip eigrp topology " “show ip route eigrp”
BGP “show ip bgp summary® “show ip bgp® “show ip route bgp*
25 “show ip protocols” *show running-config | section Arouter” “show ip route”
10.4 O| 20| WO X|X| 5= ml 7 THA|
1. 22|23 MEl: “show ip interface brief" 0 A & AE{H O] A7} up/up 21X ol
2. 1P2tOrA3: QI B AT 2 MEURIX|, S5 FA7F =X 2l
3. T2 EE 23} He|: OSPF wildcard, EIGRP/RIP network, 1S-1S IE{H|0|A B 0| AX| 0|2 I E East=X| &l
4, Yx|sok sh= Zk: RIP version, OSPF area/timer/auth, EIGRP AS/K Zt, IS-IS Level/area =71, BGP remote-as S &I,
5. Passive 8H: 0|2 @37} 22 passive-interface 7t =¥ =X| &l
6. ZE- 215 -MTU-ACL: T2 EZ I{3l LE= TCP 179 7} XFEbE| AL 915 ZHo| CHEX| QI
7. 208 MIE MEl: T2 EZE neighbor/detail &2t M[otH debug £ AHE. 28 Y debug £ S LS HItot 7 8.
50|22 | B=o1 gle mf 7 THA
1. && prefix 7t Exljst=7}: 22/ /IGP Z27t AX| 2t & H|O| S0l U =X] =Hl.
2. 20 HMeI7t B=J): network &, interface M3t redistribution, summary A& S &tol,
3. BGP exact match: “network ... mask ...” 2 M&ts| YX|st= RIB A27t LK 2ol
4, o] A=) prefix-list, route-map, distribute-list, area/filter xS &tol,
5.0 52 AD 2| Z2 prefix 7} =7} “show ip route <prefix>" 2 THe} & 2ol
6. o HIEQ AZI} Q=L Longest Prefix Match I 20f| of|Alaf CH2 CHS 2 M EX| 2ol
7. return path 7} &1=7t: ping &= &5 Z=, ACL, source T 2XY = JL O 2 AHISES 240l
HRE IZEZ AR - SE &%t

Lo
=

66
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10.6 X8zt HE 2

I3y el

show running-config

show running-config | section “router
show ip protocols

copy running-config startup-config

| St M HHef oAl
show running-config | redirect bootflash:before-routing-change.txt




NETWORK ROUTING PROTOCOLS | EXPANDED DEEP-DIVE EDITION

PACKET-LEVEL TROUBLESHOOTING

10.7 Z2EZ 32 ASEE #=0]

nzEs M/ Al HE SXx| A -ACL sH M
RIP vl UDP 520 IPv4 broadcast HZEIWAE THQlat UDP 520, version ZE =l
RIP v2 UDP 520 224.0.0.9 multicast 2|, mask/route tag/metric =l
OSPFv2 IP protocol 89 224.0.0.5/224.0.0.6 TCP/UDP ZXE7} Ot Hello/DBD/LSU 2t Area/Router ID
2ol
IS-IS L2 CLNS/IS-IS PDU L2 multicast MAC IPACL Bt 2 ME 27t VLAN/LLC/MTU/IIH =l
EIGRP IP protocol 88 224.0.0.10 Hello/Update/Query/Reply, sequence/ACK &I
BGP TCP 179 peer unicast IP 3-way handshake, source/update-source,

OPEN/NOTIFICATION =l

Babel UDP 6696 224.0.0.111/ ff02::1:6 Hello/IHU/Update/Segno Request 2t metric S5 &0l

QIE{m| 0] A ACL, control-plane policy, £2F &se, AQ|X| multicast X2 0= X|H0| M THZI0| 2 K| =X| 22[SIAA|2.
S4 IR B+ 4 FH2E 0 0[2HH B2 AR E, 2% £412 E|X| 8 adjacency 7t 212H parameter mismatch & 24
L

= .

| SAUEZE X RS
show access-Llists
show policy-map control-plane

show platform hardware ...
show interfaces counters errors

| Embedded Packet Capture/monitor capture &
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SYMPTOM TO ROOT CAUSE

10.8 3 It Foll ERE

o
%

O|R/HIM XtH|7 elS

O|R2 A2L} DB Ol prefix g1 1 /WM/U2 Z=

DB 0= ”X2Lt RIB 812

RIB 0= !2L} ping AI{

0
=2
8
=}
N
I'd
=

ZE7H A% HHE

CPULXIZS

UL ZMX|2t black hole

NEIsd =23 A EHE
L1/L2/L3 =2 = parameter mjZlo| ketskol7L? Area/AS/Level/K 2f/auth 7t 2

Z = ME{/AD/next hop

FIB/return path/ACL

Zx| /42 pipeline Ol A7t g % AR

23 flap/metric oscillation/policy  &2| 272t control-plane HZ0

LSA/LSP/Query/Update £

Am

summary/filter/LPM O A% 227t AFEX| D summary

& H0f| 2= debug £ HX| OpM|2

X

iy

o
>

show H I 7I2E = H|E 0|1, ot ZI2E

debugall® AHES HIEA| 7|ZSHHA2.

10.9 ZHof| A2t 7|2 = ZEs8]

T+0.000 Z2| 23 down / loss ZXI

T+0.050 IZZEZ neighbor down £ poison/LSA A
T+0.120 QIF 2tRE{0|lM update =2

T+0.180 SPF/DUAL/best-path #Ab 2t=

T+0.230 RIB &
T+0.260
T+0.400 ping 2=

OSPF
IS-IS
EIGRP
BGP

Babel

FIB/CEF 2

s «m2EZo| La|ch’ st otLat
o

AlZH=olM

Jim

link/timeout, metric 16 poison, triggered update, invalid/flush
neighbor state, LSA sequence, SPF start/end, route install
adjacency, LSP sequence/lifetime, SPF, overload/ATT 3}
successor loss, FS Mgt EE= Active, Query/Reply, SIA

TCP/FSM reset, withdraw/update, best path, RIB failure

Hello/IHU expiry, retraction 65535, seqno request, route switch

X prefix/neighbor 7t gh= 0

-

1]
rot
1)
o
B3
rlo
=
B
[0
Hu
=
rot
ot

5 2 OJHIE

Y& prefix 7t ZXist 1 protocol off 7| &IFH =712

CHE £X{7} 0|2 =712 next hop O] reachable @172

CEF next hop 2t Bt return route 7+ Q=742

HIES QIE=TP?

=71

HE =7

interface, neighbor, capture,

logs

protocol DB, advertised
routes, config

“show ip route <prefix>",
path detail

CEF, ping source,
traceroute, ACL

timestamp logs, neighbor
timer, topology event

interface counters, logs,
route history

process CPU, event
counters, capture

route lookup,
summary/discard route
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CHANGE SAFETY

10.10 HA Mz HF HAZ|AE

AHE T =ol 8H =

HA M 0|2/DB/RIB/FIB, E&iZ 7|ZM, CPU/HIZE|, 21, config ¥ ¢ AL 7|Z= M1t 28 ZH0| 2 ASHE

ot ZH| HE MM QX|, prefix 4=, next hop, A2 3}, 2 F 7}2F Of| AHEl e 3at 2H ST of| 2| prefix 7t 81
=]

EoQl =ty 23 A2t query/flooding 9|, ECMP/HICHA!, summary MA=l Eo| AILIZ| 0| M S A7t O|LY
2=

e AKX &=, ol E2/7(0|M, backup path, route leak x| o] I} AR MH|A DE FAF

EY A O™ M|M/ZE 27, stale route M7, 22 H| e Eqet T HA Qls

HA M0 22 HESs 22 =M2 8N

show clock

show ip interface brief
show ip protocols

show ip route summary

show ip route <critical-prefix>

show ip cef <critical-destination> detail
show logging | last 100

show processes cpu sorted

42 7|&L "0|2 Full/Established"?} OtL|C}
of

™ AEl, Of| A prefix 4=, best path/next hop, &% &5 S, ZHoff Met7tx| 2= gHAsHof HAFO| 2t= ElL|Ct,

0.
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WRAP-UP

1. 55 =X-JEH-80% - &Hax=

11.1 35 =4

(5, ]
o
wn
U
M
=2
Rl
©
=
(e}
(e}
(]
(%]
[72]
a
o
QO
-~
D
QO
o
of¥
=l
+o
i
re
[n
>
Pl
k=)
o
of
rir
P
rlo
-
=]
5

6.1S-1S2| Level 1 I} Level 2 £ H = H|RZE M| A2,
7. EIGRP 9| Successor 2} Feasible Successor 9| xt0|= S 1L|7}?

8. BGP 7} Et&=3| AS_PATH 7t 7t B2 Z 22 MEfstCt st

ra
[x¢]
=
ox
ot
ot
r
]
)

9. BGP "network’ H&1} OSPF "network™ H29| o|O0| X}0|= SAUL|7}?

10. Babel 2 EGP £ 2FstH 2EXM2tst 0| f2f Cisco CLI Of|AM | M 2aL7?

11. 2}2E! metric 2} Cisco Administrative Distance 2| €&t Xj0|= 2AQUL|7}1?

12. 0|2 2tA|= F&eld ¥4 LAN ping O Amgh i etolet et= 2 M| 7HX| 0|4
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11.1A St ALFE| 2 25
1. RIP OllM Poison Reverse 2 Route Poisoning € 2t2t ot 22O 2 &35t 1, Split Horizon Pt 2 SHAE|X| g2 = U= &
£ dESHAIR.
2. OSPF neighbor 7} 2-Way 0f =22 A&LICH FAQl 2ot H|FH 4 ZRE ofEAH 2L
3. OSPF 7} ExStart/Exchange 0| A 2HSEIL|CH MTU 20f| Ztolgt =1t " ip ospf mtu-ignore™ o HAHIE MHA|2.
4.1S-I1S 9| DIS 7} OSPF DR ot CHE & 7tX| EM & M1 duplicate system ID 7t off & oHX] HHSHAAIL.
5. EIGRP =& ZZ9] total metric 2 ZfX|2F RD 7t 94X} FD 2 Ct FLICE. el Feasible Successor 7} E|X| &L
6. EIGRP prefix 7} Active &EH0l| A 224 H{ 2= Q11 Stub/22t0| i AN =S0| &&= 0|RE MHSHUAI2.
7. BGP summary 7t Established /0| PfxRcd 7+ 0 &ILICH MA A2t 22 ASE LiF BH &M E X HA .
8. BGP table Ofl A best path 2IH| *show ip route” 0l §I&LICH 7tsTt 2I91S & 74X O] & MMA2.
9. Babel 0l M Z2 sequence number 2| I LI metric 2 7{85}= 0|22t Seqno Request 2] &S MHSIMAIL,

10. 2t DB Oll= BZ 7t AL} AH| ping O] #T{ELICH RIB, FIB, return path 2HFH0i| A 2ol &M S M4 A

fo

11.2 EE2tsid
1. IGP = 5tLto| AS LR £| X AZ Z A At EGP/BGP = MZ CHE AS At0|Q| Z 29t MG metetL|C,
2. RIPv1 YCI0|E0l= MELI OIATT glo O 2 FaiA ZA| 2ol M M2 prefix S HEts| 12E 4 gi&LIC
3. RIPv2 £ prefix mask & Zelsll SeiAR| AT} E[ID HEEINAE T4 224.0.0.9 HEFHAEE AHSRILICH
. 2 AE0[0{M BCH A HAIQH X 9410, Cisco 7t 7Is S HM7sH @ 10S/10S XE 0| A LeHH O 2 X% X 4Lt

0|2t 5totof st 212 area-id QILICH OSPF process-id & ZHH| 22 ZrlL|Ct,

my14>

.Level 1 2 X[ LHEM | Level 2 = X[H 2 HASH= 7HM, Level 1/2 2tRE = eH5HILICE

7. Successor = 31X £|X ZZ0|1, Feasible Successor £ feasibility condition 2 H&s 2 glo| ZA| £ > Y
LI},

rr
ot
HI
ox.
HU
e

8. BGP = Local Preference, AS_PATH, Origin, MED, eBGP/iBGP & C}st £41t 2F HMS M2 Hotety| W2 QLICE

9. OSPF "network™ = QIE{T|0] AE OSPF Area of| #0{A|7|= MEH 20|11, BGP "network ™ & RIB 2| exact prefix & BGP £ 7|
HA7|= 2LICH

[y = |

10. Babel 2 AS 7t H™ ZZ7t ofL|2t LHE - HIA|8 72| #E HAQL|CH et Cisco 10S/10S XE o= H[O|E[E " router babel”
L

0| g 4= UCOZ XY HA &holstof BhL|ct.
11. Metric2 22 TZEZ L{E SHE H|Wdl1, AD £ Cisco 7t M2 CH2 AZ EX2| S prefix S H|wdh= M| ZHIL|CE

12, A2 prefix Z0, 20 He|, MM LE|, AD/O #H| QI prefix, &5 ZE, ACL, source TAE =QlgtL|Ct.
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11.2A &3t A|Lt2| 2 si-

1. Poison Reverse = 2 0|2 Wao 2 1 HEE metric R E =[Z2 106t= 1#%|0|12, Route Poisoning 2 Azt 2
[N

o
XHHIZ 23t metric @2 Z8H= AbA H2|QIL|Ct 3 L= 0|4 2L NBMA X0 A= Split Horizon RO 2 £
& AELICH

2. Broadcast M1 E 2| DROther 77|2|:= 2-Way 7+ H & ILIC}. Point-to-point @ =0|7{Lt DR/BDR 2t Full 0| E[X| ¢t=
network type, Area, timer, ACL 2 &QlgtL|Ct,

Che

3. MTU mismatch, duplicate Router ID, DBD &4 3t Ctetsr 24| =tQlfL|Ct. " mtu-ignore” = DB W2 MTU HALE 2&

g AR MTU =2 X2t H|0|E 12l 2H|E S ZSHX| g4&LICt.

4.1S-IS = backup DIS 7t §111 DIS MZE0| MEE =~ JUSLICE F5 system ID = M Z CHE 2H2E{ Q| LSP ID 7t S =3l DB 7} H 0|

7Lt flap St| 2HELICE

5. FC = & 0|29| RD 7} $47 Successor ©| FD &L} &t0}of ZLICH 0] 11 0| 20| Si3f 2t E AR 2XK|of Zictn @3

tsds tiAsts 22 gle ZAYULICH

St
=

6. Reply &4, CPU, 22t &3, Z Query scope 7} JIQILICE Stub £ transit 227t Ot'E 2 22 Query E MIgtst, 22 A|

£ prefix Hato| Ho| HYE ZA0M &L & ASLICL

7.HX TCP/FSM 2 ™Al S 2tolst | address-family 243t #2 RIB, “network™ exact match, inbound/outbound

prefix-list- route-map, advertised/received ZZZ =tolstL|Ct,

8. NEXT_HOP inaccessible, o 2 AD 2| 2 A=, RIB-failure, ™ /xl7| siA 2|7t 7bsELICE " show ip bgp <prefix>" 2t

*show ip route <prefix>" & i =gtL|Ct,

9. 22 seqno 9| LI metric 2 Qe AZ 7} EIE%*%'ElE MBU 2 210] feasibility R 2 HESIL|C} Segno Request = &
origin £ U EQIA7I o %[ sequence E MIISIES Rl Z2E CHA| feasible SHA| BHELICH

10. Z2EZ DB O|M £ E 2tel5t 1 RIB EX|2t Z% AD £ 2 Tl next-hop X7 %! CEF & =rQIgfL|C}. OFX|22 2 HITHH return

route, ACL, source address @} H|CHE ZZE HAFELICE

11.3 84 20{H

0] a4
Adjacency £hed| Hello £ 2 0| RECHH ZA CIO[EH|O[AS netd £~ Q= T2EE 2|
AS stLtel 2 XM ofel 22| == WEYI ek BGP OlM AS HS 2 A,
CIDR Sl ZA|Qt RESHA prefix 20|12 T2 222 EHSIL THodts wha
Convergence 3 = 2IRES0| L2tEl A 22 HEHo| = Sh= 2.
DUAL EIGRP 7t 2I gl= & X /chH| ZEE Albtst= Z12|E.
Flooding 23 ME HEE 2 Helo EE 2FRE0l| ME|1H UA HTtsh= whAL
LSA/LSP OSPF 2 Link-State Advertisement / IS-IS 2| Link-State PDU.
LSDB 23 MEl IREZ0| Rt EEEX| H|O|EHH[0] A,
Metric DZ2EZ RM B2 M E Abchs gt = &4 T
Neighbor 2tRE T2 E S HAIXIE netst=s Y E= =25 &l 2t
Next Hop SXX|Z 71| flsH TS CHRoll E2 2tRE Fa.
Prefix HES3 A0t Z0|2 8. 0]: 10.10.10.0/24.
RIB Routing Information Base. 2}2& T2 MAT7} MEitt A2 E S Mo WH H.
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20} oy
SPF Shortest Path First. 23 Al H|O|E{H|0| A0 M X[ Tt H 2 ER|E AL
VLSM ot F4 ER0M M2 CHE MEU 20| S AH8sH= £
Wildcard Mask OSPF/EIGRP network 2 S0Al A HES 0jA g o A= <jOtA3,

11.3A A3 207

20 ks
Count-to-Infinity el HiE 2tRES0| M2 2elEl MEE 2322 25dH metric 2 HHAIXCE S2[= B4
Split Horizon Hi2 QBT O|AZ 22 Z2E CHA| Z105HX| gt= 72| YiE 21 2to} 1A
Poison Reverse Hi2 0|2 o= it ZE2E S metric Q2 HA| Z15t= WAl
Route Poisoning AIf A2 E F3HHH metric O 2 FHS0| 0|R0f|AH| Y2|i= Zofj M},
Hold-down Ltz 2 0f| Chel Qe JHM HES 2F Azt AX|Sh= St EFO|TH /AN,
DR/BDR OSPF broadcast/NBMA M| 3HHEZ2| Designated/Backup Designated Router.
DIS IS-IS LAN 2| Designated Intermediate System. pseudonode LSP 2t CSNP St £=33tH backup
DIS = 8i=3.
Pseudonode Broadcast LAN £ StLEQ| 7t e EXE LSDB of| E&s 3 5 F0|= A
Feasibility Condition EIGRP Ol A] 0|2 RD 7+ ®ixf FD 2Lt Zf0t0F ZA| oHMot SH 2 oISt 7.
SIA Stuck-in-Active. EIGRP Query 0l Z 23t Reply 7 ZA|Zt L2 E|X| QF2 ArEH.
RIB Failure BGP best path 7} ZX5tX| 2t [l 2M5H= RIB B2 S = MX|=|X| b2 AEf.
Route Reflector iBGP full mesh £ £0|7| 2|5if 2210|HE HEE YFAISt= BGP 7.
ORIGINATOR_ID / Route Reflection £tZ2| 2 &IX| 2t A YAKL/HIAL A2 M &4,
CLUSTER_LIST
Retraction RIP/Babel S0l 227t =2 2712 S R metric O 2= A3
FIB/CEF MEEI RIB A2 E AIX| TH3] TS| 2| &3}t Hjo|E
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11.4 34 FIOX=

ot Atz= Z2EZE S5 Cisco BHOE ukt ol mf 4 &g S4| EMULICH FH|E CLI= HEA| SiY SHE -2
2|A9| Configuration Guide 2t Command Reference £ i 2QlstHA|2.

« Cisco: Configuring Routing Information Protocol / RIP Configuration Guide

« Cisco: Configuring OSPF / OSPF Configuration Guide

« Cisco: EIGRP Configuration Guide, Cisco I0S XE

« Cisco: Integrated IS-IS Routing Protocol Overview and Basic IS-IS Configuration

« Cisco: Configuring a Basic BGP Network

« Cisco: An Introduction to IGRP

« Cisco: Cisco 10S Software Feature Removal and Administrative Distance documentation

« RFC 1058: Routing Information Protocol

« RFC 1812: Requirements for IP Version 4 Routers

« RFC 2453: RIP Version 2
« RFC 2328: OSPF Version 2
« RFC 1195: Use of OSI IS-IS for Routing in TCP/IP and Dual Environments

« RFC 5305: IS-IS Extensions for Traffic Engineering

« RFC 3277: IS-IS Transient Blackhole Avoidance

« RFC 7868: Cisco's Enhanced Interior Gateway Routing Protocol (EIGRP)

«RFC4271: A Border Gateway Protocol 4 (BGP-4)

« RFC 2918: Route Refresh Capability for BGP-4

« RFC 4456: BGP Route Reflection

« RFC 8965: Applicability of the Babel Routing Protocol

« RFC 8966: The Babel Routing Protocol

« RFC 8967: Babel MAC Authentication

« RFC 8968: Babel Routing Protocol over DTLS

WY S22 90

IGP = 8t AS LIS, BGP = AS Alo|2] M A2 E EHtBtL|Ct RIP/IGRP = 0|2 EX|ZH OSPF/IS-IS = MA| X| =, EIGRP = ¢t
Mot oflH| 2, BGP = AS 222t MAo| HAMQIL|CH Metric 2 Z2 Z2EZ LHE H|W, AD = ME CIE ZE 4 H|uoj| At
grL|ct A7 2o M= RIPv1-IGRP £ I|stal, Babel 2 A 72134 3 SHE XIS HX =0l Q. Foff 242 0]2/DB —
RIB — next hop/FIB —» 22 AZ & MZ 2HBIAA|2.
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