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http_response_code(405); exit;

if ('verlfy csrf()) { http response_code(403); exit('CSRF AZ AIi");
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session_regenerate_id(true);

A
=

S S A YA Vs S

e Z2img 220| A3Me[Z]| ot BRZ2 BA|Z|[=2| EOIFHLICH

GET /profile.php?action=password_change...7} 405 = 2HZAS 2 BL}=2| &0I§tL|C},
A AFRE Z0f csrf_input()t SA HUHSE LS wjor HAL|=2| &OIEHL|Ct
UBHEIAE 2 A2 2g-Ft Z4 H|Y S HHO| RAIZ|=2| ZelgL|C,

o]



VulnMart Scenario Range 4.0.0 | Rocky Linux 9.7

= dAat 2010j|A H|ojE

Ml 0|2l S HZSH0] HIOIEH[0| & 22} 1S

LiE
A2 AIAH /search.php, /login.php
Z| ok Al SQL Injection, Reflected XSS, &Ml SQL 272} stack FE +&
BLUEFIX 2[2] app/public/search.php:6 [SEARCH-SQLI-01]

app/public/search.php:20 [SEARCH-XSS-02]
app/public/search.php:13 [ERROR-DISCLOSURE-03]
app/inc/auth.php:7 [LOGIN-SQLI-01]

o AEH NeoWave E AMSI0] 2hed &ECF BA|L[=X] QI T
e admin = alice Q] A4t ofo|C|-H|UHS 2 2 1015 C},

—_ -
=34 A @l
6. ZAAo{o| 220z H ot 7HE €0] SQL 2=t M/HE SQLO| SE0l| HA|Z|=A] =QlgLCt.
7. ZAAO{0f of2ff SQL ZHE O F4 ZA HRE Hold &F0| EA|E =] 22ELCE
8. ZAM0{0| Ralfst BEALA XSS BAIS E0l HTML O] Mli%|=2| ZolghL(Ct,
9. =791 0to[t|0j| admin' -- 2 AC| H|YHSE H0f H|YRHS 20| A X2|=|=2] &lgLCt.
10. catalog.search 2! auth.login 23 200(A &, 2F, 23 22 H|w§LCt
WS AU == 2 Of|A| - SERVER/REDTEAM_HOST = &1 AMM Hel2 2|3t
ZM SQLit ' R 1=1 —-
HEALS XSS: <img src=x onerror="document.body.dataset.vm='reflected-xss'")>
2790l squi ofto[C|: admin' --
HIYHS: anything

o ZA A A4 BB SQL 2T SE

* B2t Elements 0| M ZAR0I7} raw HTML 2 & E 22|

e 2101 3 2|2} OjlF HA| £= /admin/ 2

e action_logs 9| catalog.search, auth.login.sgl_error, auth.login

ojE2|Aold 2
scenario_key=catalog-recon. 232 A| detail_data Ofl SQL 2 DB 0f|2|7} 7| = E|L|C},

EEl FC x|

23 913

app/public/search.php:6 [SEARCH-SQLI-01]
app/public/search.php:20 [SEARCH-XSS-02]
app/public/search.php:13 [ERROR-DISCLOSURE-03]
app/inc/auth.php:7 [LOGIN-SQLI-01]

I U
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ZADE 27901 R ZH|ES AFRSIL, HUH S = password_hash/password_verify  ZZ8L|Ct ZAH0{= SQL BIQI G2}t &
SE2 HTML 23 Al e()2 QD Y5ID, A2t SEO= LEt 2F 2} request-id 2F H|ZEHL|C

Yol 72 of|A] - 2HFo] 2| HESI HE

o r

// search.php
$stmt = db()->prepare(

'SELECT id, sku,name,description,price,stock,image FROM products
. . 'WHERE active=1 AND (name LIKE ? OR description LIKE ?)
$like = '$" . $q . ‘%",
$stmt- >execute([$11ke $like]);

/l &Y
echo e($a);

// auth.php

$stmt = db()-Dprepare( 'SELECT * FROM users WHERE username=? LIMIT 1');
$stmt-Dexecute([$username]);

$user = $stmt->fetch();

$ok = $user && password_verify($password, $user|['password_hash']);

s 34 A5 i 71s g3
o 2I2MZHLt SQL HEH2AFVT LBH HAM XA Z 22| 2|=2] &IFHL| Tt
e XSS E}A7} 22t2 0|11 DOM &/40|Lt A ET} M| 2| eH=2| EHQIFHL| T}
o Fot M YA 20012 A2 HYEot=A| EQIEHL|Ct
e 22 20| SQL, It Z2, stack trace 7} Y=27| &QIBtLICE
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;lFCD c>£iil;l ;lrEE.‘A|EE_ , 71 ~
session fixation 2 &t 7J||%j YT 2 22| CT

LiE

A2 AIAH /register.php, /login.php, /forgot.php, /reset.php

Z| ek Al Brute force, weak password policy, insufficient authentication,
predictable/reusable reset, weak session IDs, fixation,
incomplete logout

BLUEFIX @[] app/inc/auth.php:16 [BRUTEFORCE-01]
app/inc/auth.php:48 [WEAK-PASSWORD-01]
app/public/forgot.php:3 [RECOVERY-01]
app/public/reset.php:3 [RECOVERY-02]
app/inc/bootstrap.php:18 [SESSION-FIXATION-01]
app/inc/auth.php:24 [SESSION-WEAK-ID-02]
app/inc/auth.php:64 [SESSION-LOGOUT-03]

Ao O <
,g ol' =T 7ITL'A|_-I

o M AES 4 0|4 HIYBS 2 Jh ot 2QIFL T
e victim AlZ2| ¥4 2010} 20tR-S BHQISHL|CL,
* forgot S}HOM SHIZ U8 =+ GBS Yol ALY d2E AFEEU L

34 Ml

11. S|7tA0IAM 1234 2 B =6t H|YRHAS It 518 =2 &g Ct

12. victim Of| C{al Ofefel 22 1y SEAD =AMHZ Aot Z=-X|¢O| O*E
13. forgot tRHO|| victim 2 245t SHS H| M Z5H0] AH 2Rt &

14. 2 HEo L= token S o H AIET § Z2 token 22 CHA| HIY tHzE HZSH0] ZHALE 7ts O E 2elgy

cf.
15. /login.php?sid=TRAININGFIXED 1234 2 &6t & 219215+ VMSESSID 7t & A7t At 4o 2 QX & =27] &Qlgt

QUELICH THE A== SHA| b5 LT
7t = E2E =] 2IFLC

3}
=k
E

r&l'—

ot

C
ISR AU = 2 0f|A| - SERVER/REDTEAM_HOST = 40Q1%l AJA He|Z 3|

# 22 N8B THF - SERVERE AtA =29 vulnMart BF 2|
for p in password 1234 spring2026 admin123; do
curl -s -0 /dev/null -w "$p -> %{http_code}\n" \
-d "username=victim&password=$p" http://SERVER/login.php
done

1 MA: http://SERVER/login.php?sid=TRAININGFIXED1234

M= niby

MZ ZA0) 2zl

o Bt ATY 2t SE AH-220| Qs 7|§

¢ forgot O| M2 C}2 22|/ HA| R |2} B oI E

¢ =9 reset token o] & HA HMZ
e 2701 M5 = VMSESSID 2} session_records.source

ofE2|Aold 21
auth.login, auth.recovery.issue, auth.recovery.reset, auth.logout O|fIEE actor 2} session_fingerprint 2 ¥ ZgL|Ct.
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EEl FC x|

=

=
T4 24|
app/inc/auth.php:16 [BRUTEFORCE-01]
app/inc/auth.php:48 [WEAK-PASSWORD-01]
app/public/forgot.php:3 [RECOVERY-01]
app/public/reset.php:3 [RECOVERY-02]
app/inc/bootstrap.php:18 [SESSION-FIXATION-01]
app/inc/auth.php:24 [SESSION-WEAK-ID-02]
app/inc/auth.php:64 [SESSION-LOGOUT-03]

AZ/IP 7|8t rate limit 2f A21A XA, £ QIS HIA|R], 12 A O] 4 21} 2Tt S22 2 EFLICE. reset token 2

random_bytes 7|8t hash & A &5t &2 CtEel 1 3] AFEE HAAH 22 2L} sid H2| =81 o= ID Y42 A Ast
27091 A| session_regenerate_id(true), 210} A| M|H-F7|2 2+A5| T 7| Ct,

Yof 717 oA| - EFof| YA HESI0 HE

ini_set('session.use_strict_mode', '1');
/] sid #2| 2| A

f ($login_ok) {
session_regenerate_id(true);
$_SESSION[ 'user_id'] = (int)$user['id'];

$rawToken = bin2hex(random_bytes(32));
$stored = hash('sha256', $rawToken); B
// token_hash, expires_at, used=0 A2} ¥ UPDATE ... WHERE used=0 AND expires_at>NOW()

Y BAMASH VY715 23
e 53| Lie| AT = ¥

TA-FA AGe =4 SEO| SLEA §F"'3H~IEL

e reset token S AMAIESHALE 2= = ARRE 4~ Gl=A] EQIgL(CH

SAAIL A Ystsid 7t 201 = WA=, 270tR = 2 H|O[2[0f ¥ 4 =] ST
o 4 7tY, 200!, 579t 210 0| 7A|E=A] &I T
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H4 YohpLier 27| 22 Ol h
ZABH0) 22 DRAA 25 £33 SHOIRILICH
2

AT A2 /products.php -> /cart.php -> /checkout.php

Z| ek Al Process validation missing, cookie tampering, coupon
automation, client-side price trust

BLUEFIX 2|%] app/public/checkout.php:4 [CHECKOUT-TRUST-01]
app/public/checkout.php:8 [COOKIE-DISCOUNT-01]
app/public/coupon.php:3 [COUPON-AUTOMATION-01]

34 M2

16. 2R LR} =7 = S01E TEA|2 checkout POST £ 7t2 LT},

17. hidden total_amount & 100 22 B2 vm_discount 77| 99 2 A4t & 23S EWL|CH

18. T2 M2t 22|z} 2 3HHO|M charged_total O] AB| A §HA|Qf CH22| &HQIStLCt,

19. WELCOMES, TEAM10, BLUE20, ADMIN50 Z2 22 1 22 coupon.php Off &=ACHZ LSt YlT-ARE A|SHO|
A=Al et

WgE AU £ 23 oA| - SERVER/REDTEAM_HOST & SQ1E! AMY M2 2|3t

Cookie: vm_discount=99
POST /checkout.php
shipping_address=u & E|AE FA&total_amount=100&card_number=4111-1111-1111-1111

GET /coupon.php?code=ADMIN50

e - T1L X
MB 5N B

o 22| ZHHIL| B, HZ POST, M4 29| total_amount
¢ checkout action log 2| server_total, submitted_total, charged_total, discount_cookie
e coupon_attempts 2| &2 A|Zt Ct EE 7|2

oE2|#o]d 21
scenario_key=order-fraud. 7= S & 212t 7| 292 DA ZEIL|CE

FE8 3E iR

23 93|

app/public/checkout.php:4 [CHECKOUT-TRUST-01]
app/public/checkout.php:8 [COOKIE-DISCOUNT-01]
app/public/coupon.php:3 [COUPON-AUTOMATION-01]

I I

T2 EHMME QoA AHE ID oF 32 CHA| Y11 7420201 ZHAH S AH G|O|E{ 2 ZHAIARLICH FE2 AFERIYE ALE 314
2} YR AH|E 7|2510H, vm_discount Z2 Hotd F7|1E A AHELICH



4ol 3 oA - B0l 2 AEsto] g

$details = cart_details(); // DB 7tH22 H R3]
$discount = load_valid_coupon_for_user($u['id']);
$final = calculate_total($details['items'], $discount);

// INSERT order & stock 2tZ2 3tLtQ| transaction Ofl Al =3
// POST 9| total_amount 2t vm_discount F7|& AHAHO| AL23t2

fe)
0/o

s A A5 7ls S3

e total_amount 2t vm_discount & B ME] A 2H0| RA|Z| =3 &
FEO| ALE 3l40t RV} KIZH O 2 MEE[=2] SRIFHCL
FHRY, FE 2, A0 24, S WH0| KA TlE=A] ZRIFHCE

' =
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QgL LY.



VulnMart Scenario Range 4.0.0 | Rocky Linux 9.7

2
=

A2 AIAH /orders.php -> /order.php?id=...

Z| ek Al IDOR, insufficient authorization, CSRF on cancel, path
traversal/file download

BLUEFIX 2|%] app/public/order.php:3 [ORDER-IDOR-01]
app/public/order.php:5 [ORDER-CSRF-02]
app/public/invoice.php:3 [DOWNLOAD-TRAVERSAL-01]
app/public/download.php:2 [DOWNLOAD-TRAVERSAL-02]

34 Al

20. bob 22 29015 AEf0i|A /order.php?id=1 2T CH2 AFZZ}Q| &2t ID & L §LICH
21. 0§} O Y, BHER|, S52t & A7 HA|E|=A| 7|SELct
22. /order. php7|d 1&action=cancel @32 GET S 0tO 2 AE|7} Ul =] &QIEHL|C},
23. & file 2 ../../../..Jetc/hostname S 2 HZASIO] 7|& C|2lE{2| & Ot & LTt
DKL U £ 23 6A| - SERVER/REDTEAM_HOST = Q1S AFA #29|2 2|3

GET /order.php?id=1

GET /order.php?id=1&action=cancel
GET /invoice.php?file=../../../../etc/hostname

=1 =1L %
a5 5o} 2HE

* bob MM0IIA HAIE alice 22-HiE HE
* GET %4 = orders.status
e invoice.download 219/ file 1t resolved Z2

oZ2|#o]d 2
scenario_key=order-data-access. order.view 2| owner_id 2} viewer_id 20| 7} sl S QIL|Ct

FE IE WX

=
=
=4 13|
app/public/order.php:3 [ORDER-IDOR-01]

app/public/order.php:5 [ORDER-CSRF-02]
app/public/invoice.php:3 [DOWNLOAD-TRAVERSAL-01]
app/public/download.php:2 [DOWNLOAD-TRAVERSAL-02]

Z2 23|=id 2 current user_id £ SH| RASZ AFE5HD 2|2} 0|2 HAIGILICH ME| HA S POST+CSRF+AKH+3|2
JEE EMA AN ASYLICH S22 AMEAVL AEe E=2 il &7 F29| invoice ID & 232|514 realpath prefix & &2l
LCH

ol 3 oflA| - 20l %A A= st0]

-

2
=]
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$stmt = db()->prepare(
"SELECT * FROM orders WHERE id=? AND (user_id=? OR ?=1)'

)k
$stmt—Dexecute([$id, $u['id'], $u['role']=="'admin' ? 1 : 0]);

if ($_SERVER['REQUEST_METHOD'] !=
http_response_code(403); exit;

'POST' |} lverify_csrf()) {

}
$base = realpath('/var/lib/vulnmart/invoices"');
$path = realpath($base . '/' . basename($dbInvoiceName));
DIRECTORY_SEPARATOR)) exit;

if ($path === false || !str_starts_with($path, $base .

SYU A WHSL HY 75 &7

* bob 0| alice F+F& 403/404 2 2=2| 2QIgfL{C,

* J3/img GET22 T2 #|&7} £|X] =A| It

o & AFAC| POST 240t & LI22E7t RAI==A| 2AFLICE
o /2t o F= YHO| HRE[=A] &lgL L.
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SCN-06 HIE] URL D[22 7]0j|M L&

k=)
0f0

2791 AL+ 124 R 3l PHP ME{ 7} loopback HEHH| O] €
[m]

°F 22 file scheme

ujo
)
e
kO
_)IJ_I
52E
H
J

e

o

18
40
>
.l
ox

/support.php

Z| ok Al SSRF, scheme abuse, loopback/private IP access, internal
information disclosure
BLUEFIX 2/%]| app/public/support.php:4 [SSRF-PREVIEW-01]

app/internal/metadata.php:3 [INTERNAL-METADATA-01]

* alice 2 279I5t0{ 2t 1 URL 210| LBt 22o|E SSRILICH
e 5|7t & & 2M URLO| UCHH O|2[27] Z0o|et 2F 22| S &QIFL(Ct.

24, 23 URL Y| http://127.0.0.1:8008/metadata.php & Y&3H 22| H4EHLIch

25. 2|2 22|9| URL 0|2|2 7|0 M supplier_api_key, backup_path, admin_hint 7t EA|Z|=2| &I C},
26. HE 220 file:///etc/hostname 2 Y50 file scheme = S| &|=2| 2HQIEHL|CH.

27. support.ticket.create 22| url, preview_bytes 2} LI Nginx access log A|Z2tS HZAEHL|C}

LS AU L= 23 0f|A| - SERVER/REDTEAM_HOST = 4915 AMM Ho|2 2|38t

http://127.0.0.1:8008/metadata.php
file:///etc/hostname

. _
MB ENT R

 support_tickets.preview_result 2| L& JSON L= hostname
¢ vulnmart_internal_access.log 2| 127.0.0.1 2%
e action_logs 9| reference_url 2} preview_bytes

oj=2|Aold 2
scenario_key=support-pivot. SSRF 212 URL2 7| 25|22 El &2[o| 2

Uy
N
B>
0
=
0f0

g'l_l
T
o

iz

EEl Ac oix|

=4 213
app/public/support.php:4 [SSRF-PREVIEW-01]
app/internal/metadata.php:3 [INTERNAL-METADATA-01]

A== scheme € http/https 2 A|5Hst £ £91 =091 allowlist, DNS 4] 22| loopback/private/link-local 7,
redirect OtCt 2 A4S, 5 2 7|2t timeout, egress proxy & Z eI L{Ct. LIS HEIC|O|E] A0 M= HL At 5T Q1SS A
23Hc}

od .

Lol 7 of|A] - 2o LA HESI 2 E
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$parts = parse_url($url);
if (lin_array($parts['scheme'] ?? '', ['https'], true)) reject();
if (lin_array(strtolower($parts['host'] ?? ''), $approvedHosts, true)) reject();
$ips = dns_get_record($parts[‘host'], DNS_A | DNS_AAAA);
foreach ($ips as $ip) {
if (is_private_loopback_or_linklocal($ip)) reject();

// redirect off, response size limit, egress proxy At&

S SHAMESa ¢ 715 =

* 127.0.0.1, localhost, private IP, file://, redirect ZR{7t HEE|=2| &HQIEHL|CT,
SO0l ZA2M URL2 Agtel 37| 2 0|2|27|7t 2|=A| EQlghct.
o LHE endpoint Of 212+ key @ 2|2t SIETt 2| 9b=2| EHOIFL|CY
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o?é

D=3 0[0jR|of|A AMH Ll F=

d28 42[st1, =8 include 7t St =& &0+=0|

L&

23 /profile.php -> /uploads/... -> /help.php

Malicious file upload, executable upload, Local File Inclusion,
download traversal

BLUEFIX 2|%] app/public/profile.php:16 [UPLOAD-EXEC-01]
deploy/nginx-vulnmart.conf:27 [UPLOAD-EXEC-NGINX-02]
app/public/help.php:5 [LFI-HELP-01]
app/public/download.php:2 [DOWNLOAD-TRAVERSAL-02]

—_
s alice 2 PNG S JPEG T2 0|0|Z|2 22|71 T2Toj| HA|S|=2| SIFHL|C)H
Y ZM7L E4 BAIZ =] golgfL Tt

—_ _
=4 A2l
28. Of2f of S0t L&t avatar-proof.php & SHS0{ T2 L 0|0|R|2 Y2 EFHLCL,

29. /uploads/avatar-proof.php 2 2% €0 PHP 7} M| =2] QIgL|Ct.

30. /help.php?article=../uploads/avatar-proof php £ €0 E2% include SE0|ME Az =2| SQITHL|C},
31, LUt 2229 file 40f &2 225 90 Ot A &+ 7t =gt

S8 U E= 27 0f|A| - SERVER/REDTEAM_HOST & SQ1E AHd HQ|=Z %]

ot

{?php echo 'VULNMART-UPLOAD-OK'; ?>

/uploads/avatar-proof.php
/help.php?article=. ./uploads/avatar-proof.php
/download.php?file=../../../../../etc/hostname

0x
Ok
ol

|

7}

¢ uploads H|0|=2| original_name/stored_name/mime_type
e A REQ| A2 MU MK SH ZAE

¢ help.view 219 article 2t

ofZ2|AH0ld 21
scenario_key=profile-foothold. ¥ 2E L2HE detail_data 0l 7| 2E/L|C},

FE IE WX

273 913

app/public/profile.php:16 [UPLOAD-EXEC-01]
deploy/nginx-vulnmart.conf:27 [UPLOAD-EXEC-NGINX-02]
app/public/help.php:5 [LFI-HELP-01]
app/public/download.php:2 [DOWNLOAD-TRAVERSAL-02]

I U
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finfo 7|8t O|0|Z] MIME allowlist, O|O|A| {QIR T, 2HE MH IIAH, A FE 8F HAS AR ELICH Nginx 0lA /uploads &
A~ location 22 22|51 php & A0 FastCGlI 2 B Z| k&L CH =222 13 D OjE ot include LT}

Yol 72 of|A] - 2HFo] 2| HESI HE

// PHP

$allowed = ['image/png'=>'png', ‘image/jpeg'=>'jipg'];
$mime = (new finfo(FILEINFO_MIME_TYPE))->file($tmp);

if (lisset($allowed[$mime])) reject();

$name = bin2hex(random_bytes(16)) . '.' . $allowed[$mime];
$target = '/var/lib/vulnmart/uploads/' . $name;

# Nginx
location ~~ /uploads/ {
try_files $uri =404,
| location ~ \.php$ { return 403; }

$articles = ['shipping'=>'shipping.php", 'returns'=>'returns.php'];

S SA MBS Y 7Is =l
php, 0IF 232t 212 MIME 0] HPE[=2] EOIFL|CH
* Y4 PNG/IPEG 7t F Y22 M| HAISI=2] elgitct,
* /uploads Of2ff PHP 7 A34%|2| oH=2| SHQIBHLICE,
« S3LO| / YHO| HPED YA BA 3747t RARER] HIpLIC

=
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AE Hlme} O mole| et
22 27

URL hash 7|gt
498 e Bole Ais) 2

F JavaScript Z#A| E&, innerHTML, same-origin JSONP 2} ItEH 0| &
£ A3

o oo
;§§r°“
Ul

e

o

AR AR /compare.php -> /campaign.php -> /out.php
Z| ok Al Prototype pollution, DOM XSS, CSP bypass via JSONP, open
HTTP redirect
BLUEFIX 2|%] app/public/compare.php:6 [PROTOTYPE-POLLUTION-02]
app/public/compare.php:12 [DOM-XSS-01]
app/public/campaign.php:6 [CSP-JSONP-01]
app/public/api/promo.php:2 [CSP-JSONP-01]
app/public/out.php:3 [OPEN-REDIRECT-01]
XMAFO{i O =
HaHER J|EM
o AZ H|1W |O[Z|0]|M 7|2 &S BA|Z S QI C
o 4|0l TH{O| X|0f| M Blue Team Week 22 0| HA|Z|=2] EHQIEHCL,
- F4 TIEL Y30| 0|5 S22 Folgc

34 Al

32. compare H|0| 2| 2&0{ A Of2l hash JSON & dZ&3I1 reload gHLCt.

33. Object.prototype 0l premium O] 447|711 message 2| img onerror 7t A= =2| body dataset 22 &HQI§tL|Ct

34. /campaign.php?callback=alert(document.domain)//E €0 self JSONP 7} CSP Of2{Of| M= AaliE|=2| ZHQIgtL|Ct,

35. /out.php?url=http://REDTEAM_HOST/landing & EIO| EX|5t= Atd SAEE SAX|2 2| Yol 29| redirect & &9
L ct,

DS Y2 £ 23 A - SERVER/REDTEAM_HOST = £Q1E! A #2|2 2|3

location.hash = encodeURIComponent(
"{"__proto__":{"premium":true},’ +
'""message":"<img src=x onerror=\"document.body.dataset.vm=\"'dom-xss\'\">"}"

lcl)cation .reload();

/campaign.php?callback=alert(document.domain)//
/out.php?url=http://REDTEAM_HOST/landing

0x

e . T X
S &8 np &

e compare-status 2| inherited premium=true 2t DOM dataset
¢ CSP header 2} same-origin JSONP A!&H
e out.php @] 302 Location header 2} partner.redirect 21

oiZ2|Alo]d 21

browser-campaign 23 partner.redirect 7t 7|2 E/LICt. DOM-only S22 Z & A telemetry.php 2] WE& event 2 Y&
ARUBH A QIALICH
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1]

EEl FC x|

273 91|

app/public/compare.php:6 [PROTOTYPE-POLLUTION-02]
app/public/compare.php:12 [DOM-XSS-01]
app/public/campaign.php:6 [CSP-JSONP-01]
app/public/api/promo.php:2 [CSP-JSONP-01]
app/public/out.php:3 [OPEN-REDIRECT-01]

47 HEO| A _ proto__, prototype, constructor & HE5t2 schema 7|8t parser & AFEELICH DOM 232 textContent
£ A LTt JSONP £ application/json + fetch 2 W A5t CSP nonce/hash & ZEELICE. redirect = A= destination
ID allowlist 2 D& gHL|C},

Hho| 71E Of|A| - EF0]| U HESI ME

const blocked = new Set(['__proto__','prototype','constructor']);
for (const [key, value] of Object.entries(source)) {

if (blocked.has(key)) throw new Error(‘'invalid key');

/] schema O Zo|&l 7|8t SAt

sink.textContent = config.message || config.title;

// promo.php = application/json €2 campaign.php & fetch('/api/promo.php')
$destinations = [ 'warranty'=)>'/partner-notice.php'];

S SHAMESa ¢ 715 =

o 2 key 7} 85| 1 Object.prototype O] H5}%]| %*izl stolgt
* HTML message 7t @At2 HA|Z|11 F4 B|W OA|Z|= F2]

* callback T}2}0|E47} JavaScript 2 A E| 2| ob=2] QFOIOH—| Ct.
* 51& destination 2 0|&st Y2 2|F URL 2 HRE[=A| =0l

I
=
I

[ [

=3
2| &It

1L ct.
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SCN-09 ST B BHD AY 7|2
B2zt Y

robots.txt 2 1Y F2=2 2|2t 2&5 AT, MYL|R| 42 vm_role 7|5 Het 2HZ 42[st=
ACE 0|3 J_yam s m™a o

= g

18
40
>
.l
ox

/robots.txt -> /admin/

Z| ok Al Admin page exposure, cookie tampering, insufficient
authentication/authorization, admin information disclosure
BLUEFIX 2[2] app/public/robots.txt:6 [ADMIN-EXPOSURE-01]

app/inc/functions.php:56 [AUTHZ-COOKIE-01]
app/public/admin/users.php:5 [INFO-DISCLOSURE-ADMIN-02]

HMALIE J|E=EM

e admin/admin123 2 20I510] Z2|2} CHA|BE, AR 28 5|19 22 SI5H|C}
o bl alice AIZ2 /admin/O|AM 403 & gH=2| 7|12M S 7|2 &L

s34 A2l

36. /robots.txt & E0f /admin/, /exports/, /health.php, /api/ ©tHE £=2IEHL| Tt

37. 20012 Aef E= LB A2} 22t 240 document.cookie="vm_role=admin; path=/

38. /admin/2t /admin/users.php & EOf 2|2t otHY N2 HE HUHS -S4 HHO| L ES&[=4] LT,
39. authorization.denied 2} 0| 2|2} 22| actor/user_role =¥ 2|E 20| A B gL|C},

WKL U3 £ 2 Of|A| - SERVER/REDTEAM_HOST = Q1S AP #9|2 2|3

document.cookie = 'vm_role=admin; path=/";
location.href = '/admin/"';

* robots.txt &

» 52t22 Cookie 2| vm_role=admin

o 22|2} 3HO| cookie-admin = Ut AL 2} MM
3|2 3} 9| password_plain/recovery_answer

OfE2|A|o|d 2O
2|2 -2 http.request 2 H 2|2t pseudo cookie-admin 2 user_id 0 22 LIEFE 4 A0{ EtZ| 744 0| EL|C,

iz

28 2C x|

27 21

app/public/robots.txt:6 [ADMIN-EXPOSURE-01]
app/inc/functions.php:56 [AUTHZ-COOKIE-01]
app/public/admin/users.php:5 [INFO-DISCLOSURE-ADMIN-02]

robots.txt & {ZA|012 E2] ¢ % 2|2} endpoint Ol A] DB M442] role 2 AS&LICH HBHY client cookie & A st
schema Ol A password_plain € AHA|5t0 27 G charsk

222 AUS/MFA S HERUCE D S AHYEL T
Gof 713 olA| - EFof| YA HESI0] HE

D\l
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function require_admin(): array {
$u = current_user();

I'1 thash_equals('admin', (string)$u['role'])) {

log_event('authorization.denied', 'denied');

if (1$u i
http_response_code(403); exit;

admin DB &g MMH2 Jo4
2| 3t DB O W& HYHS - 24 HH & 20|

}
return $u;
// vm_role F7| M4 - 42| X7
// users.password_plain Z &1} SELECT A|A
=1 >~ e =
S 2 MABT MY Il 8
vm_role 7|2t0 2 O{H 2|2} URL Of|= E2E 4= G| &0l T
42 WNHOR BE Mo 758 ABE 4 U HolEL
20| gt ZOIFLC
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AF A2 /admin/pricing.php, /admin/diagnostics.php
Z| ok Al Code Injection, Command Injection
BLUEFIX 2[2] app/public/admin/pricing.php:4 [CODE-INJECTION-01]
app/public/admin/diagnostics.php:4 [COMMAND-
INJECTION-01]
Al o4O =
HaHB J|&EM

2|z}
A

o 1}
o
o 3TAt

7t
ol

o 1Y

2A10| max(3000, $subtotal * 0.03)= 0| A4t BHEH|E A|AHSL|CT
3fiAd RICHO]| localhost E== 127.0.0.1 € Y0{ getent Z2}E QIS CY

OH
Iy

40. 7t2 2A10|| gethostname ()2 20| AMB{O|A PHP &40t BIHE| =2 &9l

St
=
41. 35Athost0 127.0.0.1; id & €0 & AL 22XVt 27t BF S Hlst=2] <AL Ct
42. 2%, admin.pricing.evaluate, admin.supplier.ping O|HIEE % 2EtL|C},

O,

o

o
43, O A7), 2|2 AZ, Aot ¥E, MU|A ST A2 ALZsHA| aU T
LS AU L= 23 0f|A| - SERVER/REDTEAM_HOST = 4915 AMM Ho|2 2|38t

2 ZAl: gethostname()
23 AF host: 127.0.0.1; id

|AF Z3}O| server hostname
Z£39| uid/gid
e action_logs 2| formula/host, output length, actor

NN
rfoay
)

t
|

L]
r

ofE2|#o]d =2
scenario_key=admin-rce. =& 2|2} s =70f ot 2= Al 0|F RAF THA 7t E LT

iz

EEl Ac oix|

£ 93|
app/public/admin/pricing.php:4 [CODE-INJECTION-01]
app/public/admin/diagnostics.php:4 [COMMAND-INJECTION-01]

eval 2 A5t shipping policy ID £ DS AH &H40f OjErL|C} 0|2 sHA 2 shell_exec 90|
dns_get_record/gethostbyname = A2 API & AI235 10, 58 Al A2 Ci4A allowlist & 22| &L C.

Yof 71 OA] - EFof| UA HESIO HE
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$policies = [
'standard' => fn(float $subtotal): float => max(3000, $subtotal * 0.03),
'free_over_100k' => fn(float $subtotal): float => $subtotal D= 100000 ? 0 : 3000,

$£"esu1t = $policies[$policyId]($subtotal);
DNS_AAAA) ;

]
if (1filter_var($host, FILTER_VALIDATE_IP) &&
Ipreg_match('/\A[a-z0-9.-]+\z/i", %host)) reject();
1

$result = dns_get_record($host, DNS_A
3|
10[ Tl O|E{2 HEE[=A]

rul = —
S sAMHB Y 7Is
24, Mo|22 Y3
BUS AW 4| HATLIC
7t f2l=l=) Solstct,

* gethostname(), PHP

* 127.0.0.1;id 7t 27t
o 1Y Ui Y22 Zof DNS/F4 29
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HO|A ALZ APIQ} AHES} o2

g = StP0| o|&5H= YT A AP| 7} Q15 ¢l0| PUT-DELETE & *{2|5t1, = API 7t Bl= X5t ¢f
o £ HE5t= 2 0|8
LiE

A2 AIAH /api/products.php, /coupon.php

Z| ek Al Unnecessary HTTP methods, missing
authentication/authorization, automation attacks

BLUEFIX 2|%] app/public/api/products.php:4 [METHOD-ABUSE-01]
app/public/coupon.php:3 [COUPON-AUTOMATION-01]

Al O4 <
A QIR JIEN

e GET /api/products.php 2 A= JSON 2 EFQIgtLCt,
o 2|2t A F STHOIM Ho Aot 2 AEHE =elgt

s34 A2l

44,
45,
46.
47.

ookie 10| PUT RS2 &E 19| stock = 1 2 HATLIC

DELETE /api/products.php?id=2 £ E'—H HES HI=2YetEL T

o 2|2t HHOM O] SA| BHEE|=2] elgLct

FE 2238 &3 250 AEH cookie 2F coupon_attempts 2 EHQIEHLICH,

23 0f|A| - SERVER/REDTEAM_HOST = £Q1El AtM H2|2 2|3t

=4

o=
3 3}0|
!

g% 0xroroe
rlo off olN oly
B Joge 8
o¥ Jn © o

Kl
Ho
o
o
o
A
rir

I
J
H

curl =X PUT -H 'Content-Type: application/json' \
——data '{"id":1,"stock":1}"' http://SERVER/api/products.php

curl -X DELETE ‘'http://SERVER/api/products.php?id=2"

for ¢ in WELCOMES TEAM10 BLUE20 ADMINSQ; do
curl -s "http://SERVER/coupon.php?code=$c"; echo

done
e T1L X
MT M B

PUT/DELETE €& JSON

e products.stock/active 2| H &

* api.products.put/delete 315 219} 2AH actor
* coupon_attempts 2| A|ZF &=

of=2|Aold 2
scenario_key=api-abuse 2} order-fraud S S| ZE{SH API A& HAD} ZE X}

Ot
o
Wy
I
EJ
e
I
o

FE IE WX

27 21

app/public/api/products.php:4 [METHOD-ABUSE-01]
app/public/coupon.php:3 [COUPON-AUTOMATION-01]

I

APl endpoint AI’%ON ﬁ require_admin 2 A5t L5t Method B {2 LTt A A2 CSRF E= EE AP
token/Origin 24 24| 215t A& schema, ZAF 25 AFEELICH FE2 rate limit I HZ 1 3] A2 S AEELICH

20| 28 OfA| - B0l WA HEstol g



$admin = require_admin();
if (lin_array($method, ['GET','PUT'], true)) {
header('Allow: GET, PUT'); http_response_code(405); exit;

if ($method === 'PUT' && !verify csrf()) { http_response_code(403); exit; }
$data = json_decode(request_body(), true, flags: JSON_THROW_ON_ERROR);
// id, stock, price schema @} B2 A=

S 34 ME5a e 7Is 34
o o/ PUT/DELETE 7} 401/403/405 2 HE&|=2| EQIFHLC}
o 2|2t Q152 S token O] U= 51& PUT 2 H35H=A| =QIgL(ct.
o Y HF GET 2t 222t &4F a7t KAl =4 &elgfict
o B2 Al B FE 20 Alot=| 2 HY 13| AR 2 S ot=Al I L
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O _I A
= =EH|M 34 T =3
AL endpoint, export IFY, Nginx B2 AN SQL 23S HAG 24

LiE
A2 AIAH /health.php, /exports/, /robots.txt, HTTP headers
Z| ek Al Plaintext transport, directory indexing, information disclosure,
verbose error pages, administrator exposure
BLUEFIX &[] deploy/nginx-vulnmart.conf:12 [PLAINTEXT-HTTP-01]
deploy/nginx-vulnmart.conf:19 [DIRECTORY-INDEX-01]
app/public/exports/README.txt:3 [DIRECTORY-INDEX-01]
app/public/health.php:3 [INFO-DISCLOSURE-01]
deploy/nginx-main.conf:16 [INFO-DISCLOSURE-NGINX-03]
app/public/search.php:13 [ERROR-DISCLOSURE-03]
app/public/robots.txt:6 [ADMIN-EXPOSURE-01]
Al o4O ZS
HaHB J|&EM
o 0|21 &2} health 7+ HTTP Of|AM S&6H=2| &HoIgtL|Ct,
o 227t ZA AE export E &H|ot= F WetS =l Tt

=4 A2l

/exports/S E0{ autoindex 2} users-export.csv, runtime-notes.txt & &HQI§L|C},

/health.php 0lAf PHP, MariaDB, config Z&, session path, server software 2 £/ ghL|C},

curl -1 2 Server 3|2 &Q15t 1 /search.php?g='2 AAM| SQL 22 E £=2IHLC},

SQIE 22 AZOM HTTP 2001 EE= & 20| YT otE 2| Qelt= dE8 I3l 5822
Z35tA| k&Lt

(EN=]
2 L 23 O] -

curl -i http://SERVER/health.php
curl -i http://SERVER/exports/
curl -I http://SERVER/
http://SERVER/search.php?o="

48.
49.
50.
51. SHOIHL . 2A| 2t

olg) 2EEEN

EJ

o
&

[145]

SERVER/REDTEAM_HOST = &1l AM

= nib.
ds MO &

¢ autoindex HTML 2} export It =&

¢ health JSON 2| version/path/database/session 2t
e Server header 2t SQL 2%

o 71Bt AEl HTTP 20| BEQ! A

oiZ2|A|0]4d 21

HTTP

2 z2to

o2

Nginx access log 2F PHP http.request &

a7 e 4

ol
AR

&L Ct health 24 = PHP DB &



E2El AC x|

=4 2zl

deploy/nginx-vulnmart.conf:12 [PLAINTEXT-HTTP-01]
deploy/nginx-vulnmart.conf:19 [DIRECTORY-INDEX-01]
app/public/exports/README.txt:3 [DIRECTORY-INDEX-01]
app/public/health.php:3 [INFO-DISCLOSURE-01]
deploy/nginx-main.conf:16 [INFO-DISCLOSURE-NGINX-03]
app/public/search.php:13 [ERROR-DISCLOSURE-03]
app/public/robots.txt:6 [ADMIN-EXPOSURE-01]

— =T —
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export= ¢l R E 0| 45t Q=S CHRZE handler 2F A ZEHL|CE health = 2|4 ok/status Bt H|‘2|'o|'_|_ server tokens
E

off £ AEELICt ALBAt LR = request-id oF Lt OA[Z| 2 HFEL|CE AME PKI = & QI

= "og

HTTPS 2 redirect &L|C}.
w0l 73 OJA| - &2i0]l W AEsH0] 12

# Nginx
server_tokens off;
location /exports/ { autoindex off; return 404; }

server {
listen 443 ssl;
ssl_certificate /etc/pki/tls/certs/vulnmart.crt;
ssl_certificate_key /etc/pki/tls/private/vulnmart.key;

| # 7| PHP location

server { listen 80; return 301 https://$host$request_uri; }

// health.php
echo json_encode(['ok' => true]);

tol

SLSHAMESa e 7

d

|

=
o

e [exports/7t F=& HA|SHA]| 410 SQ1E export CHR2EDH 7Hs ot

e health Ol version, path, DB 0|&, session path 7} §=2| &QIgL

e Server banner 7} SAE[ 10 AM| 0|7t ALE A0 A O] A=2] &2l
5

* HTTPS OflM ¥4 2017107t 2S3t3 HTTP 7t redirect =24

ZMZ TLS server&

L= HTTPE
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L]
wv
o)
=
Ho
rE
=)

>

. HILHS AR HAS

£ H2I2H

e HTML text, attribute, URL, JavaScript =
¢ DOM Of|= textContent & M5t innerHTML O] 225t AL HZ=E san
o CSP = XSS #0{e] EZ HZ0|1 same-origin JSONP Z2 script gadget &

MM} &Ef HE

22t HIO|HE 22lots THIZS 7222 AHZ|ILIC
A A5t password_hash/password_verify & AFZEHLICH,

o 22 LYE request-id F 25t 202 7|1 A2 &2 Yot Ct,

S 22 HEIAEDIC) OF

[
S == COL
HZ

|_$|_l<:3|2 24
itizer 2t %*7—1@ YAMZ AFE L
A|7{5{OF B LICt.

e 27191 M2 A| session_regenerate_id(true), strict mode, Secure/HttpOnly/SameSite cookie & &8t |C},

* MEj HE2 POST/PUT &

()

I}l T} URL

e A2E= MIME allowlist, 22!

e [}22C include =

2| Xfet Mu] A

e 5 2|2} endpoint 7} AH Hl*
¢ eval I} shell 2218 Agt2

27. BLUEFIX XA | ©

Marker

SESSION-FIXATION-01

Al Method, CSRF/Origin, ZHQIZ, 23| A

T 2HTG) Y 2E BF R} A Al TS
INE=S {3 =} EHAI MHZ ID 0§ 2t realpath prefix & AFEELICEH
¢ SSRF = scheme/host allowlist, DNS/IP 2 4Z, redirect E4|2} egress A4S

app/inc/bootstrap.php:18

QAT 518 HEhS 8 AZHLCH

ol

238

FLICY.

>0

S AE LT

[=]

AYS S dient A 7|5 AS ZHZ AESHA| ¥S UL
1Y Y2 G, 2t0|E2{2| API, schema S22 TiAgLCE

Al
(=]

aof o)

o

sid 2| A|A, strict mode, 219! & session
regenerate

LOGIN-SQLI-01

app/inc/auth.php:7

28|21} password_verify

BRUTEFORCE-01

app/inc/auth.php:16

HZ/P rate limit 2+ 2| H

SESSION-WEAK-ID-02

app/inc/auth.php:24

o= 1D &8 A A

SESSION-LOGOUT-03

app/inc/auth.php:64

MIE-F7] 2t T 7|

WEAK-PASSWORD-01

app/inc/auth.php:48

ZO|- A= -2 AHE-MFA

AUTHZ-COOKIE-01

app/inc/functions.php:56

SEARCH-SQLI-01

app/public/search.php:6

SEARCH-XSS-02

app/public/search.php:20

ERROR-DISCLOSURE-03

app/public/search.php:13

et @2 +request-id

STORED-XSS-01

app/public/post_new.php:2;
app/public/post.php:3

£% 2 3G L= sanitizer

STORED-XSS-REVIEW-01 app/public/review_submit.php:3 27| HY-24 J
STORED-XSS-REVIEW-02 app/public/product.php:4 27128 z2d

CSRF-PASSWORD-01

app/public/profile.php:6

POST+CSRF+3I2 A= +2H21S

UPLOAD-EXEC-01

app/public/profile.php:16

=13
T

|m

MIME allowlist, 2HEHZ, 2 2

UPLOAD-EXEC-NGINX-02

deploy/nginx-vulnmart.conf:27

uploads PHP Als 2}ct

A ugY dg | 37




Marker

212 I 213
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Al
(=]

gof HF9

JOII

RECOVERY-01

app/public/forgot.php:3

S8 0lA|2|2F random 1 & token

RECOVERY-02

app/public/reset.php:3

B2 used Y2t HS

CHECKOUT-TRUST-01

app/public/checkout.php:4

x

ZHA-A0 1 A A

COOKIE-DISCOUNT-01

app/public/checkout.php:8

1¢]

ok

JEN M MY

COUPON-AUTOMATION-O1

app/public/coupon.php:3

rate limit 2t §I2H2 AtE

ORDER-IDOR-01

app/public/order.php:3

b
[}

2 22

ORDER-CSRF-02

app/public/order.php:5

POST+CSRF+4S ALEY

DOWNLOAD-TRAVERSAL-01

app/public/invoice.php:3

DB It ID 2t realpath prefix

DOWNLOAD-TRAVERSAL-02 app/public/download.php:2 0y oY of
LFI-HELP-01 app/public/help.php:5 1y M oy

SSRF-PREVIEW-01

app/public/support.php:4

222 allowlist 2 IP 2 HS

INTERNAL-METADATA-01

app/internal/metadata.php:3

PROTOTYPE-POLLUTION-02

app/public/compare.php:6

2 key HEL} schema

DOM-XSS-01

app/public/compare.php:12

textContent

CSP-JSONP-01

app/public/campaign.php:6;
app/public/api/promo.php:2

JSONP A7

OPEN-REDIRECT-01

app/public/out.php:3

destination ID allowlist

METHOD-ABUSE-01

app/public/api/products.php:4

admin auth, Method, CSRF

CODE-INJECTION-01

app/public/admin/pricing.php:4

eval A7, ¥ i+ g

COMMAND-INJECTION-01

app/public/admin/diagnostics.php:4

shell A| A, API AHE:

DIRECTORY-INDEX-01

deploy/nginx-vulnmart.conf:19;
app/public/exports/README .txt:3

autoindex off, ¥l 2E gf

PLAINTEXT-HTTP-01

deploy/nginx-vulnmart.conf:12

TLS 2F HTTP redirect

INFO-DISCLOSURE-01

app/public/health.php:3

INFO-DISCLOSURE-ADMIN-02

app/public/admin/users.php:5

INFO-DISCLOSURE-NGINX-03

deploy/nginx-main.conf:16

ADMIN-EXPOSURE-01

app/public/robots.txt:6

28. MAF 7| g1 MACAE

R T3]  WHEA| SHOIZ HAH 53¢

A 3|97, 4 21901, 201, H|UHSES HE, 15| 87

oE =5, M|, ZM, 27|, 5|, Aol

FE FHFEL 2, FE, M AL 22, 10, S

ot =20 22, 2|2t 4F- T2 H-21, Y AZAF 403

DZHMIE et 29|, 521 URL O|2[27| == Fetst 0|2 22|

oY d40|0|12] P2E, 518 =YY LIR2E

IEY ZAH718 O[HIE, actor, request path, scenario_key, 81Z+gt OpAZ
24 nginx -t, php-fpm -t, mariadb/php-fpm/nginx active, verify.sh




php -1 /var/www/vulnmart/public/£=ZAdItY php
sudo nginx -t

sudo php-fpm -t

sudo systemctl reload php-fpm nginx

sudo ./verify.sh

29. &0 FM
Ofeh RAIS B Aot W0l DHS o A AET 0f TP 4

oLzt Yz|e

1=

Rocky Linux Documentation
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https://docs.rockylinux.org/

Red Hat Enterprise Linux 9 - PHP and web server guidance

https://docs.redhat.com/en/documentation/
red_hat_enterprise_linux/9/

Nginx FastCGl module

https://nginx.org/en/docs/http/ngx_http_fastcgi_module.html

PHP manual - FPM and sessions

https://www.php.net/manual/

MariaDB Server documentation

https://mariadb.com/docs/server/

OWASP Web Security Testing Guide

https://owasp.org/www-project-web-security-testing-guide/

OWASP Cheat Sheet Series https://cheatsheetseries.owasp.org/
GTEES
AUE|e 2tz 20|= 324 43 02 OtL(2t ofE A2 AAE HHEAU=R|, A 71 RA =4, s 27 ZAO| S&2
o], St S 22 HE2 S7E 4+ J=AE S 7|SSHAIL.
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