SEQ/ACK &

Hr
ik
2
>
2a

107§ Python 2&
HER! A= 10074

olo

22| SHAI 1ol
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Bt EM-43 U M 4/22A oF 12E

=2 - o

CHAF: pcrafter (1).zip / &£ fixed source package
Al A3 VIEY HIE] PDF - 0| A| R EQF D& AlHZ 2

31U + 3 HAIR 4 PASS

2 ACK dd Al client_seg”t O] 2 A2 SEQO| HEE - .
33 _seq Q a HA| py_compile PASS

1

oY

o[N

TCP_pac.py - SND.NXT/SND.UNA 22| & ACK B2 4=
HTTP_pac.py - 85 1742 AH|, 4| BT A2t 22| sleep 4| A
Vulnmart_ ATTACK.py - ot TCP ¥ Z0M HA| 2L SE AL
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6.4 5F RawHttpSession2Z M| A|Lt2|2 T

A L AS

A g4-BegA tgEa

8.1 Vulnmart_ ATTACK.py . . . ... ... .....
82HTTP_pacpy . ... ... ... .. ... ....
83TCP_pac.py . . . . . . .
84IP_pacpy . . ...
8.5 Ethernet_pac.py . .. ... ... ... ... ..
8.6 Address_resolution.py . . . . ... ... ..
87senderpy . .. ... ...
88getterspy . . ...
8 9validation.py . . . ... ... ...
SA0ATTACKpY . . . o o oo

HIgHd DEQ} 9| F o=

g 7| Ao Zate 22 oHY
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1. SEQ/ACK 24|2] &&t3t ol

AZCEHO| RawTenSession send hvtes()=GIOIEl MITITHEE HLH S|0E client seasS 2RI MH ACKZ} SHOIE| SO0 Z7HAIAHSLICE SHR|OF 22 SHEAO| 2 A2 0]0] TTAHE] spament seaS AF2SIOZ SND NXTE =AH Ol=A1Z! 0|71 & LICEH

MEIt A4S ACKSIHA HTTP response payload= 74 EL= B2, wait_for _ack() -> process_packet()O| 1 payloadE {25t SA| ACKE MMEHL|C} O]t 7|2 SEQ+= OF2&! 0| client_seqO|E2 MHO| RCV.NXTELCH 24 Zo|ot3
SA L

Lo =2 =

BUG: SND.NXT advances after ACK wait

FIXED: SND.NXT advances on transmit
Client Server Client Server
SND . NXT=1000 SND . NXT=1000
HTTP request: SEQ=1000, LEN=36, ACK=5000 HTTP request: SEQ=1000, LEN=36, ACK=5000
SND.NXT still 1000 SND . NXT=1036
PSH+ACK response: SEQ=5000, ACK=1036, LEN=46 PSH+ACK response: SEQ=5000, ACK=1036, LEN=46
« <
RCV .NXT=5046 RCV .NXT=5046
ACK response data: SEQ=1000, ACK=5046 ACK response data: SEQ=1036, ACK=5046
> >

Old SEG.SEQ: server may challenge-ACK / retransmit Accepted: SEG.SEQ equals server RCV.NXT

OllAl g2 2| AIE Lt SYELICH 23 20| 36510|1E, 3E Z

k=2 2
yod 2

0l 46510|=% Tj SHIZ SE ACKS] SEQE 1036 LIC
I A7} 2Q10] oft! O]

server next_seq(RCV.NXT)= TCP payload £=4! A| O|0| _accept_server segment()O|AM Z7}8HLIC} consume_received()= S8 |2 H|22|2F 20|01 ACK HEE HASIA| OtEL|CH T2tA HA| HIH AFA|LE sleep(0.05)= 2AHIE 72 4=

L2 B A 240

T UAS & 0| oLt
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2. HA| 2= 2fE A=

22 FHOE B2, 42 45/ 23|t 22 58 2/&S LIEIEL .

- -
Vulnmart_ATTACK.py ATTACK.py validation.py getters.py
scenario driver legacy DPDK stub IPv4 / MAC validation interface /IP / MAC / port
\\ /" -~ ’ ‘ P 7
- _- /7 \ - Pid
\”4/ // V4 \ ’// //
uses =N 7 / \ == e
- e - s
’/—”’ \\ /// // ’/’\< ///
=" \ - // ’,/’ \ JRe
PA g / - 1 e
HTTP_pac.py 27\ L= ! -
HTTP builder / parser / RawHttpSession rad \ - il
// - / ] 7
e _x 7/ e
//// ,/”” \\ // /////4
. - ’/z \ // // /7
composition R _ - \ R
PR - \/ - /
// ”/ A // //
2T - /7 \ s 7
/ \ i y;
/ \ 7 /
TCP_pac.py , \ ot J/
RawTcpSession / SEQ-ACK / reassembly / FIN // \),/ /
// /// \\ //
/ e /
Vs // \ //
uild L3 route L2 / e N
—————————— - - 7
_____________________________ /// \
P . - |
IP_pac.py Address_resolution.py \ Ethernet_pac.py |
IPv4 builder ARP next-hop lookup ) Ethernet builder !
J

”~
//
///
L3 mode 2 mode -
///
//
//
P

sender.py _
Scapy send / receive adapters 7

-~
//
-
”~
-~

Scapy + libpcap/Npcap

OS route / firewall / NIC

SHAL AZ: Vulnmart_ATTACK -> HTTP_pac -> TCP_pac -> IP/Ethernet builders -> sender -> Scapy/NIC
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3. 2Lt A &7

RawHttpSessione HTTP AEHE w2 L3 SHA| &1 RawTcpSession U SHLIE A

27

tcp: RawTcpSession
request_count
reusable
last_response

RawHttpSession

connect()
request()
close()/abort()
snapshot()

o
T

composition

St
=

L|C}. SEQ/ACKS| &l 2

U

OH
y
o
ro

ol
o>

[hayr—)

F RawTcpSession® LT,

RawTcpSession

SND.NXT: client_seq

SND.UNA: last_server_ack
RCV.NXT: server_next_seq

receive buffer / pending segments
packet queue / traces

connect()
send_bytes()
receive_until()
close()/abort()

_process_packet() Y,

v

PCrafter Raw HTTP/TCP - fixed source inventory

Uuses

1HTTP parser

_response_boundary()
_parse_http_response()

)

transmit / capture

Packet builders

owns " enable()
[_OsRstGuard 5-tuple scoped RST suppression disable()]
¢
returns completed
_TcpReceiveResult timed_out
remote_closed
raises TcpSessionError
e TCP exceptions | TcpTimeoutError
TcpResetError
calls buildTcpSegment()

buildIpPacket()
buildEthernetFrame()

\J

[Wire adapters

sendPacket()/sendFrame()
AsyncSniffer




4. HTTP 24 135]0| & 55

S, WA, ACK M|, Mz2E, HTTP A It0] O M2 HEE|=A| LIEF-LICY,

[ 1. RawHttpSession.request() H 2. buildHttpRequest() H 3. RawSTNcB‘Sl\el)s(gric;r&.\fsgéié?ytes() H4. _send_control()H TCP + Igi/Zb+Uic|)gE:gﬁtaclpé2chernet 6. _send_ip_tcp() / sender]

7.Server TCP / HTTP
ACK + response payload

[ 8. AsyncSniffer / _capture_packet() ]

[ 9. _wait_for_ack() or receive_until() ] cumulative ACK

10. _process_packet()
reuse same TCP state [ validate ACK / update SND.UNA

11. _accept_server_segment()
advance RCV.NXT / reassemble
12. _send_control('A")
[ SEQ=SND.NXT, ACK=RCV.NXT j [ 13. _response_boundary() j
[ 14. _parse_http_response() ]

15. response dict + packet trace
ready for next keep-alive request

e

PCrafter Raw HTTP/TCP - fixed source inventory



5. TCP AElf {4

—

Ly

SYN/ACK + final ACK

local FIN ACKed
local FIN

peer FIN

cleanup

resource Cleanup
FIN ACKed peer FIN

ESTABLISHED

local close(): FIN

ACK + peer FIN

FIN_WAIT 1

TIME_WAIT

data ACK timeout

peer FIN before ACK local FIN ACKed
connect(): SYN
NEW SYN_SENT handshake failure
ERROR abort/close
client_seq SND.NXT - C+S0f| 24 SEQ SYN 1 AH|, G[O|Ef M& 2]5 LENSHE, FIN 1 AH]
last_server_ack

server_next_seq
_receive_buffer

_pending_segments

PCrafter Raw HTTP/TCP - fixed source inventory

SND.UNA - ME{7t =2

==

Y

Eolst - 0

RCV.NXT - CI20f 22 A SEQ

SE Ao dE

o 2|2 bytes

ENENS

=

RCV.NXTEC} %A out-of-order payload

.

_send_control 7|& SEQ, CtS ClIOIE{/FIN A|2E
8% SEG.ACKZI 72|12 240

T BA

4A+0|04 SND.NXT 0|5+ _wait_for_ack &t= Tty
< payload Z0|2f FIN 18+

DE S20|ME ACK HE
RCV.NXTQ} <01 payload 441 A

HTTP response parser &2
gap0| U= MOAHE 241 A|

_drain_pending_segmentsOl|A{ & &



£ W81 2E 7|2
K

Ci7] Z0f| SND.NXT 0|-=

segment_seq = self.client_seq
target_ack = _seq_add(segment_seq, len(chunk))

# MHUE2 DY El segment_seq AR
self._send_control(
flags, seg=segment_seq, ack=self.server_next_seq, payload=chunk

)

# 2z &M 43 =, £4 F Hal Mol sno.nxT Ml

self.client_seq = target_ack

if self._wait_for_ack(target_ack, self.timeout):
acknowledged = True

6.2 518 Y%l E 'E= ACKS SND.UNAY| HHE5tR| 2=

ack_accepted = not (

self.client_seq is not None

and _seq_signed_delta(incoming_ack, self.client_seq) > 0
)
if ack_accepted and (

self.last_server_ack is None

or _seq_ge(incoming_ack, self.last_server_ack)

self.last_server_ack = incoming_ack
A — Sl ecC
6.3 HTTP =4l I = miafet S 20| T A H|
self._stream_cursor += consumed

self.tcp.consume_received(self. stream_cursor)
self._stream_cursor = 0

6.4 St RawHttpSession22 Z | A|L}2| 2 3

2= yulnmart ATTACK.cancelAllOrders()= GET /, 2121 POST, 302 Location GET, &2 1~30 Z|A7}A|

PCrafter Raw HTTP/TCP - fixed source inventory
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7. M 2 2|4

Piggyback response ACK SEQ 1000

S TCPOIM 234 23]
ACK > SND.NXT last_server_acko|| gt 7ts

HTTP buffer workaround ZA| A + 50ms sleep

SH =2 oIy 0| Al SND.NXT 2 7t5
S|HAI™ -

ox
i
Ho
£

python -m unittest -v tests/test_seq_ack_regression.py

test_ack_beyond_snd_nxt_is_not_accepted ... ok
test_http_layer_does_not_use_sleep_or_clear_entire_buffer ... ok
test_send_failure_does_not_advance_snd_nxt ... ok
test_piggyback_response_ack_uses_current_snd_nxt ... ok
test_two_requests_reuse_one_tcp_state ... ok

A HER A SEAIE2 T4t MY, root #t, libpcap/Npcap 2 RST 2}

e

PCrafter Raw HTTP/TCP - fixed source inventory

SEH ACKSEQ7Zt 4 Q3 AlRgtez

Ab

0.

1>
0

consumed®t A, sleep A7
SND.NXT R2| + ERROR
5/5 PASS

A2| py_compile PASS

Eif 0[S 2Al AHE HMER Aeists H9l 2l HAIF YU

23 Al2 1000 + LEN 36
SND.NXT/RCV.NXT &5+

HE3HA|

242 BIOIE ACK 24|

473 147]2] A mr

rd
ox

N
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8.1 Vulnmart_ATTACK.py

g StLES| RawHttpSession@ 2 2701, 2|CIO[HE, 22 245 AL £3si= 45 AlL2|2 22

213 import: HTTP_pac (RawHttpSession); getters (getMainIface, getIfacelp, getFreePort); urllib.parse (urlencode); time; typing (Dict, Mapping, Any)

_update_cookie_jar function SH YMUH2[9| cookiesE 7|& F7| A &0 EESICE

_update_cookie_jar(cookie_jar: Dict[str, str], response: Mapping[str, Any])

-> None

L8-13

_cookie_header function 7| HZAE HTTP Cookie 3l|H 2AtE2 2 &35}6tct -

_cookie_header(cookie_jar: Mapping[str, str]) -> str

L16-18

cancelAllOrders function SUTCP HAOM GET /, 21921 POST, 302 &4, F2 1~30 2|45 & A5t OFR| 20| 4-way S =2 GHCt RawHttpSession, _cookie_header, _update_cookie_jar, getFreePort, getIfacelp, getMainIface,
cancelAllOrders(wasIp: str, username: str, password: str) -> None httpSession.abort, httpSession.close, httpSession.connect, httpSession.request 2| 174
L21-176

8.2 HTTP_pac.py

Ak HTTP/1.1 BIAIR| 28, 85 3 B/, 77| 22, RAI¥ RawHttpSession 243},
(

21 import: __future__ (annotations); gzip; json; re; time; z1lib; http.cookies (SimpleCookie); typing (Any, Dict, List, Mapping, Optional, Tuple, Union); scapy.layers.inet (TCP); scapy.packet (Packet, Raw); TCP_pac (RawTcpSession, TcpSessionError, TcpTimeoutError); validation

(isvalidIpv4)
28/ AIUA /2l _ 72

_body_to_bytes function 2| Y%= HTTP body EFYS bytes2 A 7a5HCH
_body_to_bytes(body: HttpBody) —-> bytes
136-43

fok
[
1o
N

_find_header_key function CHARZIE 2A|510 04Ol 22sH= AA| 6llH 7| S 2H=Ct. -
_find_header_key(headers: Mapping[str, str], name: str) -> Optional[str]
L46-51

eadervlue function ARt Bl TROR F|C] 32 235t 7|123S AZstct _find_header_key
_header_value(headers: Mapping[str, str], name: str, default: str='") ->

str

L54-56

_validate_header function 3l 0|22 colon/7H& 2} 24| CR/LF &S 2FChHstC -
_validate_header(name: str, value: str) -> None
L59-63

buildHttpRequest function Request-Line, headers, Yl =, bodyE HTTP wire bytes &= Scapy Raw= Z & StCt, Raw, _body_to_bytes, _find_header_key, _validate_header
buildHttpRequest(method: str, uri: str, version: str="HTTP/1.1', headers:

Optional[Dict[str, str]]=None, body: HttpBody=None, auto_content_length:

bool=True, raw_output: bool=False) -> Union[Raw, bytes]

L66-111

buildHttpResponse function Status-Line, headers, bodyE A&& HTTP response wire A2 2 &
buildHttpResponse(status_code: int, reason: str, version: str="HTTP/1.1',

headers: Optional[Dict[str, str]]=None, body: HttpBody=None,

auto_content_length: bool=True, raw_output: bool=False) -> Union[Raw,

bytes]

L114-152

o

C}. Raw, _body_to_bytes, _find_header_key, _validate_header

_parse_header_block function Status-Linelt Bt= 5|HE &AM EE S5 U OS2t 42| 2 THASICH -
_parse_header_block(block: bytes) -> Tuple[str, int, str, List[Tuple[str,

str]], Dict[str, List[str]]]

L155-190

_locate_final_response function 100 Continue 5 27t 1xx2 AYE 1 2(Z S& 5G| AZ/EE 2|3
_locate_final_response(buffer: bytes) -> Optional[Tuple[int, int, str, int,

str, List[Tuple[str, str]], Dict[str, List[str]]]]

L193-227

]

2H=C} _parse_header_block

PCrafter Raw HTTP/TCP - fixed source inventory 10



HE/MAUA /2l

_decode_chunked
_decode_chunked(data: bytes) -> Tuple[bytes, bool, int]
L230-263

_response_has_no_body
_response_has_no_body (method: str, status_code: int) -> bool
1266-271

_response_boundary

_response_boundary (buffer: bytes, method: str, *, remote_closed:
bool=False) —-> Optional[Dict[str, Any]]

L274-333

_http_response_complete
_http_response_complete(buffer: bytes, method: str) -> bool
L336-337

_parse_http_response

_parse_http_response(raw_tcp_stream: bytes, *, method: str, remote_closed:

bool, timed_out: bool) -> Dict[str, Any]
L340-500

parseHttpResponse

parseHttpResponse(rawResponse: bytes, *, requestMethod: str='GET',
finReceived: bool=False, timedOut: bool=False) -> Dict[str, Any]
L503-518

_tcp_payload_bytes
_tcp_payload_bytes(packet: Packet) -> bytes
L521-527

RawHttpSession
class RawHttpSession(-)
L530-820

RawHttpSession.__init__

__init_ (self, dstIp: str, dstPort: int=80, *, srcIp: Optional[str]=None,
srcPort: Optional[int]=None, iface: Optional[str]=None, srcMac:
Optional[str]=None, dstMac: Optional[str]=None, handshakeTimeout:
float=2.0, retries: int=2, ttl: int=64, tcpWindow: int=64240, mss:
int=1460, uselayer2: bool=True, blockOsRst: bool=True, maxResponseBytes:
int=10 * 1024 * 1024, capturePackets: bool=True, defaultHeaders:
Optional[Mapping[str, str]]=None, debug: bool=False) -> None

L537-594

RawHttpSession.state
@property state(self) -> str
[597-598

RawHttpSession.seq
@property seq(self) -> Optional[int]
L601-602

RawHttpSession.ack
@property ack(self) -> Optional[int]
L605-606

RawHttpSession.connected
@property connected(self) -> bool
L609-610

RawHttpSession.request_count
@property request_count(self) -> int
L613-614

RawHttpSession.connect
connect(self) -> 'RawHttpSession'
L616-620

RawHttpSession._prepare_headers

_prepare_headers(self, headers: Optional[Mapping[str, str]]) -> Dict[str,
str]

L622-646

PCrafter Raw HTTP/TCP - fixed source inventory

EE
STT

function

function

function

function

function

function

function

class

method

method

method

method

method

method

method

method

chunk size, data, trailerZ sliA{5l decoded body, 22 05, AH| Z0|E Bt

9

cf.

HEAD, 1xx, 204, 304 80| 222 42| b=l Tyttt

Content-Length, chunked, connection-close 72|22 & 1742| H&t5t &2 A ATt

A FIN 20|= a2 HIOM S FAH 7t 2 R=A] W= TSt

o|d/2&/chunked/content-encoding/charset/JSON/cookieE THY 5L 2 HIO|EQ} 2ta MEHE HhatsiCct.

O[0| TCP &MCH2 M2 E bytesS 37 TtA QUE{T 0| A2 2[5},

A

Scapy Packet®| TCP payloadE QtHSHA| bytes2 F&GHCt.

RawTcpSession2 285t HTTP 24/2 ¢ 22|, keep-alive AR 052} ST OEIH|O|E{ S 22|t}

HTTP 7|2 32} LHE RawTcpSession, stream cursor, AAIE/Z2 MEFE 27|35t

LhF TCP HEHE =S 8tct.

LIS TCP SND.NXTE = =3tCt

L TCP RCV.NXTE &5tct,

L TCP7} ESTABLISHEDQIZ| BHetSiCE

B2 TCP HAZO| M 2B HTTP 23 42 &t

g
2]

c.

[
Hu
L=
HI
]
J-*‘L"
o_||

oI5t LHE RawTcpSession.connectsS S&6HCtH

7|12/24 5|5 E AR 25 ¢l0] ¥Est Host, Accept, User-Agent, keep-aliveS E2t6tCt

N
fo
fol
M
1o
I

_decode_chunked, _locate_final_response, _response_has_no_body

_response_boundary

SimpleCookie, _decode_chunked, _locate_final_response, _response_has_no_body, gzip.decompress,

json_module.loads, zlib.decompress

_parse_http_response

bases: -

RawTcpSession, _validate_header, isValidIpv4, self.default_headers.items

TcpSessionError, self.tcp.connect

_find_header_key, _validate_header



RawHttpSession.request method HTTP bytes 2 P& &A1l AA oA, AH| BIO|E A|H, keep-alive THE D} trace £ SF HHO|| =34 SHC TcpSessionError, TcpTimeoutError, _body_to_bytes, _header value, _header_value().lower,
request(self, method: str="GET', uri: str='/', headers: _parse_http_response, _response_boundary, _tcp_payload_bytes, self._prepare_headers, self.connect
2l 474

i

Optional[Mapping[str, str]]=None, body: HttpBody=None, *, version:
str="HTTP/1.1", responseTimeout: float=5.0, idleTimeout:
Optional[float]=None, autoContentLength: bool=True) -> Dict[str, Any]
L648-776

RawHttpSession.close method LHE TCP 4-way 2 Z10f| HTTP 2 42} snapshot2 Z&stCt. self.tcp.close, self.tcp.snapshot
close(self, timeout: Optional[float]=None, *, requireComplete: bool=False)

-> Dict[str, Any]

L778-794

RawHttpSession.abort method U5 TCPZ RST/A 2|5t HTTP MM S ZHALR E712 BA|BICE self.tcp.abort
abort(self) -> None
L796-799

RawHttpSession.snapshot method HTTP AEHR} LI TCP snapshotS &7 BHatsict self . tcp.snapshot
snapshot(self) -> Dict[str, Any]
L801-810

RawHttpSession.__enter__ method with 212} A| connectstCt. self.connect
__enter__(self) -> 'RawHttpSession'
1812-813

RawHttpSession.__exit__ method YA ZEH close, 0|2|H abortstCt. self.abort, self.close
__exit__(self, exc_type: Any, exc: Any, traceback: Any) -> bool
L815-820

rulo
B
AN}
<l
rir
)
19
e
H
oo
4>

RawHttpSession._prepare_headers.<locals).set_default nested function 23 &40 S 0|£0| g2 W 7|2 3l gt _find_header_key
set_default(name: str, value: str) -> None

L636-638

re
U
rio

openHttpSession function 2 & 22| RawHttpSessions BHaHSICE RawHttpSession, RawHttpSession().connect
openHttpSession(dstIp: str, dstPort: int=80, **sessionOptions: Any) —>
RawHttpSession

L827-837

sendHttpRequest function 237 138 RawHttpSession2 CHS 1D 2 T close”tA| £85H= MOl
sendHttpRequest(dstIp: str, dstPort: int=80, method: str='GET', uri:
str='/"', headers: Optional[Mapping[str, str]]=None, body: HttpBody=None, *,
srcIp: Optional[str]=None, srcPort: Optionallint]=None, iface:
Optional[str]=None, srcMac: Optional[str]=None, dstMac: Optional[str]=None,
handshakeTimeout: float=2.0, responseTimeout: float=5.0, idleTimeout:
Optional[float]=None, closeTimeout: Optional[float]=None, retries: int=2,
ttl: int=64, tcpWindow: int=64240, mss: int=1460, uselayer2: bool=True,
blockOsRst: bool=True, maxResponseBytes: int=10 * 1024 * 1024,
capturePackets: bool=True, requireCloseComplete: bool=False, debug:
bool=False) -> Dict[str, Any]

L840-907

o

4= RawHttpSession, session.abort, session.close, session.request, session.tcp.snapshot

8.3 TCP_pac.py

A5t Raw TCP 3-way/C| OB/ R &/ACK/AM AL /4-way AEf 22| siAl &,
213 import: __future__ (annotations); atexit; os; platform; queue; random; shutil; subprocess; threading; time; dataclasses (dataclass); typing (Any, Callable, Dict, List, Optional, Tuple, Union); scapy.all (AsyncSniffer, IP, TCP, Packet, Raw, conf); Address_resolution
(getMacByArp); Ethernet_pac (buildEthernetFrame); IP_pac (buildIpPacket); getters (getFreePort, getIfacelp, getIfaceMac, getMainIface); sender (rSendPacket, sendFrame, sendPacket); validation (isValidIpv4)

TcpSessionError class Raw TCP Ml S5 2EtR 0f|2|e] 7|& SafiA. bases: RuntimeError
class TcpSessionError(RuntimeError)
L55-56

fok
M
1o
I

TcpTimeoutError class SYN/ACK, GIO|E{ ACK, 2 Az}7} A5t A7t OH0f| =2 5| 2| U2 HR. bases: TimeoutError, TcpSessionError
class TcpTimeoutError(TimeoutError, TcpSessionError)
L59-60

TcpResetError class AT L= 22 AEHO| RSTE MM 232 HSSHC bases: ConnectionResetError, TcpSessionError
class TcpResetError(ConnectionResetError, TcpSessionError)
L63-64

_seq_add function 32H|E TCP Sequence 37ZH0jA =&t S ST =
_seq_add(seq: int, amount: int) -> int
L67-68

PCrafter Raw HTTP/TCP - fixed source inventory



HE/MAUA /2l

_seq_signed_delta
_seq_signed_delta(seq: int, reference: int) -> int
L71-74

_seq_ge
_seq_ge(left: int, right: int) -> bool
L77-79

_choose_ephemeral_port
_choose_ephemeral_port() -> int
182-89

buildTcpSegment

buildTcpSegment(dport: int, sport: int, seq: Optional[int]=None, ack:
int=0, dataofs: Optionall[int]=None, reserved: int=0, flags: Union[int,
str]="", window: int=8192, chksum: Optional[int]=None, urgptr: int=0,

options: Optional[List[Tuple[str, Any]]]=None, payload: Union[str, bytes,

Packet, Nonel=None) -> TCP
192-140

_TcpReceiveResult
class _TcpReceiveResult(-)
L144-147

_OsRstGuard
class _OsRstGuard(-)
L150-347

_OsRstGuard.__init__

__init_ (self, src_ip: str, dst_ip: str, src_port: int, dst_port: int,
enabled: bool=True) -> None

L159-175

_OsRstGuard.enable
enable(self) -> None
L177-194

_OsRstGuard._enable_linux
_enable_linux(self) -> None
L196-279

_OsRstGuard._enable_windows
_enable_windows(self) -> None
L281-304

_OsRstGuard.disable
disable(self) -> None
L306-347

RawTcpSession
class RawTcpSession(-)
L350-1368

RawTcpSession.__init__

__init_ (self, dstlIp: str, dstPort: int, *, srcIp: Optional[str]=None,
srcPort: Optional[int]=None, iface: Optional[str]=None, srcMac:
Optional[str]=None, dstMac: Optional[str]=None, timeout: float=2.0,

retries: int=2, ttl: int=64, window: int=64240, mss: int=1460, uselayer2:

bool=True, blockOsRst: bool=True, maxReceiveBytes: int=10 * 1024 * 1024,
capturePackets: bool=True, debug: bool=False) -> None
1385-473

RawTcpSession.received_bytes
@property received_bytes(self) -> bytes
L476-477

RawTcpSession.seq
@property seq(self) -> Optionall[int]
L480-482

RawTcpSession.ack
@property ack(self) -> Optional[int]
L485-487

RawTcpSession.connected
@property connected(self) -> bool
1490-491
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_seq_signed_delta

Raw, TCP

bases: -

bases: -

TcpSessionError, self._enable_linux, self._enable_windows

PermissionError, TcpSessionError

TcpSessionError

bases: -

_choose_ephemeral_port, isValidIpv4



RawTcpSession.effective_mss
@property effective_mss(self) -> int
L494-495

RawTcpSession.consume_received
consume_received(self, count: int) -> bytes
L497-511

RawTcpSession._log
_log(self, message: str) -> None
L513-515

RawTcpSession._prepare_route
_prepare_route(self) -> None
L517-571

RawTcpSession._capture_filter
_capture_filter(self, packet: Packet) -> bool
L573-584

RawTcpSession._capture_packet
_capture_packet(self, packet: Packet) -> None
L586-592

RawTcpSession._start_sniffer
_start_sniffer(self) -> None
L594-614

RawTcpSession._stop_sniffer
_stop_sniffer(self) -> None
L616-624

RawTcpSession._next_ip_id
_next_ip_id(self) -> int
1626-629

RawTcpSession._build_ip_tcp

_build_ip_tcp(self, *, seq: int, ack: int, flags: Union[int, str], payload:

Optional[bytes]=None, options: Optional[List[Tuple[str, Any]]]=None) ->
Packet
L631-660

RawTcpSession._send_ip_tcp
_send_ip_tcp(self, ip_packet: Packet) -> None
1662-682

RawTcpSession._send_control

_send_control(self, flags: Union[int, str], *, seq: Optional[int]=None,
ack: Optional[int]=None, payload: Optional[bytes]=None, options:
Optional[List[Tuple[str, Any]]]=None) -> None

L684-707

RawTcpSession.connect
connect(self) -> 'RawTcpSession'
L709-803

RawTcpSession._drain_pending_segments
_drain_pending_segments(self) -> None
L805-846

RawTcpSession._accept_server_segment
_accept_server_segment(self, seq: int, payload: bytes, fin: bool) -> bool
1848-891

RawTcpSession._process_packet
_process_packet(self, packet: Packet) -> Dict[str, bool]
1893-997

RawTcpSession._wait_for_ack
_wait_for_ack(self, target_ack: int, timeout: float) -> bool
L999-1020

RawTcpSession.send_bytes
send_bytes(self, data: Union[bytes, bytearray, memoryview]) -> None
L1022-1092
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TcpSessionError, getIfacelp, getIfaceMac, getMacByArp, getMainIface, isValidIpv4, self._log,

self.dst_ip.startswith, self.iface.lower

self._packet_queue.put, self.rx_packets.append

AsyncSniffer, TcpSessionError, self._sniffer.start, self._sniffer_ready.clear,
self._sniffer_ready.wait, self._stop_sniffer

TcpSessionError, buildIpPacket, buildTcpSegment, self._next_ip_id

TcpSessionError, buildEthernetFrame, self.tx_packets.append, sendFrame, sendPacket

TcpSessionError, self. build_ip_tcp, self._send_ip_tcp

TcpResetError, TcpSessionError, TcpTimeoutError, _OsRstGuard, _seg_add, self._build_ip_tcp,
self._cleanup_resources, self. log, self._packet_queue.get, self. prepare_route 2| 47H

TcpSessionError, _seq_add, _seq_signed_delta, self._receive_buffer.extend

TcpSessionError, _seq_add, _seq_signed_delta, self._drain_pending_segments,
self._pending_fin_sequences.append, self._pending_segments.append, self._receive_buffer.extend

TcpResetError, _seq_ge, _seq_signed_delta, self._accept_server_segment, self._log,
self._send_control

_seq_ge, self._packet_queue.get, self._process_packet

TcpSessionError, TcpTimeoutError, _seq_add, self._log, self._send_control, self._wait_for_ack



RawTcpSession.receive_until method 2T AEZI0| 22 RHES OFE5LE FIN/EFQOFRO0| hAiSE W77kR| £~ AIGHCE TcpSessionError, _TcpReceiveResult, self._packet_queue.get, self._process_packet
receive_until(self, completeCheck: Optional[Callable[[bytes], bool]]=None,

%, totalTimeout: float=5.0, idleTimeout: Optional[float]=None) —->

_TcpReceiveResult

L1094-1151

RawTcpSession.close method active/passive FIN S5& {2|at11 FIN/ACK &2 O£} traceS BT TcpSessionError, TcpTimeoutError, _seq_add, self._cleanup_resources, self._packet_queue.get,
close(self, timeout: Optional[float]=None, *, requireComplete: bool=False) self._process_packet, self._send_control

-> Dict[str, Any]

L1153-1283

RawTcpSession.abort method 7t55tH RSTE EUW L snifferet &It 72|12 SA| 2|6t self._cleanup_resources, self._send_control
abort(self) -> None
L1285-1305

RawTcpSession._cleanup_resources method sniffer@t RST guardS &t Ok Z2|5ict self._rst_guard.disable, self._ stop_sniffer
_cleanup_resources(self) -> None
L1307-1314

RawTcpSession.snapshot method AR, 5-tuple, SND.NXT/SND.UNA/RCV.NXT, FIN 221, A2 &1 I§Z! traceE S 42| 2 BH&tstrt -
snapshot(self) -> Dict[str, Any]
L1316-1358

RawTcpSession.__enter__ method with 1%} Al connectE &l SHCt self.connect
__enter__(self) -> 'RawTcpSession’
L1360-1361

RawTcpSession.__exit__ method A4 Z2H close, 0|2 abortE 435t self.abort, self.close
__exit__(self, exc_type: Any, exc: Any, traceback: Any) -> bool
L1363-1368

openTcpSession function 3-way handshakeZtA| 2t2 & RA|& RawTcpSession= BHeHGHCEH RawTcpSession, RawTcpSession().connect
openTcpSession(dstIp: str, dstPort: int=80, **sessionOptions: Any) —>

RawTcpSession

L1374-1388

fol

5 HO| 54 session.close

do4wayHandshake function A2 RawTcpSession?| closeE &5t S8 H
do4wayHandshake (session: RawTcpSession, timeout: Optional[float]=None, *,
requireComplete: bool=False) -> Dict[str, Any]

L1391-1400

do3wayHandshake function 7|2 525 588 oty 3-way handshakeE 35t 5-tuple/SEQ/ACKE BtEHSHCE TcpSessionError, TcpTimeoutError, _seq_add, buildIpPacket, buildTcpSegment, getFreePort,
do3wayHandshake(dstIp: str, dstPort: int, timeout: int=2) -> getIfacelp, getMainIface, rSendPacket, sendPacket

Optional[Dict[str, Any]]

L1406-1472

8.4 IP_pac.py

ABh ALE 2} 21 IPv4 & Ci 2t 442l payloadE ZdRloh= L3 .
214 import: scapy.all (IP, IPOption, Packet, Raw); typing (Union, Optional); validation (isValidIpv4)

buildipPacket function IPv4 3| ZE, M, payloadE Scapy IP A2 ZESHC 1P, IPOption, Raw, isValidIpv4
buildIpPacket(srcIp: str, dstIp: str, ver: int=4, ihl: Optional[int]=None,

tos: int=0, total_len: Optionall[int]=None, id: int=1, flags: Union[int,

str]=0, frag: int=0, ttl: int=64, protocol: Union[int, str]='tcp',

checksum: Optional[int]=None, options: Optional[bytes]=None, payload:

Union[str, bytes, Packet, None]=None) -> IP

L36-118
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8.5 Ethernet_pac.py

olst: Ethernet 3|4, payload, B4 FCS2} preambleg Z&5ts L2 Y.
21 import: z1ib; typing (Union, Optional); scapy.all (Packet, Ether, Raw, bytes_encode); validation (isValidMac)
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buildEthernetFrame function Ethernet dst/src/type?t payloadE R st MEHH O = CRC32 FCSt preambles R=QICH Ether, Raw, isValidMac
buildEthernetFrame(dstMac: str, srcMac: str, payload: Union[str, bytes,

Packet, None]=None, etherType: Union[int, str, None]=None, fcs:

Optional[Union[int, bytes, bool]]=None, preamble: Optional[bytes]=None) ->

Ether

L16-87
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8.6 Address_resolution.py

o5k ARP Request/Reply2 &2 L2 #7+9| ChA E£= H|0|EQJI0] MACE &l
11 (AR

21 import: __future__ (annotations); typing (Optional); scapy.a P); Ethernet_pac (buildEthernetFrame); getters (getIfacelp, getIfaceMac, getMainIface); sender (rSendFrame); validation (isValidIpv4)
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getMacByArp function HZCIJAE ARP RequestE &6l CHS & MACE ZHA| = 314 LHO|| A BHSHSHTH ARP, buildEthernetFrame, getIfacelp, getIfaceMac, getMainIface, isValidIpv4, rSendFrame
getMacByArp(dst_ip: str, iface: Optional[str]=None, timeout: int=2, retry:

int=2) -> Optional[str]

L13-63

8.7 sender.py

st Scapy send/sendp/sr/sr1/srp1 T2 M= AR A4 O{HE],
214 import: scapy.all (IP, TCP, srp1, sr1, Ether, Packet, sendp, send); getters (*); typing (Optional); os; sys; platform; atexit; subprocess; socket; signal; scapy.all (sr, Raw, TCP); typing (Optional, Any)

sendFrame function Ethernet Z2f| )& 2| QIE{T|O|A0|A| sendp2E &S SHCt getMainIface
sendFrame(frame: Ether, iface: Optional[str]=None)
L12-16
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sendPacket function L3 14212 Scapy send2 &Gt} -
sendPacket(packet: Packet)
L18-19

rSendFrame function Ethernet Z2f|QlS 21 2 12 SES srp12 7|2t getMainIface
rSendFrame(frame: Ether, iface: Optional[str]=None, timeout: int=2) ->

Optional[Ether]

L21-25

rSendPacket function L3Izl B 2 SEE sr12 7[Ct2ict -
rSendPacket(packet: Packet, timeout: int=2) -> Optional[Packet]
L27-28

rSendPacket_HTTP function StLtel 230 oist o2 SEE sr(multi=True) 2 $=4I5t11 payload?t U= TS M BHatSiCE -
rSendPacket_HTTP(packet: Any, timeout: int=3) -> Optional[Any]
[33-49

8.8 getters.py

gk 7|2 QI 0|4, QIEHO|A IP/MAC, YA 2R ZEZ R3]
21 import: scapy.all (conf, get_if_hwaddr, get_if_list, get_if_addr); typing (Optional); socket

getMainlface function Scapy conf.iface?| 7|2 &4 QAE{H0|AE BHEISHT}
getMainIface() -> str
L5-6

N
fo
fok
ufwe
1o
I

getFreePort function Al TCP 2212 bindst0o] OS7} MENSH ALE 7ts RE S E =0t -
getFreePort() -> int
L8-11

getlfaceMac function QIE{H|O|A 22 O{RE =I5t FYE MAC F4E Bhetstet, getMainlface
getIfaceMac(iface: Optional[str]=None) -> str
L13-35

PCrafter Raw HTTP/TCP - fixed source inventory



getlfacelp function OIE{TH|O| A 22 OJ 22 31015t STHEl |Py4 RAEZ HHSISICH getMainIface
getIfacelp(iface: Optional[str]=None) -> str
L37-70

8.9 validation.py

sk IPv4 L MAC 221 Qa4 HAL
213 import: ipaddress; scapy.all (mac2str)

isValidlpv4 function ipaddress 2E2 IPv4 A HH S HETICE

isValidIpv4(ip: str) -> bool

L6-14

isValidMac function Scapy mac2str #igh Zt7} 6HIO| EQIZ| &QISHT} -

isValidMac(mac: str) -> bool
L16-26

8.10 ATTACK.py

gk Y= DPDK 22122 2y st= DIHE/21AA 52 28,
2l
2|

5t
 import: scapy.all (*)

tcpSynFlood function Scapy2| DPDK Atg Ot 2 3lot= Bl AE0|CH AA| flood 2212 QiCt

tcpSynFlood()
L4-5
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9. H|gd DL} 9 F 2fEd

rir
ot

= YOIE|R] G0 MM | ESUCEH ZA| RST 2FEH2 TCP_pac. _OsRstGuard?t G efL(Ct.

sender.pyQ| triple-quoted 2At< LHE 0= of fOsFirewall()2} signal handler() HE{Q| G| BET} Lo} QL2L} Python ASTO]|

Scapy {21 2%, send/sendp/sr, AsyncSniffer, route@t QIE{H|0|A 23| requirements.txt: scapy»=2.5,<3

libpcap = Npcap AsyncSniffer A% 243 SHol= SHEAAY YA HEH T2

root/Administrator Raw I§Z &40 RST Ei5tH 72 Linuxe iptables/nft, Windows= PowerShell firewall
HZ 2(0|=2{2] queue, threading, gzip/zlib, http.cookies, ipaddress, socket & He 4z glg

23 I7| 20| EHE 22 T

- 2=

CHANGELOG_SEQ_ACK.md HOl, =Y RISt HIAE BY

VALIDATION_SEQ ACK.txt Aol 2|2t S 2t
tests/test_seq_ack_regression.py HEX A 10| piggyback ACK HEHE 23
inventory.json DE S/EHA/MME/ZE AL AST 2E 22t
requirements. txt Scapy 2|24
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