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*

O
|_

ZEE-Linux- Python - 7}Atsto| 7|gt

3%. Linuxg 2 & Oldljo}7|: 7{4-4A.mA-AH

MH|A

IONIPN

2L 9|HE - Hojgd —» A - A A"H 2 - A — oo

n
rlr
o

Eln|dol| A Bgedoj7t A
TFE51H console, terminal, shell, bash, sudo, service,

A28 Eeto]u ek,
daemon 22 o] Az ol &) Belc)
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L|nux ;.I E'I JAMI, E.lulLé'l 7| gol + HE of N
ShHol| Hol= ZE X EeL A OS A S FEelsii E7]
sl &2 2 Linux, Unix, Kernel, Shell, Terminal, Console, CLI,
GUI
Linux 7{4-d-E{0]@2 {42 CPU- 0|2 2| IIY-ZX| E SH|StH= 2FHIA| falo|1, A2 ALEXtS
HFS oMol TEOMS MAHSH= AR 37t ZEIHO0|H, HO|E2 22Xt =3 S2Ct
Linux B siLi7} StESI00] 2= 5
Holg Shell(ba T2 A|AH Linux E2to|H - CPU
k&t > e > sh/zsh) > = > Kernel -C|A3-NIC
21 3-1, Mo HH S sjAdst= AIRAL 27t ZZ2 20|10, L Hotut XS EXSIC

| Unix2} Linux

Unix= 1970 R E] 2ot 2AH A1t 24 FSS 712|ZI. Linuxe Unix@t 2 8tk[= Hotat QIE{H[0| A S BLO|
= X|2F #2 Unix =0 A DY E B ®IF0|2t= 522 OfLICt BHZEE2 Linux kernelofl GNU =7, I7|X| 2t2|Xt, &

X[7|, Hl23E S =St 2SAH FS0ICt.

—

| Console-Terminal-Shell

2l FHIE 2™ Moo= S22l YEH AL} 22| &S Sotrh HIER R EH|2Q| console port= HIER A7} 0=
|'6 o

Terminal
EXtE st E3{sts &K £= 1 7|52 8W e T2 M0|CE GNOME Terminal, Windows Terminal2

terminal emulatorL}.

HYZES ofiMstn 23l MM, Ha To| I, 2|CH0|2 &, AR E S NSt Z21HO0|C. bash, zsh, sh7t O[T}

b

| cLiet Gul

ClLl= 2A B 19| 2lE{H|0|A, GUI= &-010|2 F&i2| QIE{HOJALCE CLIZE “KME", GUIZL “4F"0[2k= 52 Of
LIC}. X-Setet fF 22|oflM= EOo| 7|F-mHE|7| #19f CLIZH 2| Aelct.

FYEEHHES D JHEn HAHLES sHE A
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Linux IfLA|AE A=

OI’

——
H
rin
o
rlo
=
——
e
N
1
ro

=

HL

ot
o
nx

2k o} A Qe o] A nd 2 FES}H]

&H &2 2 FHS, file descriptor, /proc, /sys, /dev, fetc, /var

},

i)

2 o2t Linuxe MZ CHE 7'E XHIE file descriptor®t read/
2 == U F=43t6tH, ClAE2] AIZ2 M™-20-FA|-Z2NA HH

“BE 2 Telo|c} o] ezt on|

= = =
Linux7t @ CHAHg ClA39| Uit i@ MASHchs 50| ORI ZRAlALE gt It Clbo|4, pipe, socket 5
file descriptor2f= 3& HS= LH211 read/write/close #2 38 2HHI0|AZ AEE + QI SRS MR SHE 7
A ZHH|QF =20|t 7t L& BICY,

=2
=

rr
i

32 HEH g ZHEXPI}etolet H

Jetc AAELMH[A X =212 conf, confd
Jvar Al = H5H= H|0]E var/log, spool, cache
/proc H'HO| E0{F = T2 M| A-HEN TH IH AlR| C|A = mF0| OFe
/sys EK|-E20|H-7{'E K| 7t AS sysfs

/dev K| EQF E W null, zero, random, disk
/run BHEl 5 AMal MEH-PID - socket HEE Al x£7|3}

Jusr AR 37t Z2OM-2l0|E2{2|- 57 Cl|o|H Jusr/bin, Jusr/lib

/srv MH|AT} M| S5H= CIO|EE 2t ALO|E H#of| 2t A
Jopt FI7toiEEIZ0|M F28 2l I AT EQ 0]

| /dev/null-/dev/zero- /dev/random

/dev/null
£ H|0|H &= H2|1, o™ ZA| EOFE gtetst= sinkCt.
/dev/zero
212 | OHIO|EE Al M|SSLCt. Bl O|O|X[Lf £7|3t HIAEO| & £~ ULt

/dev/random -urandom
'8 = HMT| QIE{I|O[ALE HCH Linux2| Hest blocking E4E 7{'E HAO|| w2} HHO| The W} CHE 5= U
ODZ A58 AL E 20| otFB CSPRNG APIE M= HO| SiCt.
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744k o 1t file descriptor 2H&

1s -1 /dev/null /dev/zero /dev/random
cat /proc/cpuinfo | head

cat /proc/<PID>/fd/0
readlink /proc/<PID>/fd/1

3%k LinuxE

X0

S =

2 0loot7]: g4 Thd g AH| &
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ok
e
¥
HI
oft
=
nx

Linux #gt-chmod - umask- Sticky 2|
bit
S48 9197150k “7} ojel o] ojwl AQle SHrt

EhH A2 2 rwx, chmod, chown, umask, sticky bit, permission

gt}

el

Linux #gt-chmod - umask- Sticky bit2 Linuxe| ME #t RH2 AQX}-OE-0 Hio| ALEXIE
27| M7|-HH HEE £, chmod= 0|E HE51! umasks M ZiK|2| 7|2 318 #ot= Hetet
E|-,

| rwxel CHA user- group - other | £20|Ct

Hot EAl= 2R XHuser), 28 J&(group), 2 52| At XHother)oll CHSH read, write, execute HIEE M2 EC}. THY
Ol r2 LHE 217(, we LHE &3, x= A& AHsto| f CIAE2[0AME= 0] 0| =5 247, w7t &5 MM-AMH|, x7t E2

a /21 |
S0t} LHE inode M0l 7HZLCE.

Is -l 2t EXtE| =

oY =5 user rwx group rwx other rwx

=Gl AR% a8 |

38! 3-2, Ol: -rwxr-x--- = 29Xt rwx, 15 rx, 1 2| ---C}.

| %%t chmod= HIEQ] $to|r}

r=4,w=2,x=12 211 2} F30f|A BFSICL 7502 user 7(rwx), group 5(r-x), other 0(--)

= 0ts HHOo| ofL|2t ZRE 2H MEXIL H-AMEE &~ QU HE0 SHAHE 37| &2 + UL

| umasks Al TFA0|A b= 7|2 H|gto|Ch

T2O20| X3t 7|2 HBHoA umask?t BH= HIEE H|A3BICH gt Il Ml HEE 7|202 QN6IX| = 4
ot 66601 Al, CIE{2|= TTT0IA] A Atot= MHO| SoICh CHot K| REE T2 QX3 ACL, OHRE M9 ¥
gh=Ch

| sticky bit

38 MI| CEE2[0f sticky bit7t Y2 H AMZXEZL CIHIEZ|0f| £ 5 JO|= CHE AR AR IHY S OFSCHE AA|-
0|2 HASHK| ZotA| MBHStCt /tmpel d rwx rwxrwt 7t CHEXO|C},

FYEEHHES D JHEn HAHLES sHE A
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ls -1d /tmp /var/www /path/to/file
stat /path/to/file

chmod 750 script.sh

chown webadmin:www-data /srv/site
umask

getfacl /path/to/file

oS AN[Shs A2 DjURCH 22 CjAE2|7} 2t

“HIE ClAE2| g=0l|lM 0|52 MH5t= 20|22 25 CIEE 2|9 writetexecute Het0| SHAO|CH, M XA
7t &47| TE0[0{ = C|AE 2| ZTto] AH AMH 4= U= O|RCt

) mo| Z-2|cho|u M- F2 ey
B o2 77 o meAAR AFEE FA

SH A2 L pipe, |, &&, redirection, exit code, return 0, SIGINT,
Ctrl+C

4 mo|x-2|co]HM-F

o
of AZota, 2|ctol2M
ofCt

p't
;
}
lo
Mt
l'U
>
[m
L]
r|J|0
ﬂﬁ
|H
HU
s
>
_0
Irn
L

= HEjE ofo|&
o

| molze} 2|ctozM

= 9= mao| BE £ Hd pipeS S0f QE% 20| BF U0 AL Y= EAS THUR M M

T, Sy ZO| £IIBITE 5= EXE QEE U2 HUC) TH0| IS Cha 2XI X|£H0] OFL|2H £ TZNA AO[2] HIO|E A
E&! |PCLCH.

| &&et;el xtof

cndl && cnd2s cmd19) E2 N7} M2 (B A 0)Y TEF cmd2S AIBSICE ;= 9F BE M2 ofsiot BAH|2I0| [HS

TS MWL | = ¥ THO| ATIS 0] C1S THS Awicy,
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| sort Ol &A= H7|=1PC

T2 M A grep 72 pipe buffer
1. stdout0f| HFO|E M7

o >

grep ...

3. LinuxE £22 0[sl{5t7|: 72 - M- mpU- Ao MH| A

TZMA sort

2. stdinOj| A HFO|E 247|

3. M2 &7t =2|H bufferet

4 blocking© 2 ofad ®

5ot FR02H MH|A ZH A2}
nginx -t & sudo systemctl reload nginx
# 20| M ERRORS 2LOF Zfi4 2| 4F
cat app.log | grep 'ERROR' | wc -1
# cate SLRS0E PE C1S0| O ZHEsic

grep 'ERROR' app.log | wc -1

# stdoutl} stderr 22|
command >result.txt 2>error.txt

| ctri+cel ofn|

E{O]'2 =2to|tH7} $4XY foreground process groupdi| SIGINT S &
Ne|7|1E Sof Ha| & SEE = AUCE T Xpetat 22 2|
2= QUL

HEHCE

systemd - A|H|A-daemon

TaEAAS AP st At 2o AelE walsts Aol 2}

el &2 2 init, systemd, service, daemon, unit, systemctl

systemd - A{H|A-daemon#gt daemon B2 E0A X|EHOE &

systemd= unit M| E HIEO 2 MH|AL| A[Z}-B=-2|EM-TA[ZH-20

Service?l daemon

daemon2 B 2tR2C0f| M X|EEHOE QMO|LE AHHE 7
o|=4 ta|-Ael 2Qlst= 2F THR(IIK| EEsHE LE MO

8, 2 Mot o|ENS Motptrt

=1y =

-

T2 7|

SHo| ofL|EZ =70 Mo E FA[SHH

ICh2[= Z2MA S Zolr

2 sxiriz SR S
sz 22

1=}
Al
Jok
e
¥
HI
oft
el
Mz

ISt= T2 M|A0| 1

£ 2t2|5t= init A|AHIO|CE,

f. service= 11 daemong A|ZH-ZX|-
2IC}. Linux®| systemdOl| A= unit THA0| A2l HEAH,

MAZ S
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ZEE]-Linux- Python - 7tAste| 7|t 3% LinuxE X0 Of&517|: {24 TFel- Ak AfH| A
systemd7} MH|AE 2t2|5l= SE

systemd unit 2|&4 MH|A T2 MA socket- I 27 -YAIZ
pp1 | AM R g B kg B

37 3-4. enable2 28 Al A|Z BAIE BHEL, start= X5 d&ILt 22 22 SE 0| OfL|Ch

systemd AfH|A =tol

systemctl status sshd
sudo systemctl enable --now sshd
sudo systemctl restart nginx

journalctl -u nginx --since today
systemctl cat nginx

| init2t systemd

init2 MEXMOZ PID 10|M AF2XF 7+ AIZHStD MH|AZS 2t2|8Hs &2 712|210t systemdE $xH B2 Linux HY

L0 A init A AH SISt SHH EE A|Z socket activation, journal, cgroup £& S2 H3$ICt

D2 M8 ARXR

o
# MHE rootZ Al HASHH FAF SHLEZE TA| A|AR 2O 2 0[01” 4= ATt J2ilM 2X] A| 231 40| /sbin/

E
nologin@! system user/groupS 2=, B0t C|ZE 2|2} ZE-capability?t 51 85t= %4 ot A|E oict.

—

Ij 7| x| 2t2|X}-Repository - upstream/ w13+ 2
downstream

=273 & vt wj el A Solet 37 55

et &2 L repo, repository, dnf, apt, wget, curl, upstream, downstream

I§7|X] 2t2|X}-Repository - upstream/downstreamt I 7| X| 22| Xt= MRS HEAQAM T2

Hot o| =M S MK|-RIH|0|E-H S50, upstream2 H &2 Y SE, downstream 0|E IO} HYZE-
2I%t= SE8 Kottt

| m7|x|et RAkA

W7|X= 2203 oed, 2fo[2e{=|, 2 HES!, HEHI0[E, o283 U 7tstt BHel2 /2 AO|Ct. repository= Al
YEl W7 |X|e 2 E5 MSst= M AL dnfet aptis A& 4 HEHHO|EIS i1 2Rt oEGS & ALStot

| upstream2} downstream

upstream2 /2 TZHEL} HAHO| S2{E A7, downstream 0|5 HHot HHEIHK|E-AL2 SHE| XM Est= SIRE
X

m
SeotCh HE T IH7|X| = upstream AA0f| Hot miX|et WE MM S M downstream Z2HY 4= QUCE
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| wget - curl

wget2 URLOIA IS L2 0 M7 CHREESHE 82 d2| MQICt curl2 HTTPE OfL|2t Cidet T=EEEZ2| QF-
2

SES MZSH Al 8|H-22-21 B ME 2HESH= O Z5IL). CHR2EES shell scriptE 2HEE rootZ pipe A& 6H=
a2 329 2l®o| Act

o7 |X|F HTTP =+

# Debian/Ubuntu

sudo apt update

apt show nginx
apt-cache policy nginx

# RHEL/Rocky 7|¥
sudo dnf repolist
sudo dnf info nginx

# HTTP & ofC 2k ol
curl -I https://example.com
# Y S 0|58 A& H&

wget -0 package.tar.gz https://example.com/package.tar.gz
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4%, Pythong “E2 S£70| OtL|2} ZiK|et 43 SEOZ 0f¢ist7|

4%. PythonZ “E'Y S£70| ofL|2} Zx|e} &

% SEO 0|83}

Python®] 342 “Ha A}l gho]
FEE 7Hv= d o o] A

closure, T+ close7tA] A&}

[

Sojztp e} ol 20| AHE F1a7| 1, AH} bl

2 mutable/immutable, &< I}, WA E, scope,
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ok
e
¥
HI
oft
=
nx

= z
Python O|=-244j-E}2] "
w47 5] S S Holq s ey B
&hH &2 L variable, object, data type, reference, dynamic
typing

HHE 7t2|7|= 0150l 2, 2H= Aalel Ef-gh-SE

Python OIEJ_'l"x‘II-EI‘OIEl' PythonOHH tﬂ = = Skl
2 7HX|H, CH 2 O| 1t 21K Ato|ef HiRIE S THECY.

| 0|22 K-}
= 102 100|2t= int ZHH|E DHS7HLE ZHAFR ST 0|2 xE 1 M| "I STt x XEA|0f| Cel 1™ 37| int Zt0] A2
Chn B BHL pythono| MEED S5 EIYS Mest7| 0L x = "ten"S MYstH 0| x7t L2 str KIS 7}

2{ZIC}.

—_

Python = 4K E 712]7| = o] oIt

int 2{%| 10
Hg Hielg int

Hey = str

type & -HIME

str 44| "ten"

33 4-1. P2 J|E M| LHRE EHEA| B = 20| ofL2t 0| Fof Gas

ZS Hheo

“RE A2 HMA|CH’2l ofn|

AL 2RE, g, 2 AR B identityE 7H M2 CHE & UAChs XOICH &8 Haof| B X2 g2 4+ 9
L=

12 2K EME 7|0l M LE2LE 791 M2= CPython, PyPy & QIE{Z2|E{0f| 2} CHE 4= UL

U
<
—
>
(@)
>
10
H1
rin
i)
ol
=l
N
=t
0%
[P
muf
>
o
rot
_ITI_
rlot
o}

| list/dictS “HZ¥", int/strE “Gt&"0l2t 22X O} Hetet X0]

= A7t 4 = LR HEE HiE = JA=XQ mutable/immutableO|Ct.

FYEEHHES D JHEn HAHLES sHE A
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Python At=&i1} 7H M w2l + 5 B
BIAE A F Yol Bt Bk 7%

et &2 2 list, tuple, str, mutable, immutable, formatted string, f-
string

Python At=¥a} 7HHEE X2 H2 ANVt BHY 2t 518 kS Holotn, THAM2 K| WM =
0 2He| L AlEHS BHE 4 QU=X|S St
| Mutablezt Immutable
25 of 22 4N LT HE
immutable int, float, bool, str, tuple(2l & TA) =7F HA A= A A Rl
mutable list, dict, set, AKX} ™| 24| Che= HANEEZ W& HEf HE Jts

| listet tuple

list= &AM Q= 7t 76|02t append, extend, insert, pop, sort= LIE0]| HHRICE tuple =X Qe £ ZIH|0|L2t
MH = YA HIRIY S HEE £ GICE. tuple 20l mutable ZHA|7F L™ T LHEIIX| A2 2 EHO0| &|= 242 ofL|Ct.

=
2X1 Aol £3
str2 immutableO|Ct. s += partE E=E5IH M EXE dM HIE0| HE £ U0 B2 =42 listol] =20t

"".join(parts)dt= MEO| EEXOIC} format string2 22 XS0 ot | 7|S0[X| SQL #2[Lt

shell BES AHSHA| == E0F FA|7} OfL|CE

ot
=
H
ret
ot
rir
2
o

items = ["ARP", "TCP"]
items.append("HTTP") # S list A7t HA=

= "network"

name. upper () # M str Z3oj ChA| HRolY

host = "10.0.0.1"
port = 443
message = f'connect to {host}:{port}"

SAlet 2

b = a= listE SHoHK| g0 Z2 Z4K|0f] = O|FS 2QICt & SAF ERQ0IH 2 SARF 42 SAC| X10|2

O[&H{3HOF StCf.
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ZAFE -Linux- Python - 7t&f=tel 7|t 4%, PythonZ “BY 5£70| OfL|2} 2|2t M3 SEOZ 0fsst|

gt &2 & function, method, parameter, argument, args, kwargs, lambda, first-class
object

g-HME QX135 K2t St-= & J7hset IE M0 1, HIMEE ZH|LE S22 Zete e
= C

— O — = —
70|, parameter= 29| & X}2|, argument= @& A| HEHE|= Al 2H0[Ct.

St lEdg Hio XYt DS HISISIEE 0|2 291 IC HH|CH HMEES SEA/HH|Q $M 02 HISHH SZ Al
EX™ KLl SefA7t A2H K QIXIZ HEE[= 4L, len(items) = built-in function, items.append(x) £ list

ZHH|9] methodLt.

Parameter®} Argument

parameter= et Holof M3l 3 Xt2| 0|50]|1, arguments SEE i AXZ HMESH= ZLOICL positional
argumente 2|X|2, keyword argument= 0|22 Z parameterd]| LHESICE *argse e Xl QXL **kwargse

e 719 QIXE 220t

gr2EM YWI=4d S

SEIC = 2| M stack frame urst 91x|
T T
: l.argumentZ g2 & > : : :
[ 1 1 1
1 1 1 1
1 1 1 1
! i 2. parameter 0|2 HfQIZ 3t 1 1
1 1 1 1
X s Al scope AHAM > i i
1 1 1 1
1 1 1 1
: : 3.%5—@@-&%@.@@ :
1 1 1
1 1 1
| | 4. return 243t Hof S5 :
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

1
1
1
o e >
1
1
1
1

3% 4-2, return0| 219H Python &f4+= Noneg gtetollt, TEMA 2 FEQ} 84 return CHE 9| 7HEO|CH

| 13 24%I2t lambda

15 AAls Mol MEst, g4 QIXIE MEPSH, ot ZntE dtete & Q= AA[CL Python &
callback, decorator, closureE 2t & QUCL lambdas =2 2H ot EdA0|H S&ist X2 AXIZ 3 F0| =
T} OfL|CF,

FYEEHHES D JHEn HAHLES sHE A

31



AFE|-Linux- Python - 7t&%te| 7|k 4%. Pythong “2Y =&70| ofL|2} 2|t H¥ SEOZ 03fist7|

ot ZHH|2F closure

def apply(value, fn):
return fn(value)

result = apply(5, lambda x: x * 2)

def make prefix(prefix):
def add prefix(message):
return f"{prefix}: {message}"
return add prefix

warn = make prefix("WARN")
print(warn("link down"))

HA L] gol + =35 oA
=1

Scope-LEGB- Closure
22 o] go] glolE ol 2k glex] At 7

2t &2 & scope, global, nonlocal, LEGB, closure

¥4 Scope: LEGB- Closuret scope= 0|E0| R&5t1 AME]|
k=1
=

2 0|§2 &1, closure= WS g7} HEZ 0| &3

ro

s oz S
|=M0] AR |

0|22 2 ff $ixY &t4=9| Local, HFZ &t42| Enclosing, 2&2| Global, builtins &2 Z ZH=Ct. CH
local O|£2 THELY. HEZ 0|20 xHHIRIHSI2{™ global =& nonlocal A¢10| ZQSHX|0t, H2sHH
E9} x

o

Python O| £ dli4{9] LEGB &M

Enclosing HFZ

Localxigt+ 19> s > Global 25 > Builtins
aT

print, len...

38 4-3. 717112 scopelilA O|F2 #H F| tHAl= EX| gH=C

s 31471 BF2 Bt 5350] Bit SI0llE B scopee] H48 7|o{ehs RECE NES BESIALE callbacks 742
o ! C o s

=
&7k grol 2t SAR270[2t 1 THEE 4= @11 M4 cellofl CHE EZEEh= H WE0 loop2t
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global Hatx|at et 8 olct

of2] 347} 8Lt global mutable AlEKS 2H6HE A% AA, EIAE 2], thread QYIS £2017| ofiCh 4
A AL AN QL2 S| ZNS H7Is M2} i) of 2HiC,

Ea_E_.II:I_l-E_E_._;EE _7.(_?_1 7| gol + B3 ofA

et &2 2 if, for, while, range, nested code, exit condition, infinite loop, pass, continue, break,
unreachable code

.-.._-.'?_-*.'_*%-'?-'-’é-ﬂ Z702 A2 TWI} o] wfet A% HRE LHeD, YH22S jterableo|Lt £71
=
=

=
=0| ELt= L

=
il
ru||1
ru|o F
=
>
o
Ot
=
O
HU
B
[
ro
e

| w2z =X
HE2e 2 X20| S mtK| 2

Python2| for= iterabledi| A &

Soll CA 712F Ht5at H|et 2kS RHEC.

n
11
I
mo
n
>
>
00|‘
rot
in]

Col HEH fors £7[3HEH-FUAS B

[ Ry |

=
2I$ICh range(start, stop, step)Zt 3 <

i =
Ot
I~
E
S
=
rE
s
<2
=
o
ra

exit conditiont} st £

HtEE Zls X7140| HiE Fo| =|X| ALt Mef 40| WiX|H Fot 2T} FICE MH2| event loopXE o|=X 2ot
EoT 9O, 0] AL signal, socket close, shutdown flag 22 Hx Z=2 ZZE MA|$HCt.

| pass-continue - break

SH™MOZ DA LWQBIK|T OFR SEHE 3}X| &= placeholderCt.
continue

S urol e mag 7

nreachable code

return, raise, break /0| Q0 AME £~ gl= FEL} =2| LIFO|7L} 2[HEZ Y &~ QUCHL ot FENAM= 4
A o]

g £l
50| return 7ol 0] 2|2 JAE(X| gh= A7t XSHE 5 ACL
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for i in range(10):
if i %2 ==0:
continue
if i>7:
break
print(i)

while True:
event = receive event()
if event is None:
break
handle(event)

47%. Python

o

=E70] ofL|2} 2x|et A

gt

2 O|sist7|
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2 Lol el +BEsid
It el==-Context Manager- Race Condition e EE
ol g “Exty W47} ohel g3ket 0S Aoz K|
il 22 2 open, read, write, append, close, with, context manager, __enter__, __exit__, race condition,
cursor

oty A E2-Context Manager- Race ConditionZt It QIE2 7{'do| A2l I ZH|2} file

descriptorE Sdl| HIO|EE 211 M= Z 0|1, context managere= At &S5 3t sHH|E 0f| 2| oFX st

A |2, race condition2 Al =AM L2} S5 AEi 217t HE2tX|= EH|CH

| MY opene 7 ZHIE YL apolct
Python2| open ()2 Z=E diiAst Hets HARH 7{d9| Egl med MEefE BHS1 file descriptorE =Lt Python
nd &

= O
file object= 1 descriptor?t QAL -HIHA S ZMLCE BE 1w, a, x2t += H7|-M7|- 4 d-H0o{MT|-appen

Ct.

| 2l closeZt Rt}

g2l It -socket H'd H|O|E T2, HIY, TE 2t 212 Q5 XIS AIR
U0 close Al flushEICt. closedtk| 42 descriptor 1Z, G|O]
collection A|Z0l| &7|X| 21 context manager= MEF7|E HA|SH=s MO| HMSICY,

)
H0 ret
[l

ot Z4x[e] HEFET|

S file read/wri lose2
P [P HehFRAN (B desaript || te2t Pl flush || SIN0E
or My buffer e

s

3% 4-4. with 52 Y SEE OtL2t of|2| LM Aoz exit_ S Sl F2[BHCt

Context manager®} __enter__/__exit__
withs At SIS0t oM E ®oZ EXst= T2EZO|C M|  enter 7t AR XIS dtetstn
_exit It =EEICH A0l double underscoreZt 82 0|§2 Python H|O|E 2H0| EHot 2Tt Aol HES=

special methodC}.

FYEEHHES D JHEn HAHLES sHE A



AEE-Linux- Python - 7H&stel 7|gt 4%. Pythong “2Y =&70| ofL|2} 2|t H¥ SEOZ 03fist7|

context manager2 Xt 7|
from pathlib import Path
path = Path("events.log")
with path.open("a", encoding="utf-8") as fp:
fp.write("login success\n")

# O17|M o2 ofFef J2gl0] oY close

# AAE 2o A2

with socket.create connection((host, port), timeout=3) as sock:
sock.sendall(payload)

Race condition

of2] Al SE0| 3R HEIE 1 £Hst= Mol w2t A7t HEtX|= o|Ct “mto] gloH BHELH'E check &
create & CHAZ LIFTH ALO|O] CHE Z2MATL BhS 4 UL |XE M 2E| file lock, transaction, DB unique
constraintX®@ AW et 7|52 AHEsHof Btrt

AlSH O Al Sk 7| ol + 2 6A
aleH OIXIet Python 714 &+ s
Al 7hs e Alal Qeint ol e 74
EhH A2 2 argy, argparse, venv, virtual environment, Anaconda, Jupyter
Notebook

A3l QIXtQ} Python 74t gt R Al oIXt= TEMA AIE A| MEE= EXHE 240|210, Python 7t

°
A2 T ZHEOiCt mterpreterﬁlf W7|1X] EX| 22 E 22lst= 2T H2| =0

et

| argvs ZTEAA AlS} A MtEl 2Xt 220|C)
44

AoflM python scan.py 10.0.0.1 --port 443 HAHSIH 0S7t ZE=IH0|| argument vectorg HESH
Python2 O|Z sys.argvE M3ttt B5 EXIH0| 22 Xt AB 1t Heto| R

B4 PR 4 Lk,

OI'

tCh argparseE AH M, T2,

| 7hat ot
Python virtual environment= ZZ2HEH mterpreter ZE2} package dX| #|X|E 22[]f M= CHE HZE9| o|EHO|
SESHK| oA ot VMAE B kernelE BH== 20| OtL|H{ OSO| Python & 2tA S C|AE{2| ~Z0i|A HZ(SHC.
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Python 74 et&

python3 -m venv .venv
source .venv/bin/activate
python -m pip install --upgrade pip

python -m pip install requests
python -m pip freeze > requirements.txt

deactivate

Anaconda®} Jupyter

Anaconda/condas Python# OlL|2} native library7tX| StAHZ T2|sh= HHIZE-THF|X| MEHAIC. Jupyter
Notebook2 ZE-ME-ZHS A |2 M= Chetd M 2Z0|H, production MH|A Aol BHAITL= JLEY

Of StCf.
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5%t 7}AFS-VMware - GNS3: A& gHAL2 2ol
L L=t

7bg oA YESS As EFE BE “Tha §7370] X5k 2 WAL ohch. ABeolde
S4 Be AN, ol a0l de AA| Ful§ 2LESoiZt A 4 At

M, 7Mdehs AA CPU-HIEZ-1/0 AH 2 A3l of2] AJAHof| Lzt
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nx

714s-Hypervisor VM w
3t t]o] AEE|o)A] olg] LA A7} ELA O Z Ho| o] 8

et &2 & Virtualization, Hypervisor, Full Virtualization, Paravirtualization, Hypercall, Bare metal, VMware
ESXi, Xen

7t&=k-Hypervisor-VMZH 7hest= StLte| 22| RS 6] A2l =2| AFME mSste 7120l
1, hypervisore VM2| CPU - H|22|-C[A3-NICE =2| st=2f|ofof| i35t EX|st= A 0lct.

| Hypervisor?t Z7Hst= At
hypervisore VMOICH 7t& CPU, 22|, CIA3, NICE M35t AH| SHE0] X0l ojZotct CPUS| 7hatet 2batat

!

o
page table 2%, 1/0 device emulation &= paravirtualized driverS Z-83tCt VM 22| guest OSE AHA0| S&! HE
E{2}m QIAIStC}.

7t o] 22| XHAE S/tE A=

VM 1 Guest

vCPU-VNIC 27| E -0

vCPU-VNIC 1/0 &M

VM 2 Guest

Windows Disk/NIC

332l 5-1. VM ZH2|= Z=SHX| 2t hypervisor, 22| plane, 25 StEE 25 A2 ZAC

| m7tatstet utzpatst

M7HasH(full virtualization)& guestZt Ykt SLELIO0IM S&SH= AT 207 st +H gle 0S AdS SHE ot
Ct. gt7tASH(paravirtualization)= guestZt hypervisor@t &2{sH= hypercall- 7t %t M2 drivers A3 QHSIEE
ZoIrt, $ch A|AEI2 CPUE hardware-assisted virtualization, I/O= virtio 22 paravirtual drivers &H M= =t
HEf7t =5t

Type 1-Type 2-Bare metal

Type 1 hypervisor= StELI0] 2|0l ZH MX| == YEHZ VMware ESXi, Xen H|ZE0| CHEHO| 1, Type 2= 28t host
0S 22| ofZE2|H|o| MM MME|= VMware Workstation, VirtualBox7t CHEZXO|C}, bare metal2 &7t HE 0S AZ
20| 22| St={00i| 217 HiX[etih= S22 M -hypervisor 220i| W2t AL EICEH
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e
N
Jiok
re
"
HL
ot
s
nx

1SO o|O|X|et VM
Snapshot

=] wiA| e} =l =2 7] 28 & backupdt 235171

i &2 2 IS0 image, snapshot, clone

HZpt o]ofx|o|1
=

2 = U st 7IS0ILt.

ISO 0|0]X|2} VM Snapshot®t ISO 0|0|X|= &St C|A3 31X
snapshot2 VM2| C|AS-0|Z2| AEfE EH 7 2

oxd TIr
> 0
5

AN AR LSS Stitel o2 E&ES |23 0|0|X[Ct VMe| 714 CD/DVD X0 & &
2 . Bt Y=IH0| ofL2t R Fxof MU A AR HIEIH|O[EE

| Snapshot

snapshot2 E7 A|&C| VM C|A S MEfet MEMOZ HZE2|-&X| ME|E 7|EHOE NESH ==SE & UA ofCh et
O base disk0l| HAE (delta)2 0|0 M= AZX0|ZZ F7|ZH MOoH M
He 0N HE ZoHFH| 2Z6H= backupS CHAM|SHK| =L}

Snapshot2| HAE H|Q!

Base
. Snapshot Delta 10| EE2H 7|EY
Vldrit:;l > J|=x > sz 7|2 > Delta 2 &7} > ey
12l 5-2, 121} snapshot0] 22 datastoredfl U™ MZEHEHA| Zholf off EHA| 942 4= ALE
£ |2} snapshot
clone2 5% = HEE M VM QAHAE DtEE= 7|50[1 snapshot2 &2 VM2| A MEHE &2|st= 7|50]
Ch dEE +oint 017} 20z R ™ 34 ZME =elsitt

ok
re
¥
HL
oft
Es
mx

VM L E 9|3 2| NAT- Bridge - Host- 2|
only

7P NICF o= BREAAE Eojele] AR E7

EH &2 2 NAT mode, Bridged mode, Host-only, virtual switch, vNIC
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VM HIE®|32| NAT- Bridge - Host-only2t VM NATE host7t FAE H2I6H gueste] 2|8 EAME F
708t bridge= guest NICE S2| LANQ| L2 E K& HZASHH, host-only= £t 22| &
host-VM LH|E®|3E 2HELL.

| NAT 2E

guestZt AHE Tt HIEQIS FAE M0 host2| NATE Sdlf 2R = LIZICE QRN = 7| 2K 22 guestd| ZIF A HE
= 27| 0{E@ 2 port forwarding0| 2R3IL}. A& VML QIE{U FZ22 &X|2 X LANS| =& ZHH|XME 20|X| g=Ct.

| Bridge 2E

7+&H NICE hoste| 22| L2 HIE®| 30| bridgedl guest7t Z2 LANS| S& EX|XE DHCPE BHL}t IPE AN3ict 2
NIC- 7|2 NAC: promiscuous H|¢t I§Z0]| XSzt 2tEE H|2ko| U 4 UL

0.

Host-only2t LHE HIEH3

host-only= host2t VM At0[2] HE|El 7tAH LANS BHE 1, internal/private networkes VME7|2[0F EASIEE 2T
2 QUCh 34 ME2 BUOoZ MX| $E= H2|H 1t snapshotS AHESH{OF $HCL

VM NAT®} Bridge HIE${32| 1}o]

2 B

NAT 2E

Bridge 2=

=2| LAN

32! 5-3. NAT®} bridge= “QIEH4 &/¢t 27} 12 ZA|2t =47t o{C|of| EXSH=XIZE FESTITH

FYEEHHES D JHEn HAHLES sHE A

41



ZEE{-Linux- Python - 7H4tsto| 7|t 5% 7tASHVMware - GNS3: A& 2HE2 2o sU L=t

ok
e
¥
HI
oft
=
nx

GNS3 - 0j|Z2{|0|M-Cisco 10S CLI w)
A% skl SolA] ARl o ZeAaekoju|A 7 B2tels)

EhH &2 2 GNS3, VPCS, QEMU, 10Sv, 10U, Cisco 10S, enable, configure terminal, no shutdown, running-
config, startup-config

GNS3- 0l £|0| M-Cisco 10S CLIZt GNS3:= {2 7hade}-0f|22{|0]M backend®t 7tet F3E
HE2/3 topologyE A#st= ZE0|H, Cisco 10S CLIE #THMHE HRE modeZE L0 EH|
SEE Z3[5t0 HF Tt

| simulation2t Emulation

simulation2 A& A|ARS| SAE £ =2|M DHE AAMSIEE WED 2 Ao F2|SHKIEH AX| 0S o]0|X|<|
DE M9t CLIE MEHSHK| &2 4= ALt emulation2 SE CPU-ZHX| 2t U W AX| ZHH|E binary/0SE M3lst
D= A4M0| =X XY 272 2to|MA H|efo| ALt

| GNS32 M g4

GNS3 GUI= topologyE HA|6t1, local/remote GNS3 server?t QEMU, Dynamips, Docker, VPCS 22 backendE
MBI} VPCSE 7HHE2 7H PC, QEMUE CHYSt VM O|O| X[, 10S on Unix/I0Sv AIE2 Cisco A& O|O0|X|0f| AL EICY
Cloud node& host interfaceLt VMnet2 topologydi| HZTLCE.

GNS37} of2] of|22j[0E{2t #H| AE|HIO|AS JFE=E =

Y| ens3server QEMU Router

process

bridge process VPCS

e
[Ih]

Cloud/VMnet Docker Host

AH Host NIC

& 5-4. GNS3 AtH|7t 2 E 2tREE F8I5H= 40| OfL|2t 042] backendE orchestration®tCt.

| olE{mlo|A 0|2

Linux2| etho, ens160, enpds3& NICE 7t2|7|= =2| 0| E0|Ct. predictable network interface name firmware/
PCI 9IX|E gtHsl &KX A HSI0| = 0|50| HPHE|= 2 BtC}. Cisco®| GigabitEthernet0/1%= ZHH| L QIE{H|O|A
AHXICEH QIEH|0| A= 22| 7tE FA|, ZE, 7MY subinterfaceS 20| w2} 7t2|Z1C}
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| Cisco CLI mode

user EXECO)= HMIstel =3, privileged EXEC(#)= EH2 =¥|-22|, global configuration2 HH| HH MH,
interface/line/router submode= Ed 78 @4 XS HYTICE no= B2 BHMA sie ™S FMAHSHAHLE Hioh &
Ei2 E|E2l= 28O0|CE shutdown Z2|HO = QIE{H|0[AE LH2] H|O|E MES 2t no shutdown ZZ|MO=

ottt

Ciscol0S 7|2 2= Mgt

enable
configure terminal
hostname SW1
interface gigabitEthernet 0/1
description USER-PC
no shutdown
end

show ip interface brief
copy running-config startup-config

running-config®} startup-config

running-confige= 31X RAMOIA HE F91 MH, startup-confige MEE Al 9IS H|Z|L XM& MHO|C} write
memory EE= copy running-config startup-confige ®xf AME2 2El MO Z XMESICL HESHX|
OH MEE = At2bE 4 QUC

1 i 47| gl + B2 3Y
On-premises- Cloud-laC- Container dnlahidi
714s} o) % Qlmets vl A|sha v pefshs
el &2 & On-premises, Cloud, Infrastructure as Code, Terraform, Ansible, Docker, Container, OpenStack,
resource pool, VDI

On-premises- Cloud - IaC- Containerzt on-premises?t cloud= QI Z2t AR-H|3-2Ql mHIZ 72

2ot1, laCe 7182 FTEE MasHH, container= host kernel2 3/ 8t= process A2 EHAl0|Ct,

On-premises2t Cloud

on-premises= EZ0| EX[st= KA A|Mo|Lt ME 2HAHO|| QIZEIE HYX|-2Hsh= 2RO0|1, cloud= 3ZX7t X
poolzt APIE NISdl Hee mf &etst= DEO|Ct 2| Xt0|= tha |X[7f OfL|2t M 2Ef, nt=2 b5t EX| WhAlo|Ct.

| Infrastructure as Code

laCe MH-HER3-At-cloud At

-4
control, review, Bt= H{ZL drift BIXIE 7%5f71| StCt Terraform2 F2 XM HEfE MA-TEH|X'JSt0, Ansible
host 48 -I§7|X|-MH|AE 5H= MEHE PtEE= Of| 23| AFZEICE ZA|l= HHHO|X| gict
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Container2l VM

container= host kernel2 3R3tH A process, filesystem, network namespace®} cgroup2 2 Zz|stct VM2 Hi:
guest kernel2 7IZIC}. containerZt ZHEX|2E kernel F|2f&E 1t host B&0| & Bt Docker= image, container
runtime, network, volume2 &z2|st= AE{A|CL.

| OpenStackz} resource pool

OpenStack2 compute, network, block/object storage, identity 22 H|O|E{HIE{ Xt S APIZ R0 private cloudS
Tz REAA EEO|C resource pool2 02| 22| XS =2|X O = 2ot L0 2t ZEst= 7HH0|C}.
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EH
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o] o] FA AR sttt “IP Hizl& WHE7] Hol, o |7t 22 HES A9

2 Ax7tA] AA| A7)-F ASe} Ethernet TS oA AHEst=7)”
NIC, MAC 4, A9%], BE2EIFAE  VLAN, 802.1Q, STP, ZE A|FZE]E 0]
Aol A2 At ol @7 Eot Zae] 3t 77t A9 %] ZE| S0
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6%, Ethernet Ig{|Ql0| ItES0{X| 1 AL X|NHX]|
CAFSH= A

AHE HegZA|Th 54 LANS A 2 Qo
Ethernet Zg|¢o mjZle 2x+ Alol&S ZAuR| Estoh. NIC7F 1P A
Ethernet =2 2] to]g FHof] Y1, ZXR|-Z2EA] MAC 42 25 HAALE HHE &

o AB 2 ul U o] e 1 A 39S ofF v AZRE A
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Z2 LAN 2tojjA =2 jo| 2Zl0l= 6%. Ethernet Z2{| 20| BHS0{X| 12 ARIX|IIX| EA5t= 2hH

Ethernet 7] stol + [EEE/RFC 22
LANE F&8sh= ol 7[&0]#] LAN 1 A4l of

U

ShH| &2 2 o|C{ull, IEEE 802.3

EthernetZt 941 LANOIIA ZX|7F ZafQ) Al MAC T4, K| M2, s ME fXlg 3ECE A8
St S Yot 7|& oIt

| 2re=mg ofsfist)

Ethernet2 £% 3|At MIZSH0| OFL|2} IEEE 802 AIZ0| M EESHE R4 LAN 7|&2S 712|ZIC} “O|E4ll = LAN"2 OFL|
C LAN2 717h2 el HIESAEk= "F0|1, Ethernet2 1 LANS 71oidt= CHEXQI HIo|HEI-Z2| A 7[£0]

Ch 22 LANS Wi-FiZ 2tS =& 2N, 22l E Token RingME™ CIHE 7|s= 2HE =k AUCH

M 2 MXtE “O{C|2E 7|7} $F HIAIXQIX]”, “S2F B EX]”, “5 7t grotok
2 4= QICt. Ethernet2 ¢t Hof| M=e H|0|E Ho{2|E T (frame)2 2 72
ot 2 20| MZ CHE N ZALQ| ZHH|7} 22 FAIO 2 EAMSHA| Bt

s
|0

Ethernet Il =g 2 2=
Typef
le + =xx| MAC S9x| MAC 8°Eﬁ'_fQ Lengt Payload FCs
SFD = h

3712t 6B 6B MEf 4B 2B 46~1500 B 4B

3 6-1. TY2 T, 4| T2EE AEXL A Cl0[E, 2F HEUCE FHEICL 802.1Q Ei 1= VLAN E- 3 S0i|M MEIMOZ Ml EICt,

a
1. 88 T2Mo| B o[ E AZU0j| &Lt

SHFS| TCP &= UDP7L ZE Hz 52| & A5 FEE EQICt
3.IPAE0| EEX|-=HX| IP LA TTLE2 HEE E¢ IPI{ZIE 2HELC
4. 2t & EHEH ool w2t “ChE 878 Hotal, ARP = 0|2 BHMO
5.NIC E2}0[H{ e} NIC7t SXX| MAC, £2X| MAC, EtherType, FCS S8 E &%t Ethernet I2i| S FA ST
6. NICS| PHYZHHIEE T7| M= = & M2 HHro] /I30)| L2 HE
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287

| AN e

HI

I3l (packet) S =02 HESQ3 H0|E| BHRIE &
21 IP IiZl, Ethernet?| H|O|E{ EtR|E Zaj|l0|2t11 StCt. IP 22
T7t9| Ethernet &f|IC{= O & MZ 2HSO{ZICE

=g Hets| Uet nff 1IPv4/IPv62| H|OE t
IREE XY of CHH|ZE X|=|X|gH 2t 213

[

rir

ng

=l

Ral

=l
mox
[%

| Fcset crCL st

FCS(Frame Check Sequence)= 2| Flofl 2= 2F A= 2O0[CL &4 H2 Ty
£2 A2 AXS CHA| >ATICE ZH0] SEX| e
|[EE XSS 2 1X|E= 7|570] OtL|CE. Ethernet
HsiC},

O =

K

1
rz

on rjo r2
= MUn
2t
it
n
[n
] F

o
sl
00
00
=
My

HHoIM FCSIt ot HY = A= 0l7

T2 NICE= FCSE St=Rllofoll A AAtet 7| 2ol @2 o ®MAHStet. a2t Wireshark0il M FCS 2E7} 20| X|
=Lt “Ethernetoll FCS7F CH 11 EHEFSHH OF EICE, 4% 9| X2t NIC/E2t0|H HF S Is{of Bt

MAC $—_AL 7| =2l + [EEE/IANA 2%

UAA
MAC FAzEZt2 2|13 L= VAN QH0f|A| Ethernet T2{|219] £ A=Al QIE{H|0|A S AlHSI=E HE
48H|EQ| 23 A|Z FALt

| MACo|ah= gtofe] ojn|

MAC2 Media Access Control, & “2% O{H|0| =7t OfH BiAloZ MAEX| XMofsts Z”S SESICE. EthernetO| M
L ol =} N

Al
MAC 2= T2 S 22 3 29| 0| QIE|H|0[AZ 2K AEst= &

48H|E FAo| TX

o —

IOl Ethernet MAC A& 48H|E(6HIO|E)O|H, ALZIO| 947] ZA| 00:11:22:33:44:55 & 16ZI+2 FAIBCH oE
2 FMZAtol] 2E OUlIRt HEE £ AT, FIZRS HZEADL QIEHO|AS FRSHEE HBHCE CHot ST RHH(K|2| 2
MAC, 7tet NIC, 22t E S0l M= “9f 24H|ECH 2H St MH| HEAIS & 4= ACH = 70| THE == QUCE

HI

219
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Z2 LAN 2tofl A Zzjjelo| 2Z/0]&= Y 6%. Ethernet Z2{|}0] TS OX| 0 ALK M| EALSH= o

48H|E MAC FAE siA12 0f = £

LIHX| &
ve | up | HER® OUN/EX A ey | A
HE/2FA /22 6 bit UHtY 24 bit UL 24 bit

3% 6-2. |5te| HIEQ] I/G2HU/L 2|0], OUI S, EA| AH JHZ TESICE M| 70 M= 22 22| FA REQ| FATF SIC

| SL|FHAE-HE|FYAE -HECIH|AE

SLIZHAE MAC
of QIEHIO| A S THM O = Sh= JHE FAL.

HE|FHAE MAC

S3 022 ChAOE toi, } 519 I/G B|EV IF FAUS LiEtt,

HZEIAE MAC
LEHIETLIQ ff:ffiff:ffff:ff O|0 Z2 VLANS| ZE EEZ SHUEIC

MAC AL QIE{Ul MA|o| HE FAT} OfLIC}

MAC o= oiX 2 30i|M T2 MESH= o AHEStTt. 2tREE XLt CHZ Ethernet 232 Ho7tH E2X|-5
HX| MAC A& 1 230 SHA| CEA| 2 EICE QIEU MA|0IM SXX| HIE/ZE He= L2 IP A0 2t2E0|
or |-

E—

# Linux QIE{TO|ALQ} MAC A H7|
ip -br link
ip link show dev eth@

# 0| IP2} MAC O{E E7|
ip neigh show

# Wireshark HEA| ZE OfA|
eth.addr == 00:11:22:33:44:55

I 7| 22l + Linux 22

AREg o] mjZl S AA| A2 vi= A

SHH| 3H2 2 2FLE, Network Interface Controller, HIE I3 QIE{m|O|
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E "=k
Configuration BPDUO|A] H| 1 5}= S 4] HE
Protoc Version Root Path . .
olID IType Flags Root ID Cost Bridge ID Port ID Timers
STP Al STP/RSTP TCS FEZH £ g S ALK =l == Hello &

o

33! 8-6. T3 - B0l w2t M A2 ChEX| 2 RE FHEQLH|E, SLAHEE, EfO|H7t Ho|ct,

| Superior BPDUS] H|: &M

1. %2 Root Bridge ID
2.#2 REZIH O %2 Root Path Cost
3. 12 Z2oH o %2 Sender Bridge ID
4,72z 2o O W2 Sender Port ID
Ol HWE FENY AZFH K= H2stH EICE R S=0M 571 LHHE F §52 2X| gh=Cf. “S27t e 237t
X 0[ZICE 7 ofL|2t X 22 RE FEE H|wstn, 1 QtoflM 22 |88 2Lt
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ot 87|, ZEJH“OIH| Li7t X1 ZEO{of Bt 1 @mtdl forwarding2 2 B =~ AULH Loop Guard, UDLD 22 E=
7|50| 0| &S H2telrt.

o

EE EEIIIQI- Bridge ID &7| =l + Cisco 22
Eg|9 7|Ede <ol 2717 =t

EhH At2 2 Root Bridge, Bridge ID, BID, Root
Election

FE B2|X|2} Bridge ID2 STP EEZX|2| 7|ZF0| E[= A9IX|2t, O REE MESI| flol M

A8 HEE Zgleh H|w gho|ot.

H>

I Bridge ID
Bridge IDE= STPO|IA A2(X|9] 2M=2IE H|wdts ME ZHO|C). MSHLZ Bridge Priority?t MAC F47F 2 EICH
=

! 5
VLANE STP 7210]| = Extended System ID7} VLAN HEE Bt otCt, 712 B2 Bridge ID7t Root Bridge”t EICt.

ZtoH
ZtO™ Extended 74E %2 Bridge

Priority H| 1 > System > Y >
4 H|w ID7FR
ID/VLAN 24 w4l I1Rost
38 8-7. 7|2 M&=2|0 FH MAC T2 240 a2t 25| RETH HoiE 4= Ut

FE H2[X|= E2|9| 7|ZHOICt HMA ABS| Mds £A90X|7F 25| REI &[H E2i F2It Hg M= g1, &
Of Al =k ofl &2t HapXIct YHXoZ HERS S42| HZ/Z0| A9/X|E primary/secondary rootZ 2|=XO=Z
Hetct

FE HE|X| 2F-HS ol

# OlAl - A& VLAN/SSE E2H0| 23 AtE
spanning-tree vlan 10 root primary
spanning-tree vlan 10 root secondary

show spanning-tree vlan 10
show spanning-tree root
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STP EE g| g 7| =kl + [EEE/Cisco 22
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STP ZE oigizh 2 wato| 4|4 ZE, HIHES| HE ZE, 5 | ZEX STP AN Zut 2}
ZE0| 2ojgls EEZX|A0| ofgto|t,

Root Port

REJ} ol 2k AQIX|0N RE HE[X[MHX| 7t 243 Z2E MSsh= ZE ohLich siiE AQIX(It RE &
I ArRét= CHE ZELCLH £E E2|X| XH4|0fl= Root PortZ QILCH.
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| Designated Port
ZF LAN MIOHEOM O MOIHES| Dol RE WHOR JHE & MES ZECL RE HE[X|Q| &y ZEE UHNOR

Designated Port7} EICt,

| Alternate/Blocking

22 SHS flet O L2 ZEJHO|0| leBz ROE 917| 93 AL} Z2f|JS MESHA| ¢b= thAl ZELL 22| Z3=
A0} A1 BPDU= XN2|e = lon, = Z=Z Zof Al Tet =7} EICt
g MEH el AFERF T2y M EE
Root Port HIRE AQ[X|OICH 174 Forwarding O] AQIX|7t RER JH= A|M 77
Designated Port NIHEDCH 17 Forwarding Ol MOIHEOM RE W iHE=?
Alternate/Blocking S5 Z= Kt onjd &2 4=t UABZ o ZES T}
27

ZE g XE MEj= CHE Solct

Root/Designated/Alternate= EZZX|0j|A{2| &&t0|1, Discarding/Learning/Forwarding2 $ixf H|0|E{ X2|
MEC} 2012 O™ RSTP He 2tH S MHs}7| of LY.
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STP EE o QI' RSTP 7| 22l + [EEE/Cisco 22
I Qlo] KA AE el = ettt

&H &2 2 Blocking, Listening, Learning, Forwarding, RSTP,
802.1w

STP ZE MElel RSTPEE STP ZEJ} ALEXF Z2f| S HE| 1, MACE &h&5ta, AT HESH|IHK|
A= HElfet 0| S O WEH| +FHote = Mot T2 EZO0|CY.

TS STPRI RSTP2| MEl T2t i'd

Blocking/Disc > Listening >

" (802.1D) Learning > Forwarding

RSTP£ Discarding- Learning - Forwarding@ 2 thaotstn &t/ 52| 2 O w2 A| Hetstct,

33 8-8. ZE= ZHIZE AFEX Z2f| S HESHX| gfn EE=X| Qe MAC SHE BHAIS %It

ME 802.1D AEH
Blocking
AR Z2||Y S MY -SE5HK| 41 BPDUE ==Lt
Listening
STP Al &tof| ZH45HX[2H OFE] MAC St& 2t AL XL MHE SHX| @=Lt

Learning
ZZX| MAC2 SH&0HX|2F AFEAF 2|2 OFX] TEHSHX| G4=Ct.
Forwarding

MAC et&2t AFEAF 3| HES STt

Disabled

22N shutdown = 23 H[EHY S22 STP HOISHX| @b=Ct.

| RSTP7} atx|= o|R

RSTP(802.1w)= AEHE Discarding, Learning, Forwarding@Z thaststn, Hi™ 230|M proposal/agreement
handshakeZ ZZ0| QHHSHA| S7|2t=H S EIO|HE D25 7|CH2|X| Q411 HEH| MSHSICE Edge porte THY HEE
238l ZA| forwarding® =~ QUCE.

AQX|7t HBEl ZEES edge/PortFastZ 2 X[ HotH 2SIt M2 i

= A =
Eofl= BPDU GuardE &1 H&dli A(X| HES EXIst= 40| E3ILt.
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STP E§ 7|% | 22 + Cisco 243
7t 7359|919 welz} 1 g 91x17} chact

gt &2 L PortFast, BPDU Guard, Root Guard, Loop Guard,
uUbDLD

IIs S ULt HHEA| st=t AL M2 QK|
PortFast / Edge CH ZEO| ELR% STPLI7| AlZts &Y PC-MH S £|Z 2t ZE
BPDU Guard L TEO|A BPDUE RO ™ ZLEE err-disable & PortFast/edge ZE
O Xfet
Root Guard EX aistol| M Cf 243t BPDUZ S0{2 RET HI SHR|/H|ME| AQIK| Bis
EANE LS
Loop Guard 2rotoF gk BPDUZF AIRHAM XIE ZEJI HR HEl= & AKXzt E= -3
=g etal
UDLD & 33 9| ot EA TOHE EFHX| ALK zt&3

PortFast= STPE 1= 7|50] ofL|C}

PortFast ZEX BPDUE &gt £ U1 STP EHQlof EXHotct. thX| tharo] AZBE o= JHESH Listening/
Learning X|HE AT 1 W=H| forwarding®tCt. J2iA 1 7HEH0| THA AL{X[7t HAEH ?/edstH BPDU Guard7t
H ettt

interface GigabitEthernet0/10
switchport mode access
spanning-tree portfast
spanning-tree bpduguard enable

show spanning-tree interface gigabitEthernet0/10 detail

show errdisable recovery
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switchport port-security mac-address sticky 7} o e} E Tt==X|71A] Ay sttt

st 22| olmajof| A VLAN 102t VLAN 200| 22|5|= 24

PC-AVLAN 10 Server-A VLAN
untagged untagged
Access SW |~ g021Qrunk 4‘ Distribution SW
untagged untagged
PC-B VLAN 20 Ser"erz'g‘ VLAN

HECIHAEE ZH2 VLAN OHof| A2t I ZIct,

33 9-1. HMA ZEQ| T2 |

ofm
2
]
£Q
rr
IH
-}
o
mjo
HI
=
H
[>
f
s
N

FEZA0{M 802.1Q Ei22 VLANS T2t

FYEEHHES D JHEn HAHLES sHE A



Z2 LAN 2tofl A Zejjlo| Z/0]&= H O VLAN-802.1Q - EE A|R2|E|: =2| AAI2t B4 EX|

VLAN 7| &9l + |[EEE/Cisco 22
2] x|} =2 U EHZ HAE &2
t}

BH A+S 2 Virtual LAN, 7H LAN, LAN2H VLAN

VLANEZFSILES| S2|H A9F QlZatE o] SEAQ 12 B2EHAE EHQIQZ =2 2E5H= 7|
=0|Ct.

| virtualolah= 2| ofn|
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Access port= Ao P to] SHM|A VLANO|| THS HAZASH= AQ|X| TECE, FHZO| Ef Q1= Ethernet T8 2
LM, AQX|= ZEO| MHEE VLANCZ EFSICH LHZ o= 2E Ej 1S H|H{sict.
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H/ ©
Access/Trunk BA| HH& oA

interface GigabitEthernet0/10
description USER-PC

switchport mode access
switchport access vlan 20
spanning-tree portfast
spanning-tree bpduguard enable

interface GigabitEthernet0/1

description UPLINK-TO-SW2

switchport mode trunk

switchport trunk allowed vlan 10,20,30,999
switchport trunk native vlan 999
switchport nonegotiate
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IEEE 802.1Q (dOth) 7] £01 + |EEE/Cisco/RFC AZ

“xmejglo] o] VLAN 242172 23 Avjsol Mest

Il A2 2 dotlq, 802.1Q, VLAN tagging, EH2Z!, TPID, PCP, DEI, VID

IEEE 802.1Q (dotlq)2t 042 VLANO| Z'2 Ethernet 232 2% mff T&j|0j| 4HI0|E EJIE A
250 VLAN 241t M| HEE HEAlstE H2|H-VLAN EZ0|C},

| Dot1Qat= 0|2

dotlqs “IEEE 802.1Q"E 29l7| &lA| £2= 0|20|C}. IEEE 802.1Q= EHa3| Cisco HEHO| st F0| otL|2}, E2|X|et
VLAN 5%} 8! Ethernet Z3{| 22| VLAN E}Z #4I2 Holst= EFO|Ct,

AQ[X| ZH @3 StLEZE VLAN 10, 20, 302 Z2f|s R5F 2USITH SfAL B0 glo™ 4 A9K|= Z2fQlo] o=
VLANOIIM 2t=X| 128 2= §iCt 802.1Q= ELX| MAC Flofl 4HIO|E EfOE IS VLAN 2453t RM&9| EE MY
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SXX| MAC ZWX| MAC TPID | PCP | DEI VID i Payload FCS
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2l 9-3. TPID 0x81000| Ef 1 EXHE 2|1, TCI 2t2| PCP-DEI-VIDZt M &2, EE 7Hs4, VLAN IDE EHSICH B0 402 maj|Y L{E0]
HHYEE FCST CHA| AlLFStCt,

| auto|E Ejae] mE
TPID (Tag Protocol Identifier)
HE 0x81002%, F0i| 802.1Q Ei X[ MEI} 2CH= A2 LIEILH= 16H|E 2O|Ct.

PCP (Priority Code Point)
3HIE 2Mz2| 22 = 802.1p/QoS 2F0l| & EIC} VLAN H= et CHE HEL

DEI (Drop Eligible Indicator)
=2 A YA 2 A HE £ U= TS HAISH= 1H|EL}.
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12H|E VLAN AHXICH 02t 4095 SE/042F o[0[7t A0| Lt VLANSE MX| fOH S| 1~4094 He|E LPiC.
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802.1Q VLAN OHZ Of|A|
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interface GigabitEthernet0/0.10
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# Linux VLAN QIE{TH{O|A OfA|

ip link add link eth® name eth0.10 type vlan id 10
ip addr add 10.10.10.2/24 dev eth0.10

ip link set eth0.10 up
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VLAN 13} 22 o] o & A7 o] RE=A] drojof &l
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.1 Z3t CDP/STP Z1, EAl =M, VLAN hopping $I3 Z=710] MZ 2= QICt.

74



Z2 LAN 2tojjA =2 jo| 2Zl0l= 9%. VLAN-802.1Q - ZE A|F2[E[! =2| ZA|2t M SH|

Native VLAN mismatch

untagged frame

SW1 Native 999

SW2 Native 1

SW1: VLAN 9992 4z} SW2: VLAN 12 42}

03 9-4. 22 Ef 7 9l TS YB0| TIE VLANS 2 RFBICY,

et

Mo
of
o

|

o AFEX

<=

HIO|E{7} = Y native VLANS At SZ 2 UX|A|ZICE
2 2= VLANE trunk allowed listoi| A ®|7{BtC}.
M5t Z2Z0| M= native VLANE Ef18HE 2 HMS HESICL

« DTPE 1110 access/trunk I&t2 HA|BICY

ne

N
ofr
M

DTP 7| &9l + Cisco 22
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dynamic desirable auto/desirable/trunk trunk @4 7ts
dynamic auto desirable/trunk HTh7 H=H0[H trunk

VTP Z7| =2l + Cisco 22
Trunking ZkAl|7} ofy el VLAN A% BjZE th2oh

i &2 2 VLAN Trunking Protocol, VTP Server, VTP Client, VTP Transparent, Configuration Revision, VTP
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ZEZ0|C}

| vTP7L sliAsteid x|
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Configuration Revision
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ot & oloir}
= T MAMM .

VTP pruning
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shH| 3t2 2 Router-on-a-stick, Subinterface, SVI, L3 Switch

Inter-VLAN routing®t A2 CHE VLAN - IP subnet At0|2] THZI S 2tRE| EE= L3 AQ|X[7} L3 22

BI5t1, 2F VLANO]| St= M L2 Tej[Qle 2 MESH= 2HHo|Ct.

| of Z22 AQI%] St ME BI2E{7L LREH}

VLAN 102 VLAN 202 MZ CIE 12 BEREEIHAE EHQI0|Ct PC-A= JXX| IPOf| XtAIQ| subnet maskE & &3 =&
HZE HER37} ofi|2tn metstn default gatewayZ EUHCH L3 ZHH|7L IP IiZlS 2tR&ISH §| VLAN 202| M
Ethernet Z&{| O 2 HET|SIC},

Inter-VLAN routing0|AM Z2j|io] $t H 27|11 CtA| IHE0{X]| = 2HH

o Ato10.10.1024 EroR

L EER !
1
10.20.20,202 /24

yro|2Ph mict

2. 0| ESJI0] MACE S XX 2
st w0l M >

3.VLAN 10 Z3j| Hg

>

4. 128C] HH, 1P

22 x|
1

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
5.VLAN 208 M L2 X
1T pjol AHAO'I ’ 1
1

1

1

1

P

T

1

1

1

1

6. PC-B2| MACO 2 HMEt

1
1
1
@
I
1
1
1
I
1
1
1
I
I
1
1
1
I
I
1
1
I
I
1
1
1
I
1

Coo oo oo oo oed PFooD oo oo s oo o

% 9-5. VLAN Z7|1E 22 W 7|& Ethernet 2|2 Z& &1, 2HRE /L3 ALIX|7F XX VLANO| Sh= A Zaj|lg ghEC

| thE 7% 371%)

22| 2EjHo|AE 2t
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2tRE2 E2| ZEE VLANE access port0ll HZ$IC}, thashX| 2t LETL BHO| EHQSICE,

Router-on-a-stick
2t2E ot 22| 2AEH|0|AE trunkZE FHZ st VLANE subinterface®t 802.1Q encapsulation2 T4 $ICE.

L3 switch SvI
A2 X[0l] VLAN'E SVI(Vlan10 §)E 2HS 1 StEH|0] 7|22 2 inter-VLAN routing®tCt.

L3 221X] SVI G A|

ip routing
!

interface V1anl0
ip address 10.10.10.1 255.255.255.0

no shutdown

!

interface V1an20

ip address 10.20.20.1 255.255.255.0
no shutdown

Subinterface H< 2} VLAN ID

G0/0.109| . 2| QIE{H[0|A 0| S| H  &o|Ct. AH| VLAN OHE S encapsulation dotlQ 100| M3t

2=
Ch 2y 22 HeE M 7I54S &0[= Ao|Lt.

EtherChannel R —
oj2) 552 BaslAn & 552 BE 3 wHio] TYE
o}

EtherChannelZt 642] 22| Ethernet 23 E SILIC| =2| 23 ZE {0 £ Y E, 213 Mol S|=,

STP &3S MS3t= 23 &d 7|=0lct

| EtherChannelo|zt

EtherChannel2 0§2] 22| Ethernet &3 & 3tLt2| EEI ZE tHEZ F&= 7|=0|Ct STPO|= otLte| =2 23 XNEH HOo|
O Hi F3E WE S5 222 KCHSHR| 40, 23 Thof Al H2 HHE EAS X 4 JACH EZE LACPL} Cisco

PAgP/EX on 20| QUCt.
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4n

SW1 Gio/2

STPel 49| ZZ2ES0 = =8| Y3

9% VLAN-802.1Q- ZE A|F2[E[: =2| ZAI2t B SH

213 2 §lLte| =2| Port-Channelz £7|

Gi0/2

Port-Channel 1 SW2

Iz e

2l 9-6. Y TEO| £ = -duplex- access/trunk- allowed VLAN Z+2 Al A 0| gtotof siCt,

| i 3t TCP HZo| £ by walx|x|

o2l =Mt FHH=E WS E017| floh 291Kl=
VS o2 S8 FAls SM4EX[T T 5

ol A Olhjl.
L2 T M=

SWX|/2HX| MAC, IP, L4 BE S siAleh ¢ SE2 SF B Y20
tuple S22 3 213 820l B 4 ct

| =2 AMEH of 2x.Zajio| A7|=7t
SHZ2 Port-Channel 2 £ =0 HHHZS S22 TEZ QIAISIZLE VLAN AFo| Ct2H, Zt2 mej|Qlo] oAt Bt 22 &
o

012} MAC flappingzt STP O|At0| MZ %
StC}.

k

r

LACP EtherChannel Of|A|

interface range GigabitEthernet0/1-2
switchport mode trunk
channel-group 1 mode active

!

interface Port-channell

switchport mode trunk

switchport trunk allowed vlan 10,20,

show etherchannel summary
show lacp neighbor

UL 2 channel protocol, group number, trunk/access 88 &

CHZ=3}oF

30
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€2 LAN eHol 2220 SH0I= Y 9%, VLAN-802.1Q- EE A|F2|E|: 2| ZA9} H4 Ex
Port SeCU rity 7| =2l + Cisco IOS XE HZ

MAG 7]k H3to] ] eHdah AL8A} Q152 of]

et &2 & ILE A|R2|E|, switchport port-security

Port Securityzt A9 X| LEOM S8 SLUX| MAC AL 745 Ht1, 518 He
of| 2lEt =X|E HEsH= L2 T4 H|B 7[s0lCt.

i
ST
=)
-
I=]
o

| ZE AF2IER 2017}

Port Security= A2|X[2] EH ZE0|A 5|2 EUX| MAC T4 E= %
Eof| 3{7tEl Z2IE] SHLETE QU0{Of Sh=O| CHE L ESO|Lt A% AQ|X|7t HEE= AEE £0[&= O AHSIC]

lth AQX|= A ZLUX| MACS XI5 St&SICE SZAIIL H ZEO| HX|E HFS7LE 7|E TAE H10 x| BXIE 22
H2Ct. Port SecurltyL “o| TEO|AM % 7H, of MACTIIX| HACZE QIFEr Zi0I71”

Port Security?| Mz| 2

2|uto| o
HE/SH /st A melo| protect/
HE Hot 312 A0 : s20|6 :
e > M:jC A I)HHX.| | ickyMAC || ELXIMAC P ;L.;L:r > restrict

n

Port Security= E2X| MACTH 78 HMIBHst= L2 ™ SHICH ALE X} 215 XHA|= OfL|Ct.

32 9-7. 4% El secure MAC T ACH I8 J7|EQ R 2} 4l If|Qlo] ZELUX| FAE HAKSHC]
| sluto] wushs cHE =2

«0|0] Z|cH secure MAC £:0i =2} =0 MZ2 ZEX| MACO| S0{2Ct.
« 3t secure port0i| ¢! MACO| 22 VLANS| C}Z secure portOl A £ QIC}.
« 2SO XMt secure MACZH CHE EHX[7t Taj|Ql S EHC.
Port Security?} stx| £s}= 24
*MAC FAE ATEQ0E HA ALY 2 QOO R 2ot ALSX} A2 Q150] OfL|CY,
« 518 MACS| ZX[7t obd RE0f| ZHE AS THSIX| ZEtct.
« ARP AT DHCP 9IE, IP 7|8 32 S 5 9fX| Rt

« O AFEXIZt M3} | Fof| AR = ZE SOol|AM= £t MAC 2=-voice VLAN HAH|E ZHsH{of otCt

FYEEHHES D JHEn HAHLES sHE A
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Z2 LAN 2tojjA =2 jo| 2Zl0l= 9%. VLAN-802.1Q - ZE A|F2[E[! =2| ZA|2t M SH|

Port Security= MAC £ & X|$H0|1, IEEE 802.1XE supplicant-authenticator-authentication server &
2 HEQIZ T4 Hoj| MRS elBetrt. S E D Ao W2t F 7[52 SA| AL H2fo| I_EZ XF EME el

ofiof StCt.

Secure MAC:'_I' StiCky 6_1'& 317] 291 + Cisco I0S XE 2Z
s St Yt A2 22 52l ofytt

2t &2 & Secure MAC Address, Static Secure MAC, Dynamic Secure MAC, Sticky Port, mac-
address sticky

Hu

Secure MACZ} Sticky SH&Et Port Security?t 618 CHAC 2 22|5H= MAC A%, ZEJI &Moo=

—_
B2 F2AE running configuration0fl 20 ‘0] 1¥5t= otE 40| C

£ OfEA| 471=7t MERE /L ME A 4

Static secure MAC ZE|XE7E MACE HAIMOZ 2 running/startup configurationdi| Xzt 7Hs
Dynamic secure MAC ZEJI XS &5 UHIHOZ oA HOITE UL THRE Al AR
Sticky secure MAC Xt& et&%t MACE running configuration0®ll | copy running-config startup-configE siok T2

sticky =92 7|E El 5 9|

| stickyel =at Mx| SEt
Stickye “E2t2=C0F = SEo|ch. 22|Xtot 28 of T2IE{o] MACS Y 0| Y2dstX] ) 2= HA& HAZ uf ZTEY

= f
&t&%t MACE secure MAC2E 11H3H| running-configdll 7| SStCt. SHACH M &S| fQH IR E = At2HE &~ QIO

Sticky secure MAC2| X% 2}

ZEIE Secure Port Running Config Startup Config
! 1. % maijolo| FWX| MACS . | !
1 e 1 1 1
[ oS > 1 1 1
] ] ] ]
1 1 1 1
1 1 2. sticky secure MAC 1 1
1 1 o 1 1
i s =S A= 30t > X
] ] ] ]
1 1
! ! : 3. 22|Xt7t copy run :
| | ® start= sioF 31 TYxH ’:
1 1 1 1
| 4.0|% C}2 MACO| 2% : ! :
# violation > : : :
1 1 1 1
1 1 1 1
1 1 1 1
] ] ] ]

a2l 9-8, Sticky= AFS st& 1t AF 7128 ZESICE running-configet startup-confige AHS S 2 ZOFX|X| Q=L
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interface GigabitEthernet0/10

switchport
switchport
switchport
switchport
switchport
switchport

mode access

access vlan 20

port-security

port-security maximum 1
port-security mac-address sticky
port-security violation restrict

9%. VLAN-802.1Q - ZE A|FZ|E|: =2| ZA|2t

show port-security interface gigabitEthernet0/10
show port-security address

show running-config interface gigabitEthernet0/10
copy running-config startup-config

XE gFsH Ix|7F = “M2| X7} Eot

X[ Hof| 33 IX|7F A A
X, efel-xzo| 2R3dtct.

Port Security violation mode
ek 2wk 7484 7k e #Y

il &2 2 protect, restrict, shutdown, Violation Mode, error-
disabled

ZE[0] stickyZ SHEE|H 23|21 1 MACO| 518%

7| =2l + Cisco IOSXE A

Port Security violation mode®! 518 | X| g}2 MACO| LIE}HS ml T2 Tt 2 X|, A&l 2

X, ZE HH|Z error-disabled 2 LZX| Mot 2/t Ha| Haio|ct,

Violation mode H|5| & maj|el ZE AEf

protect EE up Xl

restrict CE up £l

shutdown CE 2 XE error- down/err-disabled
disabled

shutdown VLAN (&£ SHE VLANEE error- SHE o=

trunk 7|5) disabled X2| 7t5
Protect

SHEEIX| g2 ELX| MACS| T3P 2E3| M2 ZEE= A& F&

{249 EX AL 22|E = AL

22912

Astgoz o2 gf

ajo

violation counter, syslog/SNMP &

200t FHRE, 7|2 REQ FRIL EHE

HE 2 =l

=

MNa E

H= S
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Restrict
HISE TS Helz ZEE RIS, 28 FH2E S7t2t syslog/SNMP L&l2 E2ICt 7888 RXISHHA EX|e
2 UX 2 ZH T H2|= AL LML
| Shutdown

I8t Al LEE error-disabled MEZE PHS0| 2= EefTlE HZEC 2ot XHHO|X|2F HE2El X[ MAC %, IP H3t7]+PC,
VM/ZAH|O|H & ™A CHS MAC 2HEHOJ| M A{H|A EOHE THE 4~ QUCL 57 M

uk AfE 2013} 27 Tl

(=]

ﬁ

show interfaces status err-disabled
show port-security interface gi0/10

# A AAH = 25 57 oAl
interface gi0/10
shutdown

no shutdown

#AS BRE FUY Y AE

errdisable recovery cause psecure-violation
errdisable recovery interval 300

[T
In
rx
JI'I'I
rlo
Hr
re
oM
H1
rEI

to] 2X|7} otL|ct

Fol Il LEZIH shutdownO| AT 4= QUX|TH M347| § PCIF AL AL 7H43 SAEXE 02| MACO| &
L W M7} TQSICH BE 93 T MAC, aging, 84 VLAN, 2% ChS RIS b &stct.

DHCP Snooping 2|22+ Cisco 85
DHCP HIA| 2|2 “ o} A5 74538t el S vhect

gt &2 & DHCP A%4, Snooping Binding Database, Trusted Port, Untrusted
Port

DHCP Snooping®t A2|X|7} DHCP At BatS A2l ZE=E H|otstn Mo el IP-MAC-VLAN-
port ZAE 7|15t 7 DHCP M2t 4 fIRE E0|= L2 E2F 7|50]C

DHCP SnoopingO|Zt
DHCP Snooping2 £2{X|7} DHCP HIA|X|E 2H&dH, EAl MH &9l trusted portt AFEXL &et| untrusted port
£ FESIL, HIMR| ZEMM SO{E Jiut M SEE AHoIH 4 Yol HEE HielE H|o[E{H[0| 20 7|Z3t= TS
o|C}.
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DHCP Snooping0| 12| Z |2t HIQIE DBE NtE= I}

Client DHCP Server

1. DHCP Discover: H| 22| ZEO|A £=41

o >

FIF

2. 42| uplink2 Mg

\4

3. DHCP Offer/Ack: 12| ZEO||A =4I

4. 220U E R HESIH
4 IP-MAC-V/I AN-part binding 7|12

5.0|2 EUX| AE/DAIS 2HE &8

p
\ 4

|J
o
©
(o]
0x
0%
X
I
0|o
r|o
I=
=
c
[%]
—
D
o
o
i=1
5
2
2
x
_hQ

SICE AQ[X[= ACK S 211 IP-MAC-VLAN-port-lease ZHAIE 7|=2$tCt.

AX7F ALK ZEO|M DHCP Offerg HXA ELH Xt7| ZX|E gateway/DNSZ X|&5H= rogue DHCP 34 & ZQICt
= 2! O|0|E{= Dynamic ARP Inspection, IP Source Guard2| ZZ 247} ElCt.

| 47| Al Z2l
- trusted ZES BR X|FotH 3H Mt SHES 61817LE HA DHCPE 2% AtLh
« ¥H |P &X|= SX DHCP binding0| 1222 DAI/IPSGS} B7H £ uhf H: HMo| Hs|Ct.
« Option 82 &1t DHCP relay 832 2t g =tQlotrt

« VLANE M3t {52} rate limitS 2QISHCE.

£l

Ct.

mjo
ot

DHCP Snooping 7HE A& of|A|

ip dhcp snooping

ip dhcp snooping vlan 10,20

!

interface GigabitEthernet0/1
description UPLINK-TO-DHCP

ip dhcp snooping trust

!

interface range GigabitEthernet0/2-24
ip dhcp snooping limit rate 15

show ip dhcp snooping
show ip dhcp snooping binding
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Dynamic ARP 871 991 + Cisco 35

Inspection
ARPY] “FH"E 7% 7h58 do| g9t oz &b}

&7l 32 2 DAI, 5% ARP AAL ARP Spoofing 0

Dynamic ARP Inspectiont A2|X|7} H| &2 ZE S| ARP H|A[X|0| S0 U= IP-MAC 2tAH|E DHCP
Snooping HIRIEO|L} ARP ACLY} CHZESH 2| ARPE AIEtSH= 7| S0|C

| pAIZtTQ3tolg

ARPE 7|2Xo=2 215 20| “O] IP& O] MACOIEf”EfE &g gtolEeICt S X7t gateway IPO| XH7| MACS H &St
= 7tW ARP 3E2 ELHH H[SHXte| ARP cacheZt 2 E = UL} DAIE AQIX|7t ARP HIA|X|2| =4 2HAIE HBotrt.
Dynamic ARP Inspection?| ZAl S &
DHCP
ARP Z2e) | VLAT\J“IEE > Sgi‘:]‘;?;;g o PMAC |l e || 2N
2 i i 2| L7 : cE.20
ACL =%

DAI= ARPZt &3z $4IXtH IP/MACE 12| |O|E{ 2t CHZESHC,

1=l 9-10. DHCP Snooping HIRIZIO| Q= S5 FA 2HA0||M = ARPL| sender IP/MAC/port/VLAN A E CHZESHCE.

| Trusted/Untrusted

Ut ALK LE = untrusted2 F0{ ARPE AASHL, CHE AR X|-2tE 2 trusted porte AAME HAE 4 UCH
J2{Lt uplinkE 2= ME[eHH T WM S0{E IXE 8 £ JCOE M| ZFAE HN EEEX|0| WA MAst

C}.

A IP2L ARP ACL

ME-HES ZH[7t HH IPE AHE3HH DHCP binding0| giCt O|uf ARP ACLO|Lt EX binding 22 Bk #E HH
HZ5HK| gfe™ 4 ARPZLEEE 4= UL

]

DAI 7H'E &7 of|A|

ip arp inspection vlan 10,20
!
interface GigabitEthernet0/1

ip arp inspection trust
!

show ip arp inspection
show ip arp inspection statistics
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Z2 LAN 2tofl A Zejjlo| Z/0]&= H O VLAN-802.1Q - EE A|R2|E|: =2| AAI2t B4 EX|

DAI= =2} 7|50] ofL|C}

DAI= ARP 9IZE Z0|& L2 HZ 7|50[Ct EM LI29| 7|UN-RAMS HBSIX| 2202 TLS/SSH 22 Bt o

2ot B2 RSt

0| zto| E3t Al

o= H 2

f>

EZZX|: AQ|X| 2CH, VLAN 10/20, trunk 171, VLAN 10 PC 2CH, VLAN 20 PC 1CH, router-on-a-stick Ee= L3 SVI.

1. access/trunkE 743t show interfaces trunk,show vlan briefZ 2HQISiCE,
2. WiresharkOl|A trunk Zi4E £3sH vian.id == 102} 0x8100 TPIDE &tQIstCt.

3. native VLANS SHEDHHHY Z 0.4 0| &S 2HETH F| ZA| S7Stct.

4.VLAN 10 PC ZEO] Port Security maximum 1 + sticky + restrictS &&$ICL.
5.CH2 MAC E%|E HZ8l violation counter?t 27, forwarding AEHS H| @ $HCt,

6. DHCP Snooping/DAIE #7| M= rogue DHCP/ARP &2 HtEA| HZ|E A7 MESI0f| A2t SHBICE

rk
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3 LAN Qo4 melgl gahe We uigiche, olA] o YES27kx) 2
2 BUjt Bow S9 T2 7k Ho|HE AYshs BYS AuEch 2o
o] 2-Efo|m]-w|=2lo] AlA) AHlo|A ofH M AEHEANE FHo2 st
o},
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IP-HEA -2t -WANS| HIAHLIE 10%. OSI A&t 22| S M=ol M ofZ 2|20 M 7}X]|

ok
e
¥
HI
oft
=
nx

OSI 7A1Z2} PDU w)
ol AL BAHOE F3lE 35 ol

&t 2 2 0SI 7 Layer, PDU, Encapsulation, SI, NI, Service Interface, Network
Interface

-

OSI 77|Z2t PDUZ OSI 222 S 7|52 22| M= RE S8 HAXITIA €& MY AZLZ L=
&x HEO0|1, PDU= Zt AIE0| header 52 20 LR = H[O|E EHelCt.

F

AE M AE CHE ch2l-of
7 Application AR} 7|52 o™ HAIX] #ElC =2 MSsh=Tt HTTP, DNS, SMTP
6 Presentation Ho|H EH-2%-2ts A2 o{EH UEE=0t TLS E&, JSON, UTF-8
5 Session CHat AEft IIHE OfEA| 2t2lsh=7t MM 74, RPC Ch3t
4 Transport Ol Z2AM|A0, Ot M2|M UA| MESH=TF TCP segment, UDP datagram, port
3 Network CHE WEHANX| O Z22 HH 201t IP packet, router
2 Data Link 22 213 0j| M 0L QIE{m|0|A R FMESH=T} Ethernet frame, switch, MAC
1 Physical HIEZ o AMS 2 oK S Zdel7t HI|-4-2M M3, cable
&4 £ st PDU
e | |y Lren ) ey e
packet
a3 10-1. 4 £2 2} 7|1 50| XAl 1t B El headerS ARSI A9| AZ 22 payloadE EZICE
| DU

PDU(Protocol Data Unit)= 3 AZ0| Mo B2E 20| FZst= HI0o|g ThRICt EthernetOi A= frame, IPOIAE
packet/datagram, TCPO|A = segment2h= 0|52 L} AA| chto M= 25F “IfZl70l2tn SE&32|7| = st2 2 Mg
ot AIZE Zo| YotH =50| ZEO{EL.

- —-O

| st=gilofet AmESof 2|
L12 PHY 2|22t OfK|7t S40[1, L2= NIC-switch ASICHE St=ER0 2|7k ZCt. J2{L} Linux bridge, virtual
switch, software routeri{& Z2 7|52 2ZEQOE e £ QUCH AS2 78 M=7t OfL|2t 7| MU S LH=C}.
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IP-HEA -2t -WANS| HIAHLIE 10%. OSI A&t 22| S M=ol M ofZ 2|20 M 7}X]|

OsIet TCP/IP 2

Internet AF0AM= link, internet, transport, application® TCP/IP ZE= G2 £Ch 0SI9
session- presentation 7|2 0fZ2(7|0| M 2}0|EE{2|et T2 EZ QHoj| 40| 7okl = 27t BiCt.

Jo
e
¥
HI
oft
e
[l

CHHZ-X|H-Duplex e

whE 3l4o] GA e XA B B o) %

&hH A2 2 Bandwidth, Throughput, Latency, Simplex, Half Duplex, Full Duplex,

Transceiver

CHEZ-XIH-Duplex? LHZ2 239 0|2X HE 50|12, X[H2 HI0|E 7} =ASH|7HK]| ZEl=
AlZHO|H, duplex= &+ et S4E SAIO| & = A=XIS LHEHHTE

| cHe =3 &m| M2z

CHEE (bandwidth)2 237} thel AlZtol| 2EFE 2~ UEE MA|E HIES E= FOi HelE LTt 1Gbps 232t of
Z2|#[0] H|o|E{7t H_-_ Mets| 1Gbit M == 22 OfL|CE. Ethernet/IP/TCP header, inter-frame gap, MT%, 2%,

ClA3-CPU 82 i AKX & 2|22 throughputO|Ct.

| Xgdg 28l 2
Transmission delay
mejlel 2= HIEE 30| 2o E= AlZE frame size / link rate.

Propagation delay
MzIHOHIE 22X = 0|S5H= AlZh
Processing delay

ZH|7} headerZ ZARSHT lookupdst= AlZE.

Queueing delay
=2 237} ittt bufferoll A Z|Cta|= A2k

simplex= ot 2etth half-duplex= eF0|X|2H SAJ0] o EFE full-duplexe e SAl
switched Ethernet@| point-to-point linke 2& full-duplex2t CSMA/CD £& ZHAIS
mismatch= tZ0| full, CHE 0| half2 QA8 late collision- LF-HH 52 THE £ QUCL
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IP- H& A5 2L WANS| HFLIZ 10%. OSI AlZ 1 22| S4I: N0f A ofZ2|3 0| M7tx|

simplex =
a7 g 47|

full duplex <

38l 10-2. transceiver= 4172t £417| 7|52 &M 71E 2|2-2=0|C}

UTP- ZAS-HHM 72
HEES Aol U2 mjx|e] 729} 3H

b &2 2 UTP, T568A, T568B, cross cable, coaxial, fiber, DAC, FDM, echo
cancellation

UTP- 2 R-tHM fAZUTP= 13t Xt& =22 FHES E0/= 72| 0iAI0| 11, FHR= L2 H

HE MESHH, T568A/B= twisted pairE connector pin0i| HiX|5H= HEZO|LCE.

| UTP7t 0] QU= 0IR

twisted pair= ¢ 2|=29| £ TH|E LHSHH WOt 2R MXpY| FHE0| F Mof| X6 |REEIEE ST 47| & o
o| Mt KHE 8i= differential signaling2R 2 38 &2 &ML paird 1Y 7HAS Ct2A| 8l pair 2F crosstalke &
olC}
—_ .

T568A%} T568B
RJ-452 =8| 2 2= 8P8C connectordi| Ul pairS HiX|st= & EZX pinoutO|C}. & C} As5A E56HH £ZI0| 8t FAHC
2 YEEA st Aol St o A, THER BH 1t MDI/MDI-X ZH[0|A crossover cableO| =|AX| 2t FHCH &
H|= Auto-MDI/MDIX7} Z3}Ct,

Coaxial cable
Y TH|QF XHHE0| SA =1 #A|0]

Uiz
]

t7 Ethernet} 91X RF- 70|22 SO0I| AHE.

Optical fiber
2o HHALZHE 0|28l M7|H ZHd 8l0| HAHE|- 14 ME. single-mode®? multi-modeZt AULE.
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DAC

Direct Attach Copper. %2 72[2| switch-server HZ0f| M= transceiver 2K twinax copper cable.

| FDMZ2} echo cancellation

FDM2 AMZE CHE FIl A E LR o2] M2 E SA|0| 2= CE3F 2AI0|CE echo cancellation2 &4 Mz 7}t 4
MAZE E|F0t2E= echo HE22 FH til= 7|=0|H full-duplex copper 411t S4 A|AH S0|A S|t

Ethernet2 LAN 11 X}A|7} ofL|Ct

LAN2 H|gt=l X|=o| L|ER A HF0|1, Ethernet2 LANS L8ist= CHE 7|& E& EE0|Ct Wi-Fik LANS A
gt 2 I, Ethernet link7F WAN AH|A LUEZ M 45 QICY

Jiok
e
"
HT
oft
el
Mz

2% H|0{-ARQ - Hamming =i
Code

23 H|0{-ARQ-Hamming CodeZt 2F M|0|= M& & bit 242 AE-EHSIAL MHSSH= 7|&
o Hgho|1, ARQ= SE 2 timeout2 0|82 ML, Hamming code= O bitE 2F XIE T
Hot= 253} HiAlo|Ct,

*F &S = 20|10, 2F FF2 FIt FE= el 22 S@st= AOICE Ethernet
FCSe| CRC= &BZE 3*'0ID1 ERE frame2 HE|1 49 AZO0| MHSE Y £ UL Hamming code= parity bit
QX

LIKIE AAlBH L™ 2| bit 2LTE HE-FFolCt

| ARQ

ARQ(Automatic Repeat reQuest)= receiver?t ACK/NAK EE= timeoutC 2 &4-2FE
AZ[M 2HAO|Ct Stop-and-Waite ot H0i| StLf, Go-Back-N2 2F 0|= windowE %
Q3 framelt CHA| EEHCE TCP2| sliding window?t selective acknowledgments= 0|

ME 282 TCP E&0f| [HELCY,

22|10 sender?t CHA| EUE
TS, Selective Repeat=
A E2| OFO|C|E AFESHR|TH
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Stop-and-Wait ARQ2| 7|2 2

op
r=
R

—

)
1
r=
R

1.Frame 1 ®&

T T
1 1
1 1

° >
1 1
1 1
: 2.ACK 1 :
| < N
1 1
1 1
1 1

3.Frame2 &4
| 1

. >
1 1
1 1

i 4. timeout = Frame 2 X & :

* L
1 1
1 1
! 5.ACK2 !
0 s
< *
1 1
1 1
1 1
1 1
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IP-HEA -2t -WANS| HIAHLIE 11%. IPv4 =A%t MEL ZE2 HEQIZE HEsH= Al

11%. IPv4 F20 AEUE 22 L Ef3 S T

o= Altt

A=) o] Aol E2] Y%7} obet £4 interfaceol| Fo{H =¢8] 40 host=
L=k 2

Fo|A 213 BHZ], gatewayoll BZA|"E subnet maske}
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IP-HEA -2t -WANS| HIAHLIE 11%. IPv4 20 MEUI 22 HESQIZE TESH= AlM

IPv4 =2 -Prefix- Network ID 5] stgl + 5 Y
F2o Aot 2ag FE AAE HE AR}

et &2 & IP address, IPv4, Net ID, Host ID, Major Network, Class A, Class B, Class

IPv4 =24 -Prefix- Network ID2t IPv4 A = interfaceE =2|HOE A= 32bit 240|212, prefix
= T4 AEE F routingOllM 22 UIERIZZE Fe= bit 5 LIEHHCE

ZFAL interfacel] =L}

2tRE{0l= interfaceDICt CHE IP7} QU1, AMHE 0421 NIC-VLAN subinterface - loopbackdi| 0i2{ FAE

He == QUCE
“‘LREQ P72tz 22 Y4H HH0|H HH| MM = 0 interface®t prefix0fl 47t HIEE| A=K7t ZRSIC

0'|)|\1

Network ID2} Host &

prefix lengthBtE2| @ bite routing2 2I8t network prefix, LEHX|i= 1 subnet 2t9] interfaceE F&3t= F£0|C}.
Ol= Hs et #%I0|X| packet 2tofl network ID2F host ID7H 2 LEZ S0 Q= A2 OfL|C

192.168.10.25/24°| =2|X 2&

IPv4 =4 9 24bit 5l 8bit

network prefix host #&

121 11-1. mask 255.255.255.02 /24= 9 24bit7t prefix@ S LIEHALCE

Major network?®} classful HAl

47 class A/B/C= A bit IFHCE 7|2 network BAIE H3ULt major networke classful 7|2 A IE 7I2|7|= 2

O|A] A2 EICE F=24 YH|2} route table 28| WE0]| 34X Internet routing CIDR prefixS ALSHH class 7HE2 HAl-
LR HH SE 0[si82 = Hot ULt

IP7} Ct=H E410] &£|= 0| &7

IP A7t CH27| w20 SAIE[= 20| otL|2f, routing tabled] 2XX| prefix2 7t= ZZ7t Y1 7t routerZt
packet2 FEst7| If20f| SAEICE Z2 subnete| MZ CHE IPE ZH 2 MEsta, CHE subnetO|™ gateway2
AMEBITY.
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Subnet Mask: CIDR:VLSM-Summary i sl + mE oy
e vEQA AT 24 BT A 43

EH A2 L Netmask, CIDR, Subnetting, VLSM, Supernetting, Route Aggregation, Route
Summary

Subnet Mask: CIDR-VLSM - Summary2 subnet mask®t CIDR prefix length= 42| network
bit & LIEHHEH, VLSME M Z CtZ prefix 20|2 FAE LI+, route summary= 35 prefixs
StLtz |0 Zstct.

| Maske} AND &2t

host= XAl Pt SAX| IPO| subnet maskE 22} bitwise ANDSH network prefixZ HlWg 4~ QUCH 217t 2o H
on-linkZ, Ct2H routing table®l|A next hopE & =C}. &K OS= connected route®t longest prefix matchE A&
SEX|2E A& 22| = ELt

Subnet maskE 0|28t network F4 A4t

IP 192.168.10.25 AND mask /24 Network 192.168.10.0

11000000...00011001 11111111...00000000 2 24bit X

32l 11-2. mask?| 1bit= network 222 |X[st1 ObitE host 22 022 FHECY.

| /26 o)

/262 host bit7t 67H0|2 2 block size= 64C}. OHX|2f octet2| subnet A|ZIZE2 0, 64, 128, 192Ct. 192.168.1.70/262
64~127 H2|0f| A2 network address 192.168.1.64, broadcast 192.168.1.127, ¥t host H| 65~1260|C}.

VLSM

VLSME 5tLte| 42| prefixE 2% host 0] [2t MZ CHE Z0[2] subnet2E L= EA0[C} 2 subnetFE HiX|
StH =4 37H AEE T|5t7| 2Lt route protocolO| prefix lengthE &H HEsHOF VLSME X[ stct.

| Supernetting-Aggregation - Summary

ol2] A= prefixe| 2E 2 bitS O ¥ StLtO| prefix2 Z 18l route £ EOICt. summary= Z2|-420j| S2|6HX| 2
A2 EXHSHK| %= M2 subnetVt K| T&S= HR|Z trafficg BHEY £ U0] discard route@t A4 ZS0| R}
Ct.

96



IP-HEA -2t -WANS| HIAHLIE 117 IPv4 Faet MEU Z2 HEQAE BHEsH= At

Subnet A4 =0l

# Linux7t AlAbet FA -

ip -4 addr show

ip route show

ip route get 192.168.1.70

# Python ipaddress OfA|

python3 - <<'PY'

import ipaddress

n = ipaddress.ip network('192.168.1.70/26', strict=False)
print(n.network address, n.broadcast address, n.num addresses)
PY

Fa Rt HEA AZEE T2 U7 HA| &7

1M tS L Private IP, Public IP, RFC1918, IANA, ISP

A FA-ZQ1 FA-IANA-ISPEHAME |Pv4 FAE 2] ZZ|0| LHEOM ARSI = global
routingOfl Al X2 El A HR|0|1, 3 FAE Internet routing0fl AFEE 4= O, IANAL}
registry - ISP7t 4 Xt ASHQZ 2t2|-HS STt

| Ardd 2

IPv4 AHM CHS2 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/160|C}. global InternetOf| Al 21 routedtX| RE== Mol ==
LHEOll A RHAFSSICE AHE AR XSO E QFMst 42 OtL|H LIS M2 EH|2F monitoring0| B RStC}.

| Public2t private networkzat= 2
public networke InternetX @ 4I2[5HX| @t= Ch= FHI7F H2E = U= LS, private networke ZEE0| SH|St= H|
SHEI LS Stk 2 QUCE FATRFC191821X|2 Hot Ml2| 22 22 71 H0| OfL|Ch 32l FAES LR AL AHY

4 MHIATHVPNE St 220 =58 £ Uk,

o 1

| 1ANAS} ISP

IANAE= global IP address-AS number- protocol parameter?| £| 42| Z™HE st X|H Internet registry2 2 F
2 blocks HHEBLCE ISPE TZ0f|7| Internet HZAT A route MH|AE N|Z5t= AMIXICE

He 2
10.0.0.0/8 NS
172.16.0.0/12 AHM
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Hel 2

192.168.0.0/16 AHd

127.0.0.0/8 IPv4 loopback
169.254.0.0/16 link-local A5 F4 294
224.0.0.0/4 IPv4 multicast

Jo
2
o
HL
ot
St
mx

IPv6 v
F4 Zoluk Sold Zo] opd 13 52 A4

EhH A2 2 IPv6, Hop Limit, Neighbor Discovery,
ICMPv6

IPv6Zt IPv6= 128bit 42t i MEl header- Xt& 71d-neighbor discoveryE H|35t= Internet
Protocol HHTO|H, IPv4 =4 1zt 2tatd 22X 2tatsty| s A A= AL,

|wwn%ﬂﬂ¥ﬂﬂ%

2 FA 37 Che3tEl 7|2 header, AHs 7, multicast A
neighbor dlscovery S= MSetoh. IPveZt 2otS Xts EESHHLE NATE B A X| @b=Ch= 52 OfL|Ct.
| ®olot b=

IPv6E= 128bitZ 16bit%| 87H hexadecimal group2 2 E7|$tCt. 2k group?l o 02 AEFEr & 1, HLE 0 group2
ZA0A st EHaE 2 FY 4 QUCL prefix lengthE IPv42L 22 /n @ AIO|CE

| Hop Limit2t Neighbor Discovery

IPv62| Hop Limit2 IPv4 TTL1 Z2 loop Mgt e otCt. ARP CHAI ICMPv6 Neighbor Discovery?Zt neighbor
address resolution, router discovery, duplicate address detection2 XIS tCt. broadcast LAl multicastE A&t
Ct.

IPv6 7|2 header?| 2 11X

Versi Traffic Payload Next Hop
on Class AL Length Header Limit SERE
6 QoS flow bytes Ael/2E s 128bit X2

12l 11-3. M& extension header chain@ 2 HZATICE,
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12%. ARP-ICMP-DHCP- NAT: IP7} & 230N SZSIEE S= 7|5

127¢. ARP-ICMP-DHCP - NAT: IP7| &H| &3

oM SEOIES &= 71

[P &40k dolx = Ethernet frames FHs 4
31, ZHAle] F4-gateway-DNSE wrotof 3}‘31
5tk ARP, DHCP, ICMP, NAT+= o] HIES 7]

2Tt host= next hope] MACS ook 3}
‘?—rﬂ' B2 JHE AED Aof HAA = e
£ SolA ml2t
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rr
N
olr

ok
e
¥
HI
oft
=
nx

ARP v
IP packet2 Ethernet frameol] A& ojx|e A2 112

2t &2 & Address Resolution Protocol, ARP cache, neighbor table, Gratuitous ARP, Proxy
ARP

ARPZH ARP= Z2 IPv4 linkOf| A routing@ 2 MEHEl next-hop IP =20 CHS5H= link-layer MAC
DZEZ0|C),

| ARP7} 3= 212 5Z S5X| MACO| Ol 4 ULt

SMX| IP7t 22 subnetO|H 1 hoste] MACS #H=L}. CHE subnetO|™ packet®| %|F destination IP= JHE F10,
frame?2| destination MACOIl= default gateway interface®| MACZ @=Lt & ARP= routing 28 = MEIE on-link
next hop2| MACS %=Lt

CIZ subnete 2 Z 1ff ARP7} gateway MACS #= 2HH

1. ARP Request broadcast:
100012 =312 >

2. ARP Reply unicast: Lf MAC2 aa:bb...

1
1
1
:
1
S
|
3. neighbor cached| |
PV X3 !

: :

4. 28 SHX| IP packet2 gateway MAC frame0f| '20{ T4

1

1

1

1

1

>

1
I
1
I
1
1
1
®
I
1
1
1
I
1
1
1 1
s I
h d |
1 1
1 1
1 1
I I

32l 12-1. IP packet®| destination2 &2 MHX|ZF Ethernet frame2| destination2 A routertt.

ARP cache/neighbor table

SE2 0 packetOICt CHA| EX| 2= IP>MAC mapping2 €& AlZF X&StCt Linux®| ip neigh= REACHABLE,
STALE, DELAY, PROBE &2 neighbor #ElE E0{ZE & UL} stale2 FA| 2F 7t OtL|2} £| 2 =HQIE[X| UUACH= 50|
Ct.

| cHE ARP ¥

ARP Request/Reply

IPv4 next-hop address resolution2| 7|2 Zlo|ot SE

Gratuitous ARP

X171 1PE Ao 2 42| ALt 2HQ15H0] cache 4, duplicate EHX], failover Z2l0f| ALE.

ARP Probe

FYEEHHES D JHEn HAHLES sHE A
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rir
or

ZA A8 M sender IPE 0.0.0.002 1 ZE

i
tot
ro
ot
rr
o
>

Proxy ARP
router?t T2 hostS CHAISH XHA12] MACOZ ARP 2&6HH 1201 Qe ZXNE Ho|A| &
Inverse/Reverse ARP A&

EX™ 23 7|20 L2 AEXIZE L3 FTAE LOotLiAHLE £7| host addressE P EH FAPE gEAl DHCPZ| YEtA0|Ct.

ARP tablex MAC table

ARP/neighbor table2 host- router?} IP>MACE K& $ICL switch MAC table2 VLAN+MAC—portE XM&TiCt.
ARP request?t switchE X|'g i = HI} SA[0f| AAE 5= A0 E MZE CHE FXO|Ct.

— 17

Jo
S
o
HL
oft
St
mx

ICMP - ing Traceroute-TTL E
S QL7 ekt ol AR e

EhH 22 L ICMP, ping, fping, traceroute, TTL, Time Exceeded

ICMP - Ping-Traceroute-TTLZ ICMP= IP ME @F et 2Tt MEE MYSH= Mo TR2EZ0|D
ping2 Echo HIA|X|Z reachability2t RTTE A|&SIH, traceroute= TTL BtE SEHO = hop— =S
ot

| 1ICMPE= Et2 ping ZZEZ0] ofL|c}

ICMP= IP MY & 2Fet Xttt EE MYSICE Echo Request/Reply?t pingdll A0]11, Destination Unreachable,
Time Exceeded, Redirect, Parameter Problem S CtFot message”t ULt application data transport& TCP/UDP
£ CHAISHR| §4=C

| ping

ping2 ICMP Echo& ELU &5 A|Ztat 248 BEBICE ping AIH7t 2 host downg 526X @4=L}. firewallo| EchoE
7L return routeZt §1E = UL} HIHZ ping 832 £% TCP portLt application0| & 40|2t= EZ0| OfL|C}.

traceroute®} TTL

traceroute= TTL/Hop Limit2 158E Z7tA|Z! probeE EHCt 2t router®flA TTLO| 00| £[™ ICMP Time Exceeded
E EHEWE2 hop2 FHstct. OtX|2t SE WAl2 UDP, ICMP, TCP probe 7+340]| 2} CtELC}. router?t SESHK| g
7Lt load balancingS S E#-Z2 X0 7} LIEFE 4= QIC.
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o

tracerouteZl hop2 &= &

= B e B e B

1. TTL=1 probe

T T
1 1 1 1
. > I I
1 1 1 1
1 1 1 1
: 2. Time Exceeded : : :
1 4 ® 1 1
1 1 1 1
1 1 1 1
| 3.TTL=2 probe: R1 £+ & R20{4{ 0 : :
® T > | |
1 1 1 1
1 1 1 1
! 4. Time Exceeded ! !
| < . ) I
1 1 1 1
1 1 1 1
! ! 5.TTL=3 probe ! !
¢ I I >
1 1 1 1
1 1 1 1
! ! 6. %Z 8¢ ! !
- : : :
1 1 1 1
1 1 1 1
1 1 1 1

3% 12-2. TTL2 packet loopE Fot5| XI&5HX| @A Shi= L3 = Lot

PMTUDZ2} fragmentation 2t ICMP

Path MTU Discovery= ZZ0|A 58 It packet 37|2 %= O ICMP 2R E AE3ICE Qs ICMPE B5F 9toH 2
packet?t H3= black holeO| MZ 4 QUC} Hot M2 |CMP MA| A}CHECH message typet 2R M S F2H{0F S}
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ok
ro
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DHCP !
48 ohe} E4l0] R o2 optionE | HHEHTH

il &2 & Dynamic Host Configuration Protocol, DORA, DHCP Relay,

nmcli

DHCPZI DHCP= clientOi|A| & 7|2F AtEE IP =242} subnet mask, gateway, DNS S2|
network 8™ & X502 Arst= client-server T2 EZO0|CE.

| DORA L EHA
1. Discover: FA27} gl= client?t serverg &7| 2|5l broadcast 4 E QALY
2. Offer: server7t At& 7+s3t IP2} lease - option2 M|ttt
3. Request: client?} MEHSt offer

4. Acknowledge: server?} lease

DHCP Client L2 Network/Relay DHCP Server

: 1. Discover : :
@ > 1 1
] ] ]
1 1 1
! | 2. relay7t /28 server® Fet :
1 [ 4 ’ 1
] ] ]
1 1 1
1 1
3. dffer

1 |
| < T ®
1 1 1
1 1 1
1 1

4. Refjuest X
# 1 ’ ]
1 1 1
1 1 1
! 5. ACK: IP, mask, gateway, DNS, lease n
1 4 1 h g
1 1
1 1
1 ]
1 1

a2l 12-3, OHE subnet| serverE M2{™ router?| DHCP relay”t broadcastE unicastZ SA|& 4= ULt

£

| DHCP7} BLE & U=

client IP, subnet mask, default gateway(router option), DNS server, domain search, lease time, NTP, PXE boot
server/file S option2 MET 4 QICt ZE client?t 2 E option2 AF25t= 242 OFLICE

Server7} 2o}of st= 2k

Z2 pool/range, subnet mask, gateway, DNS, lease 7|Zt, Oll2f-H|2| =4, ST subnet 21H0| HRSICt. relay 20
ME giaddr £ relay option2 211 0{= scopedl|A FAE EX| THEHSHCY.
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# Linux NetworkManager
nmcli device status

nmcli connection show
nmcli device show eth0

# lease/FA &0l
ip addr show

ip route show
resolvectl status

Rogue DHCP

SR O WEH SESH Xt7| gateway-DNSE HHESHH MITMO|LE MH|A AR} 74S3ICE switch®| DHCP
m]

Snooping2 AZ| portof| A 2 server reply2t 5123t11 binding tableS 2tE 4~ UL

104



IP-HEA S-2t2E -WANS| HAHLIZ 12%. ARP-ICMP-DHCP- NAT: IP7 &K 230 M SESIEE &

rir
N
olr

ok
e
¥
HI
oft
=
nx

NAT- PAT- Masquerade - Floating IP el

Z4 B2 504, network A7, service EA S A2 TLES}H)

2t &2 & Network Address Translation, Static NAT, Dynamic NAT, PAT, NAPT, SNAT, DNAT, Masquerade,
Floating IP

NAT- PAT- Masquerade - Floating IP2t NATE= packet?| IP 42 20| 2} portE Herstn
mapping stateE R X|st= 7|50|H, PATE port2 0{2] flowE #2511, floating IPE active X+
O 0|5 7}t service FALt.

| NAT7} b} 28

router/firewallO| packet2| source EE= destination IPE CHE FAE HHEIL, transport port7HX| Hr= E<7F UL
checksum= HZ W0 33 AT, return trafficg &2d flowoll =|=2[7| 23t translation/state tableg F X[t
Ct.

PAT7L0{2] LiR HAS ot 3¢l FAE JRS= 24E

2 Host10.0.0.10:51%00 NAT Gateway203.0.118.5 Web Eerver198.51.100.2

1.src 10.0.0.10:51500

1
> |
1
2.tdble:

10.0.0.10:51500 <>
203.0.19%5:40001

3.5rcE 203.0.113.5:400012 #HA

1
1
1
1
1
1
1
1
1
1
1
1
1
I
4. reply to 203.0.113.5:40001 |
« *
1

1

1

1

1

1

1

1

1

5.table2 dzf LS flow S

A
el S

121 12-4. NAT gateway®)| stateZt Al2EX|H

[a
0%
of4
re
Y
10

return mappingc 242 4= L}

Static- Dynamic- PAT
Static NAT
LHE A0 2 FAE 11 111 mapping. Al AAILE 0|Z 758 mappingdil AHE.

Dynamic NAT

20l Z=A poolof A AR 1:1 FAES MEH,

PAT/NAPT

0l2] flowE F4 StLt E£= A% FAO| MZ CHE port2 72, 7IYE Internet SROIA =

DNAT/Port forwarding
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IP- &7 52t 2E - WANS| BIAHLIZ 12%. ARP-ICMP - DHCP- NAT: IP7 A1H| 2130j 4 SXIEE S 7|
E0{2= destination F2-portE LT server® HE

Masquerade

Linux netfiltere] MASQUERADE= outbound interface A7t SMO 2 HiR = AWM 1 interface?| $ixH FAZ
source NATSH= target/S22 SEotCE D™ FA0A = HAIA SNATO| 5 ol % 7tse 4= QUCt.

NATS} W32 Cr2ct

rulo

NAT= F=2-portE Hetst L, firewall2 policyoll W2} trafficS 61 2-Kttotot. B2 ZH|7t 22 & HMSei NAT
7b 20t 7|sMF IHX|X|gH outbound mapping?| B4 2ot HAIM MZ EXl= LR8O} siCt.

| Floating IP

floating2 E& =2| |0l J+ DH™SHK| 941 EOH Z=X|LE orchestrationd| [t2} 021 node & %A active nodeZ 0|
& 7ts¢t =2| XS XLt Floating IP= clientZ7t 22 service addressE A& AMESHA| St4d, cloudOl|A= NAT
mappingO|Lt virtual router?t &X| portof] HZst= HAC=E FoiE 4 UCL
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13% Port-Socket-TCP-UDPe} T2 22 I
=

IP7} host interface”}A| packets AEstH ZJA| A= o= process?} B2 AAsfjof gt
=X

3l UDPE 2 43%H2] datagram AE-S A5t
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Port-Socket-5-tuple .
IP7} F2 &, port7t F=| ?be] tiehs FEettt

&t &2 2 port, well-known port, socket, 5-tuple, listen, bind,
accept

Port-Socket: 5-tupleZt port= host Ll transport endpointE 7125tH= 50|11, socket2
applicationt network stack At0[|2| &4l endpointO|H, 5-tuple2 ¢t flowE
-port- protocol Z2!0|C},

Port= E2| 7Ho| otL|2t £X namespaceL}

transport port= host 22| service endpointE F125t= 16bit HSCL TCP port 532t UDP port 532 AMZ CIE
protocol namespacezt SA[0ll CHE socketO| bind® 4= ULt “TCP2t UDP7L portE 3RSICH = U2 22 HSE 2

2} & &= ACt= XOIX| 22 socketO|2t= 5E0| OfL|CE.

| Well-known port

0~1023 Hel= MEXH2E well-known/system port2 22| EICt Linux0llA 2 port bind= privilege/capability7t
Lest £ QUCL serviceZl EE portE #CHe A2 22t discovery MolE MISSHXITE port HSTIOZ AX|

applicationS =&& 4 giCt.

Socketz} 5-tuple

socket2 applicationO| network stackE AM23dH= endpoint ZHA|CE HZE TCP flows source IP, source port,
destination IP, destination port, transport protocol2| 5-tupleZ FE3ICt. server= 3 listen portdlAl acceptst o
2 client connection2 Zt7| CtZ 5-tuple socket@ 2 Zt2[StC}.

stLte| server port7t 042 connectionE L 25H= H

ClientA
10.0.0.1:51000

TCP flow 1

Server listen
192.0.2.10:443

.
l

TCP flow 2

ClientB
10.0.0.2:52000

13 13-1. destination porte Z0F= source address- port7t &2t 5-tuple0| 2 EIC.
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=

port®t socket ¢l

ss -lntup
ss -tnp state established

lsof -iTCP:443 -sTCP:LISTEN
cat /etc/services | head
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ok
e
¥
HI
oft
=
nx

TCPHE dda == &
@z ol oheh of 2| el 7)7ct

&hH A2 L TCP, 3-way handshake, 4-way handshake, SYN, ACK, FIN, RST,
TIME_WAIT

Z2 TCP= SYN-ACKE 29| x7| sequence HS 2t HZ THs AEHE =Holst
1, FINSZE 2} 2ok streamS &AM UA EAHLE RSTE FA| SETHotct.

3-way handshake7} &tolst= 2
1. ClientZt SYN2 7| sequence number(ISN)E =ML},
2. ServerZt SYN+ACKZ Xt7| ISN2 LT client ISN+12 StQIStCL,

3. Client7t server ISN+12 ACKSICH 20| $44 AZQ} sequence spaceS &H2lst ESTABLISHEDZt EICt.

TCP 3-way handshake

Client Server

1. SYN, segq=x
o >
2. SYN+ACK, seq=y, ack=x+1
< o
3.ACK, ack=y+1
o >
4. application data
L >

2 13-2. ACK Hz = “CH30f| 211 42 byte sequence”S SE3tCE

| sequenceg} ACK

TCP= application byte stream0i| HS S 29ICt segment?t 10008 £ E{ 500byteE BO™ LS 7|CH M= 15000
Ct. ACKE frame 7047} OfL|2t H&SHA BH2 byte CHS {IXIE & QISiCE 2M0| AS™M duplicate ACKSt
retransmission timerZt X7 & THA{ 7} EICE

P

4-way close®} FIN/RST
2} Ji5F byte stream2 SEXOZ EY| HE0| 5 FIN, ACH ACK, ACH FIN, OFX|2F ACKS| Ul message?t =5tCt. A
packet2 ACKSI FINO| ZEE|0] & & UCL RST= ARl &KXt BR 210| connection2 EA| ELHSHHLE EXSHX| 04
= socket2 EICt
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OFX|2F ACKE 2 Z0| & _

TIME_WAIT
H 20| A AIZE TIME_WAITO| HE2 A =28t 0| segmentZt A connectiondf| 410|& Z4S ot
10, OFX|2F ACKZF &4 E|H CHA| B 4= A BiC 224 “SHevt A W7H7|"7f otL|Ct.

SYN-ACK: FIN2 1byte HIO|E{QI7}

SYNZ} FIN sequence spaceE 22} 1 AH|SHX| T application payload byte2t 22 L& OFL|C}. TCP AEl 7|
A7t connection A|ZH-B=2E FXSHEE HA|E control flagCt.

Jiok
e
"
HI
oft
el
Mz

TCP M=E|M-Sliding Window - SE/Z% X W
“N2g o] ofe] =3 HAUZe] AU o6

2t &2 & Sequence Number, Acknowledgment Number, Sliding Window, Flow Control, Congestion
Control, Retransmission, SACK

TCP 22| d-Sliding Window - SE/Z%& H|0{2t TCP= sequence-ACK- M & O byte stream2|
At 248 #2|5ta, sliding windowZ 021 H|O|E{E A& M&3SHH, flow controlzt

congestion control2 receiver2t network?| X2| $tAHE ZH-SICL

I Sliding Window

senderZt ACK StLHE 7|2 F| CFS byteE ELHM ZI RTTOIA linkE =2|A| EICH sliding windows ACKE 7|Cl2|&
SOF YN Helo| 0=l HIO|E{E A4 &St ACK7E 2T 318 HIE 2O = 0= WAO|LC}.

=2 "1 o — o

| =2 Hlojet =3t Flof

flow control2 receiver buffer?t &

=

HXIX| %=2 receiver advertised window(rwnd)Z AH23ICE congestion control
2 network path7t Y& 4= A= &2 FHsl| congestion window(cwnd)S ZHESiC MM $A 7HsH¥2 E 5 0 &
2 HN|2ft 7|Ef 20| Fekg Bh=Ct.

TCP sliding window?| =2| 32t

ACK 2t o MAMK|OHOJACK Window ¢ M& 7ts Window g
AL 7ts in flight HH XA cH7|
21 13-3. ACK7} ZIBHE|H &to| 1% A7} %O = 0| Sirt,
— M AH
| =zto| wastm
HA|7} ghAlsE 2 QICH TCP= ACK IHEltimeout- ECNRZ &S FH M4

router queueZ} 40|11 drop E=E
CHA

CN
E2 {31, BRI HRER | S2ICt. algorithm(CUBIC, BBR S)0i| 2t ZAH0| Ct=Ct.
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SACK

5N ACKZIOZ = F7H &4 F|of| RAS HA=X] Mets| 27| ofFELt. Selective Acknowledgment option receiver
7} 0|0] 2t2 H|H< byte blocke 2] sender7t Q3 27 SAOZ A2 F=Ct

UDP‘QU'C‘SCTP 7| ol + B oM
&A1 Z0] TCP2} UDP & 782 ofuch

gt &2 & UDP, User Datagram Protocol, QUIC,
SCTP

UDP-QUIC-SCTP2t UDP= I oto| port 7|8t datagram MY S HS35t1, QUICE UDP 2{0f| A
Hot- M2 d-CHE streamE 1216HH, SCTP= message2t multi-homing 7|S& #|33t=

transport protocolO|C}.

| ubpel z|A 7|5

UDP& source/destination port, length, checksuma 7t%l datagram& M &3HX|2F connection handshake, &AM &
I ™S, congestion controlg XHM| ®|S5HX| &=Lt application0| 2R3t M| 83t A|Zt XehE = MAstot.

2 request/response, MAIZt SM-HA, multicast, application0| XtM| transportE 3ist=s FAMEH W2
overhead®t HIA|X| ZA| HE0| || 4 ULt “BHECH = A2 g4t X|H0| W= &0 ofL|2t TCPe| 7|s 7|22
2 SHX| @b=Lh= SOo|Ct.

| QuicztscTp

QUIC2 UDP ${0flM TLS®} A2 M-multiplexed stream - congestion controlE F& 3= transport2 HTTP/30] At
EICt SCTPE message-oriented 4, multi-streaming, multi-homing Z2 7|52 M&$ICt. W2t L4 protocolOl
TCP/UDP E#0|2H= ¥ 2 S&AXSICt.

£4 TCP UDP QuIC

HZA/AEY connection-oriented J|2XMo= gl encrypted connection
ClolE 2 byte stream datagram 0{2{ stream

RS 712 MS application &4 712 M3

handshake TCP+HETLS A2 transport+TLS £%
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Client-Server- P2P - Keepalive-Load wi
Balancing
T2 ES oA serviceE A& Al Zot= X

gt &2 L Client, Server, P2P, Keep Alive, Round Robin, Load Balancer

Client-Server- P2P - Keepalive - Load BalancingZt client-server= 8%}t X3 Xte| gt 22|
TLZ0|1, P2P= peer?t HEE S R6HH, keepalives H|ZA 17Ho| M= MEHE =Holstn, oad

balancing2 021 backendZ 22 2HBICE

| Clientet server= gtolct

client= serviceE 2&st1l, server= H3Zl endpointOilM 2B S 7|CH SETC) ot T2 0| CHE A&0M= 2

Ct 2 2 AT} DNS resolverE applicationdl| 2| serverX|2t upstream DNSOI|= clientC}.

P2P

peer-to-peer= &0 node?t &Y server0f| 2 2|ESHX| @t MZ clientet server H&E Lis= FZLh discovery,
NAT traversal, 212|-2Z M, version 2|7} H & TtA|C,

| Keepalive

QEiF2t application dataZt 12 W ATt F=7} Mot J=X| &elst= F7|& messageLt. TCP keepalive, HTTP
persistent connection, routing protocol helloXZ A&t SX0| Ct=Ct R HoM SRS trafficat battery/CPU

HE, UE 2 Fof §X|7} =L

| Load balancing®t Round Robin

load balancer= 042 backenddil request/connection2 2HiTtLL. round robin2 &=XMLHE, weighted round robin
2 7HEX|2tE, least connectionse S HZ 27} M2 backendZ, hash #AI2 client- URL 22 7I1ZQ 2 LZE|A|
MEeHSt 4 QICE health check®t session persistenceZt A X| 7240 & 23tCt.
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Load balancer?l backendZ MEisH= 31X

Server A
=
. =] =
Clients Load Balancer Server B
L
Server C

33 13-4, 24l 2n2|F0o = HofE I 4 111 backend healthE X[ 2hQIsHOF BHCt.

= o = I_ Z7| 2ol + BE SfA
=82 38 T2 EZ=1 Well-known Port it
WS o7|uch 9-get Het S4S A
e &2 = HTTP, HTTPS, DNS, SSH, Telnet, FTP, SMTP, SNMP, NTP, MySQL, well-known
port
F8 22 T2EZ1} Well-known Port2t 28 TZEZ2 application message2| 21} 2|02
H3t1, well-known port= E%t service endpointE &H517| 2|3t S=-2H| H=CL
Protocol 7|8 gt A3 HO|= port- transport
HTTP/HTTPS 2 request/response TCP 80/443,HTTP/3= QUIC/UDP 443
DNS 0|E1} record =3| UDP/TCP 53
SSH st &2 shell - tunnel TCP22
Telnet HE 24 terminal TCP23
FTP H|0{2t €= data connection TCP21 &4
SMTP M server ZH/H|ZE TCP 25,587 S
SNMP network 22| Z2|-trap UDP 161/162
NTP A2t S71%t UDP 123
MySQL protocol DB client-server TCP 3306 2|

FYEEHHES D JHEn HAHLES sHE A
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Port HS &= application 2121Z0| ofL|C}
ZAXt= 4430 M SSHE Alle &~ U1, application2 H|EZE portE £ == UL service 282 handshake, protocol
parser, certificate, process & &2t e ZHctstof StCt.
| m2at o3

Telnet, FTP, HTTPAME 7|2 M&0| W22l protocol2 22 AZ9| AR AHASZHI HO|HE 7L HAT 4 ULt
SSH, TLS, IPsec Z2 253t channel2 7|2 otL|2t FEMD 2 eH ne{etct.

“ssL’ol2t= &

SSL2.0/3.02 2470l T 7| El protocolo| 1 FCH Eot SE4I2 TLSE AESICE HE UI7L &M O 2 SSL Q1S Azt
1 HEG2HE MA| 84 protocolzt 518 versions 2HQIsHOF BiCE.
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14%, 2tE! Bl A= MEH: Router?} packet
OfCk Sf= ek

Router= 3R] 4 AA|eF J&s] 22 =R 2] o=}, o prefix 5 524 2|2t 714
ZA dx]ek= routes 23, -2 prefixs 2] source’t AFsHH administrative

distance®} metrice B3t 1 F next hopd] 12 4 E Yoty Al frameS TH=
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Routing Table-Longest Prefix ) el + 2
Match - Gateway
IP F4 gt 71 E B3 AA 29 interfaceE Ash= 24

&H A2 2 Routing Table, Longest Prefix Match, Next Hop, Gateway of Last Resort, Default Gateway,
Adjacent, Adjacency

Routing Table- Longest Prefix Match - Gateway#Zt routing table2 destination prefix& next
hopat M* MEE M&ESILD, router= SHX|Qt 71 21 prefix7t LXISH= routeE MEisH packet2
METIL.

| Routing table g=22o| 71

CHEXMOE destination prefix, next hop = outgoing interface, route source/protocol, metric, preference/

administrative distance, age7t C}. connected route interfacedl| 47t 22t H 47|10, local route= FH| XpAl
of FAE LIEH & AT

Router?| route ME 3} forwarding &M

pd i=1
Longest prefix Z2 ECMP -
SHX|IP . AD/Prefe ARP/ND =
,c%l |  Prefix | P route > rénce | protocol || nexthop |9 fram/e x4
T Match source LH metric Mef =<
Hil

23 14-1. 731t vendorOi| 2} tie-break M| = CEEX| 2 prefix specificity7t HX{CE.

I Longest Prefix Match

0.0.0.0/0, 10.0.0.0/8, 10.1.0.0/160| 25 10.1.2.32 YX[5tH /160| 7tE N H0|2 2 MEHEICE ADZt O W2 default
routeZt RQO{= A 2! prefix routeZ} 20|},

| Next hopet outgoing interface

point-to-point linkM| A& interfacePtC 2 2 4~ U1, Ethernet 22 multi-accessOl| A= next-hop IP2t T MACO|
L QBtCt. recursive lookup2 routeQ| next-hop FAZ 7H= routeE CHA| 3H= 2HHO|CH

Gateway of Last Resort

o A route?t 81E M AHE3t= default routeE 7t2|7|= Cisco E#O|LC}. IPv4= 0.0.0.0/0, IPv6E :/00|CE.
default gateway= host7} off-link 3HX|E 2 router next hop0|11, gatewayzt= Yt 80{= protocol - system At

O Het XIFS o & & 4 UL

FYEEHHES D JHEn HAHLES sHE A
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Routing®} forwarding H& 20l

# Linux
ip route show
ip route get 8.8.8.8

# Cisco A<

show ip route

show ip route 10.1.2.3
show ip cef 10.1.2.3 detail

Static- Dynamic Routing - Metric-AD - ECMP P
ol ARIFH F271E Hlwshks ME o B

el &2 & Static Route, Dynamic Route, Default Route, Metric, Administrative Distance, AD, Floating
Static, ECMP

Static- Dynamic Routing - Metric-AD - ECMP2t static route= 2t2|Xt7t X|Ast1 dynamic
routing2 protocol 2 &&5HH, metric2 &2 protocol2| £ H|E, administrative distance=
ME CHE route source?| Az] @M &2, ECMP= #2 H|E2| 042 next hop= AHESt= BHAIO|CE.

| Static- Default- Dynamic

Static route
22| Xt7} destinationt next hopS & X|H. 0l 7Hs8HX| 2t HSt0]| X}S CHS5HX| 4.
Default route

O #81A route?t 812 W AHE35H= catch-all route.

Dynamic routing

router?} protocol messageE wetsl topology2t reachability #H2tof| 2t routeE &2

Metric

¢t routing protocol 2t0llM =& ZAZ29| H|ES H|Wdk= Z{0ICt RIPZ hop count, OSPF= cost, EIGRP= bandwidth
et delay 7|2t composite metricZ 7|& ALSICL MEZ CHE protocol®| metric A= EHe(et 2|0|7}F 22t 217 H|wst
X| gb=Lt.

LS

| Administrative Distance

#2 destination prefixE MZ CHE route source?t M3 M 0{= sourceE O AM2[&X| LIEHLH= local preference gt
O|Ct. Cisco 10S2| AD7t CHEXO|C}, H245 RMTICt 22 source/protocol 92| ZEZ&= metricg H|w BT vendor
H & 7[2340| Ch=C}
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| Floating Static Route

T ZE2HCH =2 ADE 71 static routeE 0|2| H0| HA0= routing tabledl| MEIE|X| QECHIF = SX route?} AlEHX|
™ Mx|=| =2 3t backup routeCt. Bt interface up/down2t2 2 upstream end-to-end ZHOHE ZHX|SHX| 2& 4= Q0
trackingdh S7H| AASHCL

ECMP

Equal-Cost Multi-Path= Z2 prefix0fl Z2 H[22| 06{2] next hop2 A&XIsl load sharing2t redundancyE X3t
packetOICh 22| 7t OFL|2t & 5-tuple hash S22 flowS YXN ZZ0| DHsH &4 FHES SQICt.

Hop - Convergence- Routing Loop - Stub 7] gfol + 25 ohal
Network
AR} ZAEHE A3t A0 ol A gt

&hH &2 2 Hop, Convergence, Routing Loop, Stub Network, Blackhole

Hop - Convergence - Routing Loop - Stub Network® hop2 L3 H'E $F T, convergence= H#
3} = route AEf7} QFEE|= M, routing loop= R El next-hop ZHAIZ packetO| &=2t5tH= AFEH
0|, stub network:= transit &&r0| &|2HzEl edge networkC}.

| Hop

hop2 packet £ routing =7t 3 L3 ZH|0|A CHS L3 ZH|Z 0| 53te $F HHAICEH switch Sxt= 28HHQl [P hop
count0i] Z&te|X| 9H=C}. RIP hop count@t IP TTLE 25 hopO|2h= &g MX|Tt StLI= route metric, StLH= packet
+Ho|Ct,

| Convergence

topology H2t7t Yot £ 2= 2t router?t Y2HE M routeE A[4t6ED forwarding0| QPEE m77hX| Q] 2pE 2t AlZE
LStCt. detection, M & HI}, route A4, FIB AX[7F ZLBHEICE W2 helloPt2 2 MA| convergenceZt AFSO 2 HHE
2 OfL|Ct.

SN o

| Routing loop

routers0| M2E SHX|Z &dti= next hopl=z R MEHSH packetO] RHR=E = MENCE [P TTLO| 2= packetS
H7|8X[2t D5t cHEZE 0t CPUE EH[st S412 AT} dynamic protocol sequence, split horizon, topology
database, feasibility condition S 27| Ct2 HA O = loopE WX[SICE
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E2E route 27 2HE L3 loop

Xe R22 1 X= R3Z
1

X= !ZIE
R1 TTLS EXiEEsse AT i

3 14-2. L2 loop2t &2 IP packet2 TTLE $HO| M[et=[X| 2t routeZt e W7HX| blackholext X|HO| H7ICt.

| Stub network

CHE network2 7H= transit path7t OtL|2t A& 2e0| X[zl edge networkE SEBHCE. SHLES| exitTh 7HEl LANO| CHEE
HO|C} 7|& 20k stub2 2t7T%t 7194 T4 interfaceTt M3dh= A& ZE, M| S CHASH= =2 M| 20|2k=

O|0|2 & MOILC},

HEHQHHESI /NGt HFLIS SHE M 120
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15%. RIPS

=

o

15%k RIPE Edfl B = Distance Vector®l &

o

sl H 2= Distance Vectore} £

=H

RIP2 ©esiM o

distance vector®2

Sgozg Holxuh “o|Ro] YBE AE UL FRE AL
A =
o =

71 A stA| oot count-to-infinity, poison, split

=
A FAIE shte] ol 502 AAF.
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ok
e
¥
HI
oft
=
nx

RIP2} Distance Vector w)
AA A= E2E router?t 0] 29| T o]-&sh= A

shHl 512 2 RIP, RIPV1, RIPv2, Distance Vector, Hop Count, Full Update, Auto
Summary

RIP2} Distance Vector RIP2 neighborZt 2118t =X X| hop count0l| 15 H3ll routeE M43}
£ distance-vector IGPO|H, 15 hop7tX| &€ reachableZ #|Z3tC}.

| Distance®t Vector
of | 2

MX|7HK|Q] H|E, vectore 1 ak(next hop)% SESICE routere MMl topology map2 %X
neighbor?t 2%t destination2t metricoll Xt7| link H|&& 3l [ routeE MEASHICE, 0|22 HETL H7HLE ME 9
b A

CHEE

distances = Al
Z51H loop?

RIP metricz} infinity

RIP2 router hop countE metricQZ AESICE R87 AZ9| Z|ti= 15 hopO|1 162 unreachable/infinityZ 2t
Ct. 22 infinity= count-to-infinity?t F#%| 37t6t= A S HMSHSHX|2E 2 network0il= &0 £ZF3SIC}

RIP2 router 1t +2 SHX| H2|E B}

1 ho| lho lho
p p p

connected

LAN X

12l 15-1, CtHEE 10Gbpset 10Mbps 22T hop 227+ ZHOM ZE2 metric® 4= UL

| RIPV12t RIPV2

a5 RIPv1 RIPv2
prefix mask 211 SHX| %42 (classful) T3k classless, VLSM/CIDR)
update destination broadcast 224.0.0.9 multicast

FYEEHHES D JHEn HAHLES sHE A
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o= RIPv1 RIPv2
5 712 X2 elg A5 & Its
XS summary classful 24 & MHOE Mo 7ts

| Full update®} periodic update
RIP2 7|2X0=2Z X F7|0C} routing table MEE neighbord|A| 2HCE #H3HED HLiE link-state/advanced

protocolzt H| w3l full update2td MHSICE. triggered update= SRt H3}7L M7|™ H7| timers 7|CI2IX| &1 &
Al Z 0%,
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Count-to-Infinity - Split Horizon - Route Bl ool + 5 o
Poisoning
RIPS] Aol H2] 7]50] off zhzF F 93517}

gt &2 & Count to Infinity, Split Horizon, Route Poisoning, Poison Reverse, Triggered Update, Hold-
down

Count-to-Infinity - Split Horizon - Route Poisoning®t count-to-infinity= distance-vector
router?t M22| 52 routeE CHX| Z22 YO metricE A& =0|= 2X[0|1, split

horizon - poisoning - triggered update - hold-down2 0|2 £0|& £=& 7|®#o0|C}.

Count-to-Infinity7} A|ZtE|= Algt

OFE! “X&= R3 &% 1 hop”0|2t= ol route % 2t7 Ql7, R37kR29| Z1E E1 “R2

R3 £l2| network X7t 27 =0 R27}
2 YoM MZ metricS 3, 4, 52 22|H loopZt X|&EICE.

E Edlj 2 hop”olz2t &

RIP count-to-infinity 2Hd

[ 1.XZE 1

6. 1600 S8 J Lz. 012 & szt o

unreachable route &

1 v

5. packet loop2t A7 2D E A
metric 7t 22 ME

4. M2ojA| H 2
metric 211

33 15-2. 29| routeZt AHY &THIL RAOIAIM B2 FHE2tE A S 2X| Rtz 210 0|t

| Split Horizon

O interfaceZ HIR routeE Z'2 interface WO 2 CHA| ZTSHX| QH=CH “U|7F LIO|A| Y& 22 CHAl WA A &2
ME Ystx| QUZICE = FEOICE F router loopdl Z8HX|2H multi-access@t hub-and-spoke 20 M Z 23t spoke 2t

route MEE 22 4 QULCL

Route Poisoning2 Poison Reverse
route poisoning2 AIN%t routeE metric 16Q2 FA| 218 O 0|4 MX| 2t L2ICt poison reverse= split
horizon CHA EE= &), B2 YO 2 O routeE metric 1622 HAIMOZ £|E2f ATHIt Xt S next hopL = MEHSE
X| Q4AH| BHCE
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| Triggered Update2}t Hold-down

triggered update= o EE FA| MOSCt hold-down2 &0 = LH
routeE 2H0}S0|X| ot flappingt loopE EOIXITH R=st 27 ZZ r{EHS
Of BHC}.

|Zh o LR 2L oy 282 CHA|

7 &
=Z £ QICt FHE timer SZH2 2QId

ZO|=Y2 packetE 2EA|I7|= 30| ofLict

RIP 22| route poisoning2 2|EXMOE metricg infinity=2 216l routeE H7|A|7|= B4 loop &X| 7[HO|
Ct. DNS cache poisoning 22 324 0{2f F2%ICt

RIP Timer- Offset List: Distribute 871 240l + 23

RIP Timer- Offset List- Distribute List2t RIP timer= update®| MH3x7|2} route XA AI™E K|
0f3t1, offset list= metric2 ZX6HH, distribute list= routing update?| prefix =421 E filter
=

| Timere| &gt

Timer HEN A

Update H7| route 21 F7|

Invalid/Timeout UH AlZt AAl0] @1C™ routeE invalid2 THEt
Hold-down ST HES LW APt EHOo = K2
Flush/Garbage collection invalid routeZ table0|A AL w7tX] CH7|
Triggered update jitter & Al update £t ZA| MIOIE ZHSH= 78 24

Metst £XH= ZaHZ S stolsiC}

=1 b

wXHOfl A Cisco RIPS| 23t 7|22 =2 u
ot 1#, address familyoi t2t CHE 2= QICH show ip protocolsZ AH| timerS olsict, “CHA timer 2te 23
= 26 A grAlof| w2} Cr2C)

pdate 30, invalid 180, hold-down 180, flush 240% & H{2X| 2 vendor
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| Offset List

E3 route®| inbound/outbound RIP metrici| ZtS EsH Z2 M= =T} hop count & topologyS HFX|
Q1 selectiong X2 162 'EH routeE unreachablest| 2tE 4= U1 2| =2t CHE backup pathE MEHsHA| &
== ULt

| Distribute List

routing update®iid £ prefixE $4-Z0X
A 9h= Z40] OtL|2t routing informationg |0

Bl

| filterst= EMOICt. packet ACL2t E2| user traffic packet ZHH|E
SiCt.

RIPV2 7| 2H01 of|A|

router rip

version 2

no auto-summary

network 10.0.0.0

passive-interface default

no passive-interface GigabitEthernet0/0

show ip protocols
show ip route rip
debug ip rip

NBMA &1} RIP 7| sol + 235 644

“Z+2 subnet”0]o] = 2E neighbor”} broadcastE ¥ 212 oty

gt &2 2 NBMA, Non-Broadcast Multiple Access, Hub and Spoke, BMA

NBMA 231} RIPZE NBMA= 02{ endpointZt o networkE S-R/3HX| 2t native broadcast T 0|
2l= 71Z0|H, RIP2 update ME 2t split horizon IE0]| hub-and-spokedi|A Z=7t HH0| LR3st
Ct.

| NBMAZE

Non-Broadcast Multiple Access= 0{21 endpoint?t &tLte] L3 network® ZQ3tXICH EthernetX{ native
broadcast/multicastE 2= peer0i|H| X5 MESIX| 2= network S0|C}. Frame RelayZt MEX of|Ct,

| RIPZ} NBMAS| 55

RIP update?} broadcast/multicastE FH|Z st=C| NBMA cloud?t 0|2 peerOttt SH|SHX| (O™ neighbor7t
updateZ 2X| 2$tCt. hubOlA split horizon0] HX U™ 3t spoked|A I routeE Z2 hub interface?| CI2
spoke0i| Z18tX| ot spoke 7t reachability7t 22 4 UL
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Hub-and-spoke NBMAO|A Z2 interface2 routeE 1 LHELH = 2X|

PVC PVC

PVC
stinterface

Spoke C
NBMA Cloud

2@l 15-3. split horizon M, point-to-point subinterface, neighbor &4, multicast replicationS topologydll LA MAsiCt.

i
/

1}

ISk
oo

|

« hub?| dliE interface0lA] split horizon2 11%| loop /&2t protocol R7E HESICL

« spoke point-to-point subinterfaceZ =2| interfaceE LH=C}.

it
N
olr
mjo
>
00
rot
n

« unicast neighborg EA|5t7Lt provider/overlay2| multicast- broadcast ™

« ¥4CH WANOIIA{= topology®t protocoldl| = CHE routing AAH|1E ME4BICE
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IP-H&A

16%. OSPF-EIGRP-BGP: M2 |2 WAlo=
SRS oot}

%-2tRE-WANS| HIF{LIZ 16%. OSPF-EIGRP-BGP: M2 CI2 WO 2 HZE Fo|3trt

Dynamic routing protocol2 2+ “routed A&22 Hi2tH'= 3-550] JAAT, ojE A
BE WL loopE oA T3t F2E TR BSHEATE b2k linkstate,

advanced distance vector, path vectorg H| 13ttt
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IGP.EGP.AS Lol el +BEsid
protocol& 27 77Iet 42 9|2 BR3tch

EH A2 L IGP, EGP, Interior, Exterior, Autonomous System,

IGP-EGP-ASZ IGP= 3tLI2| 22| domain LHE routingE, EGP= A Z CHE autonomous
system At0|2] routingS EESIH, AS= 3 routing policy Of2ff 2 E[= network T gO|LCt.

| 1GP2t EGP

IGPE StLt2| administrative domain/AS LHE0IA ZZE wmetst= protocol A€ 0IH RIP, OSPF, IS-IS, EIGRPZ} CHE
XO|C}, EGP= AS AlO|o] HAH 7|ut AZ W2t MO|H Sl AFAAF BGPZF EZEOILCE. interior/exteriore= =X ZAA|e &
M MRS LIEFATY,

Autonomous System2} AS Number

AS= StLte| YatEl routing policy Of2l Internetdl| routeE &116t= network 0|11 ASN2 0|E AlHsH= HSCL
ALK IGP area®t BGP AS= &2 Z4| 7HE0] ofL|Ct.

IGP L5 229} BGP 9|5 HY 22

ISP AS 64500

eBGP AS path
\
oiob IGP Li% Internet
AS 65001 7| Edge BGP Prefixes
eBGP AS path
ISP AS 64501

3% 16-1. AS ZA0IM= B 2|2 20t ALY- 2 Qhtraffic engineering policy7t Q3L
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OSPF-Link State - Dijkstra S
o] 9] Agqt £x] ¢ topology graphS &7 712tk

BHH| 32 2 OSPF, Link State, Dijkstra, SPF, LSA, LSDB, Area, DR,
BDR

OSPF-Link State - DijkstraZt OSPF= link &EHE area 2t0]| floodingdli 3 topology database
£ =10, 2t router?t Dijkstra SPFE Z|th B2 & A|4SH= link-state IGPL.

Link State2] s}

2} router?t XtA19| link2t neighbor AEHE LSAZ 22|11, area 92| router£0| Z2 link-state databaseE THECE. 2t

u]
= 3|

router= 1 topology grapholl Dijkstra SPF algorithm2 A& X412 rootZ ot shortest-path treeE A|AFLCE.

OSPF2| control-plane S

ESES
Dijkstra routeE
=7|3t > SPF A4t > RIB/FIBO|

=py|

Hello2 Adiacenc
neighbor |9 ) >

LSA S LSDB
S Al
e yass S

flooding >

12l 16-2. routeZt HESH= Z40] OFL|2} topology MEE ER3H 2t router?t S& AT

| Coste}Area

OSPF metric2 interface cost| €0|C}, E3]| reference bandwidth / interface bandwidth2 2| AtSHX[ 2t vendor X
1} reference Ztoll 2k Z2tEICt area= LSDB2L flooding H2I1E #A|1E 35t backbone area 02 SA O Z HZ T

| DR/BDR

broadcast multi-access networkl|A] 2 router?t M2 full adjacencyE W™ A 27t ZZtCt DRI} BDRE
=5l LSA 18t MM S 9HED adjacency £ EQIC} DR traffic forwarding gateway?} OtL|2} control-plane &gt
O|C}.

Link state?} interface state

link state= =2 carrier up/downgto] OtL|2} protocol 2t 2| neighbor, cost, network type, LSA 4EfE ZE&Fe o~ Q!
Ct. interface?}t up/upOl0{ = OSPF authentication, area, timer, MTU mismatch2 adjacency?} ot & 4= Q/C}.
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EIGRP-DUAL: Successor-SIA s s
#A27} 270 5 query7t olt)7HA] Mz =7t

ehi| &2 2 EIGRP, DUAL, Successor, Feasible Successor, FD, Feasible Distance, RD, Reported Distance, K
values, Stuck in Active, SIA

EIGRP - DUAL- Successor - SIAZt EIGRP= composite metricz2t DUAL algorithm 22 loop-free
ZEE AASED, successorE 3 &, feasibility condition=2 THE3t feasible successors SA| A
2 7}t backupLZE {XIICL

| EIGRP metricat K 2t
EIGRP classic metric2 7|2X2Z minimum bandwidth?t cumulative delayE AH23stH K1-K37} ZAMa}EICt.
reliability?t loadE #F5H= K2, K4, K5 240 HEA| 8l route flappingdt A4t 2™ S THE £~ U1 neighbor?)
K /0| oo} StE 2 UHIMO 2 ALRSHK| §b=L}.

Successor?} Feasible Successor

successor= topology tabled|A] MEHEl %[H next hop, feasible successore ¥l successor?t gt iff loop §10|
ZFAl £ £ ULt DUAL feasibility conditiong 2H&%t backup routeCt.

FD - RD&} feasibility condition

Reported Distance(RD)= neighbor?t 2XX|7tX| 218t 7{2|0| 1, Feasible Distance(FD)= local routerZt MEiSH %|
N A29| & 7{2|Ct. £ neighbor| RD7} 34Xl successor?| FDELCH 2O H 1 neighbor= LIELCH SXX|of| o 7R4Ct
1 2 2 Q0] loop-free backup 2 QI™PICE ZHES| RD < current FDCL “FD > RD”Eh= 7|= o ZZ2| 247|2] H]
WSh=X| HA[SHof BTt

EIGRP feasibility condition2| =12t

R2 RD 20

local cost 10 reported 20

local cost 5 reported 80

12! 16-3. RD= neighbor 218, FD& local total 2% 0|C}

817 successor FD=300|2t™H R2 RD=202
30LC} =0t loop-free $E7} & 4 ALt
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| DUALZL SIA

successor?t At2tX| 1 feasible successor?t @12 router= routeE active AEHZ =11 neighbor0f|#| query$tCt 2
£ replyE 2OLOF M routeE SHTICL replyZt M$H A|ZH Qtoll 2X| O™ Stuck-in-Active?t =|0{ adjacency resetzt
route disruptionO| M2 £ QIC}. query boundary, summarization, stub 8HO Z HQ|E Folrt.

| EIGRP packet

Hello= neighbor §X[, Update= route M&, Query= CHX| = &2, Reply= &2l 8, ACK= reliable EIGRP
packet 2Q10j| AoICt, protocol HE 2t RTP(Reliable Transport Protocol)S AFE3SHH TCP2| RTP2L CHE 0|Z0|Ct.

Jot
o
i
b
ot
2
i

BGP - Path Vector L7

Internet 42+ &S 2T A 2o} oz A=

)

3hH A2 L BGP, Path Vector, AS_PATH, eBGP, iBGP, RPKI

BGP - Path Vectort BGP= AS AtO|0I| A prefix@t AS_PATH & path attributeE w2t5t1 local
policy0l| 2} best routeE ME4SH= path-vector routing protocolO|C}.

Path Vector

BGP+ destination prefix# OtL|2} 1O routeZt X|LI2 AS_PATHS2t 0{21 attributeE Z103HCE Xk7| ASNO| pathof| o|0]
U™ loopE HEHSH HEY = ULE The shortest pathZt OFL|2t local preference, policy, AS path, origin, MED &
CHAY MAOZ best pathE 2L}

| eBGP2tiBGP

eBGP= CHE AS ALO], iBGP= &2 AS LHE BGP speaker At0|2] route MEO|Ct iBGP= AS_PATHE =2|X| gDz
full mesh, route reflector, confederation Z2 loop WX| 2Z=7t Z LS|t

BGP+ reachability2} policy protocolO|C}

Internet #20[A] ZE link topologyE 3R6HX| &1 prefix'E path attributeE MESICt. convergence?t IGPELL =
2 4= AKX route filteringat At} 2tA), traffic engineeringS E¥5t= f240| ZRQ3ICE.

BGP hijacke| 22|

ER| 7Lt ofo| Kol ASTL XHAIO| A R8IX| 42 prefix EE= O FH|Z QI prefixS Z16HH CHE network?t 1 A2

=
£ MEist 4 QICt. prefix filter, RPKI route origin validation, monitoring0| #0{ £to|Ct,
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17%. Serial-PPP-Frame Relay-ACL- QoS:
WANZ2} ZA| |0

LAN©| Ethernet FAlol2td & WAN 1HgolA= point-to-point serial¥} provider
cloud®] virtual circuitS Hj2th 254 ZH *& HlEE Fo|% encapsulation, link

negotiation, NBMA, access policy2] ¥&Z o|&li5t= o] 785}t
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Serial-HDLC-PPP:LCP/NCP - PAP/ 171 100 + 93
CHAP
5)do] Egj¥ o g AFAHE H L3 packetZ EW7|7HA]

3HH A2 L Serial Interface, HDLC, PPP, LCP, NCP, PAP, CHAP, PPPoE

Serial-HDLC-PPP-LCP/NCP - PAP/CHAPZ PPP= point-to-point link2| frame encapsulation
ot eAROIE- 3 ™ E XMESHH, LCP= link, NCP= network protocol2 7145t PAP/CHAP2
peer 215 2HAl0|Ct,

| seriala} Ethernet

serial2 bitE =X O 2 HLf= H2 JHE0|X|2F network BKO| A& routere| S7|4] WAN serial interface@t MEM/
Frame Relay ¥1Z& 7t2]7|= 227t BCt Ethernet2 MAC address?t frame format, multi-access &2 Ho|st=
LAN AE 7|=0|Ct.

HDLC

HDLC= bit-oriented data-link protocol AZ0|C}. Cisco serial interface2| 7|2 encapsulation®! Cisco HDLC= E&
HDLCO| protocol type HEE 7t vendor H&0|2} CHE vendoret 4= 2& Al PPP7} O Mete 4= QUL

| PPPe}LCP/NCP

PPP= point-to-point link0f|A encapsulation, link A%, authentication, network-layer protocol 88 & H|3tct.
LCPZ} link parameter®t authentication2 @451, NCP7t IPv4 IPCP S 2f L3 protocolE AHTICL

PPP link7t 22{2= £t

. LCP Network LCP
=2| link . PAP/CHAP NCPZ IP .
g Jp | negotiat | P OIE/(A'IEH) > gl > phase | terminat
ion cen =° HlojE e e

33 17-1. 3t interface| A = encapsulation &7 0j 2t HDLC EE= PPPE AtEE &~ QUL

| PAPSI CHAP

PAPE username/passwordE link0l| gt L= &7| M&5t=
ALt CHAPE= challenge®t shared secret 7|8t digestE AtE3
N A B0| 7tssiCt 22fEl hash A2t shared secret 22|

e 2-way HAIOE Ao} XHH|7L GIOH & 9RO
i password XHHIE MESHK| 210 peerE HESHH F7|
stAl= W na2{sl{of Bt

'crr'

_|
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Jiok
gl
"
HL
ot
e
nx

Frame !
Relay-DLCI-PVC-Subinterface

=9 3 FHE oY =8 A== Ure E WAN

gt &2 2 Frame Relay, DLCI, PVC, SVC, Point-to-point, Multipoint, Subinterface

Frame Relay - DLCI - PVC- Subinterface2t Frame Relay= provider NBMA cloud /0]l virtual
circuit2 M33tL, DLCIE= local access linkOf|A| PVCE Al 5H= labelO|H, subinterface= ot 2
2| interfaceE =2| L3 interfaceZ Lh=C}.

Frame Relay?] virtual circuit

2 router AO[9] logical PVCE MISStC}. 2t access linke 0421 PVC

provider?| packet-switched NBMA cloud 20| 024
HotC} DLCI= 32 local interface 2|0[2F &F Z0|A XF7F BEEA] &

£ multiplex 4= 1 local DLCIZ circuitE 4
£ gartglch

st access link0j|A] of2{ PVCE DLCIZ 22

R2 DLCI 201

PVCA

R1 DLCI 102 Access link Frame: Relay
Switch

PVCB

R3 DLCI 301

3% 17-2. DLCIE= provider cloud 2t2| end-to-end global address?t OtL|2} local labelO|Ct.

Point-to-point2} Multipoint subinterface
point-to-point subinterface= ot peer/PVCE BT logical interface®t subnet@ = CIE| broadcast-like protocol &
HE the3etct multipointes 2] peerE 8t subnet/interface®| FXIZt inverse ARP, frame-relay map, split
horizon, broadcast replication2 112{sl{O} ST},
| pvcet svc

PVCE E2[HMOZ MA| MHEE permanent virtual circuito|d, SVCE R Iff signaling@ZE ML= switched
virtual circuitO|Ct. 1§ A& PVC S40|Ct.
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ACL-Permit/Deny-Wildcard Mask-Inbound/ = 2= =2
Outbound

rule W-87HE A9t A& interface ¥o] L35t

EhH A2 2 Access Control List, ACL, Permit, Deny, Implicit Deny, Wildcard Mask, Inbound, Outbound

ACL- Permit/Deny - Wildcard Mask- Inbound/Outbound®t ACL2 packet header ZZHE &A
CHE ZARH R X rule| permit/denyE & &%= H2 M0 ==0|H, wildcard maske 2 H]
WOoi|M A bitet FAIE bitE HA[SHCY.

| ACL2 &M = =2 220\t
packet?| source/destination address, protocol, port S fieldE {I0|A] Of2HZ H|wdH M-S LX|$ permit/denyE H
oIt 20f|l= dEtM o2 HAL[X| 42 deny anyZt JCHL O[SHBtCY. M2EN HE ruleE HA FH Of2i2] M2 ruleO]

ol "Wote|X| §42 & UL

| standarde} Extended

Cisco IPv4 standard ACL2 FZ& source addresstt, extended ACL2 source/destination, protocol, port § & 2
XS AASICE standarde= destination Z}770], extended= source ZH710| HiX|$ICHE W X2 2L traffic At
Chot @XHEH Hok HRlE £0(7] /ot Yt X|E0|H topologyt 22| HAo| w2t ZESICE

| Wildcard mask

Cisco ACL- OSPF network statement 52| wildcard mask0llA Obit= 8ilE address bit7t BFEA| YX|8HOF 3t 1bit
At} A maskOl| M= subnet maskE 25501 A1 it Ztat CHSSHX|ZH discontiguous wildcard = EHE = U0
& “H subnet mask”’2tn 2t EH HA|7t QICL.

morr

Inbound®t Outbound ACL 7} $I%]|

Packet Inbound R match Routing/
mtirfac > ACL 2|0} | permit/d [P 2| >
e 2l eny

Outbound

M4 WY
acLsl-orzy | P 71

321 17-3. %t packetO| 2E interface ACLE X7 HX|= 20| OfL|2} AKX ingress/egress Z22| M& X[F ol A HIHEIC
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Cisco ACL 04| A|

ip access-list extended WEB-IN

10 permit tcp 10.10.0.0 0.0.255.255 host 192.0.2.10 eq 443
20 deny ip any host 192.0.2.10 log

30 permit ip any any

!

interface GigabitEthernet0/1

ip access-group WEB-IN in

show access-lists WEB-IN
show ip interface GigabitEthernet0/1

10| 7|20|ct. CHEF policy

>\l

F 20|22 o= o] HIHQ! ruleg HA|, K2 Lt rules 50| F=
F

ZHEE HX 2XOZ M7 test packet matrix2 &=AE ZZsH{O} ST}

(o)

wn
e
N
1o
re
4L
H
Oft
ot
X

sk

AEZ2 s¥= 7leo] oty A Al 5 WA H2dA Aot

EhH A2 2 Quality of Service, QoS, DSCP, PCP, Policing, Shaping, Scheduling

QoSEt QoS H[BtEl network XHOIA trafficg 27 -HEAISH queue?t rateE H|Of6 X|H-& A
e E Q17F CHE applicationdl| XS MH|AE H|35t= H2 A|A|CE.

e Z0| EF5tLE 27t burstZt queueE TS M voice, control, bulk backup2 Z2 WAIOZ K z2|stH X|Hoj| 2IZf

ot trafficO| 24 EICE QoS traffic2 2R/ st EAISHH queue- scheduling - policing - shaping MMO = H|$HEl X2
S FH0|| SHA| Hi2etCt

| Classification - Marking

5-tuple, DSCP, interface, application 2 £ traffic classE L5 IP DSCPL} Ethernet 802.1p PCPO| R4 =2(E &
A|BICE marking2 Al2| ZA 0| A 2B 8Hof SHH client7t Q9|2 £2 M&RE 22 WS JiE Lo M of EICH

| Policing2} Shaping

jo

policing2 M4 rate traffic2 dropdtZ Lt remarkdsli ZA| M|gtst, shaping2 bufferdl| Hatsl B MEE

= 4
= 0O
oL shaping2 XIHS F7ISHK| 2 burst drop2 £ & QUL
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| scheduling
strict priority queue= X 12t trafficg WX X2[stX|2t B=6tH CHE classE #Z = ULh weighted fair/round-
robin AE2 classE H|g2 E&PHC} AA| algorithmt HA2 vendor/platformO}Ct CH2CE.
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PART IV

Mi-AE2|X]-2-DB- DNS 2%

ufZlo] Aol =&eE FHolle 2YAA|, process, filesystem, web server,
application runtime, database”} A2 23S *2]3tt}. o] B2 HX] ¥
= Ugst= thal 24 448471 off Ee=w ot Hot BA|1 7} ojgo AY7]=A]

£ Adrgettt.

rok
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MH-AEZ|X|-21-DB-DNS 24 18%h Mt st=g0{2F 2 E!: Rack: Blade: BMC- C|A T 7} $i2{sH=

. MH st=Egi|oiet BEl
Rack-Blade:BMC:-C|A3J} &igist= ™

M “Hs T2 PCHE S5HA] gt 94 #8, 55 Y, hotswap disk, ECC
memory, RAID controller, rack BiX 28 o7} U= serviceE A5kl A 2HA|517]

93t 7)550] Azt
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ok
e
¥
HI
oft
=
nx

Rack Server-Blade Server-BMC/ ¥
iLO

o7} 1 08 HiollA] Al hefshs shEgo] B

b &t2 2 Server Rack, Blade Server, BMC, iLO, Out-of-band Management, SPU

oot

Rack Server- Blade Server:- BMC/iLOZt rack server= EZ rack0l| Z4tst= =2 AHO| 1,
blade serverE= chassis A 2 &R75H= modular computeO|H, BMC/iLO= OS2t S&2 Ao = M

#-sensor- console2 £t2|5H= processorLt.

| Rack server®} server rack

rack2 EZ Z1 U 0| |2 MH-switch- PDUE 2| &&= A ZS0|Ct rack server= S chassis?t rack0l] &
0{7t= HEHLCE. cable, airflow, 12 A/B feed, 2AHI2 & HHX|S EHH M A|sHOf SHCL.

| Blade server

|5t gF2 compute bladeE £2= HEHCE Lot
TE{SHC},

—

blade chassis7} M@, cooling, management, network fabricg &
Y 22| 7F ZEO|X|2F chassis O EH 2t vendor 4, £7| HIES

| BMCetiLo

BMC(Baseboard Management Controller)= main CPU2F OSet E= 2 SEHl M2 on/off, sensor, remote console,
virtual mediag HSdt= 22| processorth. HPE iLO= BMC M E = O|S0|Ct OS7t crashsi T out-of-band 2t2|7t 7+
S5 2t management network®} credentialo| S4%™ 22| console &2 SHHE 842 & UL

Out-of-band 2t2|2} data plane2| 22|

SH2|x} PC HTTPS/SSH . 00B 22| BMC/iLO

el console

Main CPU/RAM

£k

service traffic

2l 18-1. BMC= 0Se =& Z20|22 HE VLAN, MFA, ACL, firmware 2t2(7 Z3tCt.
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MNH-AEZ|X|-¥-DB-DNS 2& 18%. MH ot=9l0{et HEl: Rack-Blade: BMC- C|A 37} HEHsH= ¥

| spuzt= ool

SPUE vendor2t 28H0f| 2} Security Processing Unit, Storage Processing Unit, Signal Processing Unit § 0{24 5
O MOICE HI[0A Tt AUS = EF HME EALE 2 FH|E &els{of ottt wxfolM = “S3 Zdg CPUOHIA
22|dl| 7t&ste HE processor’2te 35 JHHO 20t CHELCL

Mt R2El-UEFI-MBR- GPT- Partition P
9 BEoj A systemd serviceZ}A] ©]o] A= chain

EhH A2 2 Boot Process, BIOS, UEFI, Bootloader, MBR, GPT, Primary Partition, Extended Partition, Sector,
Cylinder

M 2El-UEFI- MBR- GPT- PartitionZt MH 2&2 firmwareZl hardwareE £7(3t5111
bootloader?} kernelE ZZHaH init processE Al&5H= 2HE0|, partition table2 disk S7t2| =
2| 71Z2t2 7| Sotct.

| Melo| Soj 5lo|a s

1. M1t BMC7t hardware AE{E 2HQIstC}.

2. CPU reset vector0f| Al firmware(UEFI/BIOS)7t A|ZHEICY,

3. POST®} memory - device £7|%t = boot deviceE MEHSICY.

4. UEFIE= EFI System Partition2| bootloaderZ, legacy BIOSE= MBR boot codeE &= A2 2 bootloaders A&
B}

5. bootloader?t kernelzt initramfsE memory0fl Mx{5t1 kernel2 M E H7ZICH

6. kernelO| driver-root filesystem2 £H|5t11 PID 1(systemd )2 ATt

7. service unit2} login 2tZ0| 22t2Ct.

Linux A F2EIo| 3 th|

Kernel + Root
Powgr/BM > UEFISBIO > Boo;lroad | initramf || filesyst | sy;ltgnlwd | Services
s em

3% 18-2. o{= thA|Of| A AIiH=X|0] 2} consoledi] HO|= 43t 57 =77 Z2ZICE

| MBR2t GPT

MBR2 disk & sector0il partition tableX} boot codeE F= 22HEl WAOZ primary partition 2t disk 27| $tA|7}
ULt extended partition 2tof| logical partitionE F0{ +& =%ICt. GPT= GUIDE partitionS AH5t1 2 disket &
2 partition, backup table, CRCE X|&3stH UEFIQ} &M LEHH0|Ct,
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Sector®} cylinder

sector= disk7} block THI2 411 Mz T2 FA CHR|0|H MSXHOE 512byte, PiCH diske 4KiB physical sector?t
S35tLL cylinder/head/sector= 2| diske| 22| 7[6HE HE6HH 20|10 FiCH LBAOIM = A% block HZ 2 F=43}
Ct.

rot FI
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19%. Disk- RAID - Filesystem - LVM: Ci|O|E{ 7}
MNEEE=oH 5

‘0235 mountdtth’= 3 2% Qo= block device, partition, RAID, volume
manager, filesystem, directory namespace”} 4] ltt. Aol tf-Sol|A= o] Fo] 1%
S=A] FrEslof gt
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nx

Block Device-Local/Remote Storage-SCSI/ S
NVMe

g F = ofefjol] EAst= A A
b %+S 2 Block Device, HDD, SSD, NVMe, IDE, SCSI, SAS, NAS, SAN, iSCSI, NFS, SMB

Block Device - Local/Remote Storage-SCSI/NVMeEt block device= 18 37| block A2 ¢
1 ME NEEK FA510|1) local - SAN - NAS - object storage= E 2 2112} interface £l 7} CHE
Ct.

MEEX|7I U2 Ho|7|ntx|e| &

= Partitio RAID UM Filesyst U File - Dir
- e R '
DISk/NVM " n dl '> md/contr " PV—=VG—LV -> em -’ point -> ectory

e device oller ext4/xfs /data

33 19-1. ZE 2F0| ZE B M= A2 OHLIX[2 0|5 22(otH HF 2t Zol {|X|7F 22ICt.

| Block device 0|2
Linux®| SATA/SCSI diske= /dev/sda, partition2 /dev/sdalXE 2 £ A1, NVMe= /dev/nvmeOnl,
partition2 pl EO|E 2L} 0|2 &X| &XMoi| w2t HH 4= 10] fstab2 UUIDLY filesystem label& = HO| QHE X

O|C}.

IDE-SCSI-SAS-NVMe

IDE/PATA= 22lE parallel storage interface, SATA= serial consumer/server disk interface, SCSIi= command set
1t enterprise storage A€, SASE serial attached SCSI, NVMe= PCle 7|8t flash storageE 98t queue 4
protocolO|Ct. LinuxOllA B2 deviceZt SCSI mid-layerE &dll E0|C{2tE E2| interface@ command modelE &
ot

| LocalZ} Remote Storage

=5 of £¥

ZI1H/22 block SATA SSD, NVMe, USB disk host7} blockg =& 2|

SAN/block network iSCSI, Fibre Channel remote LUNZ local blockX& AtE

NAS/file network NFS, SMB/CIFS serverZ| filesystem2 22|t file protocol H|S
Object storage S3AE object key2t APIZ H2
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RAID &
ol2] diskE shbxd EolA| ATk backup ofch

2t &2 & RAID 0, RAID 1, RAID 5, RAID 6, RAID 10, RAID 01, Striping, Mirroring, Parity, Hot
Swap

RAIDZI RAID= 042 diskOf| striping- mirroring- parityE Z&foll &5, &, Holl 5122 H3dt=
block storage 714 2Al0|LC}.
I Striping - Mirroring - Parity
Striping
data block2 042{ disk0l| LHe HE X2|. 45832 &X|2 redundancy’t Si2.
Mirroring
#2 dataE 021 diskoll SH|. 7|- 570l FEISHK|T 82 2 20| I3,
Parity
dataOll M A&t 27 HEHE 24 XA, disk ZHoH A| E2 data®t parity2 XA,
Level %2 disk Jte 8y o 518-53
RAID 0 2 A 518 9IS, ot disk AT H A array &4
RAID 1 2 mirror o & mirror 7-430]| 2} disk A1H 5{&
RAID 5 3 N-1 1 disk parity, rebuild & 2|&-write penalty
RAID 6 4 N-2 2 disk parity
RAID 10 4 mirror % stripe He-8+ 74, 2 mirror pair 24
RAID 01 4 stripe set2 mirror RAID10zt Zoff EM CIE
| Hardware RAID2} Software RAID
hardware RAID controller= cache, battery/flash-backed write protection, managementE HMa& 4 1 0Soll=

=
logical disk2 EQIC}. Linux mdadm software RAID= host CPU2L kernel md layer2 arrayE T4 3tCt. controller
cache B3t disk write cache7t 7@ Zol| Al G|O|E{ QHH Mol ZRSICE.

Hot swapz} Cold swap

hot-swap2 system2 11X| 911 WH|St=F backplane, controller, 0S7} X|&st= 7|50ICt. connector?t EE2|XMO2
L3ICtD OFM S hot-swap2 OFLICE. cold-swap2 ME 1110 WAH[SICE rebuild7t 2 W7HX| array= F9F AEHY 2
QIC},

AN
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ol

RAID7} 6{2{ diskE %t logical block deviceZ H| =

block/parity

block/parity stLte| device

RAID Layer

Logical Volume

block/parity

Disk C

31 19-2. RAIDE 71848 =¥

1>

tH|- 2= %}-site ZOHE 2= backupOl OfL|LCt.

HE

El

RAID # Backup

ARt A4, ransomware, filesystem corruption, controller bug, A= RAID SH|E20|T SAlof 2tEE 2 U
Ct. version - offline/immutable - offsite backupzt 7 A|&0| 2T Z I Qo}Ct.
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Filesystem-Inode-Journaling-CoW w7l 342l + 2B
§3Fo] o= T}UL F WEL o] §71K] M P2

e &2 L Filesystem, ext4, XFS, JFS, Inode, Inode Exhaustion, Journaling, lost+found, Copy-on-Write,

Filesystem-Inode- Journaling - CoWZl filesystem2 block deviced|| file- directory - metadata
£ HiX|St= #4l0| 12, inodeE file metadata®t data $|X|E X ESHH, journaling@t CoW:= crash

detdar EHE 7|15 LAS T

| Filesystemo] 3f=

raw blockol file O|Z, directory tree, metadata, free-space map, permission, timestampS XZdst= H%l0|C}.
mkfs& block device ?/0] filesystem & E X7|2t5t11 7|E dataE E2 + U2 Z 4 =elo] ZRSICEH

|Inode

Unix-like filesystemOflA] inode:= file type, permission, owner, size, timestamp, data block /X| & metadataE 7t
ZIC}. directory entryZt 0|2 inode H=0f| 1AL file 0| E2 inode 2t XX XA E[X| =Ch= MHO| eAlo|Ct.

| Inode exhaustion
X2 fileg 04 BO| BHSH data block 04 R7t UL inodeS ZF AHESH M file M40 MY =~ UCL df -he 8,
=

df -i=inode AH2&E2 2Lt filesystem| 2} inode 22| EHAl2 CH2CE,

Journaling2} lost+found

journaling filesystem2 metadata HZ 2|=E journalol X 7|Z3f crash = Lzt 57 A
application data?} A}Z2 £ transaction QHHSHX|= A2 OIL|CL fsck7t HAS U2 inodeE =+ M ext A2
lost+foundOi| HHX|E 4= QACH.

| Copy-on-Write
CoWs 7|1Z blockg 7| ol Al lxjofl 7 dataS M1 metadata pointerS HIRE  wAlo|Ct.
snapshot- checksum} & 0{22|X|2 fragmentation, write amplification, free-space 22| £40| QUCt. Btrfs, ZFS

SOl S EILt.

=0 -
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Filesystem2t mount Al =tol

lsblk -f

blkid

df -hT

df -i

sudo fdisk -1

sudo mkfs.ext4 /dev/sdbl # F9|: CH CIO|E AbA|
sudo mount /dev/sdbl /mnt/data

findmnt /mnt/data

sl &2 2 mount, Jetc/fstab, UUID, LVM, PV, VG, LV, Disk Quota, Soft Limit, Hard Limit, mdadm,
metadisk

Mount-fstab - LVM - QuotaZt mountE filesystem directory treedf| HZ5t1, fstab2 3 27
£ MoI6HH, LVME block storageE PV-VG- LV AIZ2E pool2tstil, quota= AFSAHE A &S
Hlgteotct.

Mount2| 2|0]
mount filesystem2| rootE Linux2| tLEQ! directory tree2| £ directorydfl #Zst= =O|Ct mount point OF
2Hof| 242 fileOl UNHE mountE SF 7HAE & AH|E 242 OFLICE. unmountdt® CEA| HQIC,

| Jetc/fstabat UUID

fstab boot EE= 22| BHOM O deviceE OIC|0f Ot filesystem-option2E mountZX| MABICt device
name2 &=Al #Het7t 10 UUIDE X0, 2 QFRLE ZXSHX| §h= device= boot X|H-emergency modeE 2= 4= U
Ct. mount -aZ APH AZSiCt.

LVM

Physical Volume(PV)2 Volume Group(VG)O|2t= pooldll ‘11 Logical Volume(LV)E #dt= 37|2 &L3ict. d
partition ZAIE E0 RAHSGHAH &SI snapshotE BHS = UKXITH filesystem &I LV 22 HE HHAY Uy

A filesystem X1t &M E F2|5H0f BHCE.

LVMe| PV-VG-LV

Disk VG Lol mount
partitio & PVXI|st (P storage & oLvEe (P filesyst > oint
ns pool em P

38l 19-3. LVME block allocation layer0| 1 filesystem Li& 1} directory namespace= 1 9/2| E& Z0|LCt.
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| Disk quota

user/group/project’t At block 21t file £~ H|THoICL. soft limit2 grace period &2F Z£1HE 3183}, hard
limit2 ZA| GX| 261A| stct. quotas HA| disk7t 3t ALEXIOIA| AZIE[E= AHE 2= 2F EX|CL

Mount2f LVM Of| A

# fstab o
UUID=1111-2222 /data ext4 defaults,noexec,nosuid,nodev 0 2

t 43
sudo mount -a
findmnt --verify

# LVM

pvs; vgs; Llvs

sudo pvcreate /dev/sdbl

sudo vgcreate vgdata /dev/sdbl

sudo lvcreate -L 20G -n lvapp vgdata
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20%. LAMP-Nginx-WAS - PHP-FPM: HTTP
30| IAE HHOZ 0|0fX|= H=

Bk A7} server?] 443 portol] AZFTH application =7} HEZ A8 &= 22 ofytt.
front web server’} TLS®} HTTPE *]2]5tal, static file2 3 HISIH, dynamic
request= application runtimeo|t WAS=Z g7]1L, application DB2} storageE &=

st
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LAMP - Web Server-WAS 2|
SEHTTP 230] o8] processE AA S| He 7+x

el &2 = LAMP, Apache, Nginx, WAS, Web Application Server, Server-side Script, JSP, Tomcat,
1IS

LAMP - Web Server-WASZt LAMP= Linux-Apache-DB- server-side language®| & web
stackO|11, web server= HTTPE} static/proxyE, WAS/application runtime2 dynamic code2f
business logic2 X 2|3tCt.

| LAMP stack

Linux, Apache, MySQL/MariaDB, PHP/Perl/Python2| Z&2 7t2|7|= ME 80{Ct. 2} A2 E 0S, web server,
database, server-side language/runtime S&& LH=Ct. ELK stackX & stack2 &7 AL E= 7|12 R3S KEICL

| Web serveret WAS

web server= HTTP connection, static content, TLS termination, reverse proxyE =2 atCt. WASE application

code A& routing, session, connection pool, business logicg ©Ydt= server softwareS SESiCt MExt
architectured| w2t ZAIL ZHEICE  Apache:Nginx?t module2 dynamic codeE A#sI7|= o1,

Tomcat- GunicornO| HTTPE X gt 4 QILC}.

# 90| Mol Xj2| Z2

Nginx/Ap ﬁbl;a;é; Tomcat/W Applicat DB- Stora
Browser |9 ache > iy > > o1t >
TLS-HTTP Reverse o L] =
Proxy Worker oglc

111 20-1. 2 hopOtCt timeout, body size, header, #8t, logging &&0| 0] ol @IS ZHZ 2Qlsict,

Server-side script

browser?7} #2 JavaScript?} client-side®il A A== 242t E2| PHP, JSP, Python application code= serveroi| A
A0 HTML/JSONS MAM3ICE. client= source code?t OtL|2} A1t responseE HH=CL. server-side script Xt 2t
0| M¥l-#2|5t= runtime/WASE FE3ICE
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CGl - FastCGIl - PHP- 2|
FPM - WSGI:-Worker

A HE7E A olashA Rhe ol FES AYATIE A

SH7H| A4S 2 CGI, FastCGl, PHP-FPM, WSGI, ASGI, Worker, WAS Tuning

CGl- FastCGl - PHP-FPM - WSGI - WorkerZt CGl AIE 2t WSGl= web server?} application code

E 3 =5}= interface0|1, PHP-FPM2t application servere X|% worker poolE requestE A1
2t2[otct,
| cal

CGl= web server?t request 82 E environment variable?t stdin@Z external program0il =351 1 program2|
stdoutZ HTTP responseZ AtE3dt= EZE interfacelt. requestOiCt processE ME 2HEH overhead?t 3L}, FastCGl
= processE X|& AHAsH 042 requestE XM 2|BICt.

PHP-FPM

PHP FastCGl Process Manager= PHP worker pool2 2[5t Nginx/Apache0i|Al FastCGl requestE 0t PHP
scriptE AL} web server?t PHP runtime2 B process- user-socket@ 2 22[8l| scalingt privilegeE 22|t
Ct.

WSGI

WSGI= Python web server®t Python web application/framework At0|2| callable interface EZ0|Ct. Gunicorn,
UWSGI 52| server?t socket-workerE #2|5t1 Flask/Django application callableS S £%ICt CGIXME O request
OFCE M processE 2HE Z R 7t QiCt. asynchronous applicationdl= ASGIZt ‘22| MQICt,

PHP- FPM0I ugto|g

Nginx Unix Socket/TCP PHP FPM master [ PHP worker J [ PHP script
1. FastCGlI ! !

parameter®t request

Body >

2.poolZ MY

>

3.idle worker MEtf

1
1
1
]
1
1
1
]
]
1
1
1
]
1
1
1 N

4. script &gt
‘ >
1
1
1
1
]
1
1
]
1

5. headers/body Z 1} st

I
1
I
1
I
I
1
1
I
I
°

e L L b T R e IO =
cooodbocoooooooooooco! Foooooo

1
I
1
I
1
1
1
I
I
1
1
1
I
1
1
1
I
I
1
1
1
®
hg
1
1
I
1

20-2. Nginx= PHPE sl{A{stX| @81 FastCGIZ PHP-FPMO|| &S @& iCY.
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Worker

worker= requestLt taskS AH| XM2|St= process/thread/event loop A&t £+2|Ct worker =7} HE HOH queue?t
ZOo{X| 2, T %OH memory2t context switching, DB connectionO| =8 ZICE WAS tuning2 CPU-bound/I/O-
bound £4, request latency, memory, connection poolS &H| £Ct.

Virtual Hosting - SNI - Sandboxing B2l 2ol + 3 ol
3k AHof| of2] siteg FASHA Eel5he 48

2t &2 & IP-based Virtual Hosting, Port-based Virtual Hosting, Name-based Virtual Hosting, Host Header,
SNI, conf.d, Sandbox, chroot, system user

Virtual Hosting - SNI- Sandboxing®t virtual hosting2 IP- port- hostname2 £ 048] siteE &
5ta1, SNI= TLS handshake0l A hostnameE 2|, sandboxing2 application process7t E

7tset X HelE FMetelrt.

| Virtual Hosting

gt server process/IPOA 042{ siteE F+=23H hostingdt= 7|SOICt. IP-based= destination IP, port-based& port,
name-based= HTTP Host header2t TLS SNIE AFESIC}. F4CH web2 name-based”t ZEHEO|Ct,

| TLS2t SN

HTTPSOllA= HTTP Host header&2Ct TLS handshake?} HXO|22 server?t M certificateE ZX| SNI(Server
Name Indication)2| hostnameZ& AESLLL. client?t SNIE ELHX| 2f2™ default virtual host certificateZ} MEHEl
QULE.

| confe} conf.d

M mdo] MA| =2t includeE H2|st, conf. d directory®| 0421 X2 IS 3l site- moduled ™S Lt

o
= 2E[CL 0| Z XIAI7t kernel 7|52 OFL|H applicationO| includedt=S MHsHof St

=
=
—
-

154



MH-AE2|X|-2-DB-DNS 2%

Name-based virtual host2t PHP-FPM &Z

# Nginx 7H'E OfA|

server {
listen 80;
server_name app.example.com;
root /srv/app/public;

location ~ \.php$ {
include fastcgi params;

fastcgi pass unix:/run/php/php-fpm.sock;

nginx -t && systemctl reload nginx

| Sandboxing2} service user

20%. LAMP-Nginx-WAS - PHP-FPM: HTTP 2%0| 2

W
>

Il
gt

O= 0|0{X|=

o
Hu

applicationE & non-login user2 A5t filesystem write path, network destination, capabilityE HI$tatCt.

systemd sandbox option, chroot/container, SELinux/AppArmorg

2t security boundary2 tH= AMZ|S17| o{FHLCE

WASO|| SSHE € off 2IEet7}

application #2|7} 223t A0 = shell AEE code-secret- DB credential - log01I AP g = A=t A

Zetet 4= It chrootE path viewZS HFRX| 3t

f L=

gto|Ct. 22|, bastion, MFA, least privilege, file deployment pipelineQ 2 H2|E Z0{0f Strt.
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21%. DB-DBMS:-SQL-Hash: & 0 =2|#|0| M
o| Al K

ool = Hlo]E & AT 4 YA oA AR} S0 A5t [A-REY-EFLE
Helotd™ DBMS7F 2 Qsttt. o] 42 DB DBMSE F&35tal account host, cursor,

transaction, password hash& AZ23t}.

156



MH-AE2|X|-2-DB-DNS 24 21%. DB-DBMS-SQL-Hash: & oiZz|7|0] 82 Atef XM=

ok
e
¥
HI
oft
=
nx

DB:-DBMS-RDBMS-SQL: Cursor =
BlolE] Ahxet elo]el g sk XS a7

st 3t2 2 Database, DBMS, RDBMS, SQL, NoSQL, Cursor

DB:DBMS-RDBMS-SQL- Cursorgt database= H|0|E{ &g, DBMS= O|E transaction - SA|A-
Hotat eH| 2t2|She software, RDBMSE relational model& At23H= DBMSO|H, cursores
resultE =Xt EHMSH= AEH ZHK|CL.

| pBStDBMS

database= #Z3tEl O|0|HQ| =2|X Zet0|1l, DBMSE 0| MM-X3|

SAM-HsHE 2 transaction@ 2 Z2|st=
softwareCt. RDBMS= table2| row/columnit relation, key, SQLE SACE

= DBMS A E0|LCt.

[¢]3

| sQL2t NosQL

SQL2 relational data definition - query-update- access controlg E¥st= HO{CE NoSQL2 “SQLS s MX| o
=L 2Lt document, key-value, column-family, graph*{& relational table 22| data modelzt scaling S4E 7%

DB AES & FECt SXof w2t ehHl £ == ALt

SQL g 20| DBMS LR M XM2|sl= 2 S8

0.

Applicat . SQL Transact Disk/WAL
ion dnver/.c & parse-pl |P ion/lock > Buffer > -data
onnectio cache .
request an -MVCC file

2l 21-1. SELECT ot HH network, parser, optimizer, cache, storage £ 7{%ICt.

Cursor

cursor= query result2| d1xH 2|X[2}t fetch AEHE 2t2[SH= handleO|Ct. client library cursore= SQL &2t row fetch
interfaceE M|33t, server-side cursor= 2 resultE SHAHO| memoryoll S2|X| 0 =Xt M2 g = ULCL file
cursor/offsetT “®xH l2 ?IX|"2t= S E 2|0|ct.

DB A|™-Host - Bind Address 71 5101+ 15
DB ZE7} A&7t “2I%l-gto] 518872 the A

EhH A2 L user@host, bind-address, MariaDB, MySQL, phpMyAdmin,
Privilege

FYEEHHES D JHEn HAHLES sHE A

157



MH-AE2|X|-2-DB-DNS 2% 21%. DB-DBMS-SQL-Hash: &l o Z2|#[0| M 2] atef X%

DB #|™-Host - Bind Address® DB account= username} &< origin Z2710| &4 AlHE| D

bind address= DB serverZ} listen® local interfaceE H|$tStH, privilege= accountZt =g 4~
A= DB e HelE Hotrt.

Account namez} H< host7} st A0l 0|§

MariaDB/MySQL #3t 2HOM = AEES user@hostZ ALt app@localhost2t app@l0.%= O|S0| 20t A
2 CHE account entryO|H 21F MEQL Aotg CHEH| 7HE 4= ULt O F=0| match®|=X| specificity2t server 4|
2 SfQIsH{OoF Bt

| bind-address

DB serverZt 0{= local IP interface®|A] listen&2X| &SICt 127.0.0.10|H local connection &4, 0.0.0.00|H Z&
7

ste
IPv4 interface0ll bindg 5= QICt. listen eI E H3]= A2 firewall- DB account host - TLS - network segmentationt
SHH| BHEFSHOF BT

| Application #IH

web application2 root DB accountE MX| gf11 H Lot schema?| SELECT/INSERT/UPDATE & %4

|2 privileget 7t
Tl ME accountE AE$HCE schema migration account®t runtime accountE 22(6tH 32 & He|E EQICt

DB account®} network H¢

— 702 of|Al: AX HUHS = secret manager At

CREATE USER 'app'@'10.20.%' IDENTIFIED BY 'REDACTED';

GRANT SELECT, INSERT, UPDATE, DELETE ON appdb.* TO 'app'@'10.20.%';
SHOW GRANTS FOR 'app'@'10.20.%'

-- listen ArEf= 0SO|ME &0l
ss -lntp | grep 3306

phpMyAdmin

DBE web UIZ #2|dt= == HM2|SHX|2E DB H$H2 browserd| =E3t= 1 7HK| 22| surfaceCt. Internet 274
£ msta #2|Y, MFA/reverse proxy, Z|4l patch, 82 238 MEotC}.

o
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Hash-Salt- Rainbow Table |
MY 52 a4 R Y v

gt &2 & Hash Function, Password Hashing, Salt, Rainbow Table, Argon2, berypt,
PBKDF2

Hash - Salt- Rainbow TableZt cryptographic hash= 232 18 20| digestZ HH = THek ot
0|1, saltet =2! password KDF= S password THE T} AFH A& S 2 S |- A| StCt.

| Hash function

ol Zo| s nF ZOo| digestE Hi

= &=Lk cryptographic hashi= preimage resistance, second-preimage
resistance, collision resistance Z2 E42 SHEZ StC}. encryptionX & keyE Y E2 S3%}st= 7|50| OfL|Ct.

Password hashing

password= HE 2t hash StLEZL OfL|2} saltet B2 Aldhmemory HIEE AME3%t= password hashing/
KDF(Argon2, scrypt, berypt, PBKDF2 )2 X &SIt login Al 22 algorithm2Z candidateE AZ3ICL

| Rainbow table2} Salt

rainbow table2 7t&%t password®t hash chainZ O|2] A|At8H tE hash HFEX S Z0[|= time-memory tradeoff 3
Zo|Ct. AF2XHE random saltE 22 password® M Z CHE hashZt E|A| 8l precomputationS ZAI2sH7| O{FA| st
C}. salte= secret BR2= X2t 1RSI F&E5| randomdiof otrt.

orFt password XEQ| S5

AHE Xt > 13 Salt N SE KO N Hashet N =l i N tant

= 1R Sa L, as . constan

Password EH = memor Salt X% Candldft -time H| 1
y cost e XA &

2l 21-2. DB7} REE0{ T SAHXIIt 2} password guesstl| 2 HIES X|Eot| Zt== Zi0] SHCL

“B531"85t= 20| otL|2}t 2t candidateZ hash/KDFE CA| A|AtSH H| @t

atch®} plugin A2 #2]7} Fa35kch
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&H &2 & CMS, WordPress, Joomla, Binary Log, Point-in-time =
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Recovery

CMS2} DB 2&2t CMS= content?} userE #2[5H= web application0|11, DB
backup - transaction log- £|& privilege= application ZHo{2t 5ol datag E7-ES5H= 2F
QAL

CMS

Content Management System2 page:post-user-theme:-pluging@ web UIOA 22[sH=  applicationO|C}.
WordPress, JoomlaZt CHEMO|CE 7 £ =& =0|X|2t core, plugin, theme, credential®| 32%-patch 2|7t 34
Ho| EC}

| Applicationz} DBQ| trust boundary

browser input2 application validationZ} authorization2 71| parameterized queryZ DBOi| FZdlioF $ICt. DB
account privilegeT™ %|23}sH SQL injectionO| LS = 2 H|E EQICt

| Backup} binary log

DB backup consistent snapshot/dump®} transaction logE &M 2t2[sioF point-in-time recovery?} 7ts3tct.
MySQL/MariaDB binary log= data change eventE 7|=3ll replicationt =70{| AX|2t credential - personal data
7t ZEE 2 0 259t retention0| ZR3ICt.

160



MHi-2Z2IXI-2-DB-DNS 22 22%. DNS-FTP-SMB-NFS-CDN: O|§1} It S network serviceZ HS35}7|

22%. DNS-FTP-SMB-NFS- CDN: 0|21} me!
2 network serviceZ M| 33}7|

DNS+= domain °©]&& ©<5] IP stUtz HML= HASPH SR} ofyt). A Z4 namespace,
zone delegation, ©J2] record type, cache?t TTLS ©o]&st= £A4t databasett. o] 2
BIND A#oj|A] Ho]= @, FQDN, zone, reverse lookups AW} file serviceS AZATH

o,
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DNS-Domain-FQDN-Zone !
o] £g IP 3R B Znch e BAk blofefuo] 2

EhH A2 2 Domain Name System, Domain, Root DNS, TLD, FQDN, Zone, Authoritative Server, Recursive
Resolver

DNS-Domain-FQDN - ZoneZ DNS= AI5X domain namexzt CHEFSH resource recordE 244
zoneQ = #2[5t1 cachedt= naming systemO|H, FQDN2 root7tX| &t 5| X[™et 0|, zone2

| -

E3 server’t authoritativestAH| 22|5t= namespace H<?ILCt.
P

Domain tree2} root

DNS O|E2 RLEZ0|M 2IZ2E root(.), top-level domain, 52| label2| A/ZE2 O|ZLCt. www.example.com. K& &
O| dot/tX| £ 0|2 root/X| XSt absolute/FQDNO|CE Ut i2fof|A OFX|2} dotE M2F5HH resolver search

domain0| 28 £ UCt.

DNS nanwsmmﬂ-—mnmdglegation

Root .

delegation

.comTLD

NS delegation

/—Iﬁ

example.com

Zone
~ @@
A/AAAA MX/A

121 22-1. parent zone2 child2| authoritative serverS NS record2 2| $tet.

| FQDNzt absolute path b

FQDN2 root5E ™3| X|™et DNS 0|£0|11, absolute filesystem pathe /£ E 2tMs| X|H3t A2Ct = CF HxY

context/search path0i| 2| &£6}X| @t=Ch= FSEO0| AUX|TF M= CHE namespaceCt.

| Resolverg} authoritative server

stub resolver= OS/librarydilM recursive resolverd| ZEEPICt  recursive resolver= cacheE =QIst
root-TLD - authoritative serverg 2t} &2 ¥ =Ct. authoritative server= Xt410] AKX = zone dataE 2HZ &
ot
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DNS Record - TTL- Hutsk/idlsk X3 2|
record type'd 2|u|2} cache &2t

SHH &2 2 A Record, AAAA, CNAME, MX, NS, SOA, PTR, TXT, SRV, DNS TTL, Forward DNS, Reverse DNS,

®

DNS Record - TTL- Mulsk/HHSE X 3|2k DNS resource recorde= 0|2£0i| address - mail - name
oAAS
E

server 59| typed datag H&StL, TT 8 cache 88 A|ZH2, reverse DNS= address
namespaceOllA| PTR nameS X2|st= WAl SSPiCt
| CHHE record

Record ojo|

A 0|29| IPv4 address

AAAA O|Z9] IPv6 address

CNAME ot 0|22 C}Z canonical name?] aliasZ HZ

MX domain®| mail exchangere} priority

NS zone?| authoritative name server

SOA zone Al Zf-serial - timer- #2| H&

PTR reverse tree®l| A addressE name2E mapping

T HM-HZF S text data

SRV service?| target host@t port- priority - weight

TTL

recordE resolver?t €Ot 22 cached = U=X| X the[2 FASC) TTLO| ZH authoritative query®t latencyE
Z0|X[2F HA HtH0| =1, O™ W= HMeto| 7HsSHX|2t query F6H7t S0{LCt 00| cache® record?| TTL2 HZE
E|Fof| Z3=0{0F Z1k7} QUCE IP packet TTLY O|SEF 2t o|0|= CH=CY,

| Zonefilee| @9} relative name

BIND zone file®ilA] @& #xH zone origing SEBICE owner name Z0i| dot7t $12™ originO| E=Ct. SOAS| Z2|Xt
mailboxe A dot7t emaile| @S CHAISED literal dot= escapedts= zone file 7| F40|Ct.

| Forward®} Reverse DNS

forward lookup2 name—address, reverse lookup2 addressE in-addr.arpa(IPv4)L} ip6.arpa(IPv6) OS2 £ F|Z
0 PTR recordE AH=L}. reverse record?t UCHD forward?t AtE LX[SH= A2 OtL|H 2} zone HE2|XH7H HE MEt
c}.
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BIND zone file 7H i Al

$0RIGIN example.com.

$TTL 300

@ IN SOA nsl.example.com. admin.example.com. (
2026072601 3600 900 1209600 300 )

Q@ IN NS nsl.example.com.
nsl IN A 192.0.2.53

www IN A 192.0.2.80

Q@ IN MX 10 mail.example.com.
mail IN A 192.0.2.25

BIND - named-DNSSEC- dig Wl 2ol + w5 o
DNS A3t A4 SHS 28] d5she =

gt &2 2 BIND, named, bind-utils, dig, nslookup, DNSSEC, ipconfig /

flushdns
BIND -named- DNSSEC-digEJ BIND= DNS server software, named= 1 daemon0| 1, dig=
DNS queryE M|2IstA| 2ldt= client toolO|H, DNSSECE signed record chain@ 2 %%*9

originZt RZMS AZBICY,

| BINDSI named

BIND= 2| A0|= DNS software suite0| 1 named= authoritative/recursive DNS daemon A& Il 0|Z0]|LCt,
bind-utils/dnsutilstil= dig, nslookup, host 22 client toolo| ZEHEICE. distributionOICt package OS2t 4™ A2
I} cr2ct,

| Zone Mol 2 Q4

optionsOilA listen address, recursion, allow-query, forwarder, DNSSEC validation 2 A&}, zone statement
0l type(primary/secondary &), file, transfer policyE X|&$ICt. authoritative-only server0| recursiong 228
SHA| €™ amplification2t cache attack surfaceZt ZZICt.

DNS ZIThap 27 ZHA}

dig www.example.com A +trace
dig @192.0.2.53 example.com SOA
dig -x 192.0.2.80

nslookup www.example.com

# BIND ZS(BIEZT Z=20| 2E)
named-checkconf
named-checkzone example.com /var/named/example.com.zone
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| Client cache flush

Windows?| ipconfig /flushdns= local DNS client cacheE H|2C}. browser, application, recursive resolver,
CDNO| 8 cacheE 7H& = 0] Bt X2 flush}CED HA| Internetoll FA| Bt == 242 OfL|CH

DNSSEC

DNS record®]| digital signatureE 7}l resolver?} data origintt FZM S ASSHEE SiCt. confidentialityE X3

t de

,_

[

SHX| 2o query LIE2 HE DoT/DoH Z2 channel 257t ZR3ICL. key rotation
Gsiof Bt
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FTP-SFTP-SMB/CIFS-Samba- NFS &

1}d-& EAFsh= protocol T} remote directoryE mountsh=
protocol

e &2 2 FTP, vsftpd, SFTP, FTPS, SMB, CIFS, Samba, NFS, mount.cifs

FTP-SFTP:-SMB/CIFS-Samba - NFS2t FTP/SFTP= file transfer session2 H|&36t11, SMB2}
NFS= remote file shareE filesystemX & & 26HA| 5HH, Samba= SMBZE Unix/Linux0lAl 784
St

FTP

FTP= control connectionZt ¥& data connection2 AF2SICL active modedME= server?t client2 data
connectiong @11, passive moded|M= client?t server?t Z2{F port2 HZSICH NAT/firewall2 X< i data
channel He| d&0| ZR3tCt 7|2 FTP 2151 data= WE0|22 SFTP(SSH subsystem) EE= FTPS(TLS)E 23l At
g3iCt.

| vsftpdet chroot

vsftpd= Linux FTP server daemonO|LCt. local user, anonymous, write, passive port, chrootE A&g & QICt.
chroot= user?| filesystem view= H|$tSHX| 2t kernel privilege®t configuration |28 2% 2= sandbox= Ot
Ct.

| sMB/CIFSet Samba

SMBE= Windows file/printer sharing protocol0| X CIFS= 22HEl SMB dialectE 7t2|7|&= 0[S 2k MOICt Samba
£ Unix/Linux0i[A] SMB server/client2} domain integrationg F32tCt mount.cifs2 remote shareZ filesystemof|

LEE R

NFS

NFS= Unix A€ network filesystem protocolZ server2| exportE client directory®l mount$tCt. user identity
mapping, root squash, network trust, file locking, versionS & A|5{0f StC}.

elegation chaing H%s| 2
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)
3
2
o
o

12 filesystem2| Xt0|

FTP/SFTP Server

upload/download

. file protocol

remote filesystem

SMB/NFS Server

a®l 22-2. FTP= BAIH file transfer, SMB/NFSE= remote directoryE XX O 2 file namespacedi| XMS$HC}.

rsync- Mirror-CDN-Cache B71 291 + 95 o
BA|-57)3}cache”} 7+2-Ad T} 2| 41400 n) =)= 3k

gt &2 & rsync, Mirror Domain, CDN, Cache

rsync- Mirror- CDN - Cache®t rsyncE file X}O|E ALt 28O E S7(218t1, mirrors
content ZX|2, CDN2 24F edge cacheZ AFEX}0H|A| contentE H|SdHH, cache= 71772 A|E 0|
ZE UA| ME I

| rsync

7|skstet. local, SSH remote

rsynce source®t destination?| file metadata?t block A}0|S H|wd HAR ZAOZ =
LR fileg MHY £ U0 dry-run2t path trailing

shell, rsync daemon modeZ} UCt. 4| option2 destination2| 2E
slash 2|0|E =QIStCt.

Mirror?} CDN

mirror= &% contentE CHE server/domain0 X3 download 247848 =QICt. CDN2 edge locationOi|
contentE cachedtil DNS/anycast/routing2@ £ clientE 717t2 edgeoll HZSICL dynamic acceleration, TLS, WAF
E o MB35k | = Bt

| Cache

cachez AZECI 717t2 WE ASO0l %
cache key, private data leakage7t &
&2 OIO|C|{E CHE E0i| M Etrt.

ANE XNEC latencyt origin loadE ZE?QICt. stale data, invalidation,

s
—
|
(L

MICt. DNS TTL, browser cache, reverse proxy cache, DB buffer cache=
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7|2t dry-run

# source directory W&0%t destination22 Z7|5t
rsync -av --dry-run /srv/data/ backup:/srv/data/
rsync -av --delete /srv/data/ backup:/srv/data/ # F9

# NFS/SMB mount =QI
findmnt -t nfs,nfs4,cifs
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23%, Log-rsyslog:NTP-SNMP:RRD: 24 4
ENS SHE 7171

Ao} Hajj7p Bt 5 “2 <o) QI
Yigo] AghelA| dotof s}, 218 A4st
M=z ohg g

AT/dstE ™ AT, source, severity, event
A oz MS-BEHM-FEst= 22

Fll‘ ﬂllﬂl
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Log-rsyslog-Severity-Trap i
715 3 Fol Y AE7t H717HA

EhH A2 2 /var/log, tail, head, xferlog, rsyslogd, Syslog Severity, logging
trap

Log-rsyslog- Severity - TrapZt log= system eventE A|Ztat contextet &7 7|53 70|10,
rsyslog= O|E filter- XA - &SHH, severity= SRS, trap2 H|S7| event notifications LIE}
HCF,

| /var/log®t daemon log

Linuxe MEX?QI log 9IX|X|2t systemd journal, container stdout, application M& directory § {2 ZZ7} QUCt.
tail -fefile 22 W27k, head= FEES 2L xferloge FTP transfer log @ ATt 0| S22 MYULCE

| rsyslog

syslog messageE local file, remote server, queue, database S2 & routingst= daemonO|L}. facility2t severity,
program name, property filter& AFE¢tCt. UDP ®&2 ZHEHSHK|BF &40t spoofing @I=0| 10, TCP/TLS2 disk

queueE Sl M2|HS =& + ACL

| Cisco logging severity

Hs o|E o|oj
0 emergencies system unusable
1 alerts ZA =X TR
2 critical critical condition
3 errors error
4 warnings warning
5 notifications HAO|LL Z2%t AFA
6 informational e
7 debugging ArM| debug
| Trap

trap2 4 SES 72X = eventzte 2 50| 11, SNMP trap2 agent?t manager®| pollingS 7|CH2|X] g1
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E77}t 2H 7t &l = pipeline

Applicat Log Local e Central parser-| Alert-In
ion/Devi |9 record || journal/ |P> Y Ex, > log > | vestigat
) agent =% ndex :
ce event M file server ion
a

2l 23-1. 2} cHA|0f A time zone, hostname, field parsing, queue, retention0| Stotof AM 7453t 747} EICt.

ok
2
¥
HL
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o
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L ] [ ] L ] o)
Logrotate:-NTP-Serialization ©
Z719) SN S BEA ARt
et &2 L Log Rotation, logrotate, NTP, Time Synchronization, Serialization, Binary
Logging

Logrotate - NTP - SerializationZt logrotate= log fileQ| 37|2t EEZ 22|5t1, NTP= system

or
_O'_I-
ogt
> 0
o}
HU
e
fot
rot
_lTl_

time2 S7|35HH, serialization2 data structureE N&-HM& 7t

| Log rotation

Xl& B7tStE log file2 ¥X™ 37|-F7|0HCH rename/compressst 2eHE fileg AMA[sH disk DS Sh=Ct.

applicationo] &zl file descriptorg #l& MH rename £ ¢ inoded]| 7|5E + AN signal2 reopendstLt

=2 M=

copytruncateE M0, copytruncates ®2 fF4-35 7ts40| QUL

NTP
Network Time Protocol2 042{ time source®t offset-delayE ZHsl system clocks HEIHMOZ F7|3tstCt. log
correlation, certificate validity, Kerberos, distributed transaction0|A] A|Zt0| SO0 STt Tha=d| OHH A|AHIE ZH|2

HIA|7|H application timer0i &S & = U0] slew?t step ZMS ALEetCt.

| Serialization

memory2| ZiK|- 1 =E fileO|L} networkZ & 7153t byte/text HAIOE HiT= 1HHO|CL JSON, Protocol Buffers,
Python pickle S0| QICt. A 2|6tX| @t pickle/Java serialization2 HZIE3H6HH code execution0| 745t HAIE QU
0f data format2| ¢t™ &4 8 FLESICE.

# logrotate A% 20l
logrotate -d /etc/logrotate.conf
journalctl --since 'l hour ago'

# Al ALY
timedatectl
chronyc tracking
chronyc sources -v
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Log injection

ALEXt o EHHE-H|O|ZXE OHE loglll @™ 7IMt event lineS THS7HLE viewerO| Al script7t AlliE =

RUALE. structured logging, escaping, field length et} viewer output encoding0| ZR5tCt.
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SNMP-OID-MIB-RRD W
7] counter?t 7] trend graph= vH+= T4

gt &2 & SNMP, SNMP Manager, SNMP Agent, OID, MIB, Community String, SNMPv1, SNMPv2c, SNMPv3,
RRD, RRA, RRDTool, MRTG, Cacti

SNMP-OID - MIB- RRDZt SNMP= manager®t agent?t OIDE device &EfE X3|-HH35I1 event
E 22|= 2| protocolO|H, MIB= OID schema, RRDE= 118 2 time-series & 71 &L,

| Manager2} Agent

SNMP manager?t network device2| agent0fl OID 2t2 GET/GETNEXT/GETBULKZ Q83st1n SETOZ HAS 4 QIO
M, agent= trap/informs 22 £ QICt AX| 2F2 read-only2 management network A[$tS 7| 2O Z St}

| oipet miB

OIDE MOZ O|Zl =Xt tree pathZ 22| objectE AlHst, MIB= OID2| 0|&, type, access, 2|0|E MESI=

schema EA{Ct. MIB fileO| device data AtAl|= OFL|LC}.

Community String2} Version

SNMPv1/v2cO| community string2 AtAA shared passwordX@ request] Z&Hz|X|2F S SHE|X| Q0L packet

captured| =& £ ICt. SNMPv3E£ user-based authentication} privacy encryption, access control2 HS$HCt.

SNMP pollingz} trap

SNMP Manager SNMP Agent

1.GETOID 1.3.6...

. >
2. Response: counter value
< o
3. Trap: linkDown event
< o
4. 37| polling@ 2 trend +&
. >
13 23-2. counter= F A|E2| K10 A|ZtOE LI rateE AlAots 27 BCt
RRD:RRA:MRTG" Cacti

RRDTool2 1™ 37| round-robin database0l| time-seriesE XZ&dtH A|Zt0| X|LIH @eiEl dataS T CHZt
2 consolidation?tCt. RRAE EE sA L2t 7|7H2 Mo|stCt. MRTGE network traffic graphE TS, Cacti= SNMP

polling, template, RRD graphE web UIZ 2t2|stCt.

o

on
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PART V

Hot SH|-mi2! F=-8X|-2HA|

Het AE olg= 9-%7] Aol 73 EZstal, ol X Ho|A ojH evidenceE
e, §-&-AtHHA S 7 2A5k=A] olsfishof gttt o] RE2 T
SA|5E Linux kernel packet path, IDS/IPS, SIEM¥} tf-3-7}A] stite] Hrof

= = ) i g Y

173



oF == “UHE traffics B ZEI5070] ofyet £ 2Hita} Alg] Ao FAE i x| st
= ol Fdlo] 2= 4 Ql=%] Wal2H threat, vulnerability, risk, exploit, control
= T-=-oljoF St
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Ol o ols 7
RHAH-2I8- 3ok 918 7'
T MR HA BS BA| S AE5] A&sitt

[X=J

e &2 2 Asset, Threat, Vulnerability, Exploit, Impact, Risk, Attack Surface, Trust Boundary, Defense in
Depth

= 7HX|7} QlE data, service, account, key, |, reputation.

Threat
XtAtol| BHE & 4= Q= actor- event- condition. 2K, Sixf, A4 220 Zof = T,
Vulnerability
9UB0] 4B 4 U A TH-HH-2YO| o4,
Exploit
FAME HAZ 0|86l o=t A2 SEE Y27 |= YWl code.
Impact
APZA0| MM S mff business: 7|&EXOZ M7|= &4l
Risk
7tsM 3t impactE N3 M= E ot SShAst 240 H
SERPERIEEE
Vulnerab S . Control-
Threat . Likeliho Impact Risk .
Asset AlH | P scenario » | ility-Ex | od T > 1105)7f > oMzl | Residual
posure Risk

37 24-1. #|2fF severity7} £0HE 2|5 L &Ktk THK|-E et SH|0f| w2t &2 riske E2HRICEH

| Attack surface®t trust boundary

attack surface= attacker?t HZ-=- 4= %82 4 = endpoint, port, API, account, dependency?| Z&0|Ct.
21
=

trust  boundary= dataLt identityS CHE e F&9 componentz2 = it
validation - authentication - authorization0| Z 2t ZA|C}.
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ot EX|-1h3l 22 -S| 2| 247, Hoto| 7|2 210f: Kpok

| Defense in depth

gt EX7t Aoisie Ct2 =2 SX7t TsiE FMIsHt=E network segmentation, MFA, least privilege, application
validation, EDR, backupS ZX|= X2k0|C}. Z2 passwordE 02| HE0| A= ZIMEH ZE Anjf 018 ZRstH Z0|
Mot =& 20|} OfL|C}.
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CIA. ?_I%o?_lj o$|_+_ i.l-él-_l' 7| =l + HE of
2 HA] 97

N
o]r
l-ﬂJ

gt &2 & CIA Triad, Confidentiality, Integrity, Availability, Authentication, Authorization, Accounting,
Least Privilege, Default Deny

CIA-Q1Z-Q17}-| 4 AT CIAE 7
Q17 identity| action #et2 ZHstL, %

CIA

Confidentiality
S7tEl FH2E HEE 212 & U4l S} encryption, ACL, data masking.
Integrity
HE9t system AENTt {7t 910| HIPX| §i*S S EESICE hash/MAC/signature, change control.

Availability

L iff service®t dataS AFRE £ A B redundancy, rate limit, backup, DDoS protection.

| AuthenticationZ} Authorization

authentication2 “s3Q17}"E A3t 1, authorization2 1 identity7t “RAS & £ QJE=71"E AHSICL session2

authentication Z1E 2] requestdl| RXIBCE accounting/auditing2 FAS HE=X| 7|

Least privilege2} default deny
Lost Helol

permissiong HX F=11 LIZ0f

H

2ot XA Ao Hofot, HAMO=Z ${E5HK| gf2 HI2 MR 2t2|xt HelE 2[4l broad
=

A
o

=< 2| SF K AH
ALEXF F=F password Identity e e Resource Audit
username > /MFA/cer > -Session > rc;l;as/lsi\g/n > action > log

t

32l 24-2. 2321 482 2E resource ™2 &{7t7F OFL|CE. 0§ QHO||A object®t action et

o
oY
Rl
ot
n

L& 7|-H|CHE7|-Hash - Digital Signature R
oFEstet 3 Tof oko] AR thE 27

et &2 & Symmetric Cryptography, Asymmetric Cryptography, AES, RSA, ECC, Hash, Digital Signature,
AEAD, Key Size
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CH&7|-HICH&7|-Hash - Digital Signaturet CHA7| == shared secret2 = dataE LE=9}5}
1, H|CHAZ|= public/private keyZ key agreement - 25 sHMHE £85tH, hash= data digest,
digital signature private key 7|8t £ZM-origin 452 Hl33tCt.

| eyl 2z
22 secret keyZ encryptiont decryption2 &stCt. AES7t CHEZO|CE. CHEF datadl 2 2XO|X|2t S4 SALXLIL

secret keyE 2HHSHA| 3730 StCE mode/nonce/IVE & MM Zot algorithmT QHFSHX| QICt AEAD(AES-GCM,
ChaCha20-Poly1305)= confidentiality2t integrityS & H3stC

—_

| HloHR7| s

public key2t private key2| &2 AFESLCE public key encryption, digital signature, key agreement 5%{0| A2 CI2
™ RSA, ECDSA, Ed25519, ECDH &2 algorithm2 =01 &A| 2Lt private key= A/A7F E=5H1 public key2| 4
2| HZAL certificate/PKIZ} EESICE,

Key sizeE tha H|1161H oF &= 0|7

AES-2562| 256bit2} RSA-20482| 2048bit= Z2 security strength X =7t OfL|CE. CHA-RSA- elliptic curves 34
&t key &7t CH2EE algorithm family2t #E parameterg E&E 2AE HQIBtCE version number: 2% 2

bit =2t EIHCt.

HICHE 7| Yo Hg

W3 Lt B

public key publish dAs/L=st0l At

Alice Bob

Q17| AliceDt 22t

33 24-3. £7t 0| key2 R SH=X[= encryptiont signaturedf A HITHAE 2 4= /0] =X

mjo

HA ettt

Hash, encryption, encoding

encoding2 E&! HAl

Al SO 2 secretO] 2R 11 £|E2 4 QUCh encryption2 keyZ confidentialityS XISt
1 253180t hashe 18 2

=
20| digest2 HetoIH I SYUS SHE SHX| §b=LCh
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TLS - Certificate: PKI-SSH i

L protocol S B4 “U et HIE 472 s} o

EhH AtS L SSL, TLS, Certificate, PKI, CA, SNI, SSH, Host Key

TLS: Certificate- PKI-SSHZ TLS= certificate 7|2t Al 2151t key agreement = application
traffic2 =e-FZMH ESstn, PKIE public key2t identity2| 12| chaing 2t2|5tHH, SSHE &

[ |
Sot=El 1A 22| channel2 W1 Z3tCt.

| TLS handshake?| 25

client®t serverZt protocol versiont cipher suiteE ®&st1l, server certificateE ZAZ5HH, ephemeral key
agreementZ shared traffic keyS 2=, handshake message FZA2 =oIstiCt 0|%F application datas CHAE
AEADZ ES3iC},

Sl TLS handshake?| 7/d S &

Client TLS Server CA Trust Store

T
1. ClientHello: version,

T

1 1 1
é cinher kevshare SNI > : :
] ] ]
1 1 1
1 2. ServerHello + certificate + 1 1
: ‘ key share é :
] ] ]
1 1 1
| 3. certificate chain- hostname- 7|7t A% :
® T ’ |
1 1 1
1 1 1
i 4. Finished: handshake key 29! | |
hd > ] ]
1 1 1
1 1 1
1 ) 1 1

5. Finished

]

| < * |
1 1 1
1 1 1
N 6. 2= 8HEl HTTP data | |
T > | 1
1 1 1
1 1 1
I I I
1 1 1

4
oM

24-4, &X| TLS 1.3 message®t optional client authentication2 G MIEZ{0|X|2t HAM 2 jdentity@t session key B2|Ct.

| certificate?} CA

certificate= subject name, public key, validity, issuer, extensiong MEE £EZ [=CL. client= trusted root77HX|
chain, hostname/SAN, 7|2}, key usage, revocation HME HZ3IC}. certificate?t Y=SHE “B1” A= 20| otLlzt
public key2} identity binding2 M3 StCt.
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SSH

SSHE server host key2 &CHE AHSIT key exchangeZ session keyE THE % password/public-key
authentication2t encrypted shell, file transfer, port forwarding2 HM&siCt HS 43 h

St MITME 54 4 QUct.

ost keyE £ 3 accept

| ssLztTLS

SSL2 4 protocol O|E0|H SSLv2/v3= HHSHK| okoF AHESHX| §4=Ct. ?iCH configuration TLS 1.2/1.31 QtF ot
cipher, certificate 2t2|7t Z40|Ct.
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25%t. Linux Host 29} sudo - SELinux- MH|A H2|-Fail2ban

25%F, Linux Host 9t sudo - SELinux - A{H|A

Ag|-Fail2ban

Linux permissionfto2 2E H+Z "2

4 gt} root 3 YU, process domain,

network exposure, service user, authentication logE s AA|8}joF gt}
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sudo- Linux A|™-Service User w
root® R Uit thAl 2] ] Aeke Slelatet

EhH &2 2 sudo, /etc/passwd, /etc/shadow, /sbin/nologin, System User, System
Group

sudo - Linux #|I™-Service UserZt sudo= policy 7|2t 2 C}E identity2] command ¥ 2|¢
St1, Linux account= UID/GID - home- shell2 processet file ownership2 FL£5HH, service
user= daemon #$HS A2|stC}

| sudo

sudo= 17t user?t policyOll 2t CHE user, 23] root IR E EX commandE &S| St root passwordE
SRSHX| 411 742l identity?t logE RAIE 4 ULt sudo su -MH ZHL shell2 E7|2CH command®t argument
=2 X
= el 4

| A~stott,

| [etc/passwd?} /etc/shadow

Jetc/passwd= account name, UID, GID, comment, home, login shell fieldE X&3IH password hashe EE x
placeholder0|1 AH| hash root2t 812 4 U /etc/shadowO| UL /sbin/nologing interactive loging HE

8t= shell2 service accountO| AFREICE

passwd field o|o|

name account 0|8

X shadow AE HA|
uiD user number
GID primary group
GECOS s

home home directory
shell login program

Service account®} system group

daemon? UID/GIDE £2|3™H file permission, process ownership, auditS Edf| sl I HRIE HMSHSICL 52

www-data user2 D E siteZ AMHSIH 5t site?| file read F| A0 CHE site secretQ 2 HE! 4= UL}
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25%. Linux Host 29t sudo - SELinux- MH|A Z2|-Fail2ban

identity2t sudo ™ =t

=

re

id nginx

getent passwd nginx
sudo -1

sudo visudo -c

ps -eo user,pid,cmd | grep -E 'nginx|php-fpm'

183



Hot EX|-THZ! ZE-EHX[-2HH| 25%. Linux Host 29t sudo - SELinux- MH|A Z2|-Fail2ban

Jok
e
¥
HI
ofi
o
nx

° ]I|7
SELinux Y
b AfAF PR Hol process A2 AR

2t &2 & Security-Enhanced Linux, MAC, Mandatory Access Control, Type Enforcement, AVC, Enforcing,
Permissive

SELinuxZt SELinux= process®t object0f| labelE 20|11 F policyZ 518 HAE LH|st=
Linux Mandatory Access Control A|AEIO|LCE,

| pAacet MAC

2t rwx/ACLZ object owner?Zt HetE HAEY & U= Discretionary Access ControlO|Ct. SELinux= system policy
7t process domainzt object type At0|2] 518 &A|E ZH|SH= Mandatory Access ControlO|Ct. DACO||A S{E &=

SELinuxZt 783 4= QlCt.

Linux access?} 6{2] ENIE ET}6l= =M

Process DAC SELinux 512 El system
identity > rwx/ACL ZIA} > domain/typ > call- objec > audit log
UID/GID e policy taccess

13} 25-1. root process2tE SELinux domain Fxoj| 2t £ file- port 20| AR E £ It

| Labelz} Type Enforcement

fileXt processoil security context(user:role:type:level)7t 211 type enforcement rule0| domainO| O typedi| Ot
class permission2 7H&X| HtC}. web content= httpd_sys_content_t, writable contente= HE typeO| L3t 4|
o|Ct.

| Enforcing- Permissive - Disabled
enforcing2 policyE &H| XILHSED log, permissive= XHEHSHK| @810 would-denyE log, disabled= SELinuxE A&
StHX| H=Ch EH| sl Z 2 2l £XE7 17| 2Lt AVC log, file context, boolean, custom policy =2 2 21912 AH=C}.

SELinux &Ei2t label 2l

getenforce
sestatus
1s -Z /var/www/html

ps -eZ | grep httpd
ausearch -m AVC -ts recent
restorecon -Rv /var/www/html
getsebool -a | grep httpd
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chmod 7772 siZE|X| 2= Ol

HICHE SELinux7t &1 &3

r

DAC permissionO| §0{M = SELinuxZt domain—type 22 HE5IH A& AUiotct.

&= DACTt AR5t MY 4= QICh & YMS 242} 2QIstet
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Fail2ban - SSH Brute Force-TCP W
Wrapper

21 7| AF 2ol /1S HebE eS| thAlskA] g

EhH A2 2 Fail2ban, SSH Brute Force, Jail, TCP Wrapper, hosts.allow, hosts.deny

Fail2ban - SSH Brute Force - TCP WrapperZt Fail2ban2 log?| gt= AMIHE EX[SH sourceE LAl
Kb, SSH hardening2 credentialdt 22| 22 E XM|etstH, TCP Wrapperes €% legacy
daemon?| host 7|8t 2 X|0] interfaceLt.

| Failzbane| S

authentication logE E#4 filter2 9111 Y A[ZF Qtoj] HI7} BH=El source IPE jail action2 2 firewall blocktCt.
SSH brute force noiseE Z0|X|2t distributed attack, spoofable protocol, stolen valid credential, IPv6/forwarded
client address X{2|E &k D3It

Fail2ban jaile] X2| S2

sshd auth log Fail2ban tlndl-tHIme firewall bantime
login AT > 715 > fllterh > maxretry > ban > = Sf{A|
matc x3t action
22l 25-2, 27 path@t timestampZt S2|7{Lt reverse proxy source IPE 4O H AESH FA S KjChet 4 QICt,

SSH hardening

« password Al 22| =l public key?t MFA/SSOE AtE3ICE.

« root direct login2 HMstst1l sudoZ 7HQ! identityE E7IC.

« management network/VPN/bastion2} firewall allowlistZ exposureE ZQIC}t.
« host key HZ2 2 monitorst1 client known_hosts ZE 2 RX|stCt.

« 270 ratet ATl eventE Y ZHA[SICY

TCP Wrapper

A libwrapE X|&5H= daemonOf|Al /etc/hosts.allow®t hosts.denyZ client addressE H|etstE mechanismO|LCt.
D= oAl serviceZt XA tol B2 MO oEETF ERICE firewall, application ACL, systemd socket

=

policyE =QIStCt.
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Zero Trust - Microsegmentation DAL B
‘UGl ebd”olek= AAIE identity?} policy= A+ gt
o}

EH A2 L Zero Trust, Microsegmentation, Continuous Verification

Zero Trust- MicrosegmentationZt Zero Trust= network 2/X[0f| 25X M2[E FX| 1 access
OFCH identity - device - contextE AEdH £ #otE X &dt= architectureO|H,
microsegmentation2 workload At0| 0|5 B=2E MZotA| £2[StC}.

| Zero Truste] 3!

network LI 2t= @IX|ZtZ AZ|SHX| 41, user-device- workload identity@t context, resource sensitivityS 0Of
accessOICH AZstn XA Hotg MEPtct “UstHg QL AL £ ®MES AMH 2HME|E= architecture”} OFL|CH.

Microsegmentation

workload - application tHe|E east-west communication2 MZSHA| HMieteH ot host Zsi7t & systemQE ZHitk[=
QICt. VLANEHO| OtL|2t host firewall, identity-aware proxy, cloud security group, service mesh policy=2 +

—
UCF.

o

o =
= =
St A
T

=

| Policy enforcement?} visibility

identity provider, device posture, policy decision point, enforcement point, continuous telemetryZt 271 Z 3t
Ch. ¥F SE2 221 default denyE ME3stH 2F STHo| M7|2 2 discovery®} staged enforcement?t 23t}
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26%.
Netfilter-iptables- nftables- firewalld - UF
W: Linux 2ol &

=
S

iptables, nftables, firewalld, UFW2 A2 t}2 wshd ohal 72 9]¢ AlA| packeto] o
tjofl A AArt=l=3] olag 4= gltt. kernel?] Netfilter hooko| data plane©]al, A+82F 33t

E1E rules A 5H= A2 o2 interfacet}.
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Netfilter- Hook:Table-Chain-Rule B2l 2l + w3 ol
AFgAF W Bk WA kernelol| A packeto] A+ 4-g 2o}

SHH| £+2 2 Netfilter, PREROUTING, INPUT, FORWARD, OUTPUT, POSTROUTING, Table, Chain, Rule,
Conntrack

Netfilter- Hook:Table - Chain - RuleZt Netfilter= Linux kernel packet path2| hook| A
firewall-NAT 7|52 £&85l= framework0| 1, table - chain - rule2 packet Z712t action2 &=Al
[ M5t= A =L

| Netfilter hook

Linux network stack2| 0421 X|&0l packet processing callbackg HZdt= kernel frameworkCt. CHE hook2
PREROUTING, INPUT, FORWARD, OUTPUT, POSTROUTINGOIL}. routing decision M= 2} local process 441,
forwarding ZZ0] policy-NAT-mangle 7|52 tiX|5tCt.

Netfilter hookOl|M Z2tX|= M| 7}X| packet 22

RS [ NIC 2= ]—b[ PREROUTING ]—b[ Reye ]—b[ INPUT ]—b[ Local Process ]

Decision

SE| ML [ NIC 41 ] [PREROUTING ]-}[ gg(';’igi’;% J-}[ FORWARD J-}[POSTROUTING J-}[ NIC 241 J

#aM [ Local Process J—b[ OUTPUT J—b[ Routing J—b[ POSTROUTING J—b[ NIC Z41 J

Decision

a8l 26-1. 24 packet2 routing decision ¥ INPUT &= FORWARD & StLtE Z2HX| 12, local process?t BHE packet2 OUTPUTOl|A] A|Ztst
Ch Ml 22 25 222 X E S1tsh= 210] OfL|C}.

| Table2t Chain

iptables 20| A table2 SX% rule namespace0|1 chain2 hook & AFEX} H9| rule sequenceLt. filters
/K, nate connectlonQI F 2 #H2t A packet 4, mangle field/mark =3, rawi= connection tracking 0|2
22 X$& N2|E, security= LSM integrationS Y 2ICt. nftables= family/table/chaing T {HSHA| L etot.

| Rulez} first match

chain?| rule® =213 action/targetC =2 M E|H =AMCHE HIISICH. ACCEPT/DROPA{E terminal verdict7t LIRH
SHE chain M2|7 ZLCt counterZ A H| matchE ZZsH{of SiCt.

Connection Tracking

conntrack 5-tuplezt TCP 4Elf 2 X3l ESTABLISHED/RELATED &2 stateful policy2t NAT return mappingS
7+t St table capacityZt TZE|H M4 connectionT AIHE &~ Q0] timeoutt sizingE monitorStct.

FYEEHHES D JHEn HAHLES sHE A
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iptables- nftables- firewa lld -UFW .
-2 packet pathE |5k A2 oh2 32443 4+

&l 2 2 iptables, nftables, nft, firewalld, UFW, Zone, Rich Rule

iptables - nftables- firewalld - UFW2t iptables®t nftables= kernel firewall ruleg 718st=
interface0| 1, firewalld2t UFWE zone-service- 2ttt 2HOZ 1 HA S ARJ0| M &2[Sts =7
C}.

| iptables®t nftables

iptables= legacy user-space command®t kernel xtables interfaceE FHOZ table/chain ruleg 2t2[3HC}
nftables= nft command®t nf_tables kernel subsystem@Z [|Pv4/IPv6/bridgeE St set, map, atomic
transaction2 M3 tCt. $ic BHEIHO| iptables commandZt LIEE O Z nft backendE A2 4% UL

I firewalld

zone, service, port, rich rule, policy objectE H|33t= dynamic firewall managerCt. runtime configurationzt
permanent configurationE 125t backendZ nftablesE =3| AL&SLLY. interface/sourceE zonell| HZH A2
&9 policyE 22|iCt.

UFW

Uncomplicated Firewall2 allow/deny 2% 3t application profileZ host firewall 22| Tt&=2ICt backend= bi
moof| a2t iptables/nftables AIZS AESICt ZHCHSE interfaceZt underlying policyS loHE Zi2 ofL|Z 2
generated rule®t IPv6 M8 &QI3ICt

Linux @3 =310 =

nft/iptabl Netfilter

UFW EE= Packet
i 4 XH
Bz g > firewalld > eslbackend > kemel > verdict
rule hook
31 26-2. ofg] 22| =7 E SA0 5= H MZ rule2 F7LI 0| &5HX| Rt &M E THE 4= ULCL

L FE A =d
nft nf_tables 2 rule language set/map, £ family, atomic update
iptables legacy rule interface efE EM-2A St
firewalld zone/service 7| manager runtime HZ 1t 43}
UFW ZHEESE host policy CLI %7| host firewall 714 T2|
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Stateful Firewall- NAT Rule- Policy 43 87| 20l + 5 o
A7 o] ZA5H=A| et AA| packeto] o] = ruleo] match®=%] g<lstch

i &2 2 Stateful Firewall, ESTABLISHED, RELATED, Masquerade, DNAT, SNAT, Firewall Rich
Rule

Stateful Firewall- NAT Rule- Policy Z4&&t stateful firewall2 connection #EN2t packet
headerE &7H TS, NAT rule2 £ hookOlA F2A-portE HetslH, M ASS

listen - route - counter- captureS =A{CH 2 CHZBHCY.

| stateful allow 0]

QE0|A] SSHR} HTTPS M HATH 5{83st1, 0|0 A™El connection?| reply= ESTABLISHEDZ &{&%}H, invalid
packet2 drop& 4= ULt rule =X 0l A loopback, established, Z 23t service, default dropS AA[BICE.

nftables host input policy

# nftables 7H'E OfA|

nft add table inet filter

nft 'add chain inet filter input { type filter hook input priority 0; policy drop; }
nft add rule inet filter input iif lo accept

nft add rule inet filter input ct state established, related accept

nft add rule inet filter input tcp dport { 22, 443 } ct state new accept
nft add rule inet filter input ip protocol icmp accept

nft list ruleset

| NAT oilA]

source NAT2 POSTROUTINGO|A Lt7t= addressE HHR1, destination NAT2 routing ™ PREROUTING E= local
OUTPUTOIA destinationg HHEL}. | hook priority2t route MBS 12{StC}.

el 22| =7 oAl

# firewalld OfA|

firewall-cmd --get-active-zones

firewall-cmd --zone=public --add-service=https --permanent

firewall-cmd --zone=public --add-rich-rule='rule family=ipv4 source address=203.0.113.0/24
service name=ssh accept' --permanent

firewall-cmd --reload

firewall-cmd --zone=public --list-all

# UFW Of|A|

ufw default deny incoming

ufw allow from 203.0.113.0/24 to any port 22 proto tcp
ufw allow 443/tcp

ufw status verbose
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ol

1. processZt & X address/portO] listenst=X| ssZ £LCt.
2. route®t interface?t #=X| ip route get@ = &L},

3. host firewall rule- counter- logE =Ct.

4. upstream security group/router ACL/NATE 2L}

5. packet captureZ 0= X|E7tX| SYNO| =2+t replyZt LIZH=X| 2L},

re
HI
il

>

o
rlo
I

2| laboll A 7Hs38HA| 2t production0il A FA| firewall disable2 3AHE 1

S, Al PG =5
7ICE 2R3t flowE 5-tupledt WO HOldH £|4 rules F7}5ICt.

rio
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27%. NICO|A SocketZtX|: Linux?t packetg gh= MA| 22

27%. NICO|M Socket?HX]: Linux?} packet2
Hi= AN 42

Wireshark”} ¥.o]+= packet} application®] 2= byte Ale]ofli= NIC DMA, RX ring,
interrupt, NAPI polling, driver, sk_buff, protocol stack, socket buffer?} It}. o] A=

U™ packet drop, checksum offload, capture 9%, IDS performanceE A& 4

=

o}
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NIC RX Lo =l + BE sid
Queue- Descriptor- NAPI-sk_buff-Socket
Buffer

packet & 7§17} CPUS} kernel & S35k T

gt &2 & RX Queue, RX Ring, Descriptor, RX Buffer, Interrupt, Polling, NAPI, NIC Driver, Kernel Network
Stack, skb, sk_buff, Socket Receive Buffer

NIC RX Queue - Descriptor- NAPI - sk_buff-Socket BufferZt NIC= DMAR} RX descriptor ring
O frame2 memorydl| 7|Z38t1, driver2t NAPIZ} 0| £ sk_buffZ network stack0l| 22|,
transport X2| 2 socket receive buffer®llA application0| &4=C

Linux packet £ A2

DMAZ RX RX Socket Applicat
NIC . NIC sk_buff 2—>L3—-L . .
PHY/MAC | Buffer | Desc.rlpt E 2 E 2 Driver > Ve > 2| 3| Receive [ ion
715 or/Ring Buffer recv()

23 27-1. 150|M = packetOICH interruptshX| 2811 NAPI budget®HE pollingdll interrupt storm2 ZQIC}.

| RX ring2} descriptor

driverZt NICO| AH2E memory buffer &AE descriptor ringdll ®S%ICE NICE frameE DMAZ buffertff A1
descriptor AEHE t22 HHRCL CPUE producer/consumer indexE Mzt 2t2 52 2|$3HC} ring0| 7t5 At
CPUZ} M|y X2|5tX| 25HH NIC-level dropO| LH4iet &~ QlCt.

Interrupt} NAPI

=2 trafficOl M= interrupt?t HHE BHSS HS S|Pt D% packetDIC interruptdt® CPUZL handler Tetof] A2 EICE
ozl

NAPI= interrupt2 activityE 22l 5| interruptE &ttst kernel poll loopZt budget@tE packetS X Z|3H

throughput2 &QICt. queue?t H|H interruptE CHA| E4S}SICE

| sk_buff

Linux kernel2| sk_buff(skb)= packet data Xt¥|2} header ?IX|, device, protocol, checksum, routing, timestamp
S metadataS 7t2|7|= A LEH|CL ZE A O|A packet HHIE ZAlst= Zd0] ofL|2t buffer} pointer/metadata
E -8 Me|g &~ ULt

| Socket receive buffer

TCP reassembly®t orderingS 7{%! byte7t socket receive queued]| 40|11 application?| recv/read?t 0|5 714zt
Ct. application0| =2|H buffer?t Xt11 TCP advertised windowZt £7{L} UDP datagramO©| drop& = L.

FYEEHHES D JHEn HAHLES sHE A
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E
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RQ:RSS-Scheduler-Hyper-
Threading

114 packet 2] 2|of|A] g+ CPURH Bhuik2] = o] &

gt &2 1 IRQ, RSS, CPU Affinity, Scheduler, Hyper-Threading, SMT, Superscalar

IRQ - RSS-Scheduler- Hyper-ThreadingZt IRQ= device eventE CPUO| 22|11, RSS2} multi-
queuets flowE 042{ queue/CPUO| £4t5HH, scheduler?t SMTE process - softirgZ7t CPU A

ol < — o 5
S SRots SAls 2T

| IRQS} CPU affinity

hardware interrupt= CPU &8 SE2 HHY device eventE X{2|5tA| STt multi-queue NICE queue® IRQE 42
CPUOf| 24t 2= /111 RSS hashZ flowE queued| BiX|otCt HRE affinity= £t core Z3tL} cache locality XotE Tt
=Lt

Hyper-threading2} scheduler

SMT/Hyper-Threading2 $t physical core2| execution resourceE 0421 logical CPUZt SR3l stall AlZtS EEFHCY.
T logical CPUZL 2tX%t & core 52 MB5h= A2 OtL|C scheduler= runnable taskE CPUOI| HHX|SHH softirq@t

user process 24 &6l of StCt.

Superscalar

CPUZ} 3t cycledl| 042{ instruction2 A2 CHE execution unitdl|A] X2[& & U= =L} packet processing 452

instruction £~ O}L|2} branch miss, cache miss, memory bandwidth, lock contention?| &2 BH=Ct.

cat /proc/interrupts
ethtool -1 etho

ethtool -S eth® | egrep -i 'drop|miss|error|rx'

cat /proc/net/softnet_stat
Ss -m
nstat

“CPUZ} SEEICH 0| Metst B

NIC eventZ} interruptE 2’8 A[7|7LE NAPI schedulingE R=5t11, kernelO| 8T CPUOA driver/softirg code
E AATICE NIC7L 28 g+ XE CPUE 2 &5h= A2 OtL|Ct.
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Offloading - Checksum O|2t4-Promiscuous W3 2e o
Mode

host capture?} 24| wire packet®} €2} Eol+& o]&

sl 3t2 2 Checksum Offload, TSO, GSO, GRO, LRO, Promiscuous Mode, Checksum Incorrect

Offloading - Checksum O|2td-Promiscuous Mode#Zt network offloading2
segmentation - checksum - packet coalescingE NIC/kernelof] 24 CPU £EZ2 £0|1,

=

promiscuous mode NICS| destination MAC £=2! filterE gtatsiCt.

| Checksum offloading

TX checksum offloadOllA= OS7} checksum |42 NICO| A capture Al 2| packet header checksum field7} Of
E| 2HAE[X| @0} Wireshark?t incorrect2td HAIY 4= QUL AKX wired|M= NICZH A&k HAY =~ UL RX offload
= NIC7t A3 Z1t metadataS MEstct.

TSO/GSO2t GRO/LRO

&4 & TSO/GSO= 2 bufferg kernel/NIC7t MTU 37| segmentZ LE=A| 81, £41 & GRO/LRO= 042 packet2
= ot 2 BN stack overheadZ Z?IC}. host captured A& wire?t CHE 2 “packet”MH 2 4= QUL

Promiscuous mode

NICZ} Xt7| MAC, broadcast, 7t multicast 22| framex OSO| MESITZ filterS 2tS}8HC}. switched networkoil A
CHZ portQ| unicast?t AF52Z LY portdf] 2= Z2 OFL|2Z promiscuous modeZt2Z LAN MH|E sniffe 4= QICH
SPAN/TAP, hub, ARP spoofing 22 E T traffic visibility7t ZQS}C}.

Offload2t promiscuous mode ¢l

ethtool -k etho
sudo ethtool -K eth® tx off rx off gro off gso off tso off

ip link show etho@
ip link set eth® promisc on
tcpdump -ni eth@ -vvv

OffloadE 1= A|H

capture sl ZZS 25l laboll M &7t B 4= JAX|T production high-throughput hostdi| A= CPU 352t 450|
3| tHE 4 QT capture point@t offload AEHE 21 8| M4SH= Z10] HXLCE,
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Hot EX|-Ij2! Z=-EHX|-2Hx| 27%. NICO|A SocketZtX|: Linux?t packetg gh= MA| 22

e
N
Jiok
re
"
HL
ot
s
nx

BPF-eBPF-AF_PACKET-DPDK

packetZ application7tA] 2% BAFSH?| ol ¥ A 2|5k= 7]

)3

et &2 L Berkeley Packet Filter, BPF, eBPF, AF_PACKET, DPDK, BPFDoor

BPF-eBPF-AF_PACKET:-DPDKZl BPF/eBPF= kernel hookOl|Al ZZEl programQ 2
packet- system eventZ filter- 2&st 0, AF_PACKET L2 packet socket, DPDK= kernelE 22
ot user-space 114 packet processing frameworkEC}.

| Classic BPF2} eBPF

BPFE= 22 packet capture filter bytecodeZ AlZ}sl kernelofl M 22 packet2 Y™ 7{2& mechanismO|RULCt.
eBPF£ verifierg 118t sandboxed program2 network, tracing, security hookOf| attachsf map2t helperZ state
E LI = A &AL

AF_PACKET

Linux packet socket familyZ L2 frameg user space0l MESICE tcpdump/libpcap, IDS capture backend?} AHEE
2 QU1 TPACKET ring2 2 memory-mapped high-speed captureE HSstct.

DPDK

=2 3}
kernel network stackg 22|st= 1% packet processing frameworkCt. & core?t NIC binding, 222 Sx4
o] 2ct, 7|9l “dfdk™= DPDKE 7}2|Z 7ts40| =Ct.

Data Plane Development Kit2 user-space applicationO| NIC queueZ pollingdt1l hugepage - zero-copy g9
x

H
A

| BPFdoore| #la] £ ofsf

BPFdoorZ 2%l Linux backdoor= raw packet socketzt BPF filterE AtEd it listen port 810] £ magic
packetS ZHA|st1, ZZ10] ZOH remote control channelg 0l WAICE EME[ACt. BPF AHH|7F malware@! 20|
OfL|2} e'H packet filter 7152 2H|-triggeroll 28t At2|C}.

BPF7} packet2 kernel 7H710[ 0|l A| MEHst= =

ESa =

packetZt

ZU LA FA
> BPF filter > drop/ignor >

e

NIC/Kernel
Hook

Map/alert/
action

>

181 27-2. capture 52 &0|

rir

M4 7|53t covert triggerE ZHAISHE 34 AF22 2% 1} program provenanceZ FE$HCL

FYEEHHES D JHEn HAHLES sHE A
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Hot EX|-THZ! ZE-EHX[-2HH| 28%. SPAN-TAP - Inline- DAQ: 2t MM 7} traffic2 E= 4

28%t, SPAN -TAP - Inline - DAQ: EQF MA{ 7}
traffic2 H = 4

IDS rule°] &3l = sensor’t packetS & A packet loss7F A 7™ &Ag 4~ gich B
QF A 9] AJA}2 traffic visibilityt}. port mirroring, TAP, inline bridge”} sensor 7ol 2}
packet 74 20| B]x|= FTFZ H| g
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Hot EX|-THZ! ZE-EHX[-2HH| 28%. SPAN-TAP - Inline- DAQ: 2t MM 7} traffic2 E= 4

SPAN - Port Mirroring - TAP S
AA7E FolE B ofd packetgia 4 A=7t

2t &2 & SPAN, Switched Port Analyzer, Port Mirroring, Local SPAN, RSPAN, ERSPAN, Network
TAP

SPAN - Port Mirroring - TAPZt SPANS switch7f MENSE traffic SAHES monitoring portE HLY
£ 7|50]1, TAP2 £2| link0|A traffic SAHE S XISSh= ZHX[CH

SPAN

Switched Port Analyzer= switch2| source port/VLAN traffic SAH2E destination monitoring port2 ELi= port
mirroring 7|50ICt. local SPAN, remote SPAN(RSPAN), encapsulated remote SPAN(ERSPAN) Zt2 &EH7} QIC}.

| sPANe] st

source & trafficO| destination port capacityS '@2™ ZAHZ dropO| ‘HZ == UL} switch?} bad frame2 00| H|7|
StLE timestampZt A=sX| g2 4 U1, oversubscriptiont configuration &4+2 visibility gap0l| M7IC}. sensor
= = forwarding0il =& F&o| Hrt= FHO| ULt

Network TAP

22| link Ato[of| HiX|sH Sk signal/packetl| SAHEE monitoring portE M&5H= & IEf passive optical TAP,
o]
o

active copper TAP, aggregation TAP 0| QICt. Ol 2, power loss, link negotiation,
QIStLt.

HL o=

SPANZ} TAP2| traffic A} 21X

. oz 2z
Client

A2 TAP SARZ OflA]

SPAN Sensor TAP Sensor

12l 28-1. sensor= SAHES HH= out-of-band XL XEHSH{H HE H=0| T QBT

HEHQHHESI /NGt HFLIS SHE M 198



Hot EX|-THZ! ZE-EHX[-2HH| 28%. SPAN-TAP - Inline- DAQ: 2t MM 7} traffic2 E= 4

Inline/Non-inline- Bridge/Router Mode-UTM/  #=e-=ssis
NGFW
g2 ZH|7} service availabilityoll 1] 2]= 9%

&H &2 2 Inline IDS/IPS, Non-inline, Bridge Mode, Router Mode, UTM, NGFW, Fail-open, Fail-close

Inline/Non-inline - Bridge/Router Mode - UTM/NGFWZt inline sensor= & & traffic pathoilA]
XHEtE 4= Q11 non-inline sensors EAH2S 2HSIHH, bridge mode= L2 £ MY, router mode
= L3 routingE ALt

I Inline2} Non-inline

inline sensor/IPS= traffic path 7H2C0| U0 packetO| sensorE S1tdof st22 FHA| drop-modifyd & UX|T
latency®t &OH I&0| ULt non-inline IDSE EAEE 246 A2 trafficg & UX| RSHX|T sensor failure?t

service pathE #X| &=Lt

| Bridge mode&t Router mode

transparent bridge inline ZH|:= IP topologyE J | HHHX| 811 122 F portE HZSHHA HAFSCE. router mode=
L3 interface®t routingS #=&stCt. UTM/NGFWE firewall, IPS, VPN, application control § 0{2] 7|52 E&<tH
mode0| 2} deploymentZt E2tEICt,

Inline IPSQ| MY H=Z

Client Network DE traffic £3t Inllr]e IPS 512 packet@t Server Network
Bridge

B4 20

28-2. fail-open2 Zoll A| 4! X|%, fail-close= AtttE 2MBHCE service®t risko| 2t bypass AAHIE Z&Strt.

| uTMa NGFW

UTM2 Of3] security 7|52 5tLt2| applianceE S&otil= 2F 28, NGFWE stateful firewallof|l application/user
awareness, IPS, TLS inspection S &3t A|Z £0{Ct. M F 7|52 label 2Lt &H| inspection path@t licenseE
QIBICE.
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DAQ - PCAP - Packet Capture 7 21+ 5 o

rule engine %2] packet +3 A5

&H A2 2 DAQ, Data Acquisition, PCAP, pcapng, libpcap,
tcpdump

DAQ - PCAP - Packet Capture®t DAQ= IDS enginezt packet input backend& ¢ Z&dt=
acquisition layer0| 11, PCAP2 captured packet} timestamp - link metadataE X&-X2|5t= &
& MEfA|CH.

| bAQ

Snort2| Data Acquisition library AIZ2 packet source®t engine AlO|E F&3tsll pcap, AFPacket, NFQ, inline
backend S0lM packetS 211 verdictE MESIC}. Hetet module X|#2 Snort versiont buildE 2HIStC}.

| PCAP2} libpcap

PCAPZ packet capture file format2 capture ecosystem2 7t2|7| libpcap2 OS capture APIE &S interfaceZ
M| S2tLt. timestamp, snaplen, link type, packet length7t filed|| M&EICL pcapnge interface?t metadataZE O &
S5HA| modetot.

| Packet loss £H

NIC drop, kernel ring drop, capture library drop, engine packet dropE 22t counter2 =QIsljof StCt. sensor?t
1Gbps port0l 6421 1Gbps sourceE mirrort ™ wire speed &A|7} £1t& 4~ QUCt.

Capture loss 20l ZOIE

# capture 7|&
sudo tcpdump -ni eth® -s 0 -w capture.pcap
capinfos capture.pcap

# interface E7
ip -s link show eth®@
ethtool -S eth®

# Suricata stats / Snort perf output2 A&
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Hot EX|-Ij2! Z=-EHX|-2Hx| 29%}. IDS-IPS-Snort-Suricata - Zeek - Security Onion

29%,
IDS - IPS-Snort-Suricata-Zeek- Security
Onion

IDS+= packetZ Bl “FZ o]&& ds]= 7|A”7t okYth. signature, protocol state, file
metadata, behavior baseline, contexts ©|-&3l & events THEIL analyst7F AF1C2

st evidence S A5t}
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Hot EX|-Ij2! Z=-EHX|-2Hx| 29%}. IDS-IPS-Snort-Suricata - Zeek - Security Onion

ok
e
¥
HI
oft
=
nx

IDS:IPS-HIDS - NIDS - EtX| tfAl 2|
elx] 9% 9} x}ek Wk, wok A= Bajsio)

T o

gt &2 1 IDS, IPS, HIDS, NIDS, Signature-based Detection, Heuristic-based Detection, False Positive,
False Negative

IDS-IPS-HIDS - NIDS - EFX| 2AI2H DS system/network eventE 248 suspicious activityS
alertst1, IPSE traffic pathOll A XHEt7EX| £=845HH, HIDS/NIDS= #& 21X|7} host/networkZ Ct
211 signature®t heuristic® &X| 277} Ct2CE

| HIDSS} NIDS

HIDSE= endpoint?| process, file, registry, system call, logE 2&3t1, NIDS= network packett flowE 2HEBICE.
networkOl| Al encrypted payload= H[StE|1, hostOllA= process contextE EX|2t MX[-23] ¢&o| Ct. E2 2
=

| 1DsetIPS

IDSE F2 detect-alertstd, IPS= inline EE= enforcement S22 packet/sessions AFche 4= QUL IPS rule2
false positiveZ} service outage= O|0{& 4= U0{ confidence, exception, staged deployment”} ER3}ILC}.

| Signature®} Heuristic

signature-based detection2 2{Zl byte pattern, protocol field, exploit behaviorE ruleZ matchsh ¥ 7tssta
Hatgh £ QUX|gh HY-0|X| ZH| 2FSICt. heuristic/anomalys 4 baselineO|Lt suspicious behaviorE Aot
unknowng = & AUX[2t tuning2} false positiveZt BC}.

BIX| 237t A HEICZ Jh=

[o
oj

Packet/H Parser-N Behavior Context-

ost | ormaliza |9 SR -+ /Heurist || Reputati |
’ e Match .
Event tion ic on

Alert + Triage*R
Evidence esponse

13 29-1. $F alerte| ZMELCH A2 packet, flow, host process, user contextS &7 £LC}.

| False Positive?} False Negative

false positive= &0IH| SH2 2 EHX|, false negative

Elo| & &= RULL. precision, recall, base rate2t % X2

OHr

2ZA0lH| =%!l0|Ct thresholdE =0|™ alert ¥2 EX|ot
(=)
=

= =
—_ o
S-S S Dot

FYEEHHES D JHEn HAHLES sHE A
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Hot EX|-Ij2! Z=-EHX|-2Hx| 29%}. IDS-IPS-Snort-Suricata - Zeek - Security Onion

Snort/Suricata Rule-SID-rev-flow - PCRE Wl s oy
22+ shtE 2= Z Bt} stream® protocol contextS ZAFSHCH

gt &2 & Snort Rule, Suricata Rule, Ruleset, SID, rev, flow, TCP Follow, PCRE, Fragmentation Attack,
Teardrop

Snort/Suricata Rule-SID-rev - flow - PCREZ IDS rule2 traffic header =712} protocol-aware
option2 Z&tdl| eventE H2|st1, SIDE rule identity, revi= version, flow= connection 2ak-At
Efl, PCREE= ™A pattern2 X| ™3t}

| Rule headeret option

Snort/Suricata A€ rule2 action, protocol, source/destination address- port, direction2| header2t msg, flow,
content, pcre, sid, rev 52| option@ 2 M EICE. engine versionzt keyword X[ 0| CIE &= ULE.

WEE rule L& OA|

alert tcp $EXTERNAL NET any -> $HOME NET 80 (
msg:"LAB suspicious admin path";
flow:to _server,established;

http.uri; content:"/admin/debug"; nocase;
51d:1000001; rev:2;

| siDet rev

SID= rule® 1R/ identifier0| revi= Z2 SID rule LHE2| revisionO|Lt. local SID range= ZZ| conventionzt
engine EAE MEL SY SID EE2 rule 22|29t alert s S YXICt.

| flowet TCP follow

flow keyword= connection direction2t established stateE HMISHSICL. TCP stream reassembly= segment”} Lt
ALt M7t HE payloadE logical stream@ 2 S2l6H contentES ZAFSICE T packet otLt2t M evasiong =2

4 gict.

PCRE

Perl Compatible Regular Expressions= S& %t pattern2 E2SHX| T CPU H|E0| 311 catastrophic backtracking ¢!
0| ACt. 7Hs35HH HHE content anchor2 THE F9I 7| regexE M %t}

| Fragmentation attack®? normalization

IP fragmentS ZX|7{Lt H|H Y offset@ 2 EL endpoint®} IDS2| reassembly i Xt0|E 48F 4 QULL. engine2
target OS policy2t overlap X2|, timeout2 %FE11 fragmentE M=&3H F| A2l protocolE ZHALSICE Teardrop2
overlapping fragment A2| #4& S 289t HAE ZZ0|Ct
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Hot EX|-Ij2! Z=-EHX|-2Hx| 29%}. IDS-IPS-Snort-Suricata - Zeek - Security Onion

Snort-Suricata-Zeek W g+ 25
signature alert®} 553t protocol telemetryS 37| £
o}

sl 3t2 2 Snort, Suricata, Zeek, Bro, Lua

Snort-Suricata-ZeekZt Snort2f Suricata= rulet protocol inspection2 0| &%t IDS/IPS
engineO|1, Zeek= network transactionS =& event®} structured log= H2t5H= analysis
frameworkCt.

Snort

signature &4 NIDS/IPS engine@ Z rule language? preprocessors/inspectorss Sdlf packet- streama 2A{stct.
Snort 22t Snort 39| architecture®} configurationO| =L},

Suricata

multi-threaded IDS/IPS/NSM engine2Z protocol parser, file extraction, EVE JSON event, AF_PACKET/NFQ/
DPDK & Lttt run modeE St rule 22H40| =0t keyword®?t behavior AH0|E testSHC}.

Zeek

Zeek= packetOICt signature alert2t LH7|2LCt connection, DNS, HTTP, TLS, file 22 14F transaction loget
%

E
event scripting2 MM3dt= network analysis frameworkCt. “HAQIH| o|M%t #E”S huntingst?|off ZE8st

metadatas NI Z2StCt.

Signature engine®} network metadata 24{2| 2t 2t

Signature

alert Alerts
Suricata/Snort

optional

packet/stream

Mirrored
Traffic

protocol events Protocol Logs

conn/dns/hAN

file/notice

PCAP/File
Evidence

&l 29-2. Z'2 sensor traffict| A A2 CtE evidenceE THS0{ SIEMOf| A HZATICY.

FYEEHHES D JHEn HAHLES sHE A
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Hot EX|-Ij2! Z=-EHX|-2Hx| 29%}. IDS-IPS-Snort-Suricata - Zeek - Security Onion

Lua

Luas 7HH2 embedded scripting languageZ IDS/packet tool®IA custom detection - extension0f] 2! 2~ QICt.
engine® API2} sandbox H|3tg 2fQIStrt.

NSM - Security Onion-Sguil/Squert/ Bl sl + 25 o
Barnyard2

L F5H evidence 432 analyst workflow”} -4

H &2 2 Network Security Monitoring, NSM, Security Onion, Barnyard2, Sguil, Squert

NSM - Security Onion - Sguil/Squert/Barnyard22t NSM2 network telemetry2t packet
evidenceZ threatE X|& 2&E-ZTAtSt= 2 2410|1, Security Onion2 0| £ 2|t

sensor - analysis componentE £&!st platformO|C}.

NSM

Network Security Monitoring2 network trafficOllA| session, alert, transaction log, packet evidenceE %5
(IS

threatE EIX|-ZAISt= 22 disciplineO|Ct. tool AX|ELC} sensor placement, data quality, analyst workflow?
o|ct.

| Security Onion

NSM distribution/platform@ 2 Suricata, Zeek, Elastic A8, packet capture, case workflow S2 S&3tLCt. version
ol k2t component@t architectureZt &2tA legacy Sguil, Squert, Barnyard2 HE & oixl| 7141 F128H{OF SHC}.

=
9

Barnyard2 - Sguil-Squert

Barnyard2= Snort unified2 output2 2101 DB/consumer® MH3SIE spooler, Sguil2 analyst console, Squert=

web alert visualization =72 legacy Security Onion 0i|A] Xtz SESICL 24X H|F version®| A= CHE pipeline
OZ HAEIAS & AUACH

NSM platform?®| data pipeline

Sensors e
Suricata N N Search-| N Dashboar N Case/Tri N
-Zeek-PC . Log ndex ds age M
AP Pipeline

2l 29-3. M= 0|S0| HHYO{ = sensor—>normalize—store—investigate2| #+&&= |XIECh

| security Onion0ilM &l 24
« sensor interfacedl| IPE FX| 2= sniffing designdt management interface 22|
« packet drop2t disk retention, index lifecycle

« time synchronization2t hostname/site metadata
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Hot SH|-1i

N
ox
Hu
o
Pal
rd
=

29%. IDS-IPS-Snort- Suricata - Zeek- Security Onion

« rule update, local rule version control, exception 7| %

« case evidence2t ¥ =2 PCAP EZ& A
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Hot EX|-Iiz! Z2-BHX|-2HH| 30%. SIEM-EDR-XDR-SOAR- MITRE ATT&CK: AlertE CHE2E ¢HZs}7|

30%. SIEM-EDR-XDR-SOAR-MITRE
ATT&CK: AlertS LIS2E HZEs}|

A= logs 7t 2t o= Zlo] ofyg}, o8] sensord eventE 35 At entity® <
23l Y1 FF sequenceE 2al, £AF-containment-H-7HAd 7k 2l loopZ ZFst=

dolt.
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Hot EX|-Iiz! Z2-BHX|-2HH| 30%. SIEM-EDR-XDR-SOAR- MITRE ATT&CK: AlertE th&

Io
rﬂ
nx
of
N

SIEM'ELK'WaZUh 27| 2ol + B SN
27 AZAAE 2] use case?t AP RAF £ E HHECH

EhH A2 L SIEM, ELK Stack, Elasticsearch, Logstash, Kibana, Wazuh,
Correlation

SIEM - ELK- WazuhZt SIEM2 042{ system2| eventE £Z!-normalize - correlatedl] B X|Qt ZAS
X|lsta, ELK= AM-2F-A|2t5} stack, Wazuh& endpoint telemetry®t security rule2 Zgtst
platformO|C}.

| sIEM

Security Information and Event Management= Oi2{ source?| log/eventE ==%T-normalize-indexst1
correlation, search, dashboard, alert, retention2 H33tCt “2E logE ‘@=L 2Lt use casedf| 223t field2t data
quality, costE MBIt

ELK Stack2} Wazuh

Elasticsearch= distributed search/index, Logstashi= ingest/transform pipeline, Kibana& visualization2 ®|S5t
= ELK stack®| SA0|C}. Wazuh= endpoint agent, file integrity, vulnerability/configuration monitoring, rule/

decoder®} Elastic/OpenSearch A¥ backendE Z&dt= security platformO|Ct. versiondi| 2} architectureZt &
2HZICEH

SIEM2]| event X{2] pipeline

Endpoint

-Network Collecto Parse-No Index-Re Correlat Alert/Ca Search-D
-Cloud > r/Agent > rmalize > tention > ion Rule > se > ashboard
Logs

a1l 30-1. /£ event2t normalized fieldE & EZ8H0F parser 232} investigation2 235 g & QICt.

Use case?} rule lifecycle

ofl: “AHedofl privileged accountZt 042 hostofl 2391 = security tool2 FX|"E LR3t log source, field, threshold,
exception, response ownerZE H2|PtCt. rule test data, false positive review, version, coverage metric@E 2t2|
ot

FYEEHHES D JHEn HAHLES sHE A
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Hot EX|-Iiz! Z2-BHX|-2HH| 30%. SIEM-EDR-XDR-SOAR- MITRE ATT&CK: AlertE CHE2E ¢HZs}7|

EDR’XDR‘SOAR'%% EH% o) 2ol + 235 oM
A sho A A 273 HAg7EA o] HRE chain

EH A2 2 EDR, XDR, SOAR, Active Response, Playbook, Host
Isolation

EDR-XDR-SOAR:SE LHS2 EDR2 endpoint behaviorE 4% ZAH-Z2|St12, XDRE 02
security domain®| telemetryS #ZstH, SOAR= enrichment®} response action2 playbook
O Z orchestration®tCt.

EDR

Endpoint Detection and Response= endpoint agent/sensorZ process creation, command line, file, registry,
network connection, memory behaviorE & 3t11 hunting, isolation, process kill, file quarantine Z2 response
£ HMS3LCt. antivirus signature 2Lt behavior?t investigation contextS &H&stCt.

XDR

Extended Detection and Response= endpoint® OfL|2} identity, email, network, cloud telemetryE dtLt2
detection/response model2 HZAICH= X|E-architecture HZCt vendor® M7t 34 CIE22Z 4F| sensor,

open API, retention, response authorityS =QIstC},

SOAR

Security Orchestration, Automation and Responsei= alert enrichment, ticket, approval, containment action2
playbook@Z AHZSICL XtZ3h7t B2 E dataS UOH HA accountS CHEF AHTHet 4= Q10 confidence, human

approval, rollback, auditE AA|$tct.

EDR
[OC-Asse Isolate Post-inc
SIEM t-User > Risk Analyst > > Ticket-E > ident
Alert Enrichme Scoring Approval . vidence B
- Firewall Review
Block

3%l 30-2. 55 th82 Wh=X| 2t action Mot QE FEF0| AL = CHAN Sl 571 HXPJt Q5|

Active Response

EtX| = source block, account disable, host isolation, DNS sinkhole S &Z S HZASH= CH20|Ct. 2K A| EFX] A
o

O
A2 22|10 evidenceE 847Lt business outageE THE = U0 scope®t authorityS AHHOI| HSHCL
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Hot EX|-Iiz! Z2-BHX|-2HH| 30%. SIEM-EDR-XDR-SOAR- MITRE ATT&CK: AlertE CHE2E ¢HZs}7|

Kill Chain - MITRE ATT&CK:- C2 w28 a

alertZ 34 35 sequence®} o coveragez A4t

EhH A2 L Cyber Kill Chain, MITRE ATT&CK, Tactic, Technique, Procedure, Command and Control, C2,
C&C

Kill Chain - MITRE ATT&CK- C2Zt Kill Chain2 34 tHA|E MY MO =2 Lie 20|11, MITRE
ATT&CKS SAXIC| SH2} behavior technique2 X|A2tstH, C2&= A E hostet BEHES wetst=
S A H|ACE.

| cyberKill Chain

A

S4AE reconnaissance, weaponization, delivery, exploitation, installation, command and control, actions on
objectives 22 A2 E= RHOICH HE SH0| MHOZ MetS| WMEX|= 4X|T 0= THA0|M detect- disrupteX|

Aglst= ol =82 &L

MITRE ATT&CK

M| BEE adversary behaviors tactic(SHE), technique/sub-technique(&), procedure(7Hl #8)Z2 Hz|st
knowledge baseCt. ATT&CK IDE alert0l] 20|= ZPtOZ & X| coverage?t EEE|X| #OH data source?t analytic
validationO| Z Q35}C},

ATT&CK tactic2 32 ZH2| progressionS dHSHC}

Privileg
Initial Executio Persiste e Defense . .
Access | ¥ n P nee || escalati | | Evasion | filtrati

on

121 30-3. 242 45 Z 0|55t 6421 techniqueS EHEE 4 QUCH

| c2/c&c server

Command and Control server= H&iEl agentet & -Z1t-payloadE wetsH= infrastructureCt. HTTP(S), DNS,
cloud service, custom protocol2 0|83 M4 trafficoll 412 = UCL beacon F7|, domain age, JA3/JA4TF
fingerprint, uncommon destination, process-network relation2 4| £C}.

Detection engineering

techniqueZ data source®t measurable behaviorZ H}H11, test procedureZ telemetryZ} x| &MsH=X| 2tolst
M, false positive?t evasion2 gt= 7 Mst= IHHOICE atomic test2t purple-team exercise?t validation0i] AQICt,

FYEEHHES D JHEn HAHLES sHE A
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ot SRzl g=-ax-2H 30%. SIEM- EDR-XDR- SOAR- MITRE ATT&CK: AlertS CH20 2 ¢1214}7|
1 H 7| sto| = oA
Incident Response-Evidence: Containment 2] 312l + 23 o

wh2 e} e 29l 79 W 2R

2l &2 2 Incident Response, Containment, Eradication, Recovery, Chain of Custody, Evidence

Integrity

Incident Response - Evidence - Containment2t incident response= £H|, B X|-2M,
containment, eradication, recovery, 7§49 lifecycle0O| 11, evidence integrity= ZAt Xt=2| &
Mt AlZh-X2| o[5S HESH= |lo|Ct.

[ |

| Incident response lifecycle
1. Preparation: role, contact, tool, backup, legal authority ZH|.
2. Detection/Analysis: alertZ validatestl scope-timeline-impactE THE
3. Containment: 24t H|otstE| evidence®t serviceE 113,
4. Eradication: persistence, vulnerable account, malware, root cause X|71.
5. Recovery: clean state #Z, service S+, 2%t monitoring.

6. Lessons learned: control gap, rule, process, documentation 7H.

| Evidence integrity

HE log/PCAP/disk imageE read-only EE= hash@t chain of custody2 HEESIL, AL copyOllAd 2ATICEH

timestamp source®} timezone2 7|Z3$ICL. live response= system MEE HIEEZ Al commandet =ME 71
Ct.

| 55 gl ek
« Xt CHA entity@| confidence®t asset criticality 29!
« 521Xt emergency exception 2|
« action timeout® X5 rollback

« i8S M= evidence snapshot

« out-of-band &7 Z22} break-glass account
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Hot EX|-Ij2! Z=-EHX|-2Hx| 31%k Governance- Compliance- CVE - CWE - OWASP - KISA 7|& 17|

31%.
Governance:Compliance:CVE:-CWE-OWA
SP-KISA 7|Z& 87|

_%40]51‘1 O]_‘g_]q- X‘]7-] 7]_%_% :LK‘HE E_o] ] ]_ “S)’H _?,]6"]—5‘]-7]—”9]- “O—]Uﬂ 511]7]— :‘g_&?ﬂ? ”% %:_
At CVE= 7HE 37] 2, CWEE 2Fd /3, OWASP Top 102 93 ®5, KISA 7}
L Y grl-2x] 7)|Fo|gte M2 o2 Zo|t}

N
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=k
N
ok
re
T
HT
ofi
Eels
nx

Governance-Compliance
AAE)2E F57} A7) 97 22 Zol

gt &2 & Governance, Compliance, Policy, Standard, Procedure, Guideline, Risk
Appetite

Governance - Compliancet governance= Z%|2| Hot QAR W - M risk HakE st
compliance= HollEl #-EZF-policy RFE SF¢t ZHsH= &S0|Ct
Governance
Zx|o| Hot 2H | risk appetite, 2, 2|AFZ2H, A1t monitoring2 Fdst= 49| MAICL board/ZY Tt &2 owner7t

“Rolg off B EX|” 2HstD policy®t resourceE BiESICL.

| Compliance

&, regulation, contract, standard, Li policyel 7AIEE &5t evidenceZ EE5= ESOICH compliance
=
=

SRUCtD ZE M| threatol] QM 242 OFL|H, governance?t compliance M 2| E riskt HZsHOF StCt.

| Policy - Standard - Procedure - Guideline

=M o

Policy ZX0| X|HoF & Xt A
Standard HIEA| BEESE 14| 7|1=
Procedure HYS Aot Al
Guideline A= =2 iy

Governance?t Compliance2| 2HA|

Business . Technica Operatio .
. Governan Policy-S iy Audit/Co JHAd
ObJZCtIV > ce-Risk > tandard > Conltrol > E;/éden > mpliance > 14

3% 31-1. ZAt evidence= EMI7H EMSH=X|E OtLI2t HHIZ X|& RHE=XIE E0{0F Bt}

FYEEHHES D JHEn HAHLES sHE A
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CVE-CWE-CVSS !
A 018, 991 99, AZE, 24 gde Beldn

EhH &2 2 CVE, CWE, CVSS, Vulnerability Identifier,
Weakness

CVE-CWE-CVSSZI CVE= 7HE 37K F|ofE 2| AR}, CWEE HEE= o /Y9 2F, CVSS= 7|
VS

=X severityE Eoist= M4 A|A|CH

CVE

S70El EF product/version2| vulnerabilitytl] S5 identifiere FO0{8ICt. CVE recorde O|SES dAl MHO|H

severity, exploitability, patch 2= NVD, vendor advisory S £7} sourceE &1 £L}.

CWE

software/hardware &A|-240|A BHEE|= weakness RS FtCt OF improper input validation, out-of-
bounds write. 5tLte| CVEZt 042 CWESRt 2t E|AHLE Mt

tot

mapping0| &gt 4 UCH

J
r

CVSS

vulnerability?| 7|=H severityE vectorZ H7t5H= scoring systemO|Ct & XHte| exposure?t business impact
E XsO =2 Talste risk score= OFL| 22 asset context@t active exploitation2 27H 2Lt

CWEO|M Z=Z! RiskHX]|

CWE oFH =5 FZof CVE 2f cvss 7l i A Risket
b | J =
23 > Swzs (P yux severity || ZHHHE =S P o omae

2l 31-2. CVE =7 gICk IR0] gi7Lt, CVSS 100|H ZE ZE0M FARH R ZX|2h= 552 OfL|Ct

OWASP - KISA- F2™EEEMT|dIA|YE 70| = w0+ s
risk WFo A 7 7128 B4l 27 ALg3Ich

S7H &S 2 OWASP, OWASP Top 10, ASVS, KISA, &H &, FREESAUVIEAIL 7|ad FAE 24-HIHH &AM
7to|l=

OWASP - KISA:- =QHEEMT[HEA|M Jt0|E2F OWASPE= application security X| 4] A2} risk
guideE MBI, KISAS| 7|HIA|E J710|E= I £2 FEAARIS| 7|&X F U™ MY 7|&0t HIt

YH S MSett.
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OWASP

Open Worldwide Application Security Project= web/application security X|A3t =3& SIH5H= communityCt.
OWASP Top 102 F7|Xo=Z MHEE|= web application risk 3 awareness 2A{0|H 2E test caseS 2t E7H{st=
&2 OL|Ct. ASVS, Testing Guide, Cheat SheetE & AFE it

| KISASt =REREMI|UAIM Jlo|=

KISAE =LY Internet-information security 2 7|#OZ guide®t FA™ HEE MITICH “FREHEMT|HAIA 7|
X F|ofN 2M-I7} gt A N|7H0| =7 system, network, security device, DB, web § M &=t T 7|22 M
otCt. versiondt M & L, HA 2HE =eletrt

, CWE/CVE= software
™ CVEE checklistoll g

A &d=2 password policy, 2282 service, permissionXZ control EHE ZAlst
weakness?t 7H'H defectE EHBICE, otLte| A H=0| 042 weaknessE tater 4= U0,
O{= patch7t ER3}C}.

J|m I-_I

OWASP riskel &&

SQL injection, XSS, broken access control 22 HEE= ol-Fe-L0{E 0[sstn 521l DVWA/WebGoat/bWAPP
labOfl A R{Z4BICE production CH&S| F4 payload &2 scopet 51717 RS

ok
e
"
HL
ot
s
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ot 7| =32t MRl SH S5

A/g E40l 4] AA] o] &3z ol7}]

Md

EH A2 & Security Baseline, Control Validation, Compensating Control, Exception
Management

HOt 7|Z=q} M| EN| AS2 HO 7|Z=2 LRt EXE NAXOZ ol sHX| 2t Al
architecture®} data flowol| %% E235t10 observable testZ S| 21tE HS6HOf SHCt

| Security architecture review

network diagram, data flow, identity flow, secret storage, third-party dependencyE E 11 trust boundaryOiCt
authentication, authorization, encryption, logging, failure modeE ZESIC. checklist= 22 SX|X| 47| stx|ot
system contextE CHAISHK| Q=L

| Control validation

MY oY =T =HIskX] 2t MF| denied request, failover, restore, alert deliveryE teststct. firewall rule
counter, EDR isolation, backup restore time, certificate expiration alertX{& observable outcomea &tQI$ICt.

Exception management

HAZRAL J|=2 FA| E5E £ 12T owner, reason, scope, compensating control, expiry, review=S 7|23 3
olel7t £|X| A== = =712t risk acceptance authorityS E&ts| ST},
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1t OSINT:Scanning- #|

N
Yal
Hd
1o
St
Al
5
rHlI

Nmapg Aa5t7] Hell thig, A7t 318 714, F9 27, data 2] A& FoJsfof 3. 7]
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2 o|5l{Z-Rules of Engagement &
34 =77} ot 4% Wakel Aeo] 34

e &2 2 Penetration Testing, Pentest, Rules of Engagement, Scope, Reconnaissance, Exploitation,
Retest

29|52 Rules of Engagement®t 2 2[5{{Z2 HA|XM SQl1f He| otojl N 3AXIL o=
security control2 &35t evidence:impact- ZX|2tS H|Z35H= HIH0|H, Rules of

Engagement= 518 A¢|et & =S Fot 2F #A[0|Ct.

| Rules of Engagement

CHAH IP/domain, H[2| system, A& AIZE, source IP, 51! exploit: password test-DoS G, EFEAL, 718 ST ¢2f
X, evidence 223t MAH|E 2A3ISICE productiond|Al availability testet phishing2 H& 5921 gl0] £35HX| Qb=
c}.

mojsiZ ol okt lifecycle

o oISt |ater
o oo

Hel-&2 || HE 2T (P surface || FAHAZ P alscope | BB HIHP| ZK|QH THAIH
mapping gl

33 32-1. Zf HAIOIN EHE FEIHCHE EHAI] 7HE0| £, 2R 0|49 HE= SHA| gb=Ct

MY $E3 enumeration
passive OSINTE CHAO| 21 packet2 ELHX| &1 37l sourced|Al domain, certificate, code repository, A€ H&
S2 FE=CL active enumeration2 DNS query, port scan, service handshakeX@ CHAO| traffics ZAMA[ZICE
stealth2t= BHIEL} EIX| 7ot 7 FY, 52 HeIE BEo| St

| #lod

M1} exploitation

HI

| =]
scanner Z2H= candidateCt. version banner 23, backport patch, configuration W20 false positiveZt 7+s3ICt.
exploit2 F|fEO| MA IS UEEX| ZATOE HBSI shell &S XH|ECH #eh-data exposure-business
impactE 7|Sstrt.
| =M

findingOICt XS, Xt severity 274, AFH =7, M3 THA|, evidence, ¥, root cause, 7K Z=X|, reference, retest 2
1= M =Ct secret?t personal datas %24 £Z-OFAZISICE

FYEEHHES D JHEn HAHLES sHE A

218



OSINT-WHOIS - Shodan - Maltego sl s e
AN A S = wE7] 98 249 Al S A5

gt &2 2 OSINT, Open Source Intelligence, WHOIS, RDAP, Shodan, Maltego

OSINT-WHOIS - Shodan - MaltegoZt OSINT= 37l sourceE SHMOZE £7-A Sl o|o] U
intelligenceZ 2t=&= 30| 11, WHOIS/RDAP - Shodan - Maltego= S+ & service 24| £
S T30

OSINT

Open Source Intelligences SHH 2= 0|8 7158t sourceE #E"S%’%Mﬁﬂ OAFZE| M= HELE HM Z0E 1
EH. =
=] =

CHE AMMZ EX| 210 source 22[M, timestamp, entity 2|,

WHOIS - RDAP

domain registrar, registration date, name server, IP allocation & & Z32|otC}. privacy proxy2t registry policyZ
7Hol MEIH & HE 4 QACH RDAPS structured HTTP 7|29 2 WHOISE EH-CHAISHC]

| Shodan

Internet0l] 't =%l service banneret certificateE A= engineO|Ct. AM b= scan AIE snapshotO|H &%y
exposureE ZF 205t SQIE He{ol[AMoh 2 otot.

| Maltego
domain, person, organization, infrastructure entity AtO| ZtA|E transform2 2 A|Zt2tsH= OSINT =Lt Xt& +&
Zutof| 22 0|E2| CHE AtEHO|Lt stale dataZt 41 = A0 provenanceE 2RIt}

OSINT/S=-DNS 7| % ¥

# 3 S5 EE2 DNS &0l
whois example.com
rdap example.com

dig example.com A
dig example.com MX
dig example.com NS
dig -x 192.0.2.10
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Nmap - Port Scan-Service Detection AR

open®|2t= Z3F7}F ofE packet WA L2 ARIA] gl

e

&= 2 Nmap, Port Scan, SYN Scan, Connect Scan, UDP Scan, Service Detection, OS Detection,

Zenmap

Nmap - Port Scan- Service DetectionZt port scan2 network endpoint2| SES 2

transport port 2EHE X35t Nmap2 host discovery, TCP/UDP scan, service - OS detection,

script 7|8t enumeration2 M3st= =L

Port scan?| &2

“Ofte port7} open?!7t’= STt IP-transportOfl probeS HERHS wf Oftd SE AlEHI} A E=XE

=
closed, filtered, openlfiltered= scanner2| £20|H firewall, packet loss, proxy7t E&Fg &L},

TCP Connect®t SYN scan
connect scan 0S2| connect()£ 3-way handshakeZ
™ open2E TCHSIT connections 24HS| MRIA|F|X| @bs 4t
rate controlO| Z Q35|C},

2t23l service log0l 7] £ICt. SYN scan2 SYN-ACKE 2te
AlO|C}. = Ct CHAMY| trafficg ELHH authorizationt

UDP scan

UDP= handshakeZt g1
Ct. protocol-specific payload2t

ock oA
O H HA

S0| open £ filtered2! 4= UCH ICMP Port Unreachable?t 2 closed 2 223t
&% timeoutO| 2R3l =2|Ct.

| Nmap service/OS detection

port = 2t0| OtL|2} probe responseZ application protocol2t version2 F&3}11, TCP/IP stack response feature
2 0SE FHotct. middlebox@t banner masking mZ0i| 2 7t0| OIL|2 = packet evidence®t server inventoryE
o EN
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SYN scanZ} service detection2| 2t& 1}

Nmap Target TCP Port

1.SYN

: >

2. SYN-ACK — open &3

A
L J

3.RSTZ half-open &

4. version probe

L 2
\/

5. protocol banner/response

12l 32-2. “stealth scan”= network IDS2t host firewallofl 23] £ 4= ULt

QFX st 2] Nmap 7|2 OlAl

# BIEA| SQIE lab CHHOfACH
nmap -sn 192.0.2.0/28
nmap -sT -sV --version-light 192.0.2.10

sudo nmap -sS -p 22,80,443 --reason 192.0.2.10
sudo nmap -sU -p 53,123,161 --reason 192.0.2.10
nmap -oA evidence/web0l 192.0.2.10

Scan rate

-T5Lt &8 - -min-rate= 2ot ZH[-IPS-WANS st Aot Mz Ho{ER! 4 QICH production BIts

=2 £0IM AIZSED BRI monitoringS 3R/t

Jiok
2
¥
HT
ot
o
Mz

NSE - DNS enumeration-Web e
discovery -Vulnerability Scanner

A% =7 ANE AF A5 MR AT

2t &2 = NSE, Nmap Scripting Engine, DNSRecon, DNSenum, Nikto, Gobuster, ffuf, Nessus

NSE - DNS enumeration - Web discovery -Vulnerability Scanner2t NSE= Nmap2 script2
2hatstal, DNS/web enumeration == =& 0|&-pathE MAMEE &9, vulnerability

| -

scanner= Y24 %l weakness candidateE Ats ™A SICT.
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NSE
Nmap Scripting Engine2 Lua scriptZ discovery, version, safe vulnerability check, authentication test 52 &%t
StCt. category”t safe2tl sH= CHa FEk0| 00|2H= EE2 OFL|H script source?t argumentE A ESIC]
DNSRecon:DNSenum

DNS record, zone transfer &, common subdomain, reverse range S enumeration®tLC}. brute-force wordlist
£ query 5512} logging= LMAIZICE DNSSEC Q12 dig +dnssec®t chain validation tool2 AFEE 4~ QICt.

Nikto - Gobuster - ffuf

Nikto= web server2| &3t file/configuration/signatureg EAStL, Gobuster?t ffuf= wordlist2 path, virtual
host, parameter candidateS AH=C}. 404 2|2t wildcard responseE calibratestX| 229 H false positiveZt BCt.

Nessus

plugin 7|2t vulnerability scannerZ service version, configuration, credentialed check& E3ll candidate finding
S DH=C credentialed scan2 patch@t local configE o F2ts| EX|2H 2 account®?t agent impactE 2t2[sH0F o
Ct.

Enumeration GilA|

# NSE script S&/4H =t 1abOf| A
nmap --script-help safe
nmap -sV --script http-title,http-headers 192.0.2.10

# Web content discovery: Y2 threadOA A|2f
ffuf -u http://192.0.2.10/FUZZ -w small-wordlist.txt -t 5 -mc all -fc 404
gobuster dir -u http://192.0.2.10/ -w small-wordlist.txt -t 5
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33%. Packet 2M1t 34 JHH:
Sniffing - Spoofing - MITM - Injection

s dE 33%. Packet 2413t 7 7i&: Sniffing- Spoofing- MITM - Injection

packet toolZ FHsHA A WA T&, A=, FA, FUE F=loF St} Wireshark=
captureE 3jAl5t= E10] 1, Scapy+= packets AA-4AT 4 Aot 7]50] 42 49

 lab3} WEst 27| Wi,
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ok
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nx

Sniffing - Spoofing- MITM W
T ek EA) 9=, 42 Aoke v

o 1=

EhH &2 L Sniffing, Spoofing, Man in the Middle, MITM, ARP Spoofing, Session
Sidejacking

Sniffing - Spoofing - MITMZt sniffing2 trafficg 2t& st 1, spoofing origin fieldE |Z=stHH,
MITM % endpoint AlO[0I| A traffic2 SA|-2&-HESH= 2IX[E 2 S55t= SZH0|C

mufn

| L O

| sniffing

network traffic2 capturedl header?t payloadE &t&st= ARICE Xt7| hostQl traffic, SPAN/TAP =AZ, wireless
monitor mode § A visibility7t ZR23tCt. encrypted traffic IP/port/timing/certificate 22 metadatas 2
= ULE

| Spoofing
source IP, MAC, DNS answer, email senderd& identity - origin2 LtEtLHE fieldS $I=ct= 2Lt fieldS HIE £
QL= A replyE AHE HIOF session2 2tde £ UCh= A2 CHELCL anti-spoofing, authentication,

cryptographic integrity7} Z Q3ICt.

Man-in-the-Middle

= SRALXL AtO[Of| 2IXIsl traffic2 relayStHA AL HASH=
manipulation SCE ZEE HE = UK|Tt TLS certificate S|
QULE.

32 IXICL. ARP spoofing, rogue AP, proxy, DNS
t end-to-end encryptionO| content HZE 22 &

q HTHE Server2 2 ClientXE A&
Client E Attacker Relay ' Server

TLS ¢l

ol

HS0| AuystH F 3 - XHELE|O{OF BHC.

a2l 33-1, B2 packet capture®t traffic pathS AM|Z 7t2= MITM2 CH2 s2o|ct,

FYEEHHES D JHEn HAHLES sHE A
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Packet ¥
Injection-Scapy: Fuzzing

371 A4 522 protocol Al £ ZZo] AFRSHT)

&H A2 L Packet Injection, Scapy, Packet Builder, Fuzzing

Packet Injection - Scapy - Fuzzing2t packet injection2 2|2 743t network PDUE &4lst=
&2]0]1, Scapy= packet layerS programmatically #A-2438H= frameworkO|H, fuzzing2
HeHoZ QFRE e AY 7|Holot.

TIT= X

| Packet injection

—

X|H A M5t frame/packet2 interface2 &4I51HLE 7| & stream0l] ZE WZE packetE 4 st= H2ICt sequence/
ACK, checksum, MAC, routeS St%|0f St switch/router/host7t A&g £ ULt 2M deauthenticationO|Lt TCP
reset injection 52 MH[|A0]| Y2 E & AN AHZ| lab0i|MTH ~STICE

Scapy

Python2 & packet layerE Zgdt1l send/sniff/pcap X2|dt= frameworkCt. protocol €&, test fixture, fuzzingOil
FE5ICE.  root/capability?t EHRPt raw socketzt EXE destinationQE  trafficOl LIZEX|  EE

namespace - isolated networkE ArZsiCt,

Scapy packet builder

# 224 A2| lab0o|M packet 20t OLS 11 £35H= 0
from scapy.all import Ether, IP, TCP, hexdump

pkt = (Ether(dst="02:00:00:00:00:02") /
IP(src="192.0.2.10", dst="192.0.2.20") /

TCP(sport=40000, dport=8080, flags="S"))

pkt.show()
hexdump (pkt)
# sendp(pkt, iface="1lab0")= 2| interfaced| A Gt AIE

| Fuzzing

2 format2 HH- MMl crash, hang, memory corruption, logic errorE # &= test 24]0|Ct. dumb random
mutation= Lt grammar/protocol-aware, coverage-guided fuzzing0| #2 code pathE B 4 UL} targetE
container/VMOf| Z2|3t1 crash inputzt version2 EZEStC},

| Packet builder} checksum

fieldE = TEM length?t checksumO| XtE AME[ALE HAZICZE OFE + UL} capturedl|ld offloadet
fragmentation= 11218l X[ wire bytesE HASSICL.
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LAND :-Teardrop - DDoS - Brute Force 2|
packet ZF 24 124 HAYZ O 2 345 EF3I}

EH A2 2 LAND Attack, Teardrop, Fragmentation Attack, DDoS, RDoS, Brute
Force

LAND - Teardrop - DDoS - Brute ForceZt LAND2} Teardrop2 H|H 4 =4 -fragment M2| F2H

o o
S o235t AAIE DoSO| 10, DDoSE= £t Xt 112t brute force= BHE credential & ZZ0|Ct.

LAND attack

source® destination IP/portE I|sH host AFAIO 2 EXEISt packet@ 2 22 El TCP/IP stack2| HIHA 2|2 resource
loopE RUSHH AN DoS 7[HO|C}. HCH stack CHH|2 H0{8tX| Tt spoofed packet filtering2t patch7t &3}t

| Teardrop32} fragmentation

MZ AX|7Lt Y fragment offset/lengthE EL MEE FAES A&t JAE DoSLC}. ¢ OS+= validationzt
OHAL =

reassembly policyZ 20{$tC}. IDS2t endpoint2| overlap 8141 X}0|= evasion HL0A S2StC}.

| DDoS2} RDoS

DDoS= Of2{ sourceO®A trafficO|Ll application requestE ELH Xt 1ZA|7|= 3Z0|Ct. RDoSE ransom
demand®2t DDoS ?|&/3dS AYsICt. rate limiting, upstream scrubbing, anycast/CDN, capacity, application
cache, incident contactE ZH|3HC}.

Brute Force

credential E2& 5 A|&5H= 3Z0|Ct. online brute force:= rate limit- lockout- MFA- risk-based authentication
O =, offline hash cracking2 =2! salted KDF2} Z$t password2 #0o{$tCt. account lockout2 DoSZE 24E2& 4 U
0f progressive delay®t alertE &A|otCt.

LAND - Teardrop command& i2i6t= 240 =Z{0| OtL|2}, parser?t H|'H 4 headeret fragmentE O{EH HZ
5i{of 5H=X|, patcht normalizationO| 2ff ER$HX| O|dHot= G| =%{0| QUL
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Wireshark-Npcap - tcpdump - PCAP & Wl
A

A

packet 3+ FHct thstel HE dependencys 2=

st &2 2 Wireshark, Npcap, tcpdump, Capture Filter, Display Filter, PCAP

Wireshark-Npcap - tcpdump - PCAP M2t Wireshark2} tcpdump= packet capture2t
protocol field 242 H33t12, Npcap2 Windows capture driver0|H, H&tst 2M2 capture 9
X|filter- offload - A|Z+2 &H| 7| SStC}.

| Wireshark

libpcap/Npcap S2Z capturestHLl pcapES B0 protocol dissectorZ fieldS s{A{siCt display filter= 0|0
capturett packet EA|E, capture filter(BPF syntax)= =& THA0IA packet2 E¢QICt =2 E#O0| CI2C

| Npcap

WindowsOl|Al packet capture®t injection interfaceE M|33t= driver/library2 Wireshark, Nmap S0| At&%ICE
installation mode, loopback capture, admin &%, driver signatureE 2t2|3tC}.

| tcpdump

CLI packet capture toolZ remote server?t low-overhead 7 £=&0f| sttt -s 02 full snaplen, -n2 name
resolution H|Z43}, -wi= pcap MEO|CE terminaldf| payloadE £2{stH 012 HEI} E£8 4 ULt

Capture®t display filter 0 A|

# SQl%l hostO|A EZA service flow ZHZ
sudo tcpdump -ni eth® -s 0 -w web443.pcap 'host 192.0.2.10 and tcp port 443'

# Wireshark display filter O

tcp.flags.syn == 1 && tcp.flags.ack ==
ip.addr == 192.0.2.10 && tcp.port == 443
dns.flags.rcode != 0

1. capture 2|X|2} A|Ztoffload MEHE 7| S TLCt.
2. conversation/endpoint £ £ He|E &3lC}.
3. ARP/DNS/TCP handshakeX{ & 4% dependencyE 2tQIStC}.

4. retransmission - RST-ICMP 252} application responseE A|Zte=Q = 2L},

5. server log®t Z2 timestampZ WAt AS St
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34%, HTTP: Cookie-Session:Same-
Origin - CORS: ¥l Hoto| 7|tk

SQL injection®} XSSE payload EAFEE 2]-¢7] Hol| browserel server’t request,
cookie, origin, HTML/JavaScriptE ]9 x|2|sh=A] &otof sttt FeFd2 o] Al A
of| A data®}t code, identity?} intentE 258 uff AJ7Ict.
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HTTP - Method:Status- Header ol
4 FH o] Ay st= message 87

Sl 2 2 HTTP, HTTPS, Request, Response, Method, Status Code, Header, X-
Header

HTTP-Method - Status - Headerzt HTTP= client®t server?t request2t response messageE
west= application protocol0| 11, method= R 9| T, status= X{2| 21t M3, headers

message metadataS EHSIC}.

| HTTP request/response

request= method, target, version, header, optional bodyZ F4&|1 response= status, header, bodyE 7tZIC}.
HTTP= application message protocolO|0 TCP/TLS/QUIC SI0i|A] MEE 4 QAT

¢ 280| applicationz} DBE HX|= A2

Browser Application Database

1. GET /account +

1 1 1 1
A headers/caokie i i i
L 4 1 1 1
] > ] ] ]
1 1 1 1
1 1 2. route- proxy 1 1
: é headers ’ : :
] ] ] ]
1 1 1 1
1 1 1 1
3. user data query
1 1 1 1
| | ® ’ |
1 1 1 1
1 1 1 1
1 1 1 1
4. rows

] ] ]

] ] ] ‘ #
1 1 1 1
: : 5. HTML/JSON : :

& 1

: : 4 response o |
1 1 1 1
1

| 6. | | |
I ‘ SIat Siheadersihod;‘ + I I
1 1 1
1 1 1
1 1 1
I I I
1 1 1

381 34-1. 2 ZA|0l|M 22 AZF, identity ME, output encoding, timeout, logging0| Z3}Ct.

| Method$} status

GETS safe/idempotent 2|0/ SHEZ 5t Z£3|0]|, POST= AEf HAO| =8| AX|TF MF| E2F2 method 0[S0 &
SF=Ct. 2xx success, 3xx redirect, 4xx client/request &A|, 5xx server error 30| status2t body7t LX|sH=X| £
Ct.

Ix'

| Header

Host, Content-Type, Authorization, Cookie, Origin, Referer, Cache-Control, X-Forwarded-For S message
metadataCt. X- 5 AH= historical custom header 2|0 EZES}IE[X| 42 0|2 /0| OLE M= HIEA| X-E M

X| +=CL. proxy header= trusted proxyd|A{2t Al2[StCY,
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Cookie - Session - Session Hijacking AR
21 JEiE fAI5h= #kol & 1% credentialo] Hth

EhH &2 2 Cookie, Session, Session ID, Session Hijacking, Sidejacking, HttpOnly, Secure, SameSite, Zero-
click, One-click

Cookie- Session - Session HijackingZt cookie= browser?} ZZ10]| 2} requestdl| XtS XSt
£ client X% 2}0| 12, session server?} 0{2{ requestE Z'2 identity - stateZ2 HZsH= 7 Z0|H,

hijacking& session credential2 E#|3lf identityE =&3t= 320|Ct.

| Cookie

serverZt Set-CookieZ browser0f| XM&HZ 2X5st1, browser?t domain/path/SameSite/Secure ZZ0| = =
requestOll Cookie headerZ Xt& EE5H= &2 gtO|LCt. session ID, preferencedi| AFESIL}. HttpOnly= JavaScript
readS H|$Fst1 Secure= HTTPSOIA 2t H&BHCL,

0
g

Session

serverZt login &EH2t user contextE |X|5H= =2|% CH2tCt =3] random session IDEF cookied| F11 &H| state=
server-side storedi| X{&$ICE token/JWT 7|20 A= state 57} client tokendl] & 4= JLX|2t revocationzt key
2|7 Hestot.

Server-side session?| 7|2 &2

Browser Application Session Store

1. login credential

1 1 1
1 1 1
@ > 1 1
] ] ]
1 1 1
| | 2. random session ‘44 SID—user |
1 [ 4 ’ 1
] ] ]
1 1 1
| 3. Set-Cookie: SID; Secure; 1 1
1 . H 1 1
X 4 HttpOnly: SameSite ® X
1 1 1
1 1 1
1 1 1
n 4. Ch3 requesto] SID Xt&s & > i
A d ] ]
1 1 1
1 1 1
1 1 Ho) 1
! n 5. SID lookup2t user £ >
1 T 1
1 1 1
1 1 1
: : 6. session state J_
1 1 ‘ T
1 1 1
1 1 1
I I I
1 1 1

3 34-2, session IDE Ot= FHIE 21¢! user= HF3HE 2 entropy, transport, rotation, expiryZt S5tk
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Session hijacking2} sidejacking

session IDE &% - 1H-0|E8H userZ 7t&SH= SZAO0|C. sidejacking2 B& wireless/HTTP traffic SOIA cookieE
ZX|l= 2Hoj| ML}, TLS, HttpOnly, Secure, SameSite, login Al rotation, &2 expiry, device/risk signal2 2tatst
Ct.

| One-clicket zero-click

one-click exploit2 user?t link/fileg st ' F74L} interactionshOF 5t11, zero-click HIAIX| £=4l-preview &2 X5
M2|2tO 2 exploitEl= &S SEPICE 241 taxonomy2t7| 2Lt interaction @7 HEE LIEIL= EHO|Ct,
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Jo
e
¥
HI
oft
e
nx

Same-Origin Policy - CORS - Origin @
Browser 23} Server AL EAE 25514 =

&hH &2 2 Same-Origin Policy, SOP, CORS, Origin, Preflight, Access-Control-Allow-
Origin

Same-Origin Policy - CORS - OriginZt origin2 scheme- host- port Z2t0| 11, Same-Origin
Policy= CHE origin scripte| data readE H|etsHH, CORS= server?t MEHMOZ cross-origin
readE 5125}t= response protocolO|LCt.

| Origin
scheme, host, port2| Ml @47t Z2X|2 MO|EICt https://app.example: 4432t http://app.example:80&
schemeO| 22} Ct2 originO|C}. path= origin 714 247} OfL|Ct.

Same-Origin Policy

A H*o|LCt. cross-

oY siteQ| scriptZt CHE origin®| response datag 2|2 21X 254 browser?}t Hstst= SHA
g & QUX|TF response

origin request XtAl| 7} g4k 8F5|= 242 OFL|CE. form, image, script load K& ELH7HLE embed
read?} Miet=[= 27t UL

CORS

server?} Access-Control-Allow-Origin S response header2 £7% cross-origin JavaScript readE 351&3=
mechanismO|Ct. browser enforcementO|H server-to-server clientLt curl2 2= firewallO| OfL|C}. credentialS 3
8otHA origing FEHSI reflectst™ data exposureZt MZIC.

I Preflight

S&st method/header request M0l browser?t OPTIONSZ server 318 HME == HKICh simple request=
preflight 210] &2 4 /0| CORS7t CSRF #0{et SstX| QiCt.
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CORSE browser?} response readE 31 835t= protocol

Origin A Script Browser SOP/CORS Origin B Server

1. fetch %

1 1 1
. > | :
] ] ]
1 1 1
: l 2.Q A| OPTIONS preflight > :
: T :
1 1 1
| | 3. 51& origin/method/header i
1 1 ‘ 9
1 1 1
1 1 1
! ! 4, M request !
: ¢ >
1 1 1
1 1 1
! ! 5. response !
| < .
1 1 1
| 6. CORS7} 318 gt script7t body | |
< - - |
1 1 1
1 1 1
I I I
121 34-3, server= 04T 3| authentication, authorization, CSRF 2f0{Z #=&lisljof SiC}
=lol + HE oM

HTML Context-iframe- URL Encoding - CSP v
Z-e EAYE o] parser7} ¢=Alol wfe} coder} E 4 Ut

2l &2 = DOM, JavaScript Context, iframe, URL Encoding, Percent Encoding, Content Security Policy,
CSP, Clickjacking

HTML Context-iframe - URL Encoding - CSPZt browser= responseS
HTML- attribute - JavaScript- URL context= dl{A445IH, iframe2 documentE embeddtil, URL

encoding2 byte 3 1%, CSP= 618 resource®t script A& X|2tst= browser policyCt.

HTML-DOM - JavaScript context

server response®| text7t HTML parser, attribute, JavaScript string, CSS, URL & 0= context0il &/I=|=X|of 2t
223t encodingO| CE2LE <& HTML entity2 L= ZTEQ 2 JavaScript string context?t Qs X|= 242 OfL|Ct.

| iframe
gt document 9H0f| CIZ pageE embeddt= elementCt. same-originO|™ parent/child script?t DOMO| Mg 4= QU
1, cross-originO|H SOPZ} H|gtstet. sandbox attribute?t CSP frame-ancestorsZ 7|s-embeddingS |3t 4= QU

L. clickjacking2 &3 iframe2 £ user clickg | 8tCt.

URL encoding

URLS| reserved character?t non-ASCIl byteE percent-encoding®ttt. encoding® 29t AZ0| OfL| 0f2{ H
decodek|= AZ0A filter bypassZt & 2= ULt canonicalization = allowlist@t context-aware output encoding

= ot
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Content Security Policy

34%. HTTP- Cookie- Session - Same-Origin - CORS: & Eoto| 7|t

CSPE script, style, frame, connection S2| resource sourceES response headerZ H|tsll XSS ¥kt data
exfiltration2 Z£0|= defense-in-depthCt. unsafe-inline/unsafe-evalO|Lt broad wildcard= & 1tE 2fS}stct.
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358. SQL Injection XSS CSRF- Y2 EA: ¥

ofF0| 47| HAHLIS

35%. SQL Injection - XSS+ CSRF- M ZEA|: F{ ™0 47|= HIFHLIZ

(i)
N
©
o)
1o
)
>~
rlo
o
)
Rl
>
e
ffo
fo
Ho
rlr
2
)
T
ji
P
it
s
+
£Q
rlr
o,
=]
Q
XN
2
)

interpreter?] code ¥ ol Eoj7}A L, server7]— 1dent1ty 05195 o|E= B Alsis

A2 2 Zoltt.
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ok
ro
s
h
of
o
1z

SQL Injection - Blind SQL Injection w
22zt AP} obef codest datad) 24 £e)7} 3l

gt &2 & SQL, SQL Injection, Blind SQL Injection, Prepared Statement, Parameterized

Query

SQL Injection - Blind SQL Injection2t SQL injection2 22| 4= ¢l= 20| SQL 2HO = sliM
=0 query A& HHE= FfFEO0| 4, blind 242 response A[O|-A|Zt & 7t =2 ANE FE
StCt.

| SQLZ data ZAI7I RU4X|= &2t

applicationO| "SELECT ... WHERE name = '" + input + "'"XN& EXIE Z&OZ queryE H=H input?
quote®t operatorE DB parser?t SQL syntax= siade 4~ UL} attacker dataZt query structureE HHt= 20|
injectionO|C}.

SQL Injection2| A4 aHH

SQL code®} DB parserZt O o}X| g2
AHSRF U > 22X Zg ¥ dataZl stLt2| > HMHE SQLZ > Z=A-query
text 5 A A

35-1. prepared statement= SQL #ZZ HX compiledt inputS typed parameter dataZ T=el ZAE SISt

| Blind SQL Injection

query result?} 2HHO|| =1 HO|X| 2%OtE response?| &/HZ! xt0|, error, A|ZF X|H Z2 side channel 2 dataZ ot
bit¥] Z=E25t= W4/0|Ct. “StHoi| DB LIE0| ¢t LI 22 QHHSIX| QiCt.

| ol
« parameterized query/prepared statementE 2= 0] AtE3ICt.
« table/column O|EX & parameterate &= §l= identifier= allowlist mapping®tCt.
« DB runtime accountZ %[ privilegeZ H|otHatCt.
« error detailZ client0l] 'oE5HX| 2411 server logOf| H7ICE.

«input validation2 business rule® 2Z EX|0|H escaping?t2 2 2= DB/contextE sHZotX| =L}
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SUE 2o ¢ Hot-SY & 35%. SQL Injection-XSS- CSRF- HZEA|: # 20| M7= HAHUS

CZ2AE Zg

sql = "SELECT * FROM users WHERE username = '" + username + "'"

# OtAMSt 71 of: driver parameter binding

cursor.execute(
"SELECT id, password hash FROM users WHERE username = %s",
(username, ),
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ok
e
¥
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=
nx

XSS wi
B2}t o] browser parserol 4] data?} oFdz} code?}t &&= <=7t

EH A2 2 Cross-Site Scripting, Stored XSS, Reflected XSS, DOM XSS, Output Encoding,
Sanitization

XSSEHXSSE SAX dataZt web page®| A& 7Hs$H HTML/JavaScript context®ll 07} victim
browserZ} sliE site origin 2$HO 2 codeE Adst= FFHo|Ct.

| XSS7h Ml3E|= 9I%|

server £ client script?t 3AXF 22 HTML/JavaScript context0i| QHH8HH| encodingdtX| @40} victim browser7t

O|Z codez HAHBICL FHE server0l| A AAHE|= 20| OfL|2t 31 origin #EHS 7HEl browser script2 AW EICH

| Stored - Reflected - DOM-based
Stored XSS
2t inputO| DB/post/profiledi|] HZ =[O 0421 user responsedi| Zgt.

Reflected XSS

request parameterZt ZA| response0i| HFA},

DOM-based XSS

client JavaScript?} location/hash/message S2 unsafe sink(innerHTML, eval S)0f|l '€0{ browser Hoi|A] LA,

Stored XSS2| AM2| AA|

Attacker ] Vulnerable App [ Victim Browser

1. 94 textE post= A&

T T
1 1 1
1 1 1
@ > 1 1
] ] ]
1 1 1
: : 2. 7M1 2 =% :
1 1 4 ®
] ] ]
1 1 1
: | 3. encoding 9t & HTMLOl input E3} !
| [ 4 > |
1 1 1
1 1 1
! | 4. browser parserZt
| | attackerpggript 2%
1 1 1
: : 5. victim session Het2 2 request

] ]

1 1

1 1

1 1

] ]

I I

1
1
4 2= 4
?
1
1
I
I

332l 35-2. HttpOnly= cookie readE 0| X[t XSSt Z+2 origin0®lA requestE ELiE S=7IHX| glohX|= ZStct.
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29015 mojsiZl-2l HoHES Al 35%}. SQL Injection - XSS+ CSRF- M2 EA|: #|&0| M7|= 7 LIE

Context-aware output encoding

HTML text, attribute, JavaScript, CSS, URL2 2z} Ct2 encoder?t ERICt 7H55HH template engine?l auto-
escaping2 {5t DOMOI|= textContent, HH St attribute APIE AE$tLY. rich HTMLO| 2 R3tH HZEl sanitizer

£ allowlist2 M E3iC},

| CSP2} Trusted Types

CSP nonce/hash@t Trusted Typest inline script2t dangerous DOM sink AF22 H|2Hsl XSS exploitabilityE &0|=
HE EF|Ct output encoding®t safe APIE CHA[SHX| 4=L}.
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ok
ro
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h
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o
1z

CSRF !
Aglo] gtk At} AL 1 S o mgick AP T
t}

2t &2 : Cross-Site Request Forgery, CSRF Token, SameSite, Origin Check

CSRFZt CSRFE victim browser7} target site credential2 AHs MEsiCHs M S &6l victimO|
O| = 5tX| Q2 state-changing requestE ELHA| st= S Z0|Ct.

| CSRF7} 7153t =

browser7} target site cookieZ requestOil Xtz ®E5t11, server?t 1 cookie| 201 MEHTF H11 20| user 2|2t
1 UZ uff attacker sitet form/image/fetch S2| HAl0= el HE requestE R & ULt attacker?t response
2 olX| R E QA 230| 2x0|H M2SH A QL)

oo
2!
n

CSRFE victim browser?| A= credential 4815 o

Victim Browser Attacker Site Target Bank

1. X 23918} session cookie 29

1 1
1 1
@ * » !
] ] ]
1 1 1
1 1 1
2.9 page #&2
1 o 1 1
® > 1 1
] ] ]
: 3. Xt& form/imageZ &3 request : :
1 1 1
| < S ® I
1 1 1
1 1 1
f 4. browser7} bank cookie A5 M2 |
hd 1 » I
1 1 1
1 1 1
| 5.CSRF ZZ {28 victim BEtez x2| n
| 4 *
1 1
1 1
] ]
1 1

]
1
1
]
1
132l 35-3, XSSt target origin®llAf codeE A &Hst, CSRFE cross-siteOl A K 2T & |ZoICE MZ ZEHE 4 UX|2H 22 F|AF™ 2 ofL|Ct.

| o]
« 0% E7ts38t1 session0f| 22l CSRF tokeng state-changing requestOtCh ZSStC.
« SameSite cookieE Lax/Strict=2 H&5tE| 0f|2|2f browser behaviorE O[sHStC}.
« Origin/Referers 2 AZ5t1 glS W M S otk
« 52 A0 password/MFA X 1E 2t transaction confirmation2 X 2%ICt.
« GETOI| &El HAES BHXISHX| Qb=Ct.
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CORS+= CSRF 017} OfL|C}

simple cross-origin form request= preflight ¢10| M&E = U1, CORS= FZ attacker scriptZt responseE 812
& UA=X] MOSICE custom headert+preflightE CSRF SH|2 288 4= U0 T server-side tokenZt SameSite B4
CHAISER] Q4=Ct.
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o
A
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o
T

Broken Access Control:ID
27191 o7} opg} “of AFgR7} o] 2ol o] 2

2t &2 & Broken Access Control, IDOR, BOLA, Horizontal Privilege Escalation, Vertical Privilege

2
ijo
ok
P
30
rlr
N

Escalation

Broken Access Control-IDOR/BOLAZ broken access control2 server?} identity2]
resource-action o2 SHIEAH| HAISHK| gb= F2&0| 1, IDOR/BOLAE= object identifierE Ht
T CHE objectoil M25h= CHE HENC

| Broken Access Control

authenticated user?t 1 =|X| %2 object- function-roled]| 2 4 U= AENC URLE &7|7{Lt buttonS H|EY

3}8H= client-side ZX|= server authorizationO| OFL|C},

| IDOR/BOLA

request®| object IDE HHEAS M server?} sl objecte| owner/tenant/roleg &QISHX| @0t CH2 user datag 2171
Lt =Hst= | LHOICH APIOM = BOLAZHE 8047t 'd2| MQICY,

Object-level authorization2| 4= Z{A}

User A ’ uthorization Polic Object B

1. GET /orders/9002

1 1 1 1
1 1 1 1
@ » 1 1 1
] ] ] ]
1 1 1 1
i i 2. User A7t order ! I
! | =5 Aol ! !
| ® QMEE= =212 > | |
] ] ] ]
1 1 1 1
! ! 3. deny &= scoped ! !
1 1 1 1
X X 4 qauery ® X
1 1 1 1
1 1 1 1
| | 4, A glo] IDBH E 5|6 Kok |
] hd 1 ’ ]
1 1 1 1
1 1 1 1
1 1 1 1
] ] ] ]

132l 35-4, D7} random UUIDO = guess?t 01212 &, authorizationS CHAISHA| @=L

Horizontalz} Vertical

horizontal privilege escalation2 Z+2 role2| C}2 user resourcedi| F2, vertical2 24t user?t admin 7|5 S o &
2 role action2 £=dst= Zi0|LC}.

| wof
« server-side0| A Of request2| subject, action, object, contextE ZAFSICE.

« DB query XFH|Z tenant/user scopeZ M|ststrt.

« deny by default@t centralized policyE AtE3iCt.
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« role matrix2t negative testS X}=s3t5tct.

« authorization failureE auditst=| object 2§ £ E = 5tA| L ESHK| b=LCt.

Jot
2
o
HL
oft
=
mx

Command Injection - File Upload - SSRF- ©¢F
22
7}7] t+2 interpreter} trust boundary”7} FU A= {4

&hH A2 2 Command Injection, File Upload Vulnerability, SSRF, Security Logging and Monitoring Failures

Command Injection - File Upload - SSRF - 29t 22t command injection input0| 0OS
command 20| &[= F|2H, unsafe upload= 34 file0| A¥- - £E&|= X[, SSRF= server?)

network #stE 283t request =, logging failure= A1 evidence?t detection £Z0|LCt.

Command Injection

oFX| 0|

b =

application inputO| shell command 2XAtE0]| Z&E|0] shell metacharacter?t &7} command?t H&&|= F
C}. shell2 AHX|X| &= process API2} argument list, allowlist, least privilegeE AF2StC}.

| File Upload

extensionZt Content-TypeZt 2IO™ script, polyglot, path traversal, oversized fileO] E0{& % QIC}. random
server-side name, content validation, size limit, non-executable storage, malware scan, separate origin
downloadE X &3tr}.

SSRF

server?} user-controlled URLZ requestE 2L 3lf internal service, cloud metadata, localhostoll HZ2AI7|&= F|2t
Ho|Ct. scheme/host/IP allowlist, DNS rebinding tHS, redirect {ZAZ, egress firewall2 AFE3ICE.

Security Logging Failure

authentication failure, authorization denial, admin action, input validation failureZ7t 2%} contexte}t &4 7|=-
ZEE|X| kot 2HS WA -ZAISHK| 2ot MEHCE secret®t passwordE logdll 7= 2t loggingT $IESICE.

243



ol>
re
ra
Ha
lo
St
oY
iR
HL
ro
Ofm
o
nz
o>
w
()]
0z
P
o
m
-
o
i)
12
nz
o>
MK
>ru
0
=
Hu
[
D\'u
=l
0ju
jo
19
o
1113
Hu
ox
i
Ot
N

T3 olES
forensic” &
of| sHgsict.

A 9= thal “A, 7=, credential, web, wireless, post-exploitation,
= Sto] Q3] Erf. ARE B2 AR3 A9 lab
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£0I8l BofsHz-o HoL S M 363, Kali 79 30t M4 ZE: 120y 0|22 AEHUR Fas]

Kali L) afel + 23 ofad
Linux- Metasploitable-DVWA-WebGoat- bee-
box

FF VM+ Internetol] l=E6H4] 23l snapshot & &=}

st A2 2 Kali Linux, Metasploit, Metasploitable, DVWA, WebGoat, bee-box, bWAPP, Docker Lab

Kali Linux- Metasploitable- DVWA-WebGoat - bee-boxZ Kali= security testing =& 22
Linux distribution0]| 22, Metasploitable - DVWA - WebGoat- bee-box= FAH S QHHSHA| &H&5HE
E oMoz otEg oot Az| & 2HF0|Ct

| Kali Linux

penetration testing} digital forensics =11 package®t menuZ |S5t= Debian A|E distributionO|C}. Kali XtA|
7t “siEd 71878 Xts mMBsts 240] otL2t Lt Linux 2ol =712t wordlist, 88& 22 2tH0ICt daily driver2Ct
disposable VM2 snapshot2 M= 27} Gt

| #lot ag =E
EAME ohs 99 29 9|
Metasploitable oMo = F|eFst OS/service Q= networkoll HZ& Z2X|
DVWA PHP 7|t web F[2fH security levelZ} DB %73t
WebGoat lesson 7|8t web security Java app, Z[¢I lesson X}0]
bee-box/bWAPP CHFst web bug A2 VM
Security Shepherd & CTF/lesson BHZ version 22l
Docker #&

F|ek application2 containerZ HEA| HHZZE 2~ AUX[2t host port S7H, privileged mode, volume mount, Docker

socket 'tES FO[BICL container reset2 #XIT host kernel2 SR3IEZ untrusted exploit labQ| HEBt
boundary® th= A2|51X| ob=Ct.
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Kali VM
lab traffic
Host-only -
vSwitch lab traffic
Vulnerable VM
SPAN/log
Logging VM

2l 36-1. NAT Internet update patht vulnerable lab pathE 22|t forwarding2 H[3HtCt.

Host PC el

iz}
N
Jok
re
+
HT
ot
Eels
mx

Burp
Suite-sgqlmap-Hydra- John-Hashcat
252t S ET A 92k request FFo] WA

EH A2 2 Burp Suite, sqlmap, Hydra, John the Ripper, Hashcat, Aircrack-ng, WPScan, BeEF, SET

Burp Suite-sqlmap - Hydra - John - Hashcat® Burp= web requestE 2&-xHH&35H= proxy,
sqlmap2 SQLi &% Xt&2}, Hydra= online authentication test, John/Hashcat2 offline
password hash audit =7C}.

L= g o

Burp Suite HTTP proxy, repeater, scanner proxy certificate®} scope |t
sqlmap SQLi Xt= H3 DB £3}-data extraction %| 28}
Hydra online login credential test rate-lockout- &¢!
John/Hashcat offline password hash audit 8{7t=l hashet GPU At
Aircrack-ng 802.11 capture/audit Mo Helt AR AP

WPScan WordPress enumeration APl token - rate

BeEF browser security lab hookE 2|20 == X

SET social engineering toolkit AR OHA2 E EHAl 52
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SQE 2ol Hot-Se M 36%. Kali et ot & ESE T2 0|2 YR Faohy|

Burp Suite

browser2t web server AtO|Q| intercepting proxyZ requestE capture-modifystil RepeaterOflA HH=E ZZoHH,
Proxy history2?t LoggerZ evidenceE H7ZIC}. HTTPSE E7| {Isll lab browser®l Burp CAE Ax[stEz= bt
browser profilezt £2|tCt.

| sqlmap

parameter2| response 0|2t DB dialectE Al&sl SQL injection2 Ats ASICL 7|2 EFXIEX} 6§ requestE ELK

S 2 production scope, risk/level, timeoutZ %A A|ZtSt11 DB dump - 0S command 7|52 Sk $¢! 80| AFESHX]|
OI-I—|:_|.

LS 1=

| Hydra®} password audit

online authentication®| credential candidateE Al&StCt. account lockoutt service outageE €2Z = ULL
John/Hashcat2 gMHMO=Z SI=5t password hashZ offline 2418l password policy@t hash H|€2 HItStCE Zt
passworde |4 &S A resettCt.

Jiok
2
"
HT
oft
el
Mz

Post- @
exploitation: LinPEAS - Mimikatz- Responder
. NetExec - Chisel-Autopsy

s 24 S-S5 ES cleanup”ZHA| scopeol Z3H3TH

.‘d
rolr

gt &2 & Post Exploitation, LInPEAS, Mimikatz, Responder, NetExec, Chisel, Autopsy, PyInstaller

Post-exploitation - LinPEAS - Mimikatz- Responder - NetExec- Chisel-AutopsyZt post-
exploitation == x7| access 0| = privilege - credential - lateral path - evidenceE H7tst1,
forensic == Holf =Xt disk dataE E=-2 A5t}

L HE a9

LinPEAS Linux local enumeration permission, service, secret, misconfiguration candidate =&
Mimikatz Windows credential research LSASS/credential material 2, lab2t 521 T4

Responder = LLMNR/NBT-NS/mDNS poisoning lab Windows name resolution 12| 2{&

NetExec Windows/AD remote protocol assessment = SMB/WinRM & credential - configuration 242

Chisel HTTP 7| TCP tunnel segmentation 22| 2|&; lab only

Autopsy Digital forensics disk image, file system, timeline &4

Pylnstaller | Python packaging script@t interpreter dependencyE executable bundleZ |5
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£0I8l BofsHz-o HoL S M 363, Kali 79 30t M4 ZE: 120y 0|22 AEHUR Fas]

Post-exploitationO|2t= 2
%7| access ¥ privilege, credential, persistence, lateral movement, data impactS "7tst= EHA|CE A 20
£ | 23H9| proofgh £=st1 secret dumping: persistence & X|-tunnel2 H = &QI3ICt

LinPEAS
host configuration2 =24 enumerationdl| writable path, sudo, SUID, service secret candidateE EA|SH= script
Ch £ 2 #|U™ =Ho| ofL|H 21 HEIt GOt evidenceE =AML
| Mimikatze} Responder

Mimikatz= Windows authentication credential material @7 =12 20 A0 A0|X|2t credential theft 5210]
0§ Z3ICt. Responder= local name resolution fallback2t NTLM authentication RE=E lab0i|A] ZZ3tCt SMB
signing, LLMNR/NBT-NS disable, EPA, credential hygiene7} 224 &o{C}.

| Chisel

HTTP/WebSocket 20| TCP tunnelE 7&8E 4= A0 H|THEl networkdl|A] pivotofl AH2E 4= ULt &2l 8= tunnel2

security control 22|0|2 2 AH| assessmentOllM= X -destination Z&2 cleanup2 EAITICL
7t ABtE “SE K| =rt

LinPEASS| 7t Nessus severity, Metasploit module 43 HIAIX|= 8iA0| 2R3t evidenceLt. version,
privilege, network path, business impacts 5 ZZsiCt.

Metasploit- Exploit- Payload:Session:Revers /= =2
e Shell

ok 753 994 Alof channelS ¥ ©AZ 2t

EhH A2 2 Metasploit Framework, Exploit, Payload, Session, Reverse Shell

Metasploit- Exploit- Payload - Session - Reverse Shell2t Metasploit2 exploit}

payload - session2 #2|5t= framework0| 1, exploit2 F|24H 0|8 Y payloade 43 = AH

S, reverse shell2 targetO| tester®|Al outbound command channel& 0= HE{CE.

| Metasploit Framework

exploit, payload, auxiliary scanner, post module2 3% interfaceZ 22|5t= frameworkCl. module target/
version} exploit reliabilityE 2¢lst11, production®iA= reverse shell 22 payload?t EDR- network- serviceO|

OjXl= s B Selelt).
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SQE 2ol Hot-Se M 36%. Kali et ot & ESE T2 0|2 YR Faohy|

| Payload®} session

exploit2 F2fH S triggerdt =
= control channelO|LC}. O] ﬁﬂ% .75*8 Lz H=2H Aol 215} riskE THE *5f7| O{HLCt.

rIr
2
kl
]
)
=
o
)
o

Reverse shell

targetO| tester?| listenerZ outbound connectiong €0 command I/0E H|33t= shellO|Ct. inbound firewallS
2 = A0 FHMEZ AZEC {7t laboM2H AHE3EL listener address, egress policy, shell privilege,

cleanup2 7|S3%tct.

FrameworkE MX| %= AS

71s5FH harmless request, version/configuration evidence, controlled file readX& %|2 impact proofE HA| A
83LCt remote code execution2 &K shell2 &g BRIt gl= finding= BECH
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3718. S8 =
Holo=

2 7]ejaki 20| ofek, “ol o YA, “MACO!

packet-table-process-log® &d]= Aot}

i)

o}, “IDS alert7} @i} Z+

o149 npAe BEE golg
o
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End-to-End R*c',l -’.c-x—]I L] g1l + 5 8
A TS 5t Mol 992 ok 1 whA|njch &9l 7h5s R o & up
t}

&hH A2 2 End-to-End Troubleshooting, Dependency Chain

—

End-to-End 2% FX2t end-to-end FH2 ALKt @ DNS, L2/L3, transport, TLS, web/
application, DB, logging THA|= Lt510 2} tHA[] & ZHE HZESH= ZITh BHEHO|CE

H M& st HE Tkx| FHB}
1. ClientZ} URLEZ parsest DNS cache®t resolverE Z=2|strt.
2. route tableZ next hop2 Mst1 ARP/NDZ MACS &=L}
3. switch= VLANZH MAC table2 frame2 M E oL
4. router/firewall2 LPM, ACL, NAT, stateS HE%Ir},
5. server NIC=>NAPI—>TCP stack—listen socket2 2 SYNO| =A}SICt,
6. TLS handshakeZ} certificate@t keyE HSICt.
7. web serverZ} virtual host2t pathE MEHSIT WAS/PHP-FPMO]| 'H7ICE.
8. applicationO| session - authorizationg &Q!5t11 parameterized query=Z DBE Z¥|3HC}
9. response?} HAZE 7}H proxy2t browser?t cache- CORS- CSPE HE%ICL.

10. Z} ZHH| 2t application©| logE H7|11 IDS/Zeek/SIEMO| eventE HZASICE.

LI

gt ¢l 29| MM| dependency chain

Route/AR VLAN/Swi Router/A Session/ Log/IDS/
DNS |» P > tch > CL/NAT | TCP/TLS |9 Web/WAS| P> AuthZ % DB [P e
Ol 37-1. 2 THA|7t MolstH F THA|e] =10t HotM = HolS &S 4 girt
7;"£H=I EE'EAEI 1| 2ol + B35 o
o =

e A uiy) Aol Muje A TS ot

& &< L Troubleshooting, Layered Diagnosis, Packet
Path

HEE ERExEE AZE ER{E4E2 name resolution, local link, route, transport, security

policy, application #X 2 observable evidenceE &Qlsl Eof H2|E Fol= LHo|C}.

FYEEHHES D JHEn HAHLES sHE A
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£HA| AE L=

0|E DNS7t 2HtZ addressE FE=7t dig, resolvectl

A2 source route?t gateway”Zt =7t ip route get, traceroute

L2 ARP/neighboret VLANO| &t=7t ip neigh, show mac address-table
Transport SYN/SYN-ACK/RST & £2i0| 20|=7} tcpdump, ss

Firewall 0{= rule counter?t matchst=7t nft list ruleset, ACL counter

TLS certificate/hostname/version 2F217} openssl s_client, browser devtools
HTTP status®} Host/path7t ZH=7t curl-v

Application worker2t DB7t 4017} journalctl, app log, DB log

| Packet capturee| 2z H|m

client®} server 20| M Zt2 5-tuple2 capturedt™  packetO] = ZANA A2ZIX[=X] & 4= ALL. client SYNO| 0|
X2 serverdl| @12 ZFZt network, server0l| SYN2 UX|TH SYN-ACKZ} @1 ™ listen/firewall/kernel, server?t SYN-

ACKE EWX|2t clientdl] @12 return path/asymmetric routingS 2| AlStCt.

End-to-end Xt HHE 53

# Client

ip route get 192.0.2.80

ip neigh show

curl -vk --resolve app.example.com:443:192.0.2.80 https://app.example.com/

# Server

ss -lntp | grep ':443'

sudo tcpdump -ni any 'host 192.0.2.10 and tcp port 443'
journalctl -u nginx -u php-fpm --since '10 min ago'

L2- Routing- IDS Io"()l'l EH% W] ol + B 8
B} 2fdk v configurations A &7tk

EhH A2 2 L2 Loop Response, Routing Troubleshooting, IDS
Troubleshooting

L2-Routing- IDS &0l CH32t network/security o L2
topology - table - state0i| CHot 7HE S M2 5l 2|4 HE O = QI
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| L2loop e
1. ¥k VLANZt broadcast rate, MAC flapping portS &HQIsICt.
2.topology®t £|Z cable/changeE 2tQI5t 1 suspect edge/uplinkE SHLF#} XHEFSHCY,
3. STP root, port role/state, topology change, BPDU guard eventE It}

4. 1012 M|t | kTt portE THAIMOZ 278t 1 counters ZHATIC

==

_—

5. root guard, loop guard, BPDU guard, storm-control, EtherChannel consistencyE &A|gtct.

| Routing Zojj ie
1. XX prefix?t RIB/FIBO|| Y =X[2t LPM Z1tE 2L}
2. next-hop adjacency/ARP7} SHZE|=X| 2L},
3. protocol neighbor@t update/LSDB/topology table2 2QI%ICE.
4. AD, metric, route filter, summary, redistribution= CHZ=StC}.

5. 2ESF return route2t ACL/NATE =HQIBHCY

| IDS alert 1 CHS
1. SPAN/TAPOIA A K| packetO| sensor NICO| =AHSH=X| tcpdump 2 &HQIstrt,

.

2. capture drop, checksum/offload, VLAN tag, snaplen2 2QI%tCt.

ro
ot
n

3. engineO| correct interface/runmode®t ruleset 2 S&tst=X| =
4. rule header, flow direction, content buffer, SID enable {§E test pcap2 £ ASSILCL.

5. alert output pipeline2} SIEM parser/indexS 2tQI$ICt,

EglE#+Y2 7HE1 3712l th5olct

EH=
o5 25 s101 &0l

ol
=

M evidence LX|

3 37-2. o Hoj| of2] @3S HHH o HatIt [RI0|U=X] & = glCh.
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%'ﬂ' E?_l-.L-"E.?__lﬂ Lab 17| 2ol + B3 oA
=7+ AR 7150l ohyzt packet#t control®] 1A IS SE

EhH A2 L Integrated Lab, GNS3 Security Lab, Blue Team Lab, Pentest Lab

E8 HohH|ESI3 Lab®t £ lab2 switching, routing, server, web, monitoring, penetration
testing= StLte| Z2| topologyOll A HZSH D FAr-&0K-3H-20{9| evidenceE H|udt= g 2HF
o|ct.

| 53t lab 47
GNS3/VMware host-only networkOl| router, L2 switch, Linux web/DB, client, Security Onion sensorS FAstrt, Q|
£ Internet update interface®t lab vulnerable interfaceE £2(6t11, snapshotzt address plang SA{SFSICE

| oA atw
1. VLAN 10(client), 20(server), 99(management)2 PtS 11 trunk/802.1QE packet capture= 2QIStC}.
2.STP rootE 2|=XMO 2 X|H5t1 redundant link0IA| blocked portE &tQlst & lab0ll A loop symptomE X|$HH
OF PHASICY

. Inter-VLAN routing, DHCP relay, NAT, ACLE T+43%}t11 packet pathE 7|Z3iCt.

.Nginx/PHP-FPM/MariaDB HE= Flask/WSGI stackS HHZESHL service user- SELinux - firewall2 & &%ICt.

. SPAN/TAPZ Suricata/ZeekO]| trafficg ELHX custom safe rulez} protocol logE &

. DVWA/WebGoat|A SQLi/XSS/CSRF/access control& Z{$15t 11 server-side 2f0{E

. rsyslog/Wazuh/SIEMO|| device- server logE 20t incident timeline2 A 3ICt.

oret.

=
o
=gt 7| At

—

~N o O A~ W

2| topology2t VLAN/IP/route &

« configuration versionzt & 27

« M traffic packet walket ZHoH packet walk
s rule/alert/PCAP/log evidence

« #|2H findingdt =3 diff- retest 22t

« backup/restore2} incident response runbook

shg 43 7|1E
HHo| MEiz|= ZILC} “0] AH0| Of™H table/stateE PHS 1, packetO] 0= fieldE E11 CHS THAIZ JtH, Aofst
M 0| evidenceZt H2tX|=71'E AHE 4 A0{OF SiC,
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>

X 2 A UERZ 7|E B80S HIESI0| HEG|

B2 A HEY 7|X S0{S HIEQI0| WA

HESAES vlerh BH PAN, LAN, EZ2X], 32, gulg, FUNAE 22 chol7} s
of ZoXit}. o] REL2 TolE 9|2 7|Hr} “ojr HE 7teE]7]|=7F, ‘oL AFolA FAZ

BRAY HBlel s} E 7|20a B}
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BE 80-270d ud-stE K= 2 A UERZ 7|E B80S HIESI0| HEG|

PAN - LAN-CAN - MAN-WAN ik
A2 B} “w7t oltiA] Balaherl s @l 2ot

StH B2 2 Personal Area Network, Local Area Network, Campus Area Network, Metropolitan Area
Network, Wide Area Network, HE®|3 He

PAN-LAN-CAN-MAN-WANZ HEQ| 37} HE= X|2|1H He}f 22| HeE el F=H
T4, Beloz pEs) Has gart,

I He| 0|E2 7|= 1740]| ofL|2} &2|-X|2|™ AR E MHSH= 2o|C}

PAN, LAN, CAN, MAN, WANS HIE$|37} 0j= B 0| Hz|t Zha| H|S HaX| MusIch A7t $Hoz THE 2
2 OfLICk 22 Ethernetat IPS ALBHIE Bt & otol 10|21 PAN/LAN, 012f 12 SO0 CAN, BAARIR} S0
X|-=2715 dOoH WANO|2t £5 4= ULt

e =0{22 0| TEEel He ofsl| ZQIE

PAN Personal Area Network oh AR FH = m~=H m Bluetooth O[O Z-A0IEAXIXH 70 X AE
LAN Local Area Network EARA-SHHE ZE0| ZH ALKt HIME BESH= BRI B2
CAN Campus Area Network Stu-Z%-o2 8 02| LANS A =02 |5

MAN | Metropolitan Area Network EAA A T SAT-AIEA HEZY

WAN | Wide Area Network X|-=7-i& UCHZ[M-MPLS- B & ¥HE| HE

HER3 "7t Hoixl= =AM

7HQl =4 PAN | 2 ARAM AN || O3 HECAN > ZAIH MAN | =Z7}-ti= WAN

2| 0|20| Z2t= Ethernet, IP, routing 22 7|£0| &7 AtSE 4= AL

33 A-L RV SO RS FH| 27 A, 2l MBS, XA, Folj 724, HIES O B0l 12{sirt.

LANZ} Ethernet2 Z2 20| ofL|C}

LANS &2 x|™o| HEQTzt= H-2% 7§H0|1, Ethernet2 1 LANS 113ist= CHEXQI 213 7|£0|Ct Wi-
Fi2toZ Ok= LANE LANO|H EthernetO| Ot 4= QICt.

FYEEHHES D JHEn HAHLES sHE A
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2Z 20]-Q70E nx-5H X £ HEE A UESRZ 7| 80{E HIEQI0| HESHY|

o 7| 0l + 7|% B2
HE{3I EEZX] 2] 3fol + 7|
Aol & 2t AR ol 55 E2lsiA 2ot
&H A2 2 Network Topology, E2| EEEX|, =2| EEZX|, Bus, Star, Ring, Mesh, Token

Passing

HEHI EE=X[2H HEXI FK|2t @39| 22|H HX| &= G|O|E{7t 0|Sdh= =2|X HE HAS

LtEtLH= S 2Lt

| EZ=x|ats chojo] &=
Topology= “HZ 27|19 ZY’S SEtCh HIE I M= &Kt 2| M0| o{EAH HEEO U1, HI0|E 7t =X 2 ofH
=X Z 0| SSt=X|E LIEHHLE, A AN 2| H|O| = HHX[Z B 2F0|2} 11 SiA| HIO|E SEE HIEA| H 20l 742 OfL|C}.

He| oz B3 thE 913

Bus  ohtol 2 ojklol ofzf Bl 1 b e 25 o4 Top = P 3

Star | ZhEreto] Fg FHlo| # o 91K Tet 412 B Tu|7} £ Tofol E 4 U
Ring 2 EXI7 e mxlet mal ¥y &M U B2 s 18| e8| 47 Be

Mesh | K| Afolof of2{ Z= £e 2ol HI8-ZZ Nl 2= 57t

E2|® Star EEZX| 0f|A]

El
El
PC-B

3 A2, 2E AT SY 290K|0f 22X =2 AZEICE SHXI2HVLAN - STP-E{ o] W2t =2|X H|0|Ef 52 LHE &+ UL

| 22| EZ2x|9} =8| EZ2X]

=2 EEZX|= 2 Ao|=1 ZH|Q| BHX|E LIEMHCt. =2 EZ2X|= Z2f|Y-E2-I{2I0| ot FAnt Z22 0[Sdt=
X|E UEIHACE oS S0{ 2t Token Ring2 #0|£0| S HH|IE Fot= & ZY0|0 e =2|XHo2= EF0| 12E =

ALt

FYEEHHES D JHEn HAHLES sHE A
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S5 iAo o] =X|7t SAlof] LotH F=0| M7ZICt Token Passing A2 “X|2 SAGHE &= A2
Hs o

PRI HEE =MU2 F2ICh E23 71T X2 SRR SES T/g = UK

UL

.

2|I|E{-5| 2. Ha|X|- A Q| X|-2}E{-H|0| ES| p——
0]
A= AZ ofd g sl=A= et

EH &2 2 Repeater, Hub, Dummy Hub, Bridge, Switch, Router, Gateway, L3 Switch

3

2| I|E{-5{5-He|X|- A 2| X|-2t2E{-A|O| Ef0|2 U E)Z HO|KE 22| U=, MAC &g, IPI{3! &
= MH|A FAH +Z0M 22 d-=x|-dE HE-F 2 B HESHE

r

| 2lmEs MsE Elarzic

AO|E22 KILtH MS It sl K| 0 M 0| SE{X|H H HE|HM HEE 72517 HELL 2|IEHE 2 2| MSE THA-

Mool Ct2 7O 2 LHEHCE MAC FALE IP FAE 210 AZE MEHSHX| Q=LY 2k L1 ZHH|C

| sl2L of2] ZEJ} 22l 2||E]c}
E A

£ LIHX| 25 ZE=Z dt

= H =35t
— | —_
Eclmig B0 22 & EHQIS SR “Ci0| 187 = “HH 3

o

HE|X|et A9(K|= L2 2| Yo ELX| MAC FAE 55t SHX| MAC FAE Zo|oit). J2iM ot ZE20F T3¢

S MEY A0 ZEE = MRS 22BTh A9K|=E B2 EZEQ StEY0] M2 58S 71T HE|XZE EZ|X|Z 0
o

| atE{et Alo|EY 0| “AHH| 0|2 73} “ei&” 0| Ct2C}

2tRE = IP UERIZ AtoJoj|M 2t2E H0|2S Z3[dH T2l S M= &H|-7|SO0ICt HO|EL0]= gt MA M CHE H|
AZ LPte 22 A28 SEstr). 28t PCO| default gateway= BEE 22 LANO| QU= 22E QIEHO|AX|T T2EF
2t A 0| ES|0| X 2tLE{Tt Ot ZX| = A[O|EQI0|7F & 4= UL

oA FERENE | MO U ool gk

Repeater |- M= M= R Eojel 22| gt

Hub HIE DECIE ZEZ i 8tLEQ| collision domain

Bridge/Switch MAC =& a5t LE £ flooding T EH collision domain, VLANE broadcast
domain
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BE 80-270d ud-stE K= 2 A UERZ 7|E B80S HIESI0| HEG|

CHad FEEEME | MU ool FE
Router/L3 IP prefix 2tRE EIO|S2 OIS 5 ME broadcast domain £&|
Switch
Gateway THof| et | CIE HE/QI ZZES-MHAR g ol
g £

Al 0k XH - REZE SX| MAC 7|2t HE IP7[gtH2 H|A Ato] 22
Repeater > Hub > Switch > MEH Router > Gateway
JEA-3.2EXCE ASE O 52 52 YE FHMS ALZSH|TH X FH|= 02 7|52 &Ml 7H 4= AL
SLIFHAE-HEEFHAE -HE|FHA E-OJL|FHA 17| gol + 1P w2

E

“lof|A]” Buleslel “ojt) A BaE=rp s LRk}

FH At2 2 Unicast, Broadcast, Multicast, Anycast, 224.0.0.0/24

oot

FLIPHAE-HZCIHAE-HE|FHAE -OfLIFHAEER 4 G|O|E{ T} o 4K 22 FHo| B &, EF
7t A5, S F2E MSots o2 K- S otLtE iYL= HEE = S4 LA0IL.

L 2HAlO|CE 2 M St CHol| TCP HZE Pt== Zd0| cHEA{O|C}, Chgt
T x AANMOR floodingEt = QULCH.

IEEEmﬁé

Broadcast= Z4E HZEINAE THQIC] REE CHAOZ SICt Ethernet EEEIHAE MACE ff:ff:ff:ff:ff:ffO|C}. ARP
Request?t 7| DHCP Discover™& OF=| MTH| 71X F=AE ZE f FESIX|P, ZE EX|7f 2ot X2|sHof stE2
2|2 H|THslof BiC} BIRE= 7| EXMO 2 |2 HEEIHAEE CIE | EYIE MESIX| Y=L}

| "EIFHAE

Multicast= S IE0f 7tiet 2] LXtof|A| ot He| =2|H S4 2 H|0|HE MHICt SMURZL 4K 2212 5
AFSER| Q40 HIERIZ |7t 2ot X[FHoM SRS =+ UCH 1Pv4 224.0.0.0/24= 23 22 |01 ZEIFHAE HLI0|
M 22 TRES So|M AREICH 2E 224.0.0.X7t 22 S8O[2ts =2 ofL|22 Y FA0 BE 8 S gHolsHof
ot

HEHHHERS HE3 HiFLIZ M
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BE 80-270d ud-stE K= 2 A UERZ 7|E B80S HIESI0| HEG|

| ofLisHAE

Anycast= 02 MHL} 2tRE 7t 22 SXX| FAE 10510, 2128 2F-l|M 7HE 7H2 e 71 MR o X[E2
2 E2j|0| 7t7| Stz WAI0|Ct DNS A{H| AL CONOIAM X|H-7H24 FHMof| MQICE “ShAl X|2[H o= 7+E JHH2 At”
7} ofL|2t 2tRE Mt A2t MEdst X|Fo|2t= Fo| K5It

S CA 0l T2 FE WAl

Unicast: 12

Multicast 15  s—
HES3

Broadcast HH|

\\/ﬁ

A
Anycast & 132 2MZEC

0% A-4. SNFR] A X 0|z ot HEYT| 2R R Mey

o
4
HI
rot
n

Flooding2 CH# {20] OtL|2} A91X|e] HME #So|C}

Broadcaste “STO0IA HLH=71"E 56k, flooding2 ARIXIZL “o2f ZER EX6H LHEL=7"E SSBich
Unknown unicast®= flooding® 4= ALt

CSMA/CDQI‘ CSMA/CA 7| Shol + |EEE 802.3/802.11 2%
S 2ol A AR DEA]” Aok 2]

et &2 L Carrier Sense Multiple Access, Collision Detection, Collision Avoidance, CSMA/CD,
CSMA/CA

CSMA/CD2t CSMA/CAZH 2] FX|7t 37 OHKIS ArEe [ A O] HEfS =telsta, M HHo|S
Ethernet2 £=2 4XIoll MAI=SHH, R4 LAN2 = 7tsd2 E0[= BAE ArEst= 2 HO

utAjo|Ct

| csMAe| 25 Mzt
CSMA(Carrier Sense Multiple Access)= 042 &X|7t StLEC| OHAE SR I 41 Mof| CHE &X|7F AL SUX| 2 XI5t
£ dtAlo|Ct, Carrier Sense= “AM 7t E2[=71, Multiple Access= “042{ k|7t ZH2 OHA|0f] 2 SHCL = 20|t

FYEEHHES D JHEn HAHLES sHE A
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BE 80-270d ud-stE K= 2 A UERZ 7|E B80S HIESI0| HEG|

| cSMA/CD: ZEg wAsln FLHsict

A7 HHO|E 37 EthernetliM= & FX[7L 72 SAl0 S48tH S5 4 JURUCL &4 & F=52 UX(Collision
Detection)st™ ™&S STt jam signalE 2 F| 22| AZHEHE 7|CHACH RHA|=BICH oACie] AQ|X| 7|8k HO|&
EthernetOiiA= 2t 237t HOHHO|EE HAMNOE FE0| US| 920 CSMA/CD7H AMA A AFZE[X| b=C

.

| CSMA/CA: 2MOME= SES mfsta] 3t}
C|

S B SAGHEA SA0 022 T2 No| ZE2 Fes] 2X6t7| ofCt J2A 802.112 Y] backoff, ACK,
L@ A| RTS/CTS 22 HAIZ 5 71548 0l Collision Avoidance HAIS #Lt. S5 13| glofs 310] ofLiat
2y s 4T HIS S WAL

T OHRI0I A SAfol 415121 & o

1. AZHOHAIZH BIAEX] X

T T
1 1 1
1 1 1
[ > 1 1
1 1 1
1 1 1
: : 2. BE 72| SAl0f H|ACkD Tt :
1 1 ‘ ®
1 1 1
1 1 1
: 3. ASA AR : :
® > | |
1 1 1
1 1 1
1 1 A - 1
4. BEMAE-FE It

1 1

] ] ‘ #
1 1 1
1 1 1
| 5.CD: & ZXl = B¢ backoff i |
1 ‘ hg 1
1 1 1
1 1 1
: R 6. CA: ACK STI2 AT 27 3 A= :
1 h ’ 1
1 1 1
1 1 1
1 1 1
1 1 1

O3 A-5.CD= 341 & 5= X0, CA= AP L7 |2t 2ol SECE & 3|m|of 70| QUCH

Loopbacka} 127.0.0.1 ol %o+ p 2y
A7) AN S Foh Al 2] A=

ShHl A2 2 Loopback Interface, 127.0.0.1,

localhost

Loopback®t 127.0.0.12t 2|F 2| IS AFESHK| o0 22 FX|Q| HEQIR AMOZ E|F0jQ
= =2 QUEH 0] ALF T4 H|A|Ct.

| Loopbacke 492 LIZHX| 9= Xt7| XiAlate] EAM HEc)
Loopbacke 22| A|0|Z0|L} 9| LIEYAE 7AIX| 01 22 AAH LR E &S0}

2= =2| QIEmo|ALL FAE Stot
Ch IPv42| 127.0.0.0/82 loopback H(0|0 LHIEMOZ 127.0.0.12 localhostE AFREHCY,

FYEEHHES D JHEn HAHLES sHE A



HX 20{-970E nHA-3ta K| & EEAUERYI 7|X 80{E glIEQI0] HESH|

K= oF A o sk A —

2oUS HEY 4 AN oIS ASY 4 ol

ping 127.0.0.10| 835tH IP AEQ| 7|2 SES &old 4 UX|2H 22| NIC, AH[0| =, AIK|, 7|2 AlO|E0|7t HAt
O|2H= =2 ofL|Ct. @ M7t 127.0.0.10{|2F bindE|H Z2 SAEMNM= ™AL X[ QR HAT 4 Qict.

| atE{2] loopback interface

2tE2| loopback interface= 22| ZEQI R0t =2| QIE{H|O| AL}, ZH| XiA|7} &0t Rl= ot QHEMO = up MEHE

o
|{XI8t7] 219 router ID, 2| F4, 2tRE HAE J|ZEHOZ AESICL B, O FAZ 7h= 2tEI0| A0{0F CHE ZH|of|

M EEE 4 U0h

Loopback &l M4

ip addr show lo
ping -c 2 127.0.0.1
ss -lntp

# Cisco AlE oAl
interface loopback0
ip address 10.255.0.1 255.255.255.255
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ol o[ B ol SH0] 23U FobAL oAl o) R4 shell, BI7], Y2, U
53}, A §oI2 “LGAAIA ofE UL PR} F|F 02 At
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bashrc:zshrc-=Z ]II'OEL%:'%' 7| 2ol + Shell 22t
history

ol 7ol A ¢5|aL ofr]ol E=7t

&l &2 2 .bashrc, .zshrc, rc file, hidden file, shell history

fjo

bashrc-zshrc- =2 OIY-BH historyZt shellO| A|ZHE! wf st ALK A3t 2bH HHE K&

£ IY-7|S0|H, H2 2 AAfstE OfA2 HX| 7|2 S=0M 57]= 0|F 2Tt

- 1= — | e Y B

| rempe mz=a AZt A s MW o @o|ct

=
rc= GAOE run commandsets SEQ 2 M0 RCt BashQ| ~/.bashrc, Zshe| ~/.zshrcOl= alias, 824 Ha,

prompt, &=, Xt&2td BH S H=Ct o= IA0| 45|=Xl= login shell2!X| interactive shellQIX|of 2t St
|

| s2 ool

rlo
[ 2l
ru
OHm
>
N
°
r
fim]

rir
L
o
rH
%

Unix AIZ0flAM 0| 50| H(.)22 A|ZISIH it 1s EH0f| A H2ke|= 22|7F QU s -a2 HOICh &2 EAl
Of OfL| 817 #etol

A
shell2 st HHS HIZ2|2} history IO 7|FE 4= UL FHEH0| H|LHD-EZS XH FoH
2 L ol

= [eNeNe) = h
== UL} 7HsotH 2tF mo| #tE M[etsta stdin, T & secret 22|, prompt Y22 AFESICL

==, DFAI‘E o )y o

[
=2
oL
mo m
4>

# A i 4y ot

echo "$SHELL"

shopt -q login shell && echo login-shell
history | tail

# =54 O Zg 27
ls -la ~

# alias O|A|
alias 1l='ls -alF'

cat-head-tail-grep-sed-tee-wget-curl-of == ez
ojx
o7t ofdet Hloje £5& 2ot

FH &2 2 cat, head, tail, grep, sed, tee, wget, curl, pipe, &&, |

oot
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cat-head- tail- grep-sed-tee-wget- curl- DtO| X2 maint FZF A= AERIS 9|1, Ui,
Hetst, SX|I5H, URL XS M&3Hs Unix £10|H IHo| T = =
ol Ao = AZASI,

rr
o

head/tail
oo FEE.SIEE0F 20} tail -f= 230 A 0| F7tx|= S MafZtCt
less
2 OFYU S H|o|X| TR 2 BHAHSID ZMBHCE,
grep
IHElOf| Bt= &2 J=Ct
sed
Ql2) AEZIO| BIAES Aol f2} K|S Mef- BBt
tee

cmdl && cmd2= A EHO| M3 (exit status 0)HS WP & HY HHS Maist= o] HAXICHL cmdl | cmd2E A
HYo| HE =32 & Hf HHo| BE YO Z HHSHE= pipelineo|Ct. “¥ B ZutE CHg FEHo| HzZIC = ME2

ool zmof| 2t Fetstrt.

| wgetzt curl

= L} URLZ HIO|HE F13 4= ATt wget2 Tt 17 CH22E2F 0220l 231, curl2 HTTP HIME-HEH-22-¢
S S QS MZsoH S SEHE &Qlsots ol Zoich A MH HHNME curl2 e 220t HHE &eldts 32

7t Bt
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# OHO|Z: =70{|M ERROR 2 £ A|7|
grep 'ERROR' /var/log/app.log | wc -1

#8&: 7|2 =5 Al 43 Al 23

sudo apt update && sudo apt install curl

# tee: S}HO| EHAM root IO 27|

echo 'example' | sudo tee /etc/example.conf

# HTTP 3|2k &0l
curl -I https.//example.com

# 0HY CHR2C
wget https://example.com/file.iso

Vi .Vim ° nanogl' 7| gl + Unix 22
Ctri+C

A REQ} TRAA ASTE JLESIC}

=)

oot

FHl &2 2 vi, vim, nano, SIGINT, Ctrl+C

vi-Vim-nano2t Ctrl+C%t vi/Vim2} nano= E{0|'28 ME 7|0|H, Ctrl+C= E{O|'22| foreground &t
Aol QIEHE MSE HLl STHE @8SH= =o|C).

| viet Vim, nano

vie Unixe| MEXQl I E 7|4t ME7|0|H, VImE vi
St Insert modeOf|A| 2XHE Y= BICL nano= 2HH OfEHoﬂ
Ct AX| 27} CIE2D 2 2[A%Hvio| HE-ZRE= 20t

£ =&t ME 7| Normal modeOil A O|S-AtK|-2ALS
27171 EAElE Ehest HET|Z A2Xt0lA 20k Aot

4n
rir
e
o

A
i)

== ola4 HEA| A|A S5
vi/Vim Normal/Insert/Command 2E i3 Esc, :wq ME B&, :q! ZH S=

nano ESNRIE= Ctrl+0 MZ, Ctrl+X &8

| ctrl+Ci= “A8H 3|4 7]”2}7| €L} SIGINT o]c}
26

E{O0]'20l|A Ctrl+CE %2 terminal driver?t foreground process groupOfl SIGINT AlSE EHiCt IZ2MA=J|2 &
HOR ZIRE[ZL, M= XE|7|E F0 2| = SR, E2H FAIE 4 QL) M2t 2E 2 Y0| 2bH3 rollbackE

Ch= S22 ofL|Ct, I M7|LL DB transaction T2 1240| 2 OFHSHA| X 2|8l OF St
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# vi/Vim 2|A& S 2
vi /etc/example.conf
# 1 -> HZ -> Esc -> :wq

# nano
nano /etc/example.conf

QI foreground Y0 SIGINT

M

7|

_|l0r

+filesystem 22

Hard Link2t Symbolic Link
5hel o] 23} AA| Hlolefe] A A

gt &2 2 hard link, symbolic link, symlink, T+ 213, inode link

count

Hard LinkQ} Symbolic LinkEt Hard linke 22 inode0l| ¥&%E 27} ot 0| 50|12, symbolic
links CHE 7t2|7|= B @3 oHUO|CE

| Hard Link Z2 inode0i| 0|2 sft Cf £eIct
ntlo| M| HIEFH|O|E{2t HIO|E 222 inodeZ #E|=|1, directory entryZt It 0| £8 inode M 0| HASICE hard
linke Z2 inodeZ 7I2|7|= CHE 0|20]Ct, $F 0|2 MH[BHT link countZt HHot U™ H|0|E{= RX|EICt, UutX O

£ filesystem2 @& £ 811 directory hard linke HMISHEICE.

| symbolic Links Z2 2x182 g2 " nidolct
symbolic link &= symlinks CHA 222 LHECOZ JHEl Bk inodeCt. CIHE filesystemO|L} directoryE 722 4 U

X2t Ci&0] O] S-AFM|=|H T &I37E 2ICt Hot HHah B Al 237t | =5HX| §E2 #IXIE 72|17 =X| 2helstof St

- O—

rlo
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Hard link2t symbolic link7t CH& 2 712|7| = Al

inode H=

inode 4201 block #1%

data blocks

Z2 2N

O|£ B Hard link

symlink C

B-1. Hard linkE inodeE &R, symbolic linke CHE 0|20 2 7t ZZE NASIC]

echo data > original.txt
ln original.txt hard.txt

ln -s original.txt symbolic.txt
ls -1i original.txt hard.txt symbolic.txt
stat original.txt

e

7|

_|l0}

+ Python 22

S A-HH|- QI AEH A getter/setter
7|38 £xlo] ohfz} 21l HAZ olsfaict

EH &2 L class, object, instance, getter, setter, encapsulation, inheritance,
composition

AN QAR A getter/settert 22l A = A7t 7HE MEfet S2FS Fl5t= Etel dA[0|
o

IABIAE T ZHA0 M 2HS0{Zl JHE HA|0|H, getter/setter= LR 2t A1 HESIHH HES=

| SEALE MAIE, AAHAL 1 M2 aHS0{Xl JHE MK

Class= 35 AEl(attribute)2t SZH(method)2 T MER typeS H2|3HCt. Objects ZE2IH0IA 2t SEHS JH7

WES
aS WA 22 20|H, £EF classE =&l U4 E 7HE objectE instance2t Lt PythonOllM= class XHH|=
objectCt.
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| 2&siot getter/setter

Waoh= A LR B2 2[R ZET MSICHE THEE2|X| HEE 371 QEH|0|AE MoH= HA| AZI0|C. gettere 2US
ol= HIME, setter= gf2 ASoH HHL= HIMELCE Python01IA1E ZU get_x/set_xE THS7|ECtH Lt attributeE Al
Ztstn, Z430| LR of @property 2 QIE{H0|AS QX|6t= EAl0| Z3|Ct,

| M&HCt 1M (composition)o] LtS mj
M2 “As Bo| $ E2CHis-a) BAE LIERACH Tha AC HALR TS0 A4 AES 27| otSel Zeeot sot,
|

“A7} BE 7IX|11 AtE%tCHhas-a)” ZAIZIH Z{H|E attribute2 Z&SH= composition0
Ch

Class, instance, property 0| A|

class Port:
def init (self, name: str, vlan:
self.name = name
self.vlan = vlan

@property
def vlan(self) -
return self.

@vlan.setter
def vlan(self, value: int) -> None:
if not 1 <= value <= 4094:
raise ValueError("VLAN ID must be 1..4094")
self. vlan = value

p = Port("Gio/1", 10)

Paramiko - Netmiko:Console-VTY 2719491+ 5% Y
SSH 172 A&}t 4] CLI H o] AlES Eesitt

et &2 & Paramiko, Netmiko, Console Line, Line VTY, Virtual Teletype, Telnet, SSH
automation

Paramiko - Netmiko - Console - VTYZt Paramiko= Python SSH 7+¥ 2t0|22{2|, Netmiko= U|
E Q{3 FH| CLI M2|E the3teot X572t 210|22{2(0|H, consolelt VTYE 22t 2Z-24 HO|E I
Z lineO|LCt.

| Paramiko= PythonollA] SSH Z2EZSE Cl2<= ajo|Ha]a|ct

Paramiko= SSH &&, ¢IF, M4, SFTPE Python ZEO| M H|O{StCt, 214 shell BES A5t 20t S 4 UX|T
vendor® CLI prompt@} configuration modeE X522 0[sl{slf F= 22 OfL|C}.
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ot
>

Xz £ & B. Linux-Python - X}=2t0i| M X} CiLt= HE &

| Netmiko= HIES|3 EH| CLI RHESI0| 2 Ag| £Ct

Netmiko= Paramiko S2 HIEQZ Cisco, Juniper & 0{2{ ZH|2| prompt, enable mode, command timing,
paging MZ|E Faelotch &H| A% XsS3ollM H2|six|gh HE A Aupyp st MEfQIX] HEstn A Al
rollback- 218 EH7|= A4Al= ALKV} 6ljof otrt.

)

| console, VTY, Telnet, SSHe| 27|

Console line2 ZH|o| 2 22|/7t4 24 H& ZAZCh VTY(Virtual Teletype) line2 Telnet/SSH Z+2 21 E{0|d A|
ME #83t= =1 lineO|L}. Telnet2 BE0|2Z H2[UOM T 7HEE SSHE AHE5tL, 15-FHZ ACL- 235 &1 74
Ct.

rot

HIES 3 FH| xtS2te] AS

Python X523} Netmiko2 Paramiko ZHH| VTY Cisco/Juni
= P muane (P ssimae [P e P percu

38l B-2. Netmiko= &H| CLI MQ| #|50|1 Paramiko= SSH Z2EZ A|Z0f 7HZCH

5171El & HH|0ol M2l Netmiko T OflA|
from netmiko import ConnectHandler

router = {
"device type": "cisco ios",
"host": "192.0.2.10",
"username": "labadmin",

"password": "<LAB PASSWORD>",

with ConnectHandler(**router) as conn:
output = conn.send command("show ip interface brief")
print(output)

XpSsh= “ddS "a| k= 279o| oLt
AP HEf 2T, BE S, dempotency, oflel XMzl Zot A4, 28 XNE, M, AL 2371 A0{oF 2F XS}t

Monitorixﬂ} RRD 1| sol + BLIEY 22

AAZE 32 BAo] oket 7] A% AR B =

-

)

oot

H &2 2 Monitorix, RRD, RRDtool, MRTG, Cacti
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Monitorix2} RRDZ Monitorixe A|AEI MEHE FI|HOZ £E6| @ JejZ2 B FE=
E{Z! =30/, RRD= 1™ A7|0|M 2eHEl AAIE HIO|EHE HAXOZ T AISt= H& &L

| Monitorixi= 7HH 2 AJA AEf Al2t3} Eqct

Monitorix= Linux/Unix AIE A|ARIS| CPU, M2 2], filesystem, HIE®|3, MH|A EAE —’F—7I"—19E >l gl J2fE=z
HoFE£ 3 ZLHY AL X T2 AA|Zt packet analyzerZt OFL|2} A[ZHO]| (HE A2

| RRD 2x9} & gt= 0|2

RRD(Round Robin Database)= 1178 37|29 Y X0 A[AE gf2 MEStD, 224E HO|HE O H2 A= EA|
SICE M& Z7H0] 2810] HXIX| gt CHAl 2t NS G7 BEESH= 21 DBt EX0| CHECL MonitorixLt MRTG,
Cacti A€ =+= 0| E42 0|89 o

= r|r

(6]
HI
!
N
o
>
=Y
>
=
ra
40
o
EN

> U Wa P 2o NsjAz  |[P|  DHII| X

32 B-3. 2|2 ClO|E{= MZSHA|, 22 E lolE = EA3H Het

rin
Rl
okl
OH
3
|0
Hu
okal
N
4
=
U
HL
I
_Qt
in]

Mainframe - Workstation - VDI w71 2o + ol iy
2%l 2780t ojd ARet £ RS 915 AR}

gt &2 L Mainframe, Workstation, Virtual Desktop Infrastructure,
VDI

Mainframe - Workstation - VDIZt CHH 2 S A2 K| A|AE] ol ME M5 HAFEH, SL VM
O =Z AEX} desktop2 AMlSot= QITEE 242t 72| ZICt

| Mainframe

Mainframe2 2 ZXo| Myl 72HE =2 ME[G-Me|FIIEH2E ME[ot=E dAE S AlA™ AZo|T. th=d
“OFz 2 PC”7t OFLIZL1/0 M2, THE|M Y, ol A2, &7| =g S SABHCL

| Workstation

Workstation2 CAD, 1tst A|4H 3D, HUXME o ALEXI2| T2 20| 8 PU/GPU H22]-A2HE MSdt= AFE
Ch 25 1ds PCt ZA7F AXIX|Ct QI5E 2, ECCHZE|, M2 GPU E2I0|HE Zxd 4 ULt

FYEEHHES D JHEn HAHLES sHE A
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VDI
VmWMmHEWmem&deQEM%Hd&mmﬂﬁ%HWHWHQVMQEM@f;ﬂmﬂEENQ SRR
A MEOICE Chof ClolE7F & H B 22|7F 22 FEO| UX|TH HEY X|H-AEE|X| IOPS- 2121 =35-210[H

A7t B 24 Q4L

7 F A2 HE S A 24

Mainframe 2 5 Hal X2 7t84-1/0- = etM-IEIM
Workstation R HE nHs =Y CPU/GPU-H|22|-Q1F E2}0|H
VDI SL0l|A desktop HS N HE-AERX|-XA-H2 SX|
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IEEE, ISO, IETF, RFC, TLV
7) 4t} olw EAE ofciA

g4z
T
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1ISO - IEEE : IETF - RFC w1 ae 3 ey =
ZA 3} BA9 2 EZS PRI

&Ml &2 2 1S, IEEE, IETF, RFC, Request for Comments, Internet
Standard

ISO- IEEE- IETF-RFCZ 2X| X 7|3, M7|-MX}-LAN EZE M2 chy|, OlE{4l EZ3 24|, 12|10
IRl 7|z AMLE 7|85t =M Al2[=E 22 712|7ICt.

ISO

ISO(International Organization for Standardization)= 0{2{ A% 20fe| =x| EES CtEE= =7 =H|7|<2C} OSI
Reference Model2 I1ISO EZ& MAIOIM HESRZ 7|52 T AIE2= dEst= TZ ZHO|CL ISO7t QIEHIS| BE T2
EE 798 2 Follh= 2 ofLct

—_ A

IEEE

IEEE(Institute of Electrical and Electronics Engineers)= H7|-HX-ZHFE £20f2| ME THM|O|H IEEE 802 A0 A
LAN/MAN 7|&& BZ2ISICL Ethernet2 F2 IEEE 802.3, 4 LAN2 802.11, bridge-VLANZ 802.1Q AlIE=t HZ =
C}.

| IETFet RFC

IETFE QIE4l 7|& EZst Z2SH|0|H Al ZiES RFC(Request for Comments) Al2|XZ WaliSiCE RFCOl=
Internet Standard® OfL|2} Best Current Practice, Informational, Experimental, Historic M= ULt HZ 7t ULk
= 0|REICE R WX BER OIL|E = MEl, HO|0|E-H7| 24|, errataE 2tQl5HOF SHCt.

QIE{H 7|& EMIL 2= 2 S8

HHO|E - 17| - Er

25 - xotFot [P BT > ETFHE 3o [P RFC g3 > o

Group =29

T2 C-1. &N Fkh= O SFHH ZE RFCIFZE2 E&E A0 l= A2 OofL|Ch

“RFCO| UCt = #XY BEEA] Foi5}j0f 5f= BZE"2 OtL|C}

RFC 2A] ACHO| category®} status, “Updates”, “Obsoletes” ZHA|1S 2tolstrt. TCPO| #xH SHA! AFFS RFC 9293
NE 2tH Z2ME Se-CHMet EME 24 Btof Btk

275



2% 8027y RS X S2CEE 2N IZES B Y

TLV | gl + T2EZ HZ

DL SHE Po|2 B3 AUE 4 g7 sHe X
9

i

TLVEN TypeR = 29| ZFE EAlotL, LengthZ ZO0|E 22|, Valued| &H| HIO|HE 2= &F 7t
_:'LE'

of CiloEf 212 F=L.

0| 2t RS0l FAS Loh=X| LIEH= AMEXICEL oS S0 “0] TLVE T4 HE, “0f TLVE metric HE"HY oA 24

Value &<io| ZO|E LHELL £AX= LS EE ZAIE AlMStL XHU0| 2E= types ZO|PHE AUHE £ UL} ZO|
AS0| HASHH buffer over-read, parsing 23, DoS F2FX0| AZ 4 QlCt.

| Value
AR F4, 0|8, &4, metric 22 CIO|EIL}. TypeOtCh LS HA0| Ct=CL LR T2EZ2 TLV QH0i| CHA| sub-TLVE &
of gttt

TLVE 7|2 =

Type Length Value

10
>
o
Hr
ro
N

Value 3 byte AR 2t 5191 TLV

32l C-2. Length HE0| XX B2 = Type ZAHE UX| 980 ALE 4= Qlo] =HEH0| &Lt

| oiciolM 27t

LLDP, IS-IS, RADIUS attribute, DHCP option § 02 Z2EZ0| type-length-value == QAISH X E AtESiCt, CHat
Type®t Length?| H|E %=, LengthOl| headerE Zel5h=%|, byte order= Z2EZ0iCt CIEE 2 3T BES 2HQI8H0f
ST

EtherType: IP Protocol Number - Port 27182l AR 52

Number
427} 7ot Bol & 7|23} o|n|7} thrh

EhH A2 2 EtherType, Protocol Number, Next Header, Port Number, Well-known Port

FYEEHHES D JHEn HAHLES sHE A
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C.HZ EMGATZEE HY|

mo

EtherType- IP Protocol Number- Port Number#t 2 [Z2| header0l| A CtS0f| 2 ZEEZO|L}
SAE LE E4l endpointE AlEHst= M2 CHE HS S7H0]C

| EtherType= Ethernet payload®| 49| IREZS Ue{ZCr}
Ethernet Il frame2| Type ZE& §l payload?t IPv4, ARP, IPv6, 802.1Q tagged frame & FQIX| AlHstct cHEMO
2 |Pv4£ 0x0800, ARPE= 0x0806, IPv6= 0x86DD, 802.1Q tag ZME LIEHLHE TPIDE= 23| 0x81000]Ct.

Protocol Number= IP payloadE 22{ZEC}

IPv4 header2| Protocolzt IPv62| Next Header= 0l TCP, UDP, ICMP S0| Q=X| AlHSICt, TCP= 6, UDPE 17THE
HS 7t Mol ACE 0] i = TCP/UDP port 5@ CHE namespaceLt.

Port Number= ZAE 22| £4 endpointE {1 &28tC}

TCP/UDP port= IP A2 EASt O|0|E{E 0{= socketz}t process| HE
E

TCP2t UDP7Zt Z+2t = namespaceZ A2 E 4= QICt. “TCPRI UDPE X ot = S X
Ct.

Al EX} oiciol AS FAS AE

EtherType Ethernet header AR L3/213 ZZRES

IP Protocol / Next Header IP header TCP-UDP-ICMP & C}S header

TCP/UDP Port Transport header S AEQ| socket- service

VLAN ID 802.1Q tag L2 broadcast domain
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SED.AF Moz 271E 304

Uz o
Su e4e 997 BEs AAS
o 53] Zelghct

“MAC =4 H= ARP ELCP

“GatewayE 2 Routerzt= &H| o] So|Cp”

EE g=stein

“Port Security= I

“802.1Q= IHZ10fl VLAN H g 2olC}”

“L2 loope &2 frame SILI7L IS T 2

Il:l_”

“EthernetOll= TTLO| Y 2L]| loopZt BELICP

“STPE= O£ 70|22 &L

“Native VLANS 2HAFVLAN 10|Ct”

“Trunk port= 2E VLANE 2
EI_”

U S

“ARP= RoutergE &= TZEZ0|CP”
“MEtl OtA 3T EAM S S| AL XFEHsiTt”

“NATE sf=olct”

“TCP handshake?} L™ H|0|E{= X R4
| X| gLt

MAC F4 & VLAN+MAC—AQ|X| ZEO|1, ARP/neighbor E= IP—MACO|
Ct.

Gateway:= CHE FYOZ L7t= 22 HE0|H, default gatewayE 2H2E QI
EHO|AT} 2= BRIt E

Port Security= switch portoflA| 518 source MACT} 7Hx, 28t SZHE H|of

oot =2t 7| 50] OfL|CY.

Ethernet frame0i| 4-byte tagE &I5tH TPID, PCP, DEI, VID ZEE AR%LCt

IP packet ¢toil &= Z40] OfL|C}.

broadcast/unknown unicastZt 2t switchO| Al 2X|E|0{ {2] AH=20| 21
MAC table= #|% FIZ8|2 2 XX O 2 ofsE! 4 Qlrt,

U4t Ethernet frame0fl= IP TTL 22 hop M|$H0| 8iCt. STP S2 & active
topologyZ loop-freestH| BHS0{0F siCt,

ZEE =2|HMO& discarding/blockingdl data frame M&& X2t BPDUS
Sdlf topologyE ZAISH ZOH A| RHA|AFSHCE.

DE2 THH|9| 7|&=3Zf0] VLAN 1€ 4 AUOL} native VLANE trunk0l|l A untagged
frameS H2A|I7|= HFO|H HE JHS3ICt

5|8 VLAN Z&, native VLAN, pruning, STP A, Hot H#Hof| at e He

7F ®MIBHEICE

ARPE Z2 & OHH next-hop IPv4 2401 CHEZ3t= MACE &=Lt next hop
0| 2XX| hostY $= gateway £ QICt.

OpASE= 29| prefix/host ZHE S A6l local/remote THED} route

matching0il Ar22H} M2 EXMl= firewall/ACL SO| Bt}

NATE Z2-port HEHO| 1T firewall2 & *Hoj| [HE & /XHTHo|Ct, stateful NAT
7t 2¢9] inboundE O1FA| BHE £ AX|TH 22 T[S OfL[CE

TCPE S HOZE ME[Y U= byte streamS HBSHX| 2t timeout,
reset, endpoint Z0l|, application 2F7tX| §10HX|= S4=Lt.

[
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E1 TCPE FXA 2P

“Ping0| =|H MH|AE FH&o|ot

“127.0.0.1 ping
El’”

432 NICe} #|0[= F&0|

“RAIDE backupO|C}”

“chmod 7770|H M3t EXl= sHZ =l

“SELinux permissive= SELinux7t 7HZ! AEl

El_n

“bind address= &

a ".I

518 2=0ICt”
“Hashe= E=3t2tA key2 S53He £ QIO
“IDS2} IPSE= 2

2 ®MZ2| 0|F xtojEolct”

“SPANCZ wireQ| B E 22 etHg| 2O

“Promiscuous mode™ LANS| 2E packetS

A ”»
24 9t

“OWASP Top 102 # & T =So(cp”

“Nmap 22t open2 F|ehs Sotot”

0| WS42 |DS7} Hetsto}”

T

“20E §o| MTsHH 2|7t EICH

‘St HHS = 4HSH= scripttt”

SED.AF Moz 271E 304

ANstst px

[=Jon N =)

0z

St Hof xto]= QoL MH| X|H2 application |, &4, congestion,
handshake, kernel 7+310]| [zt Sa2txICt

ICMP echo®} TCP/UDP service=
£ A83iCt

T protocol- port- process-firewall 22

Loopback2 host LI stackZt 2IstH 2|2 S2| A2E H Bl Sb=L}.

RAIDE disk &0 7t8d1t 452
B AIEeZ E751X| Zott.

Flet BHEO[H A

D= AFEXIolA 47| Hote Eo| FEY-HE &S fI”E IHEL owner/
group, £/ #st, SELinux contextS &7 2toF Sict.

LIt 7| ZSHX|2E KL o= ZECE disabled®t CHEO 2101 2Mof &
C

rob gz

B

00 o0

service?} 0{= local IPO[A listenZX| 5= gfO|Ct. remote source 1&2
firewall- DB account host- application ACLO| =2 EtstCt,

Hashe 22| Zo| ¥2S 1 Z0| digest=E O EsH= THatek g4t
password &2 saltet =2 password hashing/KDFE AMEstCt.

IDS= 2EHZE | IPS= inline Z20|A kIt 7tsAMd S
modeZt CtELE.

ZHEICEH HHX| 2t failure

oversubscrlpt|on switch X{2|, error frame/FCS H|7, filtering T 20]| F2t&!
AL TAPZ endpoint captureE S 0f| LA Hatotot.

NICZ} Xt7] MAC 0|2| frame= OSOf| & 7|A| StX| 2t switched networkdi|Af Ct
£ port trafficO| AH52 2 Z*fst= 242 OfL|Ct.

CVEE= 370 F 2 Atz AEXt0| 1 CWEE= #10| == o F Rd 2FCt

HI

f

2l application /& Q1412 ¢/$t A9 category 2A0|H ZE CWERt 24 /¥
2 E = checklistZf OfL|CY.

S} transport probe0i| serviceZt SEMCH= SKO|CH M2 version,
configuration, exposure, authenticationg 7t I 7}s{{0} stt,

Z2-8BXHst rule false positive@t M5 XotE sZIC} XpAttraffic
baseline-tuning0| ZRstCt.

Azt 57134, field normalization, detection logic, &St triage, response ®
XE7t UOIOF AFAS 2 M S 4= QICt

A #AZ, idempotency, 2F X 2|, rollback, Z2
TX| Zgtsior 2F Xrs2tCt.

1t 20l secret 2t2, ZHAL =X
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HI\0lIM ZelEl SH LHE O] wXo[M HA ¢S =

1~4U Kt VM, ISO, Linux shell, DNS/cache, & 1~5%t EEAB
St, GNS3, HE¥ =3 He

5~13%k} Python Xt2Y, &=, =7-8t8, &4 1~4% 2% M|=2|, 25 B AKX
scope, It 1/0

14~202 Xt 0SI, MAC, Ethernet, switch, ARP, IP, 6~13% HEA-C
routing, TCP/UDP

21~29%} DHCP, NAT, virtualization, Telnet/ 5%h12~16%-8~9% 25 AQ| ZH|-S4l 24|
SSH, static route, VLAN, STP, VTP,
EtherChannel

30~39 At MH hardware, LAMP, web/WAS, 18~23% 3% Linux, 24~26%F Hot
DNS, account, storage, RAID/LVM,
logging

40~51 %t Sgt I2NE 1X-AS-EM2L 37% 18~23%t2t 31%

52~54U X} Frame Relay, serial, HDLC/PPP, ACL, 17%-12%-33% 24% 245 ME| HA|
ARP ¥, proxy/MITM

55~61*t Do|siZl xt-E=3, monitoring, 28~34% 23% logging, 31% EZ
packet capture, IDS/IPS, OWASP,
SNMP

62~68Y Xt RIP, XSS/session, Linux RX path, 15%H27~30%-34~35% 16% 13 routing, 26%
firewall, Security Onion, distribute- Netfilter
list

69~75U A} Snort rules, Nmap/OSINT/Nessus, 29~32%-16%H26% 37& S troubleshooting

EIGRP, Netfilter/firewalld/UFW, IGP/
EGP
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1. IEEE 802.1 Working Group - IEEE Std 802.1Q-2022 revision: https://1.ieee802.org/maintenance/802-1q-2022-rev/ - Bridges,
VLANSs, bridged networks

2. IEEE 802.3 Ethernet Working Group: https://www.ieee802.0rg/3/ - Ethernet standards and projects

3. Cisco - Port Security Configuration Guide: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/
12-2_58_se/configuration/guide/2960scg/swtrafc.html- secure MAC and violation behavior; command details vary by platform

4. Cisco - STP and Layer 2 loop troubleshooting: https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-
protocol/10556-16.html - Spanning Tree concepts and troubleshooting

5. RFC Editor: https://www.rfc-editor.org/ - Authoritative RFC publication index
6. RFC 826 - An Ethernet Address Resolution Protocol: https://www.rfc-editor.org/rfc/rfc826 - ARP
7.RFC 1918 - Address Allocation for Private Internets: https://www.rfc-editor.org/rfc/rfc1918 - IPv4 private address space
8. RFC 2131 - Dynamic Host Configuration Protocol: https://www.rfc-editor.org/rfc/rfc2131 - DHCP
9. RFC 2328 - OSPF Version 2: https://www.rfc-editor.org/rfc/rfc2328 - OSPFv2
10. RFC 2453 - RIP Version 2: https://www.rfc-editor.org/rfc/rfc2453 - RIPv2
11. RFC 4271 - BGP-4: https://www.rfc-editor.org/rfc/rfc4271 - BGP-4
12. RFC 8200 - Internet Protocol, Version 6: https://www.rfc-editor.org/rfc/rfc8200 - IPv6
13. RFC 8446 - The Transport Layer Security Protocol Version 1.3: https://www.rfc-editor.org/rfc/rfc8446 - TLS 1.3
14. RFC 9293 - Transmission Control Protocol: https://www.rfc-editor.org/rfc/rfc9293 - Current consolidated TCP specification
15. IANA Protocol Registries: https://www.iana.org/protocols - Port numbers, protocol numbers, address registries
16. Linux kernel networking documentation: https://docs.kernel.org/networking/ - NAPI, sk_buff and network stack documentation
17. Linux nftables Wiki: https://wiki.nftables.org/ - nftables concepts and examples
18. firewalld documentation: https://firewalld.org/documentation/ - Zones, services, rich rules
19. Python 3 Data Model: https://docs.python.org/3/reference/datamodel.html - objects, identity, type, value, mutability
20. Python Tutorial: https://docs.python.org/3/tutorial/ - language and standard library foundations
21. MariaDB Server Documentation: https://mariadb.com/kb/en/documentation/ - accounts, SQL, server configuration
22. Apache HTTP Server Documentation: https://httpd.apache.org/docs/ - virtual hosts, modules, access control
23. NGINX Documentation: https://nginx.org/en/docs/ - HTTP server and reverse proxy
24. Snort Documentation: https://docs.snort.org/ - rules, DAQ, packet processing
25. Suricata User Guide: https://docs.suricata.io/ - IDS/IPS/NSM engine
26. Zeek Documentation: https://docs.zeek.org/ - network security monitoring and logs
27. Security Onion Documentation: https://docs.securityonion.net/ - integrated NSM platform
28. OWASP Top 10:2025: https://owasp.org/Top10/2025/ - web application security awareness categories

29. OWASP Web Security Testing Guide: https://owasp.org/www-project-web-security-testing-guide/ - authorized web security test
methodology

30. MITRE ATT&CK Updates: https://attack.mitre.org/resources/updates/ - current ATT&CK version and change history
31. NIST SP 800-115: https://csrc.nist.gov/pubs/sp/800/115/final - technical security testing and assessment guide
32. MITRE CVE: https://www.cve.org/ - public vulnerability identifiers
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https://docs.python.org/3/reference/datamodel.html
https://docs.python.org/3/tutorial/
https://mariadb.com/kb/en/documentation/
https://httpd.apache.org/docs/
https://nginx.org/en/docs/
https://docs.snort.org/
https://docs.suricata.io/
https://docs.zeek.org/
https://docs.securityonion.net/
https://owasp.org/Top10/2025/
https://owasp.org/www-project-web-security-testing-guide/
https://attack.mitre.org/resources/updates/
https://csrc.nist.gov/pubs/sp/800/115/final
https://www.cve.org/

33. MITRE CWE: https://cwe.mitre.org/ - software and hardware weakness types
34. KISA 2= LI2} & KrCERT: https://www.boho.or.kr/ - Korean security advisories and guidance

SME golsts 24

D2 EZL2 RFC/IEEE/IANA — 2BH|H|= kernel- project 34 2M — HE B 8l release configuration
guide — EoF 232 = OWASP/MITRE/NIST/KISA =2 £ }EZ elstCt. 2210

St BE TE ZHE oK gh=C
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o] 7H5 st} of2) B2

A-Z/0-9

127.0.0.1 — Loopbacki} 127.0.0.1
16%l4= — H|E-H0|E-2El1} FIE
224.0.0.0/24 - QLIFHAE-HEEIHAE - HE|FHAE OfL|FHAE

2% — H|E-HIO|E-g5I3 XY

Iz

3-way handshake — TCP #1Z d&1 =

4-way handshake — TCP 12 Hd1 =2

5-tuple — Port-Socket- 5-tuple

802.1Q — IEEE 802.1Q (dot1q)

802.1w — STP ILE AEHQF RSTP

AAAA — DNS Record - TTL- Hghel/elglhst =3

accept — Port- Socket- 5-tuple

Access-Control-Allow-Origin — Same-Origin Policy - CORS - Origin

Access Control List — ACL: Permit/Deny - Wildcard Mask- Inbound/
Outbound

Access port2t Trunk port

Accounting — CIA- Q1Z-Q17}-%| 4 st

ACK—-TCPHZ &Hnt &

Acknowledgment Number — TCP 412[4-Sliding Window - S&/= %
H|of

ACL — ACL- Permit/Deny - Wildcard Mask- Inbound/Outbound
ACL:- Permit/Deny - Wildcard Mask- Inbound/Outbound
Active Response — EDR-XDR-SOAR- 55 TS

AD — Static- Dynamic Routing- Metric-AD - ECMP

Address Resolution Protocol — ARP

Adjacency — Routing Table - Longest Prefix Match - Gateway
Adjacent — Routing Table - Longest Prefix Match - Gateway

Administrative Distance — Static- Dynamic

Routing - Metric+AD - ECMP

AEAD — Ci&E7|-H|CH&7|-Hash - Digital Signature

AES — Ci&7|-H|CH&7|-Hash - Digital Signature
AF_PACKET — BPF-eBPF-AF_PACKET-DPDK
Aircrack-ng — Burp Suite- sqlmap- Hydra- John - Hashcat
Alternate Port — STP ZE %t

Anaconda — & QIXte} Python 7HA 2t

ANS| — EX} 215k ASCII

FYEEHHES D JHEn HAHLES sHE A

rlo
EH
MN
o2
Mo
95‘,
2
=
rol
ujd
=]
rel
o
ok

b7 27] 913 Aelo]ct.

Ansible — On-premises - Cloud - laC- Container

Anycast > SLIFHAE-HEEFHAE-HEPFHAE-OfLIFHAE
Apache — LAMP - Web Server-WAS

append — It @1Z=3-Context Manager- Race Condition
apt — I47|X| 2t2|X}-Repository - upstream/downstream
Area — OSPF- Link State- Dijkstra

A Record — DNS Record - TTL- & &t&k/ut

od

=3
Argon2 — Hash - Salt- Rainbow Table

argparse — &2 QIXtel Python 7h4 2t

args — g=-HIME-QIXt-15 4|

argument — &= 0| M =-QIXk 15 2%

argv — &8 QIXte} Python 7Hy 2t4
ARP
ARP cache — ARP

ARP Spoofing — Sniffing- Spoofing - MITM
ARP Spoofing #0{ — Dynamic ARP Inspection
ARQ — 2F H|0{-ARQ - Hamming Code

ASCIl — ZX} 2l Z &1t ASCII

ASGI — CGI- FastCGI- PHP-FPM - WSGI - Worker

ASN — |GP-EGP-AS

AS_PATH — BGP - Path Vector

Asset — XpAh-2l@-F2FH- 2

ASVS — OWASP - KISA- =M EHEMT|HA[H Jt0|=
Asymmetric Cryptography — CH& 7|-H|CHE 7 |-Hash - Digital
Signature

Attack Surface — xHit-2|2- 3 o2&

Authentication — CIA- 91Z-Q17h-£[ 4 st

Authoritative Server — DNS-Domain - FQDN - Zone

01591715 A3t

Authorization — CIA-
Autonomous System — IGP-EGP-AS

Autopsy — Post-
exploitation - LInPEAS - Mimikatz - Responder - NetExec Chisel - Autopsy

Auto Summary — RIP2 Distance Vector

Availability — CIA- 91Z-Q17h-2| 4 2

i

AVC — SELinux
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Bandwidth — =X Duplex

Bare metal — 7t k-Hypervisor-VM

Barnyard2 — NSM - Security Onion - Sguil/Squert/Barnyard2
bashrc-zshrc- &2 IHY-HH history

bcrypt — Hash - Salt- Rainbow Table

BDR — OSPF - Link State- Dijkstra

bee-box — Kali Linux- Metasploitable - DVWA - WebGoat - bee-box
BeEF — Burp Suite- sqlmap - Hydra- John - Hashcat
Berkeley Packet Filter — BPF-eBPF-AF_PACKET:DPDK
BGP — BGP Path Vector

BGP - Path Vector

BID — RE E2|X|2} Bridge ID

binary — H|E-H0| E-SEIT}F T

Binary Log — CMS®t DB 2

Binary Logging — Logrotate- NTP- Serialization

BIND — BIND - named - DNSSEC- dig

bind — Port- Socket - 5-tuple

bind-address — DB #|&-Host - Bind Address
BIND-named - DNSSEC- dig

bind-utils — BIND-named - DNSSEC-dig

BIOS — Mt H&l-UEFI- MBR- GPT- Partition

bit — H|E-t}o| E-SEl}

xle

Blackhole — Hop - Convergence - Routing Loop - Stub Network
Blade Server — Rack Server- Blade Server- BMC/iLO
Blind SQL Injection — SQL Injection - Blind SQL Injection
Block Device — Block Device - Local/Remote Storage - SCSI/NVMe
Block Device - Local/Remote Storage - SCSI/NVMe
Blocking — STP ZLE AtE[[2t RSTP

Blocking Port — STP ZE &gt

Blue Team Lab — £&} 20HHE%|= Lab

BMA — NBMA 2& 1t RIP

BMC — Rack Server- Blade Server-BMC/iLO

BOLA — Broken Access Control - IDOR/BOLA
Bootloader — At £&-UEFI- MBR- GPT- Partition

Boot Process — At £E-UEFI-MBR-GPT- Partition
BPDU

BPDU Guard —» STP £ 7|5

BPF — BPF-eBPF-AF_PACKET-DPDK

BPFDoor — BPF-eBPF-AF_PACKET-DPDK
BPF-eBPF-AF_PACKET-DPDK

break » 27 H=2-Z2 =71

Bridge — A¢|X[et £ =22|%

Bridge — 2/T|E{-5{2- 212X A9 X|- 21| 2l0| £ o]

FYEEHHES D JHEn HAHLES sHE A

Bridged mode — VM H|E2| 52| NAT- Bridge - Host-only
Bridge ID — £E =2|x[f Bridge ID

Bridge Mode — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
Bridge Protocol Data Unit — BPDU

Bro — Snort- Suricata- Zeek

Broadcast » QLIFHAE-EZEIAE-HE|FHAE OfL|IFHAE
Broadcast Domain — £ =0[Ql0t HEEHAE Zof|0l
Broadcast Storm — EZEIHAE AE

Broken Access Control — Broken Access Control - IDOR/BOLA
Broken Access Control-IDOR/BOLA

Brute Force — LAND - Teardrop - DDoS - Brute Force

BSS —» ZE2MA Hj=Z2| 71X

Burp Suite — Burp Suite- sqlmap - Hydra- John - Hashcat
Burp Suite- sqlmap - Hydra- John-Hashcat

Bus —» HEQ|Z EEZX|

bWAPP — Kali Linux- Metasploitable - DVWA- WebGoat - bee-box
byte — H|E-HI0| E-SEITH 71

C2 — Kill Chain-MITRE ATT&CK- C2

CA — TLS- Certificate - PKI-SSH

Cache — rsync- Mirror- CDN - Cache

cache — 0| 222 X EEH|

Cacti — SNMP-OID - MIB-RRD

Cacti — Monitorix2 RRD

Call by Reference — T QIE{- &7 QIX} HE

Call by Value — ZQIE{- &z QIxt 7

e

Campus Area Network — PAN - LAN - CAN - MAN - WAN
Capture Filter — Wireshark-Npcap-tcpdump - PCAP £4
Carrier Sense Multiple Access — CSMA/CD2} CSMA/CA
cat — cat-head- tail- grep - sed - tee wget - curl - I}0| I
cat-head-tail - grep - sed - tee - wget - curl - I}0| T

C&C — Kill Chain- MITRE ATT&CK- C2

CDN — rsync- Mirror- CDN - Cache

Certificate — TLS Certificate - PKI- SSH

CGI — CGI - FastCGI - PHP-FPM - WSGI - Worker

CGl- FastCGl- PHP-FPM - WSGI - Worker

Chain — Netfilter- Hook-Table - Chain - Rule

Chain of Custody — Incident Response - Evidence - Containment
CHAP — Serial-HDLC- PPP-LCP/NCP- PAP/CHAP

Checksum Incorrect — Offloading- Checksum 0|2t4-Promiscuous
Mode

Checksum Offload — Offloading - Checksum O] 2H4-Promiscuous
Mode
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Chisel — Post-
exploitation - LinPEAS - Mimikatz - Responder - NetExec - Chisel- Autopsy

chmod — Linux #%t-chmod - umask- Sticky bit
chown — Linux #$t-chmod - umask- Sticky bit
chroot — Virtual Hosting - SNI - Sandboxing

CIATriad — CIA- 2152174

)

CIA-QIB-QI7-%| A Mot

CIDR — Subnet Mask- CIDR-VLSM-Summary

CIFS — FTP-SFTP-SMB/CIFS-Samba- NFS

Cisco I0S — GNS3- 0f|£2|0]-Cisco |0S CLI

class — SeiA-24H|- QI AE A getter/setter

Class A — IPv4 =2 -Prefix- Network ID

Class B — IPv4 F2-Prefix- Network ID

Class C — IPv4 =2-Prefix- Network ID

CLI - Linux 7{&-&-E{0|d

Clickjacking — HTML Context-iframe - URL Encoding- CSP
Client — Client-Server- P2P - Keepalive - Load Balancing
Client-Server- P2P- Keepalive - Load Balancing

clone — IS0 0]0]X|2t VM Snapshot

close — It 21=3-Context Manager - Race Condition
closure — #4= Scope - LEGB- Closure

Cloud — On-premises- Cloud-laC- Container
CMS — CMS2} DB 2¢

CMSet DB 2%

00k

CNAME — DNS Record - TTL- A sk/outst x 9|

coaxial = UTP- 2l -l 724

Code — ZZHA H|22| 2=

Collision Avoidance — CSMA/CD2} CSMA/CA

Collision Detection — CSMA/CD2F CSMA/CA

Collision Domain — =& =02l E2EIHAE ol

Command and Control — Kill Chain- MITRE ATT&CK- C2
Command Injection — Command Injection - File Upload - SSRF- =2t
=

Command Injection - File Upload - SSRF- 22t =22

Community String — SNMP-OID - MIB-RRD

Compensating Control — £¢f 7|Z=1t x| x| 25

Compliance — Governance- Compliance

composition — Z2{{A-2H|- QI AE A-getter/setter
conf.d — Virtual Hosting- SNI- Sandboxing
Confidentiality — CIA- 21Z-Q17p-£| 4 st
Configuration Revision — VTP

configure terminal — GNS3- 0| £2{|0]4-Cisco 10S CLI

Congestion Control — TCP 412[«-Sliding Window - S &/=% |0

FYEEHHES D JHEn HAHLES sHE A

Connect Scan — Nmap - Port Scan - Service Detection
Conntrack — Netfilter- Hook-Table - Chain - Rule

Console — Linux 7{'2-4-E{0|2

Console Line — Paramiko - Netmiko - Console-VTY
Container — On-premises- Cloud - laC- Container
Containment — Incident Response - Evidence - Containment

Content Security Policy — HTML Context-iframe - URL
Encoding-CSP

context manager — It2 2/=2]-Context Manager- Race Condition
continue » R EI=E-E5 27

Continuous Verification — Zero Trust- Microsegmentation
Control Validation — =2t 7| &=t | EX| 215

Convergence — Hop - Convergence - Routing Loop - Stub Network
Cookie — Cookie - Session - Session Hijacking

Cookie - Session - Session Hijacking

Copy-on-Write — Filesystem - Inode - Journaling- CoW
Correlation — SIEM-ELK-Wazuh

CORS — Same-Origin Policy - CORS - Origin

Count to Infinity — Count-to-Infinity - Split Horizon - Route Poisoning
Count-to-Infinity - Split Horizon - Route Poisoning

CoW — Filesystem - Inode - Journaling- CoW

CPU — CPU-EZE0{-O010| A2 X2 M| A

CPU Affinity — IRQ-RSS- Scheduler - Hyper-Threading
CPU-EHO|-O0|Z2 T2 M| 4

CRC — 2% H|0{-ARQ - Hamming Code

cross cable — UTP- 24 R-Hi 4 2

Cross-Site Request Forgery — CSRF

Cross-Site Scripting — XSS

CSMA/CA — CSMA/CD2} CSMA/CA

CSMA/CD — CSMA/CD2F CSMA/CA

CSMA/CD2t CSMA/CA

CSP — HTML Context-iframe- URL Encoding - CSP

CSRF

CSRF Token — CSRF

Ctrl+C — 4 mo|=-2|Cto|2M-Z =2 Akef

Ctrl+C — vi-Vim - nano®t Ctrl+C

curl — I{7|X| 22| X}-Repository - upstream/downstream

curl — cat-head - tail - grep - sed - tee- wget - curl - I}0|

Cursor — DB-DBMS-RDBMS-SQL- Cursor

cursor — It 21Z=3-Context Manager- Race Condition

CVE — CVE-CWE-CVSS

CVE-CWE- CVSS

CVSS — CVE-CWE-CVSS
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CWE — CVE-CWE-CVSS

Cyber Kill Chain — Kill Chain - MITRE ATT&CK- C2
Cylinder — Mt{ 2&-UEFI- MBR- GPT- Partition
DAC - UTP- 2 R-HiM 4

daemon — systemd - A{H|A-daemon

DAI = Dynamic ARP Inspection

DAQ — DAQ: PCAP - Packet Capture

DAQ- PCAP - Packet Capture

Data — T2AM|A 022 712

Data Acquisition — DAQ - PCAP - Packet Capture
Database — DB-DBMS-RDBMS-SQL: Cursor
data type — Python 0| Z-Z#|-Ete]
DB-DBMS-RDBMS-SQL- Cursor

DBMS — DB-DBMS-RDBMS-SQL- Cursor

DB A ™ -Host- Bind Address

DDoS — LAND-Teardrop - DDoS Brute Force

Decapsulation — ZiZ5tel G7i&s}

b

st

[lag}

Default Deny — CIA- 215017}

Default Gateway — Routing Table - Longest Prefix Match - Gateway

Default Route — Static- Dynamic Routing - Metric-AD - ECMP

i)

Defense in Depth — Xpak-2{5d- 2| o - 2| &

DEI — IEEE 802.1Q (dot1q)

Deny — ACL- Permit/Deny - Wildcard Mask- Inbound/Outbound

Dependency Chain — End-to-End 2% *%

Descriptor — NIC RX Queue - Descriptor- NAPI - sk_buff- Socket Buffer

Designated Port — STP ZLE &gt

DHCP

DHCP Relay — DHCP

DHCP Snooping

DHCP A5% — DHCP Snooping

dig — BIND-named - DNSSEC- dig

Digital Signature — % 7|-H|CHE 7| Hash - Digital Signature
Dijkstra — OSPF- Link State- Dijkstra

Disk Quota — Mount-fstab - VM- Quota

Display Filter — Wireshark-Npcap-tcpdump - PCAP £
Distance Vector — RIP2} Distance Vector

Distribute List — RIP Timer- Offset List- Distribute List
DLCI — Frame Relay - DLCI- PVC- Subinterface

DNAT — NAT- PAT-Masquerade - Floating IP

DNAT — Stateful Firewall- NAT Rule - Policy ZZ&

dnf — 7| X| 2t2|X}-Repository - upstream/downstream
DNS — =8 88 Z2EZ1} Well-known Port

DNS-Domain-FQDN-Zone

FYEEHHES D JHEn HAHLES sHE A

DNSenum — NSE - DNS enumeration - Web discovery - Vulnerability

Scanner

DNSRecon — NSE-DNS enumeration - Web discovery - Vulnerability

Scanner

DNS Record - TTL- Hefek/uist 3|

I

DNSSEC — BIND - named - DNSSEC- dig

DNS TTL — DNS Record - TTL- Mtlsk/HAutst x5

Docker — On-premises - Cloud - 1aC- Container

Docker Lab — Kali Linux- Metasploitable - DVWA - WebGoat - bee-box

DOM — HTML Context - iframe - URL Encoding- CSP
Domain — DNS-Domain-FQDN-Zone

Domain Name System — DNS-Domain-FQDN - Zone
DOM XSS — XSS

DORA — DHCP

dotlq — IEEE 802.1Q (dotlq)

downstream — 17| x| Zt2|XHRepository - upstream/downstream

DPDK — BPF-eBPF-AF_PACKET-DPDK

DR — OSPF- Link State- Dijkstra

DSCP — QoS

DTP

DUAL — EIGRP - DUAL- Successor- SIA

Dummy Hub — 2|I|E{-5{2-H2|X|- A | X|-2tRE{-H|0| E9|0]
DVWA — Kali Linux- Metasploitable - DVWA- WebGoat - bee-box
Dynamic ARP Inspection

dynamic auto — DTP

dynamic desirable — DTP

Dynamic Host Configuration Protocol — DHCP
Dynamic NAT — NAT: PAT- Masquerade- Floating IP
Dynamic Route — Static- Dynamic Routing- Metric-AD - ECMP
Dynamic Secure MAC — Secure MACT} Sticky &t&
Dynamic Trunking Protocol — DTP

dynamic typing — Python 0| Z-Z4H|-E}2]

eBGP — BGP- Path Vector

eBPF — BPF- eBPF-AF_PACKET-DPDK

ECC — CH&7|-H|CHA7|-Hash - Digital Signature

echo cancellation — UTP- 24 R84 724

ECMP — Static- Dynamic Routing - Metric-AD - ECMP

EDR — EDR-XDR'SOAR-5& CHiS

EDR-XDR-SOAR- 55 LH&

EGP — IGP-EGP-AS

EIGRP — EIGRP - DUAL- Successor - SIA

EIGRP - DUAL:- Successor-SIA

Elasticsearch — SIEM - ELK- Wazuh
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ELK Stack — SIEM - ELK- Wazuh

enable — GNS3- 0f|E2{[0|4-Cisco I0S CLI

Encapsulation — Z{=stet i7i=3}

Encapsulation — 0S| 77Z2 PDU

encapsulation — Za{A-Z4H|- QI A A getter/setter
End-to-End Troubleshooting — End-to-End 2% &%
End-to-End 28 =X

Enforcing — SELinux

Eradication — Incident Response - Evidence - Containment
error control — 27 H|0{-ARQ-Hamming Code
error-disabled — Port Security violation mode

ERSPAN — SPAN - Port Mirroring - TAP

ESTABLISHED — Stateful Firewall- NAT Rule- Policy ZZ&
EtherChannel

Ethernet

EtherType — EtherType-IP Protocol Number- Port Number
EtherType-IP Protocol Number- Port Number

Evidence Integrity — Incident Response - Evidence - Containment
Exception Management — =0t 7|Z1} A% SX| 45

exit code — 4 mo|Z-2|Cto|2 M- B2 AEH

exit condition » =HEHIE2-F8 =7

Exploit — ZpAk-2|3-F|of -9

Exploit — Metasploit- Exploit- Payload - Session - Reverse Shell
Exploitation — Z2|siZ!-Rules of Engagement

ext4 — Filesystem - Inode - Journaling- CoW

Extended Partition — At £&-UEFI- MBR- GPT- Partition
Exterior — IGP-EGP-AS

Fail2ban — Fail2ban - SSH Brute Force - TCP Wrapper
Fail2ban - SSH Brute Force - TCP Wrapper

Fail-close — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
Fail-open — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
False Negative — IDS-IPS- HIDS- NIDS - B x| &4

False Positive — IDS-IPS-HIDS - NIDS - B | 4]

FastCGl — CGI- FastCGI - PHP-FPM - WSGI - Worker

FCS — 2& H|0{-ARQ - Hamming Code

FD — EIGRP- DUAL- Successor- SIA

FDM — UTP- ZER-tiM 74

Feasible Distance — EIGRP - DUAL- Successor- SIA

Feasible Successor — EIGRP - DUAL- Successor - SIA

Fetch Decode Execute — CPU - HZH0{-0l0| T2 T2 M| A
ffuf — NSE - DNS enumeration - Web discovery - Vulnerability Scanner
FHS — Linux THUA| AR A Z 0t “EE 242 mhy”

fiber - UTP- 2 K-HiM 72

FYEEHHES D JHEn HAHLES sHE A

file descriptor — Linux TFLA| AR A S0 ‘2= Zde nped”
Filesystem — Filesystem - Inode - Journaling- CowW
Filesystem-Inode- Journaling- CoW

File Upload Vulnerability — Command Injection - File
Upload - SSRF- £t 22

FIN— TCP ¢ ME1t E2

firewalld — iptables- nftables - firewalld - UFW

Firewall Rich Rule — Stateful Firewall- NAT Rule- Policy A%
first-class object — &40 A =-QIxh-12 24|

Floating IP — NAT: PAT-Masquerade - Floating IP

Floating Static — Static: Dynamic Routing- Metric-AD - ECMP
Flooding2t MAC =2 E 00| &

flow — Snort/Suricata Rule- SID - rev - flow - PCRE

Flow Control — TCP 4I2|4-Sliding Window - SZ/Z% H|0f
for—» zA2 =238 =4

formatted string — Python Zt= &3} 744

FORWARD — Netfilter- HookTable - Chain - Rule

ol

Forward DNS — DNS Record - TTL- & @fgh/< sk 3]

Forwarding — STP ZLE AE{je} RSTP

fping — ICMP - Ping - Traceroute - TTL

FQDN — DNS-Domain-FQDN-Zone

Fragmentation Attack — Snort/Suricata Rule-SID-rev - flow - PCRE
Fragmentation Attack — LAND - Teardrop - DDoS - Brute Force
Frame Relay — Frame Relay-DLCI-PVC-Subinterface

Frame Relay - DLCI- PVC- Subinterface

f-string — Python AtE &3} 7HH A

FTP —» 8 88 T2E =1} Well-known Port

FTP — FTP-SFTP-SMB/CIFS-Samba- NFS

FTPS — FTP-SFTP-SMB/CIFS-Samba- NFS
FTP-SFTP-SMB/CIFS-Samba- NFS

Full Duplex — CHEZ-X|¢1-Duplex

Full Update — RIP2t Distance Vector

Full Virtualization — 7}&=HHypervisor-VM

function — &= 0 M =-QIRF 15 24|

Fuzzing — Packet Injection - Scapy - Fuzzing
Gateway — 2|I|E{-5]|2- 22| X|- AL|X|-2}2E{-7|0| E¢|0|

Gateway of Last Resort — Routing Table - Longest Prefix
Match - Gateway

getter — S A-ZH|- QI AR A getter/setter
global — == Scope LEGB- Closure

GNS3 — GNS3-0f|=2|0] M-Cisco I0S CLI
GNS3 Security Lab — £& 20HH[E9|F Lab
GNS3-0f|&2{|0|-Cisco I0S CLI



Gobuster — NSE - DNS enumeration - Web discovery - Vulnerability

Scanner

Governance — Governance-Compliance

Governance - Compliance

GPT — AMt{ £EI-UEFI- MBR- GPT- Partition

Gratuitous ARP — ARP

grep — cat-head-tail - grep - sed - tee wget - curl- I}0| &
GRO - Offloading - Checksum 0|2t4-Promiscuous Mode
GSO — Offloading - Checksum O] 2H4-Promiscuous Mode
GUI — Linux {<-M-Eol4

Guideline — Governance - Compliance

Half Duplex — CHE = X -Duplex

Hamming code — 27 H|0{-ARQ - Hamming Code

Hard Limit — Mount-fstab- LVM - Quota

hard link — Hard Linket Symbolic Link

Hard Link®2} Symbolic Link

Hash — CH&7|-H|CHA 7|-Hash - Digital Signature
Hashcat — Burp Suite - sqlmap - Hydra- John - Hashcat
Hash Function — Hash - Salt- Rainbow Table

Hash- Salt- Rainbow Table

HDD — Block Device - Local/Remote Storage - SCSI/NVMe
HDLC — Serial-HDLC- PPP-LCP/NCP - PAP/CHAP

head — Log- rsyslog- Severity - Trap

head — cat- head- tail- grep - sed - tee - wget - curl- I}0|
Header — HTTP-Method - Status - Header

Heap — L2 MA HHE] 72

Heuristic-based Detection — IDS-IPS-HIDS- NIDS- £ | 4]
hexadecimal — H|E-H[0| E-SETH 71

hidden file — bashrc- zshrc- &2 TH2-E2 history
HIDS — IDS- IPS-HIDS- NIDS - & X| &4

Hold-down — Count-to-Infinity - Split Horizon - Route Poisoning
Hop — Hop - Convergence - Routing Loop - Stub Network
Hop - Convergence - Routing Loop - Stub Network
Hop Count — RIP2} Distance Vector

Hop Limit — IPv6

Horizontal Privilege Escalation — Broken Access Control-IDOR/
BOLA

Host Header — Virtual Hosting - SNI- Sandboxing
Host ID — IPv4 3=2x-Prefix- Network ID

Host Isolation — EDR-XDR-SOAR 5& th&

Host Key — TLS Certificate - PKI- SSH

Host-only — VM HE2/ 32| NAT- Bridge - Host-only

hosts.allow — Fail2ban - SSH Brute Force - TCP Wrapper

FYEEHHES D JHEn HAHLES sHE A

hosts.deny — Fail2ban - SSH Brute Force - TCP Wrapper
Hot Swap — RAID

HTML Context - iframe - URL Encoding - CSP

HTTP —» &2 88 Z2EZ1} Well-known Port

HTTP — HTTP- Method - Status - Header
HTTP-Method - Status - Header

HttpOnly — Cookie - Session - Session Hijacking
HTTPS - =2 22 2 EZ1} Well-known Port
HTTPS — HTTP- Method - Status - Header

Hub — 2|T|E{-5{2- 22| X|- AL|X|-22E{-H|0]| EL||0|

Hub and Spoke — NBMA etz 3t RIP

Hydra — Burp Suite-sqlmap - Hydra- John - Hashcat
Hypercall — 7}&%}k-Hypervisor-VM

Hyper-Threading — IRQ-RSS- Scheduler- Hyper-Threading
Hypervisor — 7 sh-Hypervisor- VM

IANA — A2 F24-521 S22 |ANA- ISP

iBGP — BGP - Path Vector

ICMP — ICMP - Ping - Traceroute - TTL

ICMP - Ping-Traceroute-TTL

ICMPV6 — IPV6

IDE — Block Device - Local/Remote Storage - SCSI/NVMe
IDOR — Broken Access Control-IDOR/BOLA

IDS — IDS-IPS-HIDS- NIDS - EfX| &4
IDS-IPS-HIDS- NIDS- EfX| g4

IDS Troubleshooting — L2 Routing- IDS Zof CHE
IEEE — ISO- IEEE - IETF-RFC

IEEE 802.1Q (dot1q)

IEEE 802.3 — Ethernet

IETF — ISO-|IEEE - [ETF-RFC

if > R72LSE2-FE X7

iframe — HTML Context-iframe- URL Encoding- CSP
IGP — IGP-EGP-AS

IGP-EGP-AS

IIS — LAMP - Web Server-WAS

iLO — Rack Server- Blade Server-BMC/iLO

immutable — Python Xt= &1t 7HH 4

Impact — ApAh-2fed- 3 2FE- 22

Implicit Deny — ACL- Permit/Deny - Wildcard Mask- Inbound/
Outbound

Inbound — ACL: Permit/Deny - Wildcard Mask- Inbound/Outbound
Incident Response — Incident Response - Evidence - Containment
Incident Response - Evidence - Containment

infinite loop — =72 #2258 =4
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Infrastructure as Code — On-premises- Cloud-laC- Container
inheritance — 224 Z{H|- 2l AEI A getter/setter

init — systemd - A{H|A-daemon

Inline IDS/IPS — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
Inline/Non-inline - Bridge/Router Mode - UTM/NGFW

Inode — Filesystem - Inode - Journaling- Cow

Inode Exhaustion — Filesystem - Inode - Journaling- Cow

inode link count — Hard Link®} Symbolic Link

INPUT — Netfilter- Hook- Table- Chain - Rule

instance — 2z A K- QI AE A getter/setter

Integrated Lab — & HoHHE®|Z Lab

A A3t

()

Integrity — CIA- 215217}

B

Interior — IGP-EGP-AS

Internet Standard — ISO - [EEE - [ETF-RFC

Interrupt — NIC RX Queue - Descriptor - NAPI - sk_buff-Socket Buffer
Inter-VLAN routing

IOSv — GNS3- 0f| Z2{|0|M-Cisco I10S CLI

IOU — GNS3-0i|£2]|0]4-Cisco IOS CLI

IP address — IPv4 F4-Prefix- Network ID

IP-based Virtual Hosting — Virtual Hosting- SNI- Sandboxing
ipconfig /flushdns — BIND - named - DNSSEC- dig

IPS — IDS- IPS- HIDS- NIDS - EfX| &4

iptables — iptables- nftables- firewalld - UFW

iptables- nftables - firewalld - UFW

IPv4 — |Pv4 3=2x-Prefix- Network ID

IPv4 Z=2-Prefix- Network ID

IPv6

IRQ — IRQ-RSS - Scheduler- Hyper-Threading

IRQ - RSS-Scheduler-Hyper-Threading

iSCSI — Block Device - Local/Remote Storage - SCSI/NVMe

ISO — ISO-IEEE - IETF-RFC

ISO-IEEE- IETF-RFC

ISO image — 1SO 0[0|X|2} VM Snapshot

ISO 0]0]X[2t VM Snapshot

ISP — AMHE F24-ZQ1 F24:1ANA- ISP

Jail = Fail2ban - SSH Brute Force - TCP Wrapper

JavaScript Context — HTML Context-iframe- URL Encoding - CSP
JFS — Filesystem - Inode - Journaling- CoW

John the Ripper — Burp Suite- sqlmap - Hydra- John - Hashcat
Joomla — CMS@t DB 2¢

Journaling — Filesystem - Inode - Journaling- Cow

JSP — LAMP - Web Server-WAS

Jupyter Notebook — & ©IXte}t python 744 2H4

FYEEHHES D JHEn HAHLES sHE A

Kali Linux — Kali Linux- Metasploitable - DVWA- WebGoat - bee-box
Kali Linux- Metasploitable - DVWA- WebGoat - bee-box

Keep Alive — Client-Server- P2P - Keepalive - Load Balancing
Kernel — Linux A'g-&-EHo|g

Kernel Network Stack — NIC RX
Queue- Descriptor- NAPI - sk_buff-Socket Buffer

Key Size — CH&7|-H|CHA7|-Hash - Digital Signature
Kibana — SIEM-ELK- Wazuh

Kill Chain - MITRE ATT&CK- C2

KISA — OWASP - KISA- R EEHE M7 |4 7to| =
K values — EIGRP- DUAL- Successor - SIA

kwargs — 20l M =-QIXh 12 21K

L2 Loop Response — L2 Routing- IDS ZH0H S
L2-Routing- IDS &oli thE

L2 2met 2y

L3 Switch — Inter-VLAN routing

L3 Switch — 2|I|E{-5{=-E2|X|- A2/ X|-2t2E{-H[0| ES)|O]
LACP — EtherChannel

LAG — EtherChannel

lambda — &40 A =-QIxk 12 24|

LAMP — LAMP - Web Server-WAS

LAMP -Web Server-WAS

LAND Attack — LAND - Teardrop - DDoS- Brute Force
LAND - Teardrop - DDoS- Brute Force

LANZ}F VLAN — VLAN

Latency — T =-X|2-Duplex

Layer2 Loop — L2 2o 24

Layered Diagnosis — A% E2 =48

LCP — Serial-HDLC- PPP - LCP/NCP - PAP/CHAP
Learning — STP ZE AElQ} RSTP

Least Privilege — CIA- 915-Q17h-| 4 #Hst

LEGB — 4= Scope LEGB- Closure

libpcap — DAQ- PCAP - Packet Capture

Line VTY — Paramiko - Netmiko - Console - VTY
Link Aggregation — EtherChannel

Link State — OSPF- Link State - Dijkstra

LinPEAS — Post-
exploitation - LInPEAS - Mimikatz - Responder - NetExec Chisel - Autopsy

Linux — Linux 7{'2-&-E{0[g
Linux #%t-chmod - umask- Sticky bit
Linux 7{<-&-Ho|d

Linux THLA| AR A ST “2E 242 mped”

rlo

list — Python Xt= &3t 7HH o
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listen — Port-Socket- 5-tuple

Listening — STP ILE AME{t RSTP

Load Balancer — Client-Server- P2P - Keepalive - Load Balancing
Local Area Network — PAN - LAN - CAN - MAN - WAN
localhost — Loopback} 127.0.0.1

Local SPAN — SPAN - Port Mirroring - TAP

logging trap — Log-rsyslog- Severity - Trap
logrotate — Logrotate- NTP - Serialization
Logrotate NTP-Serialization

Log Rotation — Logrotate- NTP- Serialization
Log-rsyslog- Severity - Trap

Logstash — SIEM-ELK-Wazuh

Longest Prefix Match — Routing Table - Longest Prefix
Match - Gateway

Loopback Interface — Loopbackz} 127.0.0.1
Loopback} 127.0.0.1

Loop Guard — STP 2= 7|

Looping — L2 Fxe} 24

lost+found — Filesystem - Inode - Journaling - Cow
LRO — Offloading- Checksum O|2+A-Promiscuous Mode
LSA — OSPF- Link State - Dijkstra

LSDB — OSPF- Link State - Dijkstra

Lua — Snort- Suricata-Zeek

LV — Mount-fstab- LVM - Quota

LVM — Mount-fstab - LVM - Quota

MAC — SELinux

mac-address sticky — Secure MAC=} Sticky &t
MAC Flapping — MAC Z2{Z!

MAC Move — MAC Z2f{Z

MAC Table Aging — Flooding2 MAC =4 I 0f|0| &
MAC =2

MAC Zzid

Mainframe — Mainframe - Workstation - VDI
Mainframe - Workstation - VDI

Major Network — IPv4 Z=4-Prefix- Network ID
Maltego — OSINT-WHOIS- Shodan - Maltego
Mandatory Access Control — SELinux

Man in the Middle — Sniffing- Spoofing- MITM
MariaDB — DB #|&-Host - Bind Address
Masquerade — NAT- PAT- Masquerade - Floating IP
Masquerade — Stateful Firewall- NAT Rule - Policy 4%
MBR — A S&I-UEFI- MBR- GPT- Partition

mdadm — Mount-fstab - LVM - Quota

FYEEHHES D JHEn HAHLES sHE A

Media Access Control Address — MAC F=4

Memory allocation — B & 2|2} & &ZA|

Mesh — HIEQ|Z EE27]

metadisk — Mount-fstab- LVM - Quota

Metasploit — Kali Linux- Metasploitable - DVWA- WebGoat - bee-box

Metasploitable — Kali Linux- Metasploitable - DVWA- WebGoat - bee-

box
Metasploit- Exploit- Payload - Session - Reverse Shell

Metasploit Framework —

Metasploit- Exploit- Payload - Session - Reverse Shell
Method — HTTP-Method - Status - Header

method — &f<= B A =-QIxk 12 24|

Metric — Static- Dynamic Routing- Metric+-AD - ECMP
Metropolitan Area Network — PAN - LAN - CAN - MAN - WAN
MIB — SNMP-OID - MIB-RRD

Microprocessor — CPU - HE0{-0f0| A 2 L2 A 4]
Microsegmentation — Zero Trust- Microsegmentation

Mimikatz — Post-
exploitation - LInPEAS - Mimikatz - Responder- NetExec - Chisel - Autopsy

Mirror Domain — rsync- Mirror- CDN - Cache
Mirroring — RAID

MITM — Sniffing- Spoofing - MITM

MITRE ATT&CK — Kill Chain - MITRE ATT&CK- C2
MMU — 7}4f B 22[2F Swap

Monitorix — Monitorix2 RRD

Monitorix2t RRD

mount — Mount-fstab - LVM- Quota

mount.cifs — FTP-SFTP-SMB/CIFS-Samba - NFS
Mount-fstab - LVM - Quota

MRTG — SNMP-OID - MIB-RRD

MRTG — Monitorix2t RRD

Multicast - QLIFHAE-E2EIHNAE-HE|FHAE OfLIFHAE
Multipoint — Frame Relay - DLCI- PVC- Subinterface

mutable — Python Xt2 &1t 7t A

I

MX — DNS Record - TTL- Hash/Hutst =3

MySQL —» =8 28 ZZEZ1 Well-known Port

MySQL — DB A& -Host - Bind Address

Name-based Virtual Hosting — Virtual Hosting - SNI - Sandboxing
named — BIND-named - DNSSEC- dig

nano — vi-Vim-nano@ Ctrl+C

NAPI — NIC RX Queue - Descriptor- NAPI - sk_buff-Socket Buffer
NAPT — NAT- PAT- Masquerade - Floating IP

NAS — Block Device - Local/Remote Storage - SCSI/NVMe
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Native VLAN

Native VLAN mismatch — Native VLAN

NAT mode — VM H|E2/ 59| NAT- Bridge - Host-only
NAT- PAT- Masquerade - Floating IP

NBMA — NBMA 222t RIP

NBMA &tZ 3t RIP

NCP — Serial-HDLC: PPP- LCP/NCP - PAP/CHAP
Neighbor Discovery — IPv6

neighbor table — ARP

Nessus — NSE - DNS enumeration - Web discovery - Vulnerability

Scanner
nested code » =R HE22-E2 =71

NetExec — Post-
exploitation - LInPEAS - Mimikatz - Responder- NetExec - Chisel- Autopsy

Netfilter — Netfilter- Hook-Table- Chain - Rule
Netfilter-Hook-Table- Chain- Rule

Net ID — IPv4 Z=2-Prefix- Network ID

Netmask — Subnet Mask- CIDR-VLSM - Summary

Netmiko — Paramiko - Netmiko - Console - VTY

Network Address Translation — NAT- PAT-Masquerade - Floating IP
Network Interface — 0S| 77|Z 2t PDU

Network Interface Controller — NIC

Network Security Monitoring — NSM- Security Onion - Sguil/
Squert/Barnyard2

Network TAP — SPAN - Port Mirroring - TAP

Network Topology — HE?Z EE2X]

Next Header — EtherType - IP Protocol Number- Port Number
Next Hop — Routing Table - Longest Prefix Match - Gateway
NFS — Block Device - Local/Remote Storage - SCSI/NVMe

NFS — FTP-SFTP-SMB/CIFS-Samba- NFS

nft — iptables- nftables - firewalld - UFW

nftables — iptables - nftables - firewalld - UFW

NGFW — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
Nginx — LAMP - Web Server-WAS

NI — OSI 74|51 PDU

NIC

NIC Driver — NIC RX Queue- Descriptor - NAPI - sk_buff-Socket Buffer
NIC RX Queue - Descriptor- NAPI - sk_buff-Socket Buffer

NIDS — IDS-IPS-HIDS-NIDS - &I x| 24l

Nikto — NSE - DNS enumeration - Web discovery - Vulnerability

Scanner
Nmap — Nmap - Port Scan - Service Detection

Nmap - Port Scan - Service Detection

FYEEHHES D JHEn HAHLES sHE A

Nmap Scripting Engine — NSE-DNS enumeration - Web

discovery -Vulnerability Scanner

nmcli — DHCP

Non-Broadcast Multiple Access — NBMA et 1} RIP

Non-inline — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
nonlocal — %14 Scope- LEGB- Closure

no shutdown — GNS3- 0| £2{|0]M-Cisco 10S CLI

NoSQL — DB-DBMS-RDBMS-SQL- Cursor

PCAP &

1%

Npcap — Wireshark-Npcap - tcpdump -
NS — DNS Record - TTL- & fsk/utst 3]
NSE — NSE - DNS enumeration - Web discovery - Vulnerability Scanner
NSE - DNS enumeration - Web discovery - Vulnerability Scanner
nslookup — BIND - named - DNSSEC- dig

NSM — NSM-Security Onion - Sguil/Squert/Barnyard2

NSM - Security Onion - Sguil/Squert/Barnyard2

NTP — 2 88 ZTZEZ1} Well-known Port

NTP — Logrotate- NTP- Serialization

NVMe — Block Device - Local/Remote Storage - SCSI/NVMe

object — Python 0| Z-Z4#{|-EtY

object — S A-Z4H|-QI AR A getter/setter

object sharing — ZQIE{-&Z=-QIx} H

octet — H|E-H0| E-SEla} T

Offloading- Checksum O|2t4d-Promiscuous Mode

Offset List — RIP Timer- Offset List- Distribute List

OID — SNMP-OID - MIB- RRD

One-click — Cookie - Session - Session Hijacking

On-premises — On-premises- Cloud - aC- Container
On-premises- Cloud - 1aC- Container

open — It @1Z2{-Context Manager- Race Condition

Open Source Intelligence — OSINT-WHOIS - Shodan - Maltego
OpenStack — On-premises- Cloud - 1aC- Container

operand — CPU - EZ0{-0t0| 22 T2 A &)

operator — CPU - EZ0{-0to| Z 2 T2 A A

Origin — Same-Origin Policy - CORS- Origin

Origin Check — CSRF

OS Detection — Nmap - Port Scan- Service Detection

OSI 7 Layer — 0S| 74|Z 2 PDU

OSI 7A%2t PDU

OSINT — OSINT-WHOIS - Shodan - Maltego
OSINT-WHOIS - Shodan - Maltego

OSPF — OSPF- Link State - Dijkstra

OSPF- Link State Dijkstra

OUI — MAC 2



Outbound — ACL: Permit/Deny - Wildcard Mask- Inbound/Outbound
Out-of-band Management — Rack Server- Blade Server-BMC/iLO
OUTPUT — Netfilter- Hook-Table- Chain - Rule

Output Encoding — XSS

OWASP — OWASP - KISA- F2FE ST |HIA|E 710 =
OWASP - KISA- FREHEAMT|HIA|E 7t0|=

OWASP Top 10 — OWASP - KISA- =R EESA7[8HA|E 710| =
P2P — Client-Server- P2P - Keepalive - Load Balancing
Packet Builder — Packet Injection - Scapy - Fuzzing

Packet Injection — Packet Injection - Scapy - Fuzzing
Packet Injection - Scapy - Fuzzing

Packet Path — 7|Z2 E2{=+E

Page Fault — 714 0= 2|9 Swap

Page Table — 714 0|22 2|2t Swap

PAgP — EtherChannel

PAN - LAN - CAN - MAN - WAN

PAP — Serial-HDLC: PPP-LCP/NCP- PAP/CHAP

parameter — &0 M =115 24K

Parameterized Query — SQL Injection - Blind SQL Injection
Paramiko — Paramiko - Netmiko - Console - VTY

Paramiko - Netmiko - Console-VTY

Paravirtualization — 7}&SHHypervisor-VM

Parity — RAID

pass - £ 255 £

Passive Interface — RIP Timer- Offset List- Distribute List
Password Hashing — Hash - Salt- Rainbow Table

PAT — NAT- PAT- Masquerade - Floating IP

Path Vector — BGP - Path Vector

Payload — Metasploit- Exploit- Payload - Session - Reverse Shell
PBKDF2 — Hash - Salt- Rainbow Table

PCAP — DAQ- PCAP - Packet Capture

PCAP — Wireshark:-Npcap - tcpdump - PCAP £

pcapng — DAQ - PCAP - Packet Capture

PCP — IEEE 802.1Q (dot1q)

PCP — QoS

PCRE — Snort/Suricata Rule-SID - rev - flow - PCRE

PDU — Zizstet H7lisst

PDU — OSI 742 PDU

Penetration Testing — 22|51 Z-Rules of Engagement
Pentest — 22|81Z-Rules of Engagement

Pentest Lab — £ 20HH|EQ|= Lab

Percent Encoding — HTML Context-iframe - URL Encoding- CSP

permission — Linux #2h-chmod - umask- Sticky bit
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Permissive — SELinux

Permit — ACL- Permit/Deny - Wildcard Mask- Inbound/Outbound
Personal Area Network — PAN - LAN - CAN - MAN - WAN
PHP-FPM — CGI - FastCGI - PHP-FPM - WSGI - Worker
phpMyAdmin — DB 7|&-Host - Bind Address

PID —» Z23.- T2 §A-PID

ping — ICMP - Ping - Traceroute - TTL

pipe — & IO|Z-2|Cto[AM-Z 2 AEf

pipe — cat-head - tail- grep - sed - tee - wget - curl - I}0| T

PKI — TLS- Certificate - PKI-SSH

Playbook — EDR-XDR-SOAR- 55 tHE

Pointer — QIE|- &z QIX} HE

Point-in-time Recovery — CMSet DB 2%

Point-to-point — Frame Relay - DLCI - PVC- Subinterface

Poison Reverse — Count-to-Infinity - Split Horizon - Route Poisoning
Policing — QoS

Policy — Governance - Compliance

Polling — NIC RX Queue - Descriptor- NAPI- sk_buff- Socket Buffer
port — Port- Socket- 5-tuple

Port-based Virtual Hosting — Virtual Hosting- SNI- Sandboxing
Port-Channel — EtherChannel

PortFast — STP 2= 7|5

Port Mirroring — SPAN - Port Mirroring - TAP

Port Number — EtherType- IP Protocol Number- Port Number
Port Scan — Nmap - Port Scan - Service Detection

Port Security

Port Security violation mode

Port-Socket- 5-tuple

Post Exploitation — Post-
exploitation - LInPEAS - Mimikatz - Responder- NetExec - Chisel - Autopsy

Post-

exploitation - LInPEAS - Mimikatz- Responder - NetExec- Chisel-A
utopsy

POSTROUTING — Netfilter- Hook-Table- Chain- Rule
PPID —» Z2 -T2 M|A-PID

PPP — Serial-HDLC- PPP- LCP/NCP- PAP/CHAP

PPPOE — Serial- HDLC- PPP-LCP/NCP - PAP/CHAP
Preflight — Same-Origin Policy - CORS - Origin

Prepared Statement — SQL Injection - Blind SQL Injection
PREROUTING — Netfilter- Hook-Table- Chain-Rule
Primary Partition — At{ £&-UEFI- MBR- GPT: Partition
Private IP — AME 4301 44 ANA- ISP

Privilege — DB #|-Host - Bind Address
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Procedure — Kill Chain- MITRE ATT&CK- C2
Procedure — Governance - Compliance
Process — T2 -T2 M| A-P|D

Program — T2 -T2 M| A-PID

Promiscuous Mode — Offloading - Checksum O|2tA-Promiscuous
Mode

protect — Port Security violation mode

Protocol Number — EtherType- IP Protocol Number- Port Number
Proxy ARP — ARP

PTR — DNS Record - TTL- &g/t T o]

Public IP — AHd 54391 84-|ANA- ISP

PV — Mount-fstab- LVM - Quota

PVC — Frame Relay - DLCI- PVC- Subinterface

Pylnstaller — Post-
exploitation - LInPEAS - Mimikatz - Responder - NetExec- Chisel - Autopsy

Python 0| E-Z4A|-Et

Python Xt2% 1t 7t o

QEMU — GNS3- 0| €2{|0|4-Cisco 10S CLI

QoS

Quality of Service — QoS

QUIC — UDP-QUIC-SCTP

race condition — It} 21Z21-Context Manager- Race Condition
Rack Server-Blade Server-BMC/iLO

RAID

RAID 0 — RAID

RAID 01 — RAID

RAID 1 — RAID

RAID 10 — RAID

RAID 5 — RAID

RAID 6 — RAID

Rainbow Table — Hash - Salt- Rainbow Table

RAM — |2 2| 2F X ZE X

ey

range - ZAZ =55 £
rc file = bashrc- zshrc- &2 IHY-B& history

RD — EIGRP - DUAL- Successor - SIA

RDAP — OSINT-WHOIS-Shodan - Maltego

RDBMS — DB-DBMS-RDBMS-SQL- Cursor

RDoS — LAND - Teardrop - DDoS - Brute Force

read — It &lE2-Context Manager - Race Condition
Reconnaissance — 22/s1Z)-Rules of Engagement
Recovery — Incident Response - Evidence - Containment
Recursive Resolver — DNS-Domain - FQDN - Zone

redirection — & Io|I=-2|CHO[ 2| M-B = AEl
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Reference — I QIE{- &7 QIXt FE

reference — Python 0|Z-Z|-E}2!

Reflected XSS — XSS

RELATED — Stateful Firewall - NAT Rule - Policy Z&
Repeater — 2|I|E{-5]{2-22|X|-AL|X|-2t2E{-H|0| ESI[O]
repo — I{7|X| 2| X}-Repository - upstream/downstream
Reported Distance — EIGRP - DUAL- Successor- SIA
repository — I§7|X| Zt2|X}-Repository - upstream/downstream
Request — HTTP- Method - Status - Header

Request for Comments — ISO - IEEE - I[ETF - RFC
resource pool — On-premises- Cloud - laC- Container

Responder — Post-
exploitation - LinPEAS - Mimikatz - Responder - NetExec- Chisel - Autopsy

Response — HTTP-Method - Status - Header

restrict — Port Security violation mode

Retest — 29|82 -Rules of Engagement

Retransmission — TCP 412|4-Sliding Window - /=% H|0f
return 0 — 4 IHO|Z-2|CLO[ 2 M- Z = ALEf

rev — Snort/Suricata Rule-SID - rev - flow - PCRE

Reverse DNS — DNS Record - TTL- & graF/Hist x|

Reverse Shell — Metasploit- Exploit- Payload - Session - Reverse Shell
RFC — ISO-IEEE - IETF-RFC

RFC1918 — AMd F=4-Z Q1 FA-|ANA- ISP

Rich Rule — iptables- nftables - firewalld - UFW

Ring — HEZ EE2X

RIP — RIP2} Distance Vector

RIP Timer- Offset List- Distribute List

RIP Timers — RIP Timer- Offset List- Distribute List

RIPv1 — RIP2} Distance Vector

RIPv2 — RIP2} Distance Vector

RIP2} Distance Vector

i)

Risk — Zpak-2l2d 3| of -9
Risk Appetite — Governance - Compliance

Root Bridge — £E E2[X|2 Bridge ID

Root DNS — DNS-Domain-FQDN - Zone

Root Election — £E H2[X|2} Bridge ID

Root Guard — STP 2% 7|

Root Port — STP ZE gt

Round Robin — Client-Server- P2P - Keepalive - Load Balancing
Route Aggregation — Subnet Mask: CIDR-VLSM-Summary

Route Poisoning — Count-to-Infinity - Split Horizon - Route Poisoning
Router — 2|I|E|-5{H-HE|X|- A 2| X|-2tRE{-H| 0| E20]

Router Mode — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
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Router-on-a-stick — Inter-VLAN routing

Route Summary — Subnet Mask- CIDR-VLSM - Summary
Routing Loop — Hop - Convergence - Routing Loop - Stub Network
Routing Table — Routing Table - Longest Prefix Match - Gateway
Routing Table - Longest Prefix Match - Gateway

Routing Troubleshooting — L2 Routing - IDS &0 CHE

RPKI — BGP - Path Vector

RRA — SNMP-OID - MIB- RRD

RRD — SNMP-OID-MIB-RRD

RRD — Monitorix2 RRD

RRDTool — SNMP-OID-MIB-RRD

RRDtool — Monitorix@t RRD

RSA — CH&E7|-H|CH A7 |-Hash - Digital Signature

RSPAN — SPAN - Port Mirroring - TAP

RSS — IRQ-RSS- Scheduler- Hyper-Threading

RST—-TCPZ 2%t B

RSTP — STP ZE AEQ} RSTP

rsync — rsync- Mirror-CDN - Cache

rsync- Mirror-CDN - Cache

rsyslogd — Log- rsyslog- Severity - Trap

Rule — Netfilter- Hook-Table - Chain - Rule

Ruleset — Snort/Suricata Rule-SID - rev - flow - PCRE

Rules of Engagement — Z2[¢l|Z-Rules of Engagement
running-config — GNS3- 0| £2{[0|41-Cisco 10S CLI

rwx — Linux #gh-chmod - umask- Sticky bit

RX Buffer — NIC RX Queue - Descriptor- NAPI - sk_buff-Socket Buffer
RX Queue — NIC RX Queue- Descriptor- NAPI - sk_buff-Socket Buffer
RX Ring — NIC RX Queue - Descriptor- NAPI - sk_buff- Socket Buffer
SACK — TCP A12[4-Sliding Window - S 2/=% H|0{

Salt — Hash- Salt- Rainbow Table

Samba — FTP-SFTP-SMB/CIFS-Samba- NFS

Same-Origin Policy — Same-Origin Policy - CORS - Origin
Same-Origin Policy - CORS - Origin

SameSite — Cookie - Session - Session Hijacking

SameSite — CSRF

SAN — Block Device - Local/Remote Storage - SCSI/NVMe
Sandbox — Virtual Hosting - SNI-Sandboxing

Sanitization — XSS

SAS — Block Device - Local/Remote Storage - SCSI/NVMe

Scapy — Packet Injection - Scapy - Fuzzing

Scheduler — IRQ-RSS - Scheduler- Hyper-Threading
Scheduling — QoS

Scope — 22|s1Z Rules of Engagement
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scope — H== Scope- LEGB- Closure

SCSI — Block Device - Local/Remote Storage - SCSI/NVMe
SCTP — UDP-QUIC-SCTP

Sector — At 2&-UEFI- MBR- GPT- Partition

Secure — Cookie - Session - Session Hijacking

Secure MAC Address — Secure MACT} Sticky &H&
Secure MACZ} Sticky &

Security Baseline — =0t 7| %2 X X AZ
Security-Enhanced Linux — SELinux

Security Logging and Monitoring Failures — Command
Injection - File Upload - SSRF- E¢ot 22

Security Onion — NSM - Security Onion - Sguil/Squert/Barnyard2
sed — cat-head - tail - grep - sed - tee - wget - curl - It0|
SELinux

Sequence Number — TCP 412|4-Sliding Window - S E/= % A 0f
Serial-HDLC- PPP-LCP/NCP - PAP/CHAP

Serial Interface — Serial- HDLC- PPP - LCP/NCP - PAP/CHAP
Serialization — Logrotate - NTP- Serialization

Server — Client-Server- P2P- Keepalive - Load Balancing
Server Rack — Rack Server- Blade Server- BMC/iLO
Server-side Script — LAMP - Web Server-WAS

service — systemd - AH|A-daemon

Service Detection — Nmap - Port Scan - Service Detection
Service Interface — 0S| 77| PDU

Session — Cookie - Session - Session Hijacking

Session — Metasploit- Exploit- Payload - Session - Reverse Shell
Session Hijacking — Cookie - Session - Session Hijacking
Session ID — Cookie- Session - Session Hijacking

Session Sidejacking — Sniffing- Spoofing- MITM

SET — Burp Suite- sqlmap - Hydra- John - Hashcat
setter — ZaiA-ZK|- 2 AR A getter/setter

SFTP — FTP-SFTP-SMB/CIFS-Samba- NFS

Sguil — NSM- Security Onion - Sguil/Squert/Barnyard2
Shaping — QoS

Shell = Linux 7'&-4-E{0|g

shell history — bashrc- zshrc- &2 IH-EH&H history
Shodan — OSINT-WHOIS - Shodan - Maltego

shutdown — Port Security violation mode

SI— 0S|I 7452t PDU

SIA — EIGRP - DUAL- Successor- SIA

SID — Snort/Suricata Rule-SID - rev - flow - PCRE
Sidejacking — Cookie-Session - Session Hijacking

SIEM — SIEM - ELK-Wazuh
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SIEM- ELK-Wazuh

SIGINT — A& mo|=-2[Cto|2MH-Z 2 AEf

SIGINT — vi-Vim-nano®t Ctrl+C

Signature-based Detection — IDS-IPS-HIDS- NIDS - Ef x| 244
Simplex — CHE =X -Duplex

skb — NIC RX Queue - Descriptor - NAPI - sk_buff-Socket Buffer
sk_buff — NIC RX Queue Descriptor- NAPI - sk_buff- Socket Buffer
Sliding Window — TCP 412|4-Sliding Window - S /2% | 0{
SMB — Block Device - Local/Remote Storage - SCSI/NVMe
SMB — FTP-SFTP-SMB/CIFS-Samba- NFS

SMT — IRQ - RSS- Scheduler- Hyper-Threading

SMTP — =2 28 ZTZE =1} Well-known Port

snapshot — SO 0[0|X|2} VM Snapshot

SNAT — NAT- PAT- Masquerade - Floating IP

SNAT — Stateful Firewall- NAT Rule - Policy Z&

SNI — Virtual Hosting- SNI- Sandboxing

SNI — TLS- Certificate - PKI-SSH

Sniffing — Sniffing- Spoofing- MITM

Sniffing - Spoofing- MITM

SNMP — 8 88 T2 EZ1} Well-known Port
SNMP — SNMP-OID - MIB-RRD

SNMP Agent — SNMP-OID - MIB-RRD

SNMP Manager — SNMP-OID - MIB-RRD
SNMP-OID-MIB-RRD

SNMPv1 — SNMP-0ID - MIB-RRD

SNMPv2¢ — SNMP-OID - MIB-RRD

SNMPv3 — SNMP-0ID - MIB-RRD

Snooping Binding Database — DHCP Snooping

Snort — Snort- Suricata - Zeek

Snort Rule — Snort/Suricata Rule-SID - rev - flow - PCRE
Snort/Suricata Rule-SID - rev - flow - PCRE

Snort-Suricata - Zeek

I

SOA — DNS Record - TTL- Mutsk/Hutst X3
SOAR — EDR-XDR-SOAR- 55 tHe
socket — Port- Socket- 5-tuple

Socket Receive Buffer — NIC RX
Queue- Descriptor- NAPI - sk_buff-Socket Buffer

Soft Limit — Mount-fstab- LVM- Quota
SOP — Same-Origin Policy - CORS - Origin
SPAN — SPAN - Port Mirroring - TAP
Spanning Tree Protocol — STP

SPAN - Port Mirroring - TAP

SPF — OSPF- Link State - Dijkstra
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Split Horizon — Count-to-Infinity - Split Horizon - Route Poisoning
Spoofing — Sniffing- Spoofing - MITM

SPU — Rack Server- Blade Server-BMC/iLO

SQL — DB-DBMS-RDBMS-SQL: Cursor

SQLi — SQL Injection - Blind SQL Injection

SQL Injection — SQL Injection - Blind SQL Injection

SQL Injection - Blind SQL Injection

sqlmap — Burp Suite sqlmap - Hydra- John - Hashcat

Squert — NSM - Security Onion - Sguil/Squert/Barnyard2

SRV — DNS Record - TTL- &g/ atst o]

SSD — Block Device - Local/Remote Storage - SCSI/NVMe
SSH —» &2 88 Z2EEZ1 Well-known Port

SSH — TLS- Certificate - PKI- SSH

SSH automation — Paramiko - Netmiko - Console - VTY
SSH Brute Force — Fail2ban - SSH Brute Force - TCP Wrapper
SSL — TLS- Certificate - PKI-SSH

SSRF — Command Injection - File Upload - SSRF- £¢t 22
Stack — Z2AM|A 022|725

stack frame — Z2 M|~ 0|2E2| 2=

Standard — Governance- Compliance

Star — HE/ S EZ227]

startup-config — GNS3 - 0i|£2{[0|4-Cisco 10S CLI

Stateful Firewall — Stateful Firewall- NAT Rule - Policy Z&
Stateful Firewall- NAT Rule - Policy A&

Static- Dynamic Routing- Metric-AD - ECMP

Static NAT — NAT: PAT- Masquerade - Floating IP

Static Route — Static- Dynamic Routing - Metric:AD-ECMP
Static Secure MAC — Secure MACZ} Sticky &t&

Status Code — HTTP- Method - Status - Header

sticky bit — Linux #%t-chmod - umask- Sticky bit

Sticky Port — Secure MACT} Sticky &t

Storage — H|2 2|2 & EK|

Stored XSS — XSS

Storm Control —» E2EHAE A

STP

STPEZ 7|5

STP ZLE ME2t RSTP

STPZE &gt

str— Python Xt2 2t 7HH 4

Striping — RAID

Stub Network — Hop - Convergence - Routing Loop - Stub Network
Stuck in Active — EIGRP- DUAL- Successor - SIA

Subinterface — Inter-VLAN routing
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Subinterface — Frame Relay - DLCI- PVC- Subinterface
Subnet Mask- CIDR-VLSM - Summary

Subnetting — Subnet Mask- CIDR-VLSM-Summary
sub-TLV — TLV

Successor — EIGRP - DUAL- Successor - SIA

sudo — sudo- Linux | &-Service User

sudo- Linux #I-Service User

Superior BPDU — BPDU

Supernetting — Subnet Mask- CIDR-VLSM - Summary
Superscalar — IRQ-RSS-Scheduler- Hyper-Threading
Suricata — Snort-Suricata - Zeek

Suricata Rule — Snort/Suricata Rule-SID - rev - flow - PCRE
SVC — Frame Relay - DLCI- PVC- Subinterface

SVI = Inter-VLAN routing

swap — 74 O|EE[2F Swap

Switch — A9|X[e £ =&

Switch — 2|T|E|-5{=2-22|X|- A2 X|-22E-H|0| EL||0|
Switched Port Analyzer — SPAN - Port Mirroring - TAP
switchport port-security — Port Security

symbolic link — Hard Link®t Symbolic Link
symlink — Hard Linket Symbolic Link

Symmetric Cryptography — CHA7|-H[CHAF|-Hash - Digital Signature
SYN—->TCPHZ 881t 52

SYN Scan — Nmap - Port Scan - Service Detection
Syslog Severity — Log-rsyslog- Severity - Trap
systemctl — systemd - A{H|A-daemon

systemd — systemd - A{t|A-daemon

systemd - AH|A-daemon

System Group — sudo- Linux #|&-Service User
System User — sudo - Linux 7| &-Service User

system user — Virtual Hosting - SNI- Sandboxing
T568A — UTP- 2 F-HiM 4

T568B — UTP- & -t 74

Table — Netfilter- Hook-Table - Chain - Rule

Tactic — Kill Chain- MITRE ATT&CK- C2

tail = Log: rsyslog- Severity - Trap

tail — cat-head-tail- grep - sed - tee - wget - curl - It0| T
TCP—->TCPHZA ¥¥1 =

tcpdump — DAQ - PCAP - Packet Capture

tcpdump — Wireshark- Npcap - tcpdump - PCAP £4
TCP Follow — Snort/Suricata Rule- SID - rev - flow - PCRE
TCP Wrapper — Fail2ban - SSH Brute Force - TCP Wrapper
TCP 412|4-Sliding Window - SE/2 & H| ]
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TCPHZ 481t E=

Teardrop — Snort/Suricata Rule-SID - rev - flow - PCRE
Teardrop — LAND - Teardrop - DDoS - Brute Force
Technique — Kill Chain- MITRE ATT&CK- C2

tee — cat-head-tail- grep - sed - tee- wget - curl - I}O| I
Telnet » =2 28 T2 & =1} Well-known Port
Telnet — Paramiko - Netmiko - Console - VTY
Terminal — Linux 7{'2-4-E{0[g

Terraform — On-premises- Cloud - laC- Container

Text —> Z2MA H22] 2=

)

Threat — xHek-2|ed-FoF -2/
Throughput — CHZ-X|H-Duplex

Time Exceeded — ICMP - Ping - Traceroute-TTL

Time Synchronization — Logrotate- NTP - Serialization
TIME_WAIT — TCP ¢1Z &1t 22

TLD — DNS-Domain-FQDN-Zone

TLS — TLS- Certificate - PKI- SSH

TLS- Certificate - PKI-SSH

TLV

Token Passing — HE?|Z EZ2X]

Tomcat — LAMP - Web Server-WAS

TPID — IEEE 802.1Q (dot1q)

traceroute — ICMP-Ping-Traceroute - TTL

Transceiver — S =-X|H-Duplex
Transparent Bridging — A2/ X[et £& =2|Z

Triggered Update — Count-to-Infinity - Split Horizon - Route

Poisoning
Troubleshooting — #|&%
Trust Boundary — xHak-2| & -F[ofH 2| &

Trusted Port — DHCP Snooping

TSO — Offloading - Checksum 0| 2t&-Promiscuous Mode
TTL — ICMP- Ping-Traceroute-TTL

tuple — Python Xtz &1t 7he A

TXT — DNS Record - TTL- &gbe/H e sk x5

Type Enforcement — SELinux

Type-Length-Value — TLV

UAA = MAC 24

UDLD —» STPE=Z 7|5

UDP — UDP-QUIC-SCTP

UDP-QUIC-SCTP

UDP Scan — Nmap - Port Scan - Service Detection

UEFI — At 2&-UEFI- MBR- GPT- Partition

UFW — iptables- nftables - firewalld - UFW
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umask — Linux #¢tchmod - umask- Sticky bit

Unicast - SLIFHAE -EZEIAE-HE|FHAE OILIFHAE
Unicode — &xt 21521t ASCII

unit — systemd - A{H|A-daemon

Unix — Linux 7{'2-4-5{0|d

Unknown Unicast Flooding — Flooding2t MAC F= I 0f|0|Z
unreachable code —» =7 25252 £71

Untrusted Port — DHCP Snooping

Uplink — Access port@t Trunk port

upstream — I§7|X| 2t2|X}-Repository - upstream/downstream
URL Encoding — HTML Context-iframe - URL Encoding - CSP
User Datagram Protocol — UDP-QUIC-SCTP

user@host — DB 7| & Host- Bind Address

UTF-8 — &4+ 2121k ASCII

UTM — Inline/Non-inline - Bridge/Router Mode - UTM/NGFW
UTP - UTP- Zd-tiM 74

UTP- ZER-tiM 2

UUID — Mount-fstab - LVM - Quota

variable — Python 0|Z-Z4#4|-E2!

VDI — On-premises- Cloud - laC- Container

VDI — Mainframe - Workstation - VDI

venv — &¥ QIXtet Python 714 2t

Vertical Privilege Escalation — Broken Access Control - IDOR/BOLA
VG — Mount-fstab - LVM - Quota

Vi = vi-Vim-nano%t Ctrl+C

VID — IEEE 802.1Q (dot1q)

vim = vi-Vim-nanot Ctrl+C

Violation Mode — Port Security violation mode

Virtual Desktop Infrastructure — Mainframe - Workstation - VDI
virtual environment — &%l Ixtet python 7Hat 214
Virtual Hosting - SNI- Sandboxing

Virtualization — 7}4k-Hypervisor-VM

Virtual LAN — VLAN

Virtual Memory — 714 B2 2|2 Swap

virtual switch — VM H|E2|=.9| NAT- Bridge - Host-only
Virtual Teletype — Paramiko - Netmiko - Console-VTY
vi-Vim-nano2t Ctrl+C

VLAN

VLAN 1 — Native VLAN

VLAN tagging — |IEEE 802.1Q (dot1q)

VLAN Trunking Protocol — VTP

VLSM — Subnet Mask- CIDR-VLSM-Summary

VMware ESXi — 7H@k-Hypervisor-VM
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VM H|E2|32| NAT- Bridge - Host-only
VNIC — VM H|EQ|39| NAT- Bridge - Host-only
VPCS — GNS3-0i|&2|0]4-Cisco I0S CLI
vsftpd — FTP-SFTP-SMB/CIFS-Samba- NFS
VTP

VTP Client— VTP

VTP Pruning — VTP

VTP Server — VTP

VTP Transparent — VTP

Il
i)

Vulnerability — Kpab-2|3d-3 -2
Vulnerability Identifier — CVE - CWE - CVSS

WAS — LAMP - Web Server-WAS

WAS Tuning — CGI - FastCGI- PHP-FPM - WSGI - Worker

Wazuh — SIEM-ELK-Wazuh

Weakness — CVE-CWE-CVSS

Web Application Server — LAMP - Web Server-WAS

WebGoat — Kali Linux- Metasploitable - DVWA- WebGoat - bee-box
Well-known Port — EtherType- IP Protocol Number- Port Number
well-known port — Port-Socket-5-tuple

well-known port = 2 22 T2 £ 27} Well-known Port

wget — I{7|X| &2|X}-Repository - upstream/downstream

wget — cat- head - tail- grep - sed - tee - wget - curl - It0| I

while » ZAZ 85252 =71

WHOIS — OSINT-WHOIS- Shodan - Maltego

Wide Area Network — PAN - LAN - CAN - MAN - WAN

Wildcard Mask — ACL: Permit/Deny - Wildcard Mask - Inbound/
Outbound

Wireshark — Wireshark-Npcap - tcpdump - PCAP 241
Wireshark- Npcap - tcpdump - PCAP 24

with — It 21Z3-Context Manager- Race Condition
WordPress — CMS2t DB 2%

Worker — CGI- FastCGI- PHP-FPM - WSGI - Worker
Workstation — Mainframe-Workstation - VDI
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write — It 21Z&-Context Manager - Race Condition
WSGI — CGI - FastCGI - PHP-FPM - WSGI - Worker

XDR — EDR-XDR-SOAR- &5 LS

Xen — 7H&3}-Hypervisor- VM

xferlog — Log-rsyslog- Severity - Trap

XFS — Filesystem - Inode - Journaling - CowW
X-Header — HTTP - Method - Status - Header

XSS

Zeek — Snort-Suricata - Zeek
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Zenmap — Nmap - Port Scan - Service Detection
Zero-click — Cookie - Session - Session Hijacking

Zero Trust — Zero Trust- Microsegmentation

7t

74 LAN — VLAN
7t Hl22|9F Swap

H|0|E|E VLAN — Native VLAN

HESI3 HQ — PAN-LAN - CAN - MAN - WAN
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—
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Zero Trust- Microsegmentation
Zone — DNS-Domain-FQDN-Zone

Zone — iptables- nftables - firewalld - UFW

7tatstHypervisor - VM

HEL3 QIE{HO]A — NIC

HESZ EZZX|

CH&7|-H|CHE 7|-Hash - Digital Signature
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Sl A-Z4H|- QI AE A getter/setter

E

EjZ — IEEE 802.1Q (dotlq)
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S HeHHERA Lab

E&3 XE — Access portet Trunk port
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o 213 — Hard Link®t Symbolic Link
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&& — 4 THO| Z-2|Co[2 - B2 A

&& —> cat-head-tail- grep - sed - tee - wget - curl - ItO| T

o3

@ —> DNS Record - TTL- H&fsk/utst 5|

| — A& mfo|=-2|Ctol2 M-S AEf

| = cat-head- tail - grep - sed - tee - wget - curl - I}0| =
.bashrc — bashrc zshrc- &2 T+-H&AH history

Jdev — Linux TFUA| AR A B0 “BE 42 Thy”

__enter__ — It 21Z=3.Context Manager- Race Condition

»

fetc — Linux TFUA| AR A ST ‘R E 242 Th

Jetc/fstab — Mount - fstab- VM- Quota

FYEEHHES D JHEn HAHLES sHE A

Jetc/passwd — sudo- Linux A &-Service User

Jetc/shadow — sudo - Linux 7| Service User

__exit__— I} &2 -Context Manager- Race Condition

/proc — Linux THUA| AR A Z 3} “2E Zi2 mHt”
/sbin/nologin — sudo- Linux 7| &-Service User
/sys — Linux TIYA| AR A E3 “RE 212 mHy”
Jvar — Linux THEA| AR A S0 “BE 242 Ihy”
/var/log — Log-rsyslog- Severity - Trap

.zshrc — bashrc- zshrc- &2 THY-HH history
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