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6. SMTP Clizgt= ™+ EXICt

SMTP A& FH o= EW= Z0| =AUZE AE,

20

—
Z BAO =X SRS =2ELL
a8 6-1. SMTP -1 &S =+ 7M™ 471

HUe = %= Postfix

A

( 220
&7t

ne
o

EHLO clientA... \ »
Lhs =QIX| A7) ) w
MAIL FROM:< > W I
e F4E A ) -
RCPT TO:<...> W n
A $x0lg g ) "
DATA W I
HA| 42 7] Al ) -
w -
BX| {80 BHCHe FA ) v
P ( 250 queued

b (_ g#eta x5 de 43

At 2xx= ‘A& A LOICE 4xxe LAl A2 RHA = = A, Sxx= FTALE Heh 22 F7 Ao Aot
= H24d0 =
6.1 T2 H&Eo| 7|5

220 SMTP CH=HE BHE F=H| 7t & e &7t S8 A H|2A/listen/firewall

EHLO 20| E O|E1 & 7|5 =l OfCIM 2t=R 27H Ol &AM, MY SE

MAIL FROM H&0f £ envelope sender x| g F4 M| F4o ZRH/EM

RCPT TO M| B ZE envelope recipient x| 3ol =4 X7 relay denied/user unknown
DATA st 22 A AR S5 & "X HE 354 SE O f

s DATA &% 57 HA 24 2= MECH =5

250 queued ME{ZF M2 Q13510 queue ID Eg S Ye O|Z queue IDE FH
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6.2 X sMTP CH=} of
Client A2} Postfix A AfO|

: 220 mail.companyA.local ESMTP Postfix
: EHLO clientA.companyA.local

: 250 mail.companyA.local

: MAIL FROM:<userA@companyA.local>

: 250 2.1.0 Ok

: RCPT TO:<userB@companyB.local>

: 250 2.1.5 Ok

: DATA

: 354 End data with <CR><LF>.<CR><LF>
: From: User A <userA@companyA.local>
: To: User B <userB@companyB.local>

: Subject: first visual lab

: Hello User B.

: 250 2.0.0 Ok: queued as 9A1BC12345
: QUIT

NOunLOoOOOO0OunOunnounnounnn

6.3 envelope®}l message header

373 6-2. HIEE Faot 3tH EAE Fa

-
28 858 HE
MAIL FROM:
RCPT TO:
SMTP ME{Z} AX| B0l AL
AL At 3HHO| From/To2t
OE =2 U
-

HI
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~

HX| o] HA| HE
From:
To:
Subject:

AREHO| O & SHRHOIA 1S

HAIE 3fEe 22
J

MAIL FROM/RCPT TO-= SMTPZ} AKX B O A= envelopeCt. DATA 2t2| From/To/Subject= AZHO| Y 3O A 21+ headerCt.

off F+=25Hof st=7t

2109| to=<..>E£ &H| envelope recipientCt. 3tHC| To:= EA|-E headerCt AFZO|L} gt

£ 23 JpYei Ais B 4 Atk

of>
Ao

H

i
A

Ny o £ Fa
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7. POP32} IMAPS K& E HYUS =L}
of

F Z2EE 2% Dovecot2 &0l Maildire| HA|X|E E0 FX|TF AHE HA 0] CH2LCH POP3= Che
CHR2ZE, IMAP2 M e 42 2t2|of 7+72ct.

a2 7-1. POP32} IMAPS| A2 =7

4 ) 4 )
POP3 IMAP
XIS MU 7= =3 MH 2EEeg fzoz of= 7

22 30 > EY HS CIREE Z0, 85 EAHIE ME7 22
Eheotl HMHOl AL 03] 7|7|0f Z+2 AE{f HA|
olgf 717 S7I=tofl= 22 ocf oY ol 28 X

ol 7|7|0|M 22 202 A
7.1 POP3 =8 HH™

CE = ey 2t

FEHE /XIS B IMAPO| O XtHARCE pOP3= F&7F Ehadl Y sh&0| ECt

jo
0x

USER / PASS ALt O 21t HIZHID 2 21T +OK Logged in
STAT HAIR] =oF FH| 27| =+l +OK 1742

LIST HAIX Bzt 57| 258 1742

RETR 1 18 HIAIX] T L& 27 header2} body
DELE 1 1THE MH Y2z BEA| QUIT Al Bt 75
QuIT qY BE +0K Logging out

POP3 0f

: +0K Dovecot ready.

: USER userB@companyB.local
: PASS <PASSWORD>

: +0K Logged in.

: STAT

40K 1 742

: RETR 1

: +0K 742 octets

: [message]

: QUIT

O unLunNoDunoununnownm
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7.2 IMAP 2 HH
IMAP & 22| a001, a002 &2 HA|= tagth SEIO|UETL 20 HHM Ao 2tg SES ®X|0f &= HzEEf
0 AHZtstH Fio

i
% AFEH EEI‘

CAPABILITY M7} X|8t= 7|5 =0l oA As

LOGIN AHERt 21T Not Authenticated -> Authenticated
SELECT INBOX Y2 HX[R el Authenticated -> Selected

FETCH MESH AR 2] iG/2=/22 1 =3 Selected & EfOIIM AME

STORE SE/AH Sl 22 HE Selected &fEfOIIM AME

LOGOUT MNE B2 Logout

IMAP 0f

S: * OK Dovecot ready.

C: aeol LOGIN userB@companyB.local "<PASSWORD>"

S: ae@l OK Logged in.

C: a002 SELECT INBOX

S: * 1 EXISTS

S: aev2 OK [READ-WRITE] Select completed.

C: a0e3 FETCH 1 BODY.PEEK[]

S: * 1 FETCH (...)

S: ae@3 OK Fetch completed.

C: aee4 LOGOUT

BODY.PEEK[]2] 2|0O]
BODY[l= HAIX| 228 21 212 AEH7| HHE 4= QUCH BODY.PEEK[|= LIRS HE| EZQsAH S Sej1E v RX| &
EE QFsiot
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O3 8-1. Yutet HE} ko] =27 At

M| YA 2t H| YA H|E}

SMTP

Postfix N Postfix

A5t Maildir0] X%
v

s

l Maildir

MEXE HH o ot

A= queue, CHE AMHZ ME

\_
BIND ¥
oo M YA o] Emt F4 Qhl
i oYM OS2t i Dovecot
IMAP/POP3 &t &
\_ J
- J . J

Yutet HlEp 2 & MM 2= BIND, Postfix, Dovecot2 EX|ottt 22 ot SO Tl Werg AASH| Qs = A2 #AIJCH
S =
8.1 AbE/MH| 2ol WY 0|5

By

MUA AFEXZL QS M0 ol T2 HX|E M MY Thunderbird, swaks, nc

MSA QIZE ALEXtO Al HY S H AL F H7 GOl M &= 587/465, 7| = Mo MEf
MTA HYS queued| F1 CHE MHE ©E 25 MEHt 25 A2 Postfix, Sendmail

MDA/LDA T AR AbME| B Fdas OpX 9} v 2 S Xt 7|&: Postfix local(8), &&: Dovecot LMTP
MRA XM E HYS IMAP/POPIE H& fHe g2 ¥4 Dovecot

Webmail Hat2 X 3tHS M S MUA o Y8 ¥7 Roundcube, LHEE 22 IMAP/SMTP AH&

DovecotS £Z71 MDAZID B2H M7= 25
O] mxie| 7|&= M home_mailbox = Maildir/O| A= Postfix2| local(8)0| ItYS THELCL Dovecot2 1 mHYUS 910
IMAP/POP3Z XN &38t2Z 24 MRALC}. LMTP BIE77HX| Dovecotd] &7|= 2H& 740 M= MDA Y& $alistot

8.2 Postmani} Postfix

0| &0t H|=xs}Ct
Postman HTTP APl HAE E0|H 022 queuel| FHLE MXE Z2|6tX| @=Lt Postfixe SMTP MTAL}. H| R 5H
Postmane ¢ MH|AE HAF E10| 1 Postfixe AN ST 22 MELC}

]
>I
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GNS3 HAYofl = 2|ALS HiX[37]

QI QI HHEE £ MEUS GNS3 2t 2 HZA,, Hutet HEt= 242 XH7| 2| AFS| DNS2f
02 MH|AE o FHI0|A XS otot.

4 ) 4 )
192.168.10.0/24 192.168.20.0/24
° °
° °
> ° F{ ° >
GNS3
Client A HI LA 2ot | 2 M H H|E Client B
192.168.10.20 192.168.10.10 192.168.20.10 192.168.20.20
mail.companyA.local mail.companyB.local
BIND + Postfix + Dovecot BIND + Postfix + Dovecot
- J - J

22 E QIE{HO|A O A= 192.168.10.12F 192.168.20.10|Ct, = HE |3 Ato[of etst 2t E0| &|OfOF BhCF,

9.1 TH| &

H YA Zof 192.168.10.10/24 mail.companyA.local BIND, Postfix, Dovecot
Client A 192.168.10.20/24 clientA.companyA.local AR A S
H LA H|E} 192.168.20.10/24 mail.companyB.local BIND, Postfix, Dovecot
Client B 192.168.20.20/24 clientB.companyB.local AR B =4

9.2 & T S3fsior g Ml 7Hx|

1. Client A2t Client BZ7} 2t} Xt7| A[O|ESIO0|E S2ts BtTHE AMH IPZ pinge 4= UACH
2. MH| 0|1} IPE E&8IX| ¥=CH MXE IP7t oL 2t HZMH 0|5& 7ta|ZICh

3. H2 2o EastRPMO| FH| X0 UCH swaks7t Y2 T ncE 22 HE5S it

£ Mot ZEI0|HEQ| L ELT ol

ip -br address

ip route

ping -c 3 192.168.10.1

ping -c 3 192.168.20.1
ping -c 3 192.168.20.10
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2

9.3

Client XITH

Eqs 42 B X[FHo| =L
=3
dnf install -y bind-utils nmap-ncat tcpdump telnet

# Optional: EPEL package
dnf install -y swaks

ol &A0 27t

dig / nslookup DNS2| MX, A, PTR S & Y Mot ip 37

swaks SMTP CH3tE XIS 2 THEN SEHE HA HA LA HZ wWE =0l

nc / telnet FES o 2 MY € SMTP, IMAP, POP3 7|5 St&
tcpdump / Wireshark A of=2|7 0|4 izt 24X HE YO AIX] 2hE

QIEfUlo] BZl 7 X5 AIXSHEH Zast ij7|X S &S 5 8ICh 25 O[0[X|0] RPMIt 2|EH S O|2| 7Lt HE ME
25 FH|BHC swaks7t GlOIE nc A&2 T = AL
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DNs7} &Y HIYMHE ¥ F&= 1t

— —
o
r
-

10. DNSE HY F40| QEZZ Z 0L

Postfix A= userB@companyB.local2 £ 1l companyB.local2| Y HYAEE L0OF SFCF DNSE
MK BHE M2l 0|52, 0[0{M 1 0|82 IP 48 &8 &L

a3 10-1. MXet AE X132 #= o|f

4 N 4 R 4 N
O Y M rmt DNS F4 oLy O] 4 M H B E}
1. MX B 3.AEE
[ ] [ ]
— —_— i
[ ] [ )
[ ] [ )
— e
2.0|§ © 4.1
BOIA 2 XS e Mu 0|1t 192.168.20.10
O 2 & IPFAE €3 B
g J g J g J

MXE B2 MH2| 0| &, A= 1 0|E9| IPv4 T2 E Y8 =L}

MX HZEE Y HELMHO O|ES 7t2[ZICt &H HZ0|= IP7t 22382 1 0|52 A | ZEE CHA| Z=3[SHeh

2o uy K2 H|g o] Azl of
SAE A

A DAE 0|2 IPv4 FAE OF A2 o|E2| HH fIA mail.companyA.local -> 192.168.10.10
MX ZoQlo HYe e M M2 X gHe M= companyB.local -> mail.companyB.local
PTR IPF20M 0|58 ¥e AW T IX|0IM HE 0|5 &7 192.168.20.10 -> mail.companyB.local
NS zone2| Ak DNS AH| FAE Y& B Xt ns1.companyA.local

SOA zonel| 22| FE 2} serial FAE BX|QFHE Bz 2026082401

TTL SHE A0 |RIE At QHHXIE CHAl =elg F7 300%

MX target 22| H
zone LU0 A mail.companyA.local . & OpX|2 &2 20| Mot O|Z0|Ct H2 ™ HXY zone O|F0| CHA| 20§

mail.companyA.local.companyA.localO| & = QICt
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Kt7| 2| Al zonel| 2= 2t 22| SHCE ST 2|ALO| 2ot AR20] @ KXok &L BINDZ T
H 6;[_

e ) e N
BIND A BIND B
T #a A 2

B
r
4
Hl
i)

companyA.local companyB.local

'OE

o =l BE o EmQl "2

companyB.local -> BIND B companyA.local -> BIND A

B
(]
4
M
()
on

AE companyA.localdfl 213 EHSt companyB.local 222 BO|A| MESICE BE BICHZ SRSt}

11.1 zone M A= H

Al©S Ec
%y He =

type primary O] ME{7t 3l zone LUl A& E2|Xt

type forward i zone 222 CHE DNS MHZ HE

forward only X|’8%t forwarderOf| Bt 210 CHE HE2E 35I| Y5
allow-query Of client?t DNS 222 & = A=K Mt
allow-recursion O™ clientE CHAISH CH2 DNSO| 20{& &= UEX| Ao
allow-transfer none UM SZ R zone TH FALE XEH

11.2 BIND X} n}! FH|

4o
o]
mjo
_g_l-
rir
N
=]

2zt dolatH

bindE & X5l namedE OFAl A|&}E}X| HRE MYOZ MH|ATEEHE TYA|EE|E AZS O named-checkconf2t named-checkzoneO|
%2 MEfOIM HF mYUS FHdTit St HA 2-HE ZASH| fISHALCE Off @F 10| ErtCh.
5F My

dnf install -y bind bind-utils

named -v
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12. HIZAMH 2| BIND 278

12.1 /etc/named.conf & options

ZIOb= 192.168.10.100 Al DNS ZES &1 F d5 MEUS ZEZ3 M E S &ttt AHU HAH O S/45t= &

=
Ol OfL| 2t T4 B P2 FAISHCE

HIAXH 21} - /etc/named.conf A5

—

Hr

acl lab_nets {

s

127.6.0.1;
192.168.10.0/24;
192.168.20.0/24;

options {

s

listen-on port 53 { 127.0.0.1; 192.168.10.10; };
listen-on-v6 port 53 { none; };

directory "/var/named";

dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
secroots-file "/var/named/data/named.secroots”;
recursing-file "/var/named/data/named.recursing";

allow-query { lab_nets; };
allow-recursion { lab_nets; };
allow-transfer { none; };
recursion yes;
dnssec-validation yes;
minimal-responses yes;

managed-keys-directory "/var/named/dynamic";

pid-file "/run/named/named.pid";

session-keyfile "/run/named/session.key";

include "/etc/crypto-policies/back-ends/bind.config";

zone "." IN {

1

type hint;
file "named.ca";

companyA.local <-> companyB.loca
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12.2 &1}9| local zonel
4

companyA.local2} 192.168.10.0/2
oz g2ulct

H YA 25} - /etc/named.conf SEE

o

zone "companyA.local" IN {
type primary;
file "companyA.local.zone";
allow-update { none; };

s

zone "10.168.192.in-addr.arpa" IN {
type primary;
file "10.168.192.rev";
allow-update { none; };

}s

zone "companyB.local" IN {
type forward;
forward only;
forwarders { 192.168.20.10; };

s

zone "20.168.192.in-addr.arpa" IN {
type forward;
forward only;
forwarders { 192.168.20.10; };
15

include "/etc/named.rfc1912.zones";
include "/etc/named.root.key";

12.3 ¥1}o| forward zone I}
/var/named/companyA.local.zone

$TTL 300

@ IN SOA nsl.companyA.local. hostmaster.companyA.local. (

2026082401
300

60

604800

300

IN NS nsl.companyA.local.
IN MX 10 mail.companyA.local.
nsl IN A 192.168.10.10

mail IN A 192.168.10.10
clientA IN A 192.168.10.20

companyA.local <-> companyB.loca

remote forward zone

AUt zone2 YLt XY HE|BCt B F O|E 1t
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12.4 &1} reverse zone I}
/var/named/10.168.192.rev

$TTL 300

@ IN SOA nsl.companyA.local. hostmaster.companyA.local. (
2026082401 300 60 604800 300

)

IN NS nsl.companyA.local.
10 IN PTR mail.companyA.local.
20 IN PTR clientA.companyA.local.

serial2 FTAE /P HS
zone It
o] #ZICt.

o
mjo
+
ox
ek
1%]
o}
=
mjo
ol
N
>
N
rir

&322 E0lICt o] H&0]& secondary DNSZt X2 HA =Xt 2

IE
oY
o[

12.5 Hotd} SELinux =
H YA YT

chown root:named /var/named/companyA.local.zone \
/var/named/10.168.192.rev
chmod 640 /var/named/companyA.local.zone \
/var/named/10.168.192.rev
restorecon -v /var/named/companyA.local.zone \
/var/named/10.168.192.rev

companyA.local <-> companyB.local p. 22
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13. HIZAMH HEIS| BIND 278

HEte| T ¥ntel HEd0|

C. =28 192.168.20.102 2 B, companyB.locale X% 22|t
companyAlocal EE2 Yotz ™

SiCt

un

—

13.1 /etc/named.conf & options

H LM HIEL - /etc/named.conf YE £

acl lab_nets {
127.0.0.1;
192.168.10.0/24;
192.168.20.0/24;
s

options {
listen-on port 53 { 127.0.0.1; 192.168.20.10; };
listen-on-v6 port 53 { none; };
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
secroots-file "/var/named/data/named.secroots";
recursing-file "/var/named/data/named.recursing";

allow-query { lab_nets; };
allow-recursion { lab_nets; };
allow-transfer { none; };
recursion yes;
dnssec-validation yes;
minimal-responses yes;

managed-keys-directory "/var/named/dynamic";

pid-file "/run/named/named.pid";

session-keyfile "/run/named/session.key";

include "/etc/crypto-policies/back-ends/bind.config";

s

zone "." IN {
type hint;
file "named.ca";

s
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13.2 HIE}Q| local zonel} remote forward zone

H LM HIE} - /etc/named.conf S 2 Z

zone "companyB.local" IN {
type primary;
file "companyB.local.zone";
allow-update { none; };

};

zone "20.168.192.in-addr.arpa" IN {
type primary;
file "20.168.192.rev";
allow-update { none; };

s

zone "companyA.local" IN {

type forward;

forward only;

forwarders { 192.168.10.10; };
15

zone "10.168.192.in-addr.arpa" IN {
type forward;
forward only;
forwarders { 192.168.10.10; };
s

include "/etc/named.rfc1912.zones";
include "/etc/named.root.key";

13.3 H|E}2| forward/reverse zone I}

/var/named/companyB.local.zone

$TTL 300
@ IN SOA nsl.companyB.local. hostmaster.companyB.local. (
2026082401 300 60 604800 300

)

IN NS nsl.companyB.local.

IN MX 10 mail.companyB.local.
nsl IN A 192.168.20.10

mail IN A 192.168.20.10
clientB IN A 192.168.20.20

companyA.local <-> companyB.local p. 24
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/var/named/20.168.192.rev

$TTL 300
@ IN SOA nsl.companyB.local. hostmaster.companyB.local. (

2026082401 300 60 604800 300
)

IN NS nsl.companyB.local.
10 IN PTR mail.companyB.local.
20 IN PTR clientB.companyB.local.

13.4 H|E}S| ot 278
oM et

chown root:named /var/named/companyB.local.zone \
/var/named/20.168.192.rev
chmod 640 /var/named/companyB.local.zone \
/var/named/20.168.192.rev
restorecon -v /var/named/companyB.local.zone \
/var/named/20.168.192.rev

3.5 2 HAL F AMH| 2 AIF
A BE0| 4355
sto| Hof sl
LHR R
named-checkconf

named-checkzone companyA.local /var/named/companyA.local.zone
named-checkzone 10.168.192.in-addr.arpa /var/named/10.168.192.rev

systemctl enable --now named
systemctl --no-pager --full status named

A=
et of

0
=]
orgs A

oY -

J
I

H LM HIEF

named-checkconf

named-checkzone companyB.local /var/named/companyB.local.zone
named-checkzone 20.168.192.in-addr.arpa /var/named/20.168.192.rev
systemctl enable --now named

systemctl --no-pager --full status named

companyA.local <-> companyB.loca

HA|X| G O] ZRE|ZLt zone loaded/OK7} EQICt @& &
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14. DNS 452 2 22| o|O|& ¢ &t}

14.1 LIlo| M X}7| zoned} AL zone EHQ!
LAY 2ot

dig @127.0.0.1 companyA.local MX +short
dig @127.0.0.1 mail.companyA.local A +short
dig @127.0.0.1 companyB.local MX +short
dig @127.0.0.1 mail.companyB.local A +short
dig @127.0.0.1 -x 192.168.20.10 +short
companyA.local MX LOot 7| = Ql @Y MHE AE Eol=Tt 10 mail.companyA.local.
mail.companyA.local A MX O|E2 &H| IPE HE == A7t 192.168.10.10
companyB.local MX A zone EZ20| HIEIE ZEE|=7} 10 mail.companyB.local.
mail.companyB.local A SO MY PR B2 5 A=t 192.168.20.10
-x 192.168.20.10 Jof gee 2R 29 YR=7t mail.companyB.local.
=1 E £ X ~
14.2 SEI0|AHENA MHE =H X|H
Client A

dig @192.168.10.10 companyB.local MX +short
dig @192.168.10.10 mail.companyB.local A +short

Client B

dig @192.168.20.10 companyA.local MX +short
dig @192.168.20.10 mail.companyA.local A +short

DNS EHA|o| &t& 7|=
UZ client?t A}7] DNS M2 SO = AL =0 Q19| MXQ} mail TAE AS 2& A =Cf 0| CHA 7t AdistH postfix A
Hoz HO7tX| ECt
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Postfix7} st ™

| - = [ —
15. Postfixe A4S H1 F Zol|2 Z™d oI}
Postfix?t A|X|E BtO ™ =F 9l FAO| domaing =Lt A}7| domain0|H 2Z4 QEHZH| X &st,
CtE domainO| ™ DNSZ AL MTAE &0t &St}

12! 15-1. Postfix2| Al AN Eg|

HAX| 4 + queue ID

!

L =l CHE = el

recipient domain 2!

local recipient 22l DNSOIA MX/A =53]
alias -> Linux 1™ SO O LA &7
Maildir0fl Tk X% SMTP 252 Mg
home_mailbox 43 E= MAIE queue
mydestination 'L 7t £[F Mg =0 QI'0| 11 mynetworksE 'LIOI A & =9l relayE ZZ = e ME| client HRI'CH
Yy Y y

15.1 main.cf @& 0|52 WA 0|5l5}7|

myhostname 0| Postfix A/ 2| FQDN fH= XY 0ol

mydomain O] MH{7F £k MY =il 25E XY

mydestination HE AKX 2 HorsY =0 el <2 Kol 2 g XY
mynetworks QI =i Ql relayE T = AU AE| client 252 L2 = A= 2A/XH
home_mailbox ZZ £ AMXO| Maildir HCH B2 Jhel mEE /X

relay restrictions F7ol ol SXX| MYS 518EX| 2H Soh SA WX 1A

open relayE %= 0|f
FLE LIHo)| A OFF = Ql HUO|Lf CHAI =LY Shatn o 4= QIO A A M7t EICE J2ijM AE client subnet

2F mynetworksOfl @3, EHX| & {7t ZREH =L

companyA.local <-> companyB.local




Rocky Linux 9 Mail and DNS Lab - Visual beginner edition GNS3 closed network | Instructor reference

16. AFEX A8t #A| F& TS7|

MY A= userA/userBN E CHEALS Z2HSHA|BE Linux A'E 2 usera/userb 222 A2 BHECE Postfix virtual aliasZt
EA A A AFO AZABCL

16.1 AX|e} AH
LERCR

dnf install -y postfix

useradd --create-home --shell /sbin/nologin usera

passwd usera

install -d -m 0700 -o usera -g usera \
/home/usera/Maildir/cur \
/home/usera/Maildir/new \
/home/usera/Maildir/tmp

restorecon -RFv /home/usera/Maildir

H 2 MH HIE

dnf install -y postfix

useradd --create-home --shell /sbin/nologin userb

passwd userb

install -d -m @700 -0 userb -g userb \
/home/userb/Maildir/cur \
/home/userb/Maildir/new \
/home/userb/Maildir/tmp

restorecon -RFv /home/userb/Maildir

16.2 alias?} st= &

userA@companyA.localZ Linux A& usera HA|E O|H Y FA 2N AE 0|52 tHAEXL  postmap -q B1H7t 212} useralt userbZ

29

mjo
[o]]

=
Oll, userB@companyB.local& userb0il ¢1Z2  /&AlS £2|3t7| oLt Lt2LC}
oot
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17. HIZ M L] Postfix &8

17.1 /etc/postfix/main.cf
HYME L} - SAF7HSE 71E 2F
compatibility level = 2

myhostname = mail.companyA.local
mydomain = companyA.local
myorigin = $mydomain

inet_interfaces = all
inet_protocols = ipv4

mydestination = $myhostname, localhost.$mydomain, localhost, $mydomain
mynetworks = 127.0.0.0/8, 192.168.10.0/24

home_mailbox = Maildir/
virtual_alias_maps = hash:/etc/postfix/virtual

smtpd_relay_restrictions = permit_mynetworks, reject_unauth_destination
unknown_local_recipient_reject_code = 550
disable_vrfy_command = yes

recipient_delimiter = +
mailbox_size_limit = @
message_size_limit = 10485760

17.2 /etc/postfix/virtuald} A| %}
O UM B 2n}
userA@companyA.local usera

#map o,

postmap /etc/postfix/virtual

postmap -q ‘userA@companyA.local' hash:/etc/postfix/virtual
postfix check

systemctl enable --now postfix

postconf -n

ss -1ntp | grep ':25 '

doo|ztH

postmap -q7} useraS Z2St1, ss0f| 0.0.0.0:25 E= A FA0| 257} HOICH postfix check?t LFE LHX| =Ct.
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18. M| 2 A{H] H|EL2| Postfix 273
18.1 /etc/postfix/main.cf

HIYMH HIE - SAL 7hSS 71F E%F
compatibility level = 2

myhostname = mail.companyB.local
mydomain = companyB.local
myorigin = $mydomain

inet_interfaces = all
inet_protocols = ipv4

mydestination = $myhostname, localhost.$mydomain, localhost, $mydomain
mynetworks = 127.0.0.0/8, 192.168.20.0/24

home_mailbox = Maildir/
virtual_alias_maps = hash:/etc/postfix/virtual

smtpd_relay_restrictions = permit_mynetworks, reject_unauth_destination
unknown_local_recipient_reject_code = 550
disable_vrfy_command = yes

recipient_delimiter = +
mailbox_size_limit = @
message_size_limit = 10485760

18.2 /etc/postfix/virtuald} A| %}
Ol 2 M E HE}
userB@companyB.local userb

postmap /etc/postfix/virtual

postmap -q ‘'userB@companyB.local' hash:/etc/postfix/virtual
postfix check

systemctl enable --now postfix

postconf -n

ss -lntp | grep ':25 '

18.3 relay 5181} 2Z 45 FE5H|

Client A -> userB@companyB.local Q& =mQl, AZ| client companyB.local £ relay mynetworks

X3 client -> userB@companyB.local QF =0 Ql, B A2 client Relay access denied smtpd_relay_restriction
s

Beta -> userB@companyB.local 7] 2F =hel userb Maildiroll 22 H{jE mydestination + alias

companyA.local <-> companyB.local p. 30
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Maildir X{ %1} Dovecot &2t

19. Maildir= M| 72| &o 2 L} C}
=

Postfix local(8)0] Af 0|2 mtY=Z TS, DovecotO| 22 ClAHEHZ|E Y=Ct F T2 €2
B2 5 Hf2f=of SHot
3 19-1. Maildire| tmp, new, cur
4 ) 4 ) 4 )
> —
tmp new cur
RES A 2 el S
oy H Al 321 obl Qx| et olg/Z2 vy
- J - J - J

Maildir= MY 18S oY 1702 MFTCE O] AE0M = M HLO| newdi| LIEFHCE,

HESO0IM A 0 Y mHY-2 HA /home/userb/Maildir/newOll LIEFCHCE IMAPO| TIAIX| & 2|3t curZ O|8E == QUCh
19.1 32 X7t I 0|7
BRE o= 8% I1E T At
Postfix home_mailbox Maildir/ AFE2 AL 2 Oof2l Maildirdll %[F MZE

Dovecot mail_location maildir:~/Maildir Z2 MaildirE IMAP/POP3Z A&

| 3‘!11 ol EAI-

HIEFC| Maildir/newd|= I0| A =0 IMAPKAl 0 EXISTSEHH B M&0| OtL|2} Dovecot2| mail_location, 219! O]
= M7Y DY ASHS DX SISt

— =
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20. Dovecot2 2 mgl

a2 20-1. AF2 X} B7} MaildirE = JX|

9'1
i Mo
T )4
2
a b
rir
0
-1
inl

/ N / R 4 N
[ )
[ )
hd oM
— — !
Maildir Dovecot 2X'B
MH ClA=29| AL Rt 21F IMAP & POP3Z2
AN oY o SE/2E M3 HYeS s
- J - J . J

AFEREBE A IS AF EX| &=L} DovecotO 221511, DovecotO| Hetes oIt
nE

20.1 dX|e} 3 E AH™

5 MY

dnf install -y dovecot
dovecot --version
/etc/dovecot/dovecot.conf

protocols = imap pop3
listen = *

linclude conf.d/*.conf
linclude_try local.conf

/etc/dovecot/conf.d/10-mail.conf

mail_location = maildir:~/Maildir
first_valid_uid = 1000

namespace inbox {

inbox = yes

¥

companyA.local <-> companyB.loca
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~ = 1 AL
202 215 O|E0t HE A5 2H
AH&XH= userB@companyB.localE 2 QISHK| Bt Linux A& 2 userbCt. %Ln2 domaina X 2|2t local-partE A&
X2 Hztotlh o] 452 MY StLt7F SO Ql ShLbRE HYSIE 2 EhastA ALEE o= QUL
/etc/dovecot/conf.d/10-auth.conf

disable_plaintext_auth = no
auth_mechanisms = plain login
auth_username_format = %Ln

linclude auth-system.conf.ext

/etc/dovecot/conf.d/10-ssl.conf

ssl = no
YR A5 31
HZHSo Y LHES =22 BHESH| 22 HAY TE HFO|CH AH M HAZAYO|L) UX| AL SF0|M = AHESH
X =ttt 2 =232 TLS Bo|M CHELE

20.3 Z AL} AJE
LPREE

doveconf -n

systemctl enable --now dovecot

doveadm auth test userA@companyA.local
ss -1ntp | grep -E ':(110]143) '

H 2 M HIE

doveconf -n

systemctl enable --now dovecot

doveadm auth test userB@companyB.local
ss -lntp | grep -E ':(110]143) '

st 2
doveconf -n AAZE HEE A4F mail_location1t protocols7t £ ¢
doveadm auth test A HAO| Linux ABL R QAT E=7} passdb: userb auth succeeded
ss -Intp IMAP/POP3 77+ S =7t 1143, :110 LISTEN
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21. firewalld®} SELinux= AME CH2 2o0|C}

firewalldE WEIOA 0= MH[A 22 S0{S = JEX| HoCh SELinuxe A QLM T2 A

2700 ot 7| sof 2 & A=Kl L.

a3 21-1. A= 21 AE e At

[

4 N\ 4 N\
1. firewalld 2. SELinux
e 32 HE o At
[ ]
[ ]
— > | ———
PORT LABEL °
e oH MH|A
g J g J

ZEE7} EHE SELinux 0| SEX| o™ m M2 Mg 5= QUCt

22 SN Fo|E U HeHo

21.1 firewalld
= M

systemctl enable --now firewalld
firewall-cmd --get-active-zones

StotOF Xt 0| STt & Eot AES ME iMste 28z S245HA| =0t

firewall-cmd --permanent --add-port=53/udp
firewall-cmd --permanent --add-port=53/tcp

firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd

53/udp, 53/tcp DNSQ| it HZ1} 2 SE/MA=
25/tcp Cliente 7|& d& MZEt MTA ZH TE
143/tcp IMAP B= &

110/tcp

--permanent --add-port=25/tcp
--permanent --add-port=143/tcp
--permanent --add-port=110/tcp
--reload

--list-ports

POP3 B=E H&

companyA.local <-> companyB.local
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21.2 SELinux

MaildirZ} A2 X} = Ofgff Q2B 2 Dovecot?| = ClalE 2| M2

= = boolean2 2QIBHC} Rocky Linux point release®t
Y™ 7| X|0f et boolean FF7F LHE 4= A0 AN EXf O£ E HAFetCt

£ A

getenforce

getsebool -a | grep -E 'dovecot|postfix|named'

if getsebool dovecot_enable_homedirs >/dev/null 2>&1; then
setsebool -P dovecot_enable_homedirs on
fi

restorecon -RFv /home/usera/Maildir #
restorecon -RFv /home/userb/Maildir #

Q17|12 3I2 2 named_write_master_zonesE FZx71 Z Z 27} 2IC} dynamic
x

M BIND primary zone2 I+ &
LS AE MOF 2 W2t HAEBHCt

updateX & named?} zone Tt
He 7|12 ol

ausearch -m AVC,USER_AVC -ts recent | audit2why
1s -1dZ /home/usera/Maildir 2>/dev/null
1s -1dZ /home/userb/Maildir 2>/dev/null

SELinuxS 1= CHAl RI012 A7)

x~
ARH, LUt AT file labelings HXA 2QISHCt YRS 22 K audit2allow® HHMS UHEH ZQ O|4 #Hot

& ST TR Oy HeHS YT 38
o 4 ot
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PART 8 AL X} AGIA AL X} BIFX| MM 2 mt2}7}7|

22. 8t S| HYUE 87} MSE EXBC}

252 582 BX 'HEo| HEHE E= Q0| Ot 2t H= oA of == 70] Z2F5t FA=
SHE g7l=X ggst= Ao|Lt.

8! 22-1. Client A -> €I} -> H|E} -> Client B FHH| A2

(=3
BIND DNs MXAE

MX + A 23]

SMTP ™3
_’ SMVITP ﬁ
AEXEA e} H| E} Maildir AHEXLB
Ao ZA|

S 155 AT MY 2 WY, 62 A M, 7-82 ALS X F-O|CE DNSE 3-4014 SIS ehfsict.
22.1 A& ™ 67H &

- Client AO|A mail.companyA.localO| 192.168.10.102 2 s & k| =72
- Mo A companyB.local MX2t mail.companyB.local A7t ‘J&QI7t?
- Postfix ZIt/H|EL7} 258 ZEO| Cf7| FQl7}?

- Dovecot H[E}7} 143/110%H ZEOf CH7| FQI7t?

- userb®| Maildir/new?t Q1 [ X7t userb @172

- userB@companyB.local?| H{ZHZ E L1 JY=TF?

ML HRE 3 2RO W)

Client A7t SMTPE Y L}0f| X|E35t, L7t DNSE H|EE &0t SMTPE E7|H, H|E} Postfix?t userb Maildir0l| X & st
Client B7} Dovecot®| IMAP EE+= POP3Z &=L
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HEAl ZAZE 3l Hoj| HS
23. swaks= I‘lX-“ LI SES °|_|' Hd (=)
--servert AL H|EFZE OtL| 2} XH7| EhAl MH| QICE Client A7F ¥Ibof| 27|20 Yuirt MXE et HEt2 st
=22 ¥7| YBMLE
Client A
swaks \
--server mail.companyA.local \
--port 25 \
--ehlo clientA.companyA.local \
--from userA@companyA.local \
--to userB@companyB.local \
--header 'Subject: A-to-B visual beginner lab' \
--header 'From: User A <userA@companyA.local>' \
--header 'To: User B <userB@companyB.local>' \
--body 'Hello through Postfix Alpha and Postfix Beta.'
CD
23.1 EH0M =Mz 2 A
Kol =7t a3 22-12 s =
220 ... ESMTP Postfix 1 Lo SMTP &7 gl AS
RCPT TO ¥ 250 1 27t B =H Ol relay 28 S £
250 ... queued as ID 2 LIt HAIX] MAS Q=
relay=mail.companyB.local[192.168.20.10]:25 3-5 DNS Z1tE ARl H|Efof ME
status=sent 5 HIEFZ AKX & ==2F
delivered to maildir 6 HIEFZt userb Maildir0ll X &
2502 FHX| 3tHO| 2RACH= 0| OfL|C}
2Ite| 250 queued= YI7t MAS Q= Ct= TO|CH O 7 Lm->H[EF TE D HELS| local M 0| JS3H0F ALEAL B
7k olg 4 Uk,
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24. nc2 SMTP ™S 2 ol E7|

Z0| envelopeO|11 O{™H Z0| header/bodyO|H O{C|A| 2

wv
=
QO
3
rir
Pl
i
|o
Hu
2
Tot
i
o
mn
=]
A
n|
>
0O
>
in}e
rlo
=]
rg

Client A

nc mail.companyA.local 25

EHLO clientA.companyA.local

MAIL FROM:<userA@companyA.local>
RCPT TO:<userB@companyB.local>
DATA

From: User A <userA@companyA.local>
To: User B <userB@companyB.local>
Subject: Manual SMTP lab

This is the message body.

éUIT
24.1 4l E3} ¢t M2 ME CHEC}

%I EJ‘ _ HH}EEl ﬁ

Subject Ct& 8l & header®} body2| Z4| 20| headerME X SN E = AS

M Eol s J SMTP DATA HKA| €8 3= Postfix?t A& Cts Y2 7|CHE

QuIT SMTP CHst Mo B2 dZdg 2o ELX|Et 38 8EHE £
=

telnet= A mj
telnet mail.companyA.local 252 Z2 HHZ e == UCE ML B2 HSO|MEH AFES D
QIS TLISE #AE Y clientE AHESHCL.
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25. HIE}Q| C|ATOA XZE AlA! 2ol

—
O EHAl= T& '3 "E&" Ato|2] BALE. Maildir/new0i| TH20] AT DNS, MH 2k SMTP, H|EF2] Postfix local
deliveryZtX| = HS3HC.

HI YA H|EF

find /home/userb/Maildir -maxdepth 2 -type f -printf '%p\n’

1s -la /home/userb/Maildir/new
sed -n '1,60p"' /home/userb/Maildir/new/*

AE st=7t o st ol

4o

userb Maildire| A& It} header/body IMAP EX|2t Y M& EXE 2alstCh IOl S new Of2H THY 174 O] &1} Subject: A-to-B
£ gholstet, H HA|X|E= 0|0] A RF ALMEIIFX| ZAFICE visual beginner labO| & QIC}.

25.1 ojo| S of =

- H{|Et Postfix 210 user unknown =+ status=bounced?} U=X| £LC},

- postmap -q userB@companyB.local hash:/etc/postfix/virtualO| userb& ZHs=X| 2L}
- getent passwd userb®l Maildir 23 #2 &olotC}

- 2T} queuedi| status=deferredZ HOf QO™ HIEF =X ™ ZX|Ct.
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26. Client BO|A| IMAPL B2 L& SH & 7|

O|N| M&Hel oS =T QlX| &40 AFEX} BO| H 22 Dovecot®] 2 QI tag7t €2 HHOMCH Z2 tagQl
OK 8E0| S0t =X

Client B

nc mail.companyB.local 143

2001 CAPABILITY
2002 LOGIN userB@companyB.local "<PASSWORD>"
2003 SELECT INBOX

2004 FETCH 1 (FLAGS BODY.PEEK[HEADER.FIELDS (FROM TO SUBJECT DATE)])
2005 FETCH 1 BODY.PEEK[]
a0e6 LOGOUT

a002 OK 7 AEA 2T S

* 1 EXISTS 7 MERSH INBOXO TA|X| 17H

FETCH ... Subject 8 H Y headers &AZ 21S

BODY.PEEK]] 8 o2 HENE 22O HHRX| &0 FH 22 =3

26.1 Maildir0ll= U X|2F 0 EXISTSEIH

1. doveadm auth test userB@companyB.localZ E210Q F3tE =QlotE

= -

-

2. doveconf -n | grep -E "mail_location|auth_username_format"Z &KX M &4tS £C}

3. Maildiret 5t¢| CIME 2| 2F A7} userb @IX| =HQlotC}

= - =

4. SELinux AVC 7| 50| =X| =I5 1 restorecona T SHCL

[y
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27. POP3E #2 HAIX|E =HQIotn HiCl ok Al
27.1 Client B2] POP3 0l

Client B

nc mail.companyB.local 110

USER userB@companyB.local
PASS <PASSWORD>

STAT

LIST

E = EH LOGIN/PASSet MIAIX] =Z0| A= HQICt O] AF S =HQI%h 7 TLS &F2 2 JOoj7t
U237t of ZRTHA| A ALYA ofshe 4 ALY,

27.2 ArEXL B -> AMEX} A HiCf 2k
Client B

swaks \
--server mail.companyB.local \
--port 25 \
--ehlo clientB.companyB.local \
--from userB@companyB.local \
--to userA@companyA.local \
--header 'Subject: B-to-A reverse test' \
--body 'Reverse direction works.'

22 st=7t of 2%t B4o|ztH
HIEIS 2Al MTAR, QIS £4A MTAR AP ZHE DNS ZQ Y, MX, 2SHH, Postfix 20| 812 LI}2| /home/usera/Maildir/newOl| T A|X|
goff B Brars 2ot o2 ghot Al M8 e THU0| M7 IMAPS 2 SubjectE 94+=Lt.
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28. queue IDE=

HIAI XS] HiE =2

H L}

Postfixe HIAIX|E BT If queue IDE LS00t YIet HEFH= ME CHE queue IDE € = U2
82 20t 219| queued as 272 F HSE HZASIC}
a3 28-1. ¢t ID2} HIEH ID HA
4 I 4 ) 4 I
oot 21 MH 7k SMTP HE 21
9A1BC12345 7F33A45678
--.. --'.
queued as . L
delivered to maildir
7F33A45678 SOH7E A 2 g
& J - J \§ J
queue IDE Bt} 2&% HS o} ZCh MB{7L HIH M S 7L M 5= QUL

o AMHf QLOIM = 22 queue IDE [MEF7FA, MEZL B = X[HO|ME queued as2 Af IDE &=L
28.1 212} queue HH

Wl LA 2mf/HEL

journalctl -u postfix -f

journalctl -u dovecot -f

journalctl -u named -f

tail -F /var/log/maillog

postqueue -p

postcat -q <QUEUE_ID>

postqueue -f

50| 24

Rocky Linux 90| A= systemd journal& 7|& SHE AL&E == ULt var/log/mailloge rsyslog?t shE

shEl B0 EXetot.
CE
postqueue -p
postcat -q ID
postqueue -f
journalctl -u dovecot

journalctl -u named

companyA.local <-> companyB.local

298 #ET

o

71/ MAl = S HIAIX|2F Ol &

queuel] XEEl envelope®t message

DNS/HEH R =3 5| deferred queue
Q1F, Maildir 82, IMAP/POP3 27

zone load, query, forward 23 2F

Z=A| TAIE
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28.2 Postfix 21 st & HA
oA

postfix/smtp[2201]: 9A1BC12345:
to=<userB@companyB.local>,
relay=mail.companyB.local[192.168.20.10]:25,
dsn=2.0.0,

status=sent (250 2.0.0 Ok: queued as 7F33A45678)

21 =% &= azo| 91|
9A1BC12345 LIzt Y=ot queue ID 2

to=<..> AKX SMTP envelope recipient 1-5
relay=..:25 HHE HES HEF FAQJG HE 5
dsn=2.0.0 43 A e el 5

queued as 7F33A45678 HIELZE LZ8t M queue ID 5-6

28.3 O Z2|#|0| M =} KN
SMTP, DNS, IMAP, POP3 X%t

tcpdump -ni any -s@ -w /tmp/mail-lab.pcap \
'(port 25 or port 53 or port 110 or port 143)'

# Wireshark display filters
dns
smtp
imap
pop
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=
o
‘WOl oF Elth = EEe 2= HRZF HF WL DNS, 8, My 78 ME, I N, AAEAL €3S
of ZHY =4OolotCt
22 20-1. @ EHAI7H B30k £t A= ZHc
4 ) N [ N 7 N [ )
0| & &7| = - My HE - oy ME - ArEXL F
dig MX / A 250 queued status=sent Maildir/new SELECT/FETCH
17| 7tX| 01 7| 7HX| 12| 7tX| 01 7|7t X| 12| 7tX|
NI M3 NI M3 NI
- J AN J AN J
o THA[Z} ‘4 S sllof Ct& THAIE ZALSHCE
o2 478 g SHARO| HHpH ol shAXM S elAS o= QiCt
QEXZ BOM ZHZI EOE A Al 2F ChAY = AUCH Y 1HEH SHE =BT
x 31
29.1 ZHXAE Y =
sS4 2 oA A =ol
dig timeout DNS M et Chat Rpx| 7t oF & route, firewall 53, named listen
SERVFAIL DNS7t Li& B2 EHe £ ots named-checkconf, zone load log
NXDOMAIN 71 DNS O|S0| @it Eect record O|Z, zone, trailing dot
Host or domain not found Postfix7t ACH MX/AE & &8 MHOA dig MX/A
Relay access denied clientZ} 2|2 FHX| relay #eot 91Z mynetworks, mydestination
User unknown FAE MK local user2 A2 2 3 getent passwd, postmap -q
status=deferred A2 HESHK| 23l queuediA THAI= postqueue -p2| reason
Maildir0ll= Q2L} 0 EXISTS DovecotO| CHE X|/AMEAIE EXL US mail_location, 212! 0|&
Authentication failed AE Mt E= PAM/H| 2 HS Alj doveadm auth test

Permission denied / AVC

companyA.local

<-> companyB.local

et Aot & SELinux XHEF

Is -1Z, restorecon, ausearch
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2 27|

CC

ok 7t

B)

.1
Klo
foF

Jl
i

v 7'
FQDNZIt

R
<0

<0
K0

X

dig MX/A

of o

3

<0

2o
==

0| zone F0f CfA|

O|&

MX targete| 2 & MA

oo
o
H
I+

Kd

&L MX timeout/SERVFAIL

remote forwarder IP 2E}

Relay access denied relay RCPT TO & 250

mynetworksOf|Af client subnet |7

H|E} local delivery

local destination

mydestination0fl A} $mydomain X4

ofn

SELECTO{ A EXISTS

fe QAX[ZHIMAP 0 EXISTS

sregzze @

Dovecot mail_location

v

Kr
ofl

ol

oot

b 5| MH|AE reload/restart

AlSHS
SRk

.I

P

ol

i
N
Klo

r

-

%0
0|

5o
Klo

1

_a

ol
Nl

THA 2

3

s
o
=

ASF A
&g+ gich

Tor

Alof BE

SHHHO) of2) MHS HIRR| L A
ol IS 5
&o| sao|ct,
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PART 11

31. Dovecot LMTP2} TLS &%t

31.1 Dovecot2 A X MDAZ THE7|

B S SHEYXIE e SF
7|E 40| M= Postfix local(8)0| Maildir0ll E-=Ct. Of2f 742 PostfixZ Dovecot LMTPO]| OtX|2} HiES 27| =5
HHECH home_mailbox = Maildir/2t SA|0| AMESHK| Y=Lt

Dovecot protocol@} LMTP socket

# /etc/dovecot/dovecot.conf
protocols = imap pop3 lmtp

# /etc/dovecot/conf.d/10-master.conf
service lmtp {
unix_listener /var/spool/postfix/private/dovecot-1lmtp {
mode = 0600
user = postfix
group = postfix

}

Postfix main.cf HZ

#
# home_mailbox = Maildir/

mailbox_transport = lmtp:unix:private/dovecot-1lmtp
A

doveconf -n

postfix check

systemctl restart dovecot postfix
1s -1 /var/spool/postfix/private/dovecot-1mtp
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31.2 TLS= FA S HIR =71
TLSE SMTP/IMAP/POP3 H1Z 1ZtOA HEH, HIZHD, HAIX| LHES EZ L Maildir TFY XX 7F M Cj{AF O

M Aso2 d=etkl= A2 OfLCL

Tz 71E Mg 29 A%
AHS AL Al AlZ| subnet2| SMTP 25 587 STARTTLS HE+= 465 TLS + SMTP AUTH
Me 7F Mg SMTP 25 BE SMTP 250 Al &0 St TLS
oY 27 IMAP 143 / POP3 110 & IMAPS 993 / POP3S 995
Dovecot TLS 7H'd of
ssl = required
ssl_min_protocol = TLSv1.2
ssl_cert = </etc/pki/tls/certs/mail.crt
ssl_key = </etc/pki/tls/private/mail.key
EZEOH A BLIX| f=C}
465/5872 Wt TEES Ool= Ao 2 b E|X| &=Lt Postfix master.cf AJH|A, SMTP AUTH, Dovecot SASL socket,
RIE M, relay X2 A L sfjof otCt
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32. 49| gl =A{e} &5 HAZAE

32.1 A9 =X

1. A8 112 7[5 80 Qo CHA HHS StEAt7t A7| 22 dYotA ot

. 12l 2-10{| A o|O| o|slist H&tof SMTP, DNS, Postfix, Maildir, Dovecot, IMAP O|2EZ &

2

3. A% 611t 712 ELU7|Q 97| TREES FESICY,
4. O3 9-10] AKX GNS3 IPE HEA|stD Ytk 2

5
6

L8R E Zolsit

. DNS -> Postfix -> Maildir -> Dovecot = A2 2} CHAH S 2t=2 % Mjoict SHE 7Ict

. OFEX|EHoll= 28 22-12] 1-8 HHZ & queue ID2F 210 HZDIC]

32.2 48 M3

- [12d0| MX2F Al XIO|E BT MH O|&'1t '&X| P2 AFoHCt

- [1SMTPE EUE Z, IMAP/POP3E XNZHE S = Zo|2tn MY}

- [ 1 mydestination2f mynetworks2| AtO|& Xt7| =0 Q11} relay M2 A HBICE
- [171F #80M Postfix local(8)2t Dovecot?| H&S F&s| 2L

- [ 1 envelope®?t message headerg T&3tCt.

- [1 Postmani} Postfix?t & CHE =742 dE SO}

32.3 75 M3

- [ 1 &% DNSO|AM 2T MX/A/PTRO| g &t0|C}.

- []1Client A -> YT}t AM 250 queuedE ZH=LCt,

- []1 ¥nt 230 HE} IP:252} status=sent?} UL}

- [ 1 HIELS| userb Maildir/new0 HA|X| TAO| ULt

- [1IMAP SELECTO|A EXISTSZt 20|11 FETCHZ SubjectE H&Ct.
- [1B-> A B 2k 22 SHE HS3t0)

- [1 X3 client2] 2| relay 282 HEEICH

companyA.local <-> companyB.local



Rocky Linux 9 Mail and DNS Lab - Visual beginner edition

=

33.¢t F 80| 2%

20] 7t me MY

SMTP M HYE client->MH, MH->MHE 2
POP3 MEE HAIX 50 HES B OREE
IMAP MH SETo| ZEMet HEE ¥4 22
MX Coolo oY BY MY 0|

A Mb{ O] &2 IPv4 F&

MTA HYES queueld] F1 CHE MHEZ HE
MDA/LDA T Ao M

MRA IMAP/POP3Z2 X% O X3

queue ID Postfix HA|X| & Hz

relay CHE =HQ/MHZ HAXIE &

Maildir oY 185s T 1702 M

envelope SMTPZt MA| HYE0| A& sender/recipient
header AFE AL 2HHO| EA|Zl= From/To/Subject

GNS3 closed network | Instructor reference

ol Mef #IX|

AEXFA -> 2T} -> H|E}
H|Et/Dovecot -> A2 Xt B
H|El/Dovecot <-> A2 X} B

YIt7} HIEHE R DNS &

Ho

mail.companyB.local -> 192.168.20.10
Postfix

7|Z: Postfix local(8)

Dovecot

250 queued?t 21

2ot -> H|Ef

userb®| 7§l LEE

MAIL FROM/RCPT TO

DATA Qo] EA| HE

ORX| 2 X7} A
otz ofof gto] 3
zo|ct

A

o s BHA 4

ko
0%
_(?_l-

Zt gHof 7|2 0|§S CHAl ¢

A

+ 9o o mAjol Y 2ES

companyA.local <-> companyB.local
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34. 3A &1 Xt&

Z2EE 0| HE ME2 ot 34 BME 7|F2 2 IRt Rocky Linux 9 point release@t package update
of ek 7| 2540 F2tE 4= A28 2 HH A|AHO| man page?t ZAI BEES 27 AL 2L

1. REC 5321 - Simple Mail Transfer Protocol

https://www.rfc-editor.org/rfc/rfc5321.html
2. REC 1939 - Post Office Protocol Version 3

https://www.rfc-editor.org/rfc/rfc1939.html
3. REC 9051 - Internet Message Access Protocol Version 4rev2

https://www.rfc-editor.org/rfc/rfc9051.html
4. RFC 8314 - TLS for Email Submission and Access

https://www.rfc-editor.org/rfc/rfc8314.html
5. REC 5598 - Internet Mail Architecture

https://www.rfc-editor.org/rfc/rfc5598.html

6. ISC BIND 9 Administrator Reference Manual
https://bind9.readthedocs.io/en/stable/

7. Postfix Basic Configuration
https://www.postfix.org/BASIC_CONFIGURATION_README.html
8. Dovecot 2.3 Documentation
https://doc.dovecot.org/2.3/

9. RHEL 9 - Configuring a BIND DNS server

https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/managing_networking_infrastructure_services/assembly_setting
-up-and-configuring-a-bind-dns-server_networking-infrastructure-services

10. RHEL 9 - Deploying mail servers

https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html-single/deploying_mail_servers/index

o[t 7§ eEe|

7l& 8017t Lt7| TO| AFERE A, T LA H 2o, o 2 A H
of 7l& ol§2 EBAXCZ 20|11, 24 2F0 4T FH= 1

HIEl, ArEXE BOl 252 0f2 1822 23U Z2
S5O M=o AZMCL

rlo
W]
o

END OF VISUAL BEGINNER MAIL LAB MANUAL
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