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Postfix smtpd SMTP A H TCP 259| SMTP B ¥ Postfix 3

Postfix queue/local e Azl 2| HAIX] bob2| Maildir
Dovecot imap A ARM TCP 1439] IMAP B & EH=2-282
Dovecot pop3 e =g g7 TCP 1102| POP3 ¥ SEZZ4H BA|

Roundcube el EZo|9E Ha}2 X HTTP(S) IMAP %3] + SMTP A=
IE X
SMTP POP3 IMAP
ol 52 2% 4 4= d5 2 Al
SUBMISSION IMAPS POP3S
AHEXF HZE + AUTH StAIAE TLS OFA|A TLS

EE 252} 5872 Z2 SMTP 22 AX|2t 5Xo0| Cl=2C}

25= M| ALO| TEHOf, 5872 AR O Y ¥of ME0| == 2L} 0 M2 nc &2 BES I8 = 255
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CLIENT POSTFIX smtpd

S

220 service ready 181 Q1A
AMH QIA

EHLO client.lab.test

A 4

7l €4
250 capabilities
MAIL FROM:<alice@lab.test>
.
”
£ 2Rt

250 sender OK

V' S

RCPT TO:<bob@lab.test>

Y

250 recipient OK

N

DATA

Y

354 end with <CRLF>.<CRLF>

-~

headers + blank + body + .

ol d=

y

250 queued as ID

V' S

QUIT
|-
oz =g
221 bye ==

N

0l0

n
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|
114
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=$=|
o
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=$=|

@&

250 F|2| queue IDE= E0A Z2 HYQ| 0|52 FH5I= HAICt.
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IMAPZ} POP3: &2 £Algh

= CH OIS AXITH IMAPE MH HEHE &
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INBOX / Sent / Archive
E02 22 E MO |FX|

o ZE[C.ZM.9lS AHE|
o] 7|17|0M 22 25
23 meee =

- __
o B |

Z39l al LOGIN bob ".."
= LIST ™" "*"

23 FETCH 1 BODY.PEEK]]
= LOGOUT

ZE 3| 27} opLct,

° sif] ¥mYS IMAPS ME ST}
Roundcube= AMH Q| EL-AM.1Z AE

POSTFIX + DOVECOT LAB

A
25 > 78 > 4N
AR e MM 7IE

e 3t 2ao|AE
2 8y

e Er 7fE0| el S
® DELEE QUIT M =

HH A A A SH
o uolia ST My

USER bob / PASS ...

LIST

RETR 1

QUIT

MEHE CHEOF SF2 2 Dovecotl| IMAPO| AZSBHEL POP3+= Roundcube?|

06



= — O L
Of2f €t2 &AM XM ndotet AH =X Q| =0 Io|Lt S IPE AMESHA| Gi=Ct
g
SAE mail.lab.test HE VM
ool lab.test 2Z ME 0A|
AHERL alice / bob HEAR} / 4= AIX}
HE =2 127.0.0.1 HE D2EE Ag
oY M3 ~/Maildir AHEXHE Maildir

1. 7| x| 2|

L terminal

sudo apt update
sudo apt install postfix dovecot-imapd dovecot-pop3d netcat-openbsd

=]
==y

Postfix : General type = Internet Site / System mail name = lab.test

2. O| 51} A8 Xt

L terminal

sudo hostnamectl set-hostname mail.lab.test

sudoedit /etc/hosts # add: 127.0.1.1 mail.lab.test mail
sudo adduser alice

sudo adduser bob

sudo passwd bob # lab password: LabOnly-bob!

TP
c A TUS HR| HO| VM AYMAS 7|9 AS S ¥HEe7] 2Tk bobel oAl HZ B HY| Tt

or
-
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QE F0l= Aot 2LHMOM 22 lab.test HYTH A|AR AL XHOI|A| H Fotct.

=y

([ ] Postfix

postconf ‘myhostname = mail.lab.test'
postconf 'mydomain = lab.test’
postconf ‘myorigin = $mydomain’

postconf ‘mydestination = $myhostname, localhost.$mydomain, localhost, $mydomain'

postconf ‘inet_interfaces = loopback-only'

postconf ‘mynetworks = 127.0.0.0/8, [::1]/128"'

postconf ‘home_mailbox = Maildir/"'
postfix check

systemctl restart postfix

127.0.0.1:25 lab.test ~/Maildir
inet_interfaces7} 2| £ » mydestination0| 2 Z home_mailbox7t & &
dds 43 COoQle2 mEt ESIEEES]

([ ] expected: 127.0.0.1:25 LISTEN

postconf myhostname mydomain myorigin mydestination
postconf inet_interfaces mynetworks home_mailbox

ss -1nt | grep ':25'

0 E o] &X|
mynetworksE FZHO 2 X|5t5t 10 mydestinations HA|IZICE O] 2452 H3|7] O reject_unauth_destination,

— "1 —

SMTP AUTH, &ate ZH S i 245 O0F S
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Dovecot: Z2 MaildirS IMAP/POP3E 27|

Postfix7t A= ~/Maildir& Dovecott A= UFE= Z{0| HE9| sHA0|C,

1%

1. MH[AQ} HF F&

([ ] sudoedit /etc/dovecot/dovecot.conf

# /etc/dovecot/dovecot.conf
protocols = imap pop3
listen = 127.0.0.1,

2. MY S{%]

([ ] sudoedit /etc/dovecot/conf.d/10-mail.conf

# /etc/dovecot/conf.d/10-mail.conf

mail location = maildir:~/Maildir

([ ] sudoedit /etc/dovecot/conf.d/10-auth.conf

# /etc/dovecot/conf.d/10-auth.conf
disable_plaintext_auth = no

auth_mechanisms = plain login

4. 2 ZArel RA|t

([ ] expected: 127.0.0.1:110 and :143

sudo doveconf -n

sudo systemctl restart dovecot
ss -1nt | grep -E ':(110|143)\b’

° HH {2
Ubuntu 24.04 A€ Dovecot 2.3 2748 2 A2 3Lt Dovecot 2.40| A= mail_driver/mail_path S 478 0|21t
TRV YeE = JAeoz HX| HH ?

|_O|'.|D
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A& M HAZOIE

HOEE, £ MHIZ, 3 X QIX7t BE AXSHH TRES Mg

p =5

mjo

AlEFShY

MH|A

systemctl is-active postfix dovecot = [} active

xE

ss -1Int | grep -E ':(25|110|143)\b’ 127.0.0.12F LISTEN

Postfix

postfix check £ 9lo| B8

Dovecot

doveconf -n 4" 27 gls

A X}

getent passwd alice bob £ Z ClHEzZ| gl
Ol ESRX]

Postfix Dovecot IMAP Dovecot POP3
127.0.0.1:25 127.0.0.1:143 127.0.0.1:110

BE Z2VM, 2F0= D&
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([ ] connect

nc -C 127.0.0.1 25

14
Ju
M
x

EHLO client.lab.test

MH 7|5 558 23

MAIL FROM:<alice@lab.test> BODY=8BITMIME

2E AR}

RCPT TO:<bob@lab.test>

From / To / Subject / MIME headers
Ol AIX| 3T

<blank line>

slEHet =22 A

o =
=z 5=

a QUIT
N =

CRLFet &8 H
-C

fu §
=

U = BS SMTP7} 2F8t= CRLFE EHCH DATA 222 Hl & F|0f A&, E sILIE Qe E2
Cf.

= rir

dZ 7|F: DATA 3 & F 250 SE0| queued as <queue-id>7t HQIC},
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[
([ nc -C 127.0.0.1 25 21': 'ﬂ
220 mail.lab.test ESMTP Postfix
250-mail.lab.test
250-PIPELINING = A= MY
ZH|
250-SIZE 10240000
250-8BITMIME
250 SMTPUTF8
250 2.1.0 Ok m M HEhF R
250 2.1.5 Ok
354 End data with <CR><LF>.<CR><LF>
OlH 222
Bzt
21 FH1ID
queued as

250 2.0.0 Ok: queued as 3F2A0123456

221 2.0.0 Bye

S5et of|c{= CtECLt

Message headers

MAIL FROM / RCPT TO From / To / Subject
Hi b 2HE0| AL AHEXL 2O EA|
stolgt A

= -2 A

queue IDE EALSH ECt CHS H|O|X|0| A L8t ID7t cleanup, gmgr, local 215 X|Lt7H=X| 2QISHCT
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LAB 2 - Postfix E7 2 CIA| EL}7]

O|HOfl= TCP 250f SHX| @11 Postfix2| sendmail @t AIHI|O|AZ HA|X|E 7O &=L

L terminal

sudo -u alice /usr/sbin/sendmail -v -i -f alice@lab.test bob@lab.test <<'EOF'

From: Alice <alice@lab.test>

To: Bob <bob@lab.test>

Subject: Postfix sendmail lab
Content-Type: text/plain; charset=UTF-8

This message entered Postfix through the local sendmail interface.

nc 48

TCP 258 51t
sendmail 42
maildrop
2Z 7 FY
ZE =X
/home/bob/Maildir/{tmp,new,cur}
& ZQUE
sendmail

22 postfixsS 3|6t HE MY ME 7t OtLICE PostfixZ M&dt= 2Z MZ O HI|0|A0|H, X|E
PostfixZ} X 2| ST},
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T

HIOf Ao ME 2t2. HOF AW X|H O|F =2

° Maildir
sudo find /home/bob/Maildir -maxdepth 2 -type f

new/ = cur/ OF2Hof & O A|X| 7} QLO{OF &t

sudo journalctl -u postfix --since '-10 min' --no-pager

Jor
re

queue IDE smtpd/pickup -> gmgr -> local &2

20N 2 HEY

([ ] illustrative - exact text varies

postfix/smtpd[...] ... 3F2A0123456: client=localhost[127.0.0.1]

postfix/gmgr[...] ... 3F2A0123456: from=<alice@lab.test>, nrcpt=1

postfix/local[...] ... 3F2A0123456: to=<bob@lab.test>, status=sent

M

G MY oS X HESHK T A

Maildir Tt 2 H0jl= &Ef HE7F S0{7t10 Dovecot QEHAQ} AZA
= doveadmS AESHCt

[l
inl
fot
ro
rlo
e}
N
|'>|
o
|o
Hu
Ot
[
rE
oY
rlo
Z
>
av)
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IMAP E& 9ol Ef (a1, a2.)= 21 22 SHE HA=Ch EH() SE2 MH7F 2= HO|ELY.

[ ] IMAP session EH:I- 247|

* OK [CAPABILITY ...] Dovecot ready.

* CAPABILITY IMAP4revl ...
al OK Capability completed.
a2 OK Logged in. a E:l?_'
* LIST (\HasNoChildren) "." INBOX
a3 OK List completed.
* 2 EXISTS
a4 OK [READ-WRITE] Select completed.
* SEARCH 1 2
ey
a5 OK Search completed.
* 1 FETCH (BODY[HEADER.FIELDS ...
From: Alice <alice@lab.test>
. Ay
Subject: nc SMTP lab
)
a6 OK Fetch completed.
=2

* BYE Logging out
a7 OK Logout completed.

%
N
nx
oot

b3 FETCH 1 BODY.PEEK[]

M HZO0|AM LOGIN-SELECT = & Al WSeens M= BHEX| B=Ct

o2
r
Ao
mjo

0 =H2 7 ID7} OfL|Ct

SEARCH Z1t2| 1, 2= ME4SE MM HA|X] =RHO|Ct AMK|-ZHEE T Ee2tE 5= UL XH5=240]= UID SEARCH /
UID FETCHE MZ%tCt
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LAB 4 - nc2 POP3 M| X3

POP3 &&2 +OK = -ERRE EHEGICE AMK| HAIQF A K| A A|” 2 F29HLCT

[ ] POP3 session k" gEH

+0K Dovecot ready.

+0K Capability list follows
USER
UIDL

AUTHORIZATION

USER / PASS
+0K

+0K Logged in.

+0K 2 987

TRANSACTION

+0K 2 messages:
1 480
2 507

STAT / LIST / RETR / DELE

+0K 480 octets

UPDATE

. message headers and body ...

QUIT Al AHx| =t
+0K

+0K Logging out.

DELE 1 AR 12 AfH EA|SHE 22 M0 A RSETS 2 HSHE FAFICH
QUIT RSET 80| S=ot MH 7t MK E 2 FetCh 2o U 2oll= ddoHA| p=Ct

e IMAPX} H|
POP32| LIST H= &= MM 7|&EO|Ct EH-E2d 7|2t Ehest CIREE S 50| =82 Lt
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LAB 5 - doveadm2 2 Dovecot L& =3

doveadm2 2t ALEALE O 2 WO| OtL[2t MH 2| ZITH =1L IMAP CH=h 10| Dovecotl| ALEALME AS
X A}
OO0 .

mjo

0 AL X} 2l
sudo doveadm user bob
userdb?} uid, gid, homes SHIZ2H| gtatst=X| 2ol

HUY S5

sudo doveadm mailbox list -u bob

INBOX2t M- &l 20 =0l

HIAIX] Z A

sudo doveadm search -u bob mailbox INBOX ALL

mailbox GUID®} UID 2& =9I

3| =2

sudo doveadm fetch -u bob 'uid hdr.from hdr.to hdr.subject' mailbox INBOX ALL

TH| HAIX| £=2+ X[ B

LS

rlo

A
T = e

o Heota JHA™E
doveadm2 Z2[A} Hoto 2 CHE AFEAIS] MY S U HEY & ULt 25 AZHT AHESHE, 23 SF0 M=

JE 6&2 [ 21 = _/|\_ AX = [ ’ — O
dd o5 g dets el
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22 M| SEfZ ofZA| v Lt

Z2E2 YYO| Maildir AT Dovecot B0 OF Y3 FEX| 0|58 5| BABICE

=y

—

SMTP DATA 2t& IMAP BODY.PEEK]] IMAP BODY][] POP3 DELE + RSET POP3 DELE + QUIT
\Seen Maildir/cur
M I A HEf BHE S &2 Jts AH| A AL =
In| %
2E Hd

[ run after each experiment

sudo find /home/bob/Maildir/new /home/bob/Maildir/cur -maxdepth 1 -type f -printf '%p\n’

sudo doveadm fetch -u bob 'uid flags' mailbox INBOX ALL

sudo doveadm mailbox status -u bob 'messages unseen' INBOX

“

SMTP &l
PEEK &
BODY[]

POP3 B=

OfL|2t doveadm flagset 21

i
o
=

0 =9
CtE S20|UEL} QIE Y S5 20 It 0|F A2 =2 Zetd 5 ULt XF T2 o 22 5Lt
|
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04 - A

Roundcube?} & HZ|st O] 7

AMERHE EateX T BEX|T, Fo|A= o0 d&¢et IMAPIE SMTPZt 2H2 SEfotct.

i

G G 2

Dovecot
o2
@ IMAP
HTTPS Roundcube 1143/:993
e PHP 2T &

1
I
{0
Rl

c
0x
oY
1=
Uk
in
A 4

7| |

Postfix
@ SMTP :25/:587

Roundcube DB
@ HEFAZ M
A

[

ES

Maildir Dovecot index RC DB
AN HAIX @2 UID-E2f|3-2M X & otd

=M MIME, 88, FAEE UI7t XMz

Roundcube= MY MHE CHH|SHX| 1, & MHE HE[5HA ALESt: & S2to|AUELL.
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04 - SA|

Roundcube HZZ} O

2R ZX7ForL|at HA BElE

LY

// config/config.inc.
$config[ 'imap_host']
$config[ 'smtp_host']

6| A| (Roundcube 1.6+

o
rot

2olsh= o A|Ct A X[29| config/defaults.inc.phplt HHH S HX

ok

M

23 71)

illustrative mapping

php - local lab only

'localhost:143"';

'localhost:25";

$config[ 'smtp_user'] =

$config[ 'smtp_pass']

$config[ '‘mail_domain'

imap_host

smtp_host

smtp_user/pass = "

mail_domain

=% dg

HTTPS
Hg

ol

[

EZ A 282

POSTFIX + DOVECOT LAB

Al HHR =

Dovecot :143 20552280

Postfix :25 et oY M=

15 d=t 127.0.0.18F M Z|3H7] T2
HA| T4 AtEXt@lab.test 7| & =0 QI

A

IMAPS/STARTTLS

FRA F2F TLS Dovecot 215 =

[e]]
[=]

|0
n

Postfix SMTP AUTH + TLS | From =2 X}

E{Wlo] O 2 = =3}X| 4=Cf.

20



re
my

220 / +OK / * OKZ} =7F2

A
23

RCPT TO §l 250Q17t?

T

DATA %l queue ID7} =712

k]

bob/Maildir0f Tt&0| U=7t?

=3

DovecotO] €2 {IXIE E=7}?

ApFE QL Y
54

Connection refused

550 User unknown

ol 22 A=Gl INBOXZH HIOf RS

IMAP/POP3 271021 A 1f

Roundcube@t A oj

FUDITIA T UUVELUI LAD

> 8 > 7 > MY > x| HAOM DX S 45 X[HE A0

ss, systemctl

home_mailbox, 2%t

mail_location, doveadm

ol

M 2ol

Jigk

MH| A 2EHQ} loopback T4~

bob A’d, RCPT =0 ¢l

Postfix home_mailbox2} Dovecot mail_location L X|

H|Z M3, disable_plaintext_auth, PAM 21

imap_host/smtp_host@t Roundcube 21



04 - OL22]|

I:] Postfix?} Bt MaildirE DovecotO| Y=Lt AMM S OHY-doveadm2 2 S HIULE
D IMAP Ef12} POP3 +OK/-ERR, AHH| 278 A|FQ| X}0|E HEE 4= QUCH

https://www.rfc-editor.org/rfc/rfc5321

m RFC 3501 (IMAP4rev1)

https://www.rfc-editor.org/rfc/rfc3sel

RFC 1939

https://www.rfc-editor.org/rfc/rfc1939

Basic Configuration

https://www.postfix.org/BASIC_CONFIGURATION_README.html

Architecture Overview

https://www.postfix.org/OVERVIEW. html

Maildir Configuration

https://doc.dovecot.org/2.3/configuration_manual/mail_location/Maildir/

doveadm Mailbox Commands

https://doc.dovecot.org/2.3/admin_manual/doveadm_mailbox_commands/

Roundcube Configuration Wiki

https://github.com/roundcube/roundcubemail/wiki/Configuration
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